ABSTRACT

VEHICLE RE-ROUTING STRATEGIES FOR CONGESTION
AVOIDANCE

by
Juan (Susan) Pan

Traffic congestion causes driver frustration and costs billions of dollars annually in lost
time and fuel consumption. This dissertation introduces a cost-effective and easily
deployable vehicular re-routing system that reduces the effects of traffic congestion.
The system collects real-time traffic data from vehicles and road-side sensors, and
computes proactive, individually tailored re-routing guidance, which is pushed to
vehicles when signs of congestion are observed on their routes. Subsequently, this
dissertation proposes and evaluates two classes of re-routing strategies designed to be
incorporated into this system, namely, Single Shortest Path strategies and Multiple
Shortest Paths Strategies.

These strategies are firstly implemented in a centralized system, where a server
receives traffic updates from cars, computes alternative routes, and pushes them
as guidance to drivers. The extensive experimental results show that the proposed
strategies are capable of reducing the travel time comparable to a state-of-the-art
Dynamic Traffic Assignment (DTA) algorithm, while avoiding the issues that make
DTA impractical, such as lack of scalability and robustness, and high computation
time. Furthermore, the variety of proposed strategies allows the system to be tuned
to different levels of trade-off between re-routing effectiveness and computational
efficiency. Also, the proposed traffic guidance system is robust even if many drivers
ignore the guidance, or if the system adoption rate is relatively low.

The centralized system suffers from two intrinsic problems: the central server has
to perform intensive computation and communication with the vehicles in real-time,

which can make such solutions infeasible for large regions with many vehicles; and driver



privacy is not protected since the drivers have to share their location as well as the
origins and destinations of their trips with the server, which may prevent the adoption
of such solutions. To address these problems, a hybrid vehicular re-routing system
is presented in this dissertation. The system off-loads a large part of the re-routing
computation at the vehicles, and thus, the re-routing process becomes practical in
real-time. To make collaborative re-routing decisions, the vehicles exchange messages
over vehicular ad hoc networks. The system is hybrid because it still uses a server
to determine an accurate global view of the traffic. In addition, the user privacy is
balanced with the re-routing effectiveness. The simulation results demonstrate that,
compared with a centralized system, the proposed hybrid system increases the user

privacy substantially, while the re-routing effectiveness is minimally impacted.
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CHAPTER 1

INTRODUCTION

Traffic congestion has become an ever-increasing problem worldwide. Congestion
reduces efficiency of transportation infrastructure and increases travel time, air
pollution, and fuel consumption. In 2010, traffic congestion caused urban Americans
to travel 4.8 billion hours more than necessary and to purchase an extra 1.9 billion
gallons of fuel, for a congestion cost of $101 billion. It is predicted that by 2015,
this cost will rise to $133 billion (i.e., more than $900 for every commuter). The
amount of wasted fuel will jump to 2.5 billion gallons (i.e., enough to fill more than
275,000 gasoline tanker trucks) [74]. While congestion is largely thought of as a big
city problem, delays are becoming increasingly common in small cities and some rural
areas as well. Hence, finding effective solutions for congestion mitigation at reasonable
costs is becoming a stringent problem. The thesis of my dissertation is that more
effective vehicle re-routing guidance can be proactively provided to individual drivers
i timely manner, based on the collaborative knowledge collected from smart phones or
systems embedded in vehicles, to alleviate the effects of congestion on the roads.

The advances of the emerging sensing and computing technologies enables
pervasive development of the Intelligent Transportation System (ITS). ITS aims to
enhance the traveler experience by integrating technology and intelligence into the
existing transportation infrastructure. Vehicle re-routing system (VRS) technology
is a subset of I'TS. In the past 30 years, various VRS technologies have been studied
and developed around the world utilizing different schemes to achieve lower travel
time for drivers. Currently static distributed road-side sensors (e.g., induction loops,
video cameras) and vehicles acting as mobile sensors (i.e., using embedded vehicular

systems or smart phones) can collect real-time data to monitor the traffic at fine



granularity. For example, the Mobile Millennium project [35] demonstrated that
only a low percentage of drivers need to provide data to achieve an accurate traffic
view. Others [28,47] have presented an adaptive traffic light system based on wireless
communication between vehicles and fixed controller nodes deployed in intersections.

Unlike a large amount of research which focuses on accurately collecting and
calibrating the data (e.g., predicting travel times in specific areas at particular times
of day or improving the traffic light cycles), this dissertation focuses on alleviating
congestion by providing drivers with better alternative routes in real-time. Implicitly,
fuel consumption and pollution will be reduced as well.

The rest of this chapter presents an overview of vehicle re-routing technology
in Section 1.1, including the first generation in-car navigation systems, dynamic
traffic assignment theory and vehicular network traffic guidance systems. Section 1.2
presents the problem statement addressed by the dissertation. Section 1.3 discusses
the challenges of providing re-routing guidance for vehicles. The contributions of this
dissertation are presented in Section 1.4, and contributors to this work are recognized

in Section 1.5. Finally, Section 1.6 details the structure of this dissertation.

1.1 Vehicle Re-routing Systems

1.1.1 Current In-car Navigation Systems

The first generation in-car navigation systems and web services were limited from the
start, as they only considered the road network, but not the traffic conditions, when
computing the shortest route to a destination. This was due to the unavailability of
traffic data. With the deployment of traffic surveillance infrastructure on more roads
(e.g., loop detectors, video cameras), the global population has started to witness
the implementation of web-based services/applications that present the drivers with
the current view of the traffic and let them decide which route to follow. This is in

line with Wardrop’s first traffic equilibrium principle [85], which essentially states



that a user-optimum traffic equilibrium is found when drivers make their own selfish
decisions (i.e., Nash equilibrium [43]). However, the usefulness of these applications is
also limited: (i) they have accurate information mostly about highways and thus are
not very useful for city traffic, and (ii) they cannot avoid congested areas and, at the
same time, it is known that no true equilibrium can be found under congestion [16].
Non-recurring congestions, which represent over 50% of all congestions [17], are
especially problematic, as drivers cannot use their experienced travel times to deal
with them.

Recently, companies such as Google [1] and TomTom [2] have started to use
infrastructure-based traffic information to compute traffic-aware shortest routes. These
solutions are better than just showing the traffic conditions because they can guide
drivers as function of other factors such as historic traffic and current weather. While
this is a significant advancement, it still only applies to major roads. This problem
may be overcome by collecting data from the drivers’ smart phones [39,61].

A more serious issue is that these solutions do not try to avoid congestions
explicitly (i.e., they are reactive solutions) and provide the same guidance for all
vehicles on the road at a certain moment as function of their destination (i.e., pull
model in which drivers query for the shortest route to destination). Therefore, similar
to route oscillations in computer networks, could lead to unstable global traffic behavior.
When this happens, congestion is switched from one route to another, if significant

numbers of drivers follow the guidance.

1.1.2 Dynamic Traffic Assignment

Dynamic Traffic Assignment (DTA) applies mathematical methodologies to model
traffic dynamics throughout the road network. The goal of DTA is to compute, for
each driver, an optimal route assignment such that no driver can improve his/her

travel time by unilaterally shifting to alternative routes [85]. The key challenge is that



when the drivers are assigned certain routes, the travel time along the routes changes
due to the increased volume and the limited capacity of the roads, especially when
a road is over-saturated. This varied road travel time in turn affects other drivers’
route choices. The currently perceived instantaneous travel time does not necessarily
equate with the experienced/expected travel time in the future [16]. Therefore, in
such highly dynamic conditions, a proper theoretical model of the road capacity
and travel time plays a significant role. Currently, most of the popular DTA tools
use simulation-based approaches to model the dynamics of the road travel time and
compute drivers’ route assignments iteratively. Specifically, given certain demand of
(origin,destination) pairs, initial route assignments are communicated to each vehicle.
Afterwards, in each consecutive step, the route assignments in the previous step are
adjusted gradually until a certain convergence criterion is achieved where minimal
adjustment is needed.

Although DTA provides analytical and theoretical guidelines for traffic assignment,
there is still a significant gap between the theoretical or simulation results and
potentially deployable solutions. One major issue is the computation overhead. Each
DTA iteration requires a complex simulation process. To achieve moderate accuracy
and convergence rate, many iterations are needed, which introduces huge computational
overhead. Other issues include: convergence, sensitivity, realism of traffic dynamics,
tractability for large scale road networks, capability of providing real-time guidance,
behavior in the presence of congestion, ability to function when not all drivers are

part of the system, and robustness to drivers who ignore the guidance [16].

1.1.3 Vehicular-based Cooperative Traffic Guidance Systems
Despite significant advances of in-car navigation system (e.g., Garmin, TomTom),

web services for route computation (e.g., Google, Microsoft), and dynamic traffic



assignment [16,51], the global population is still spending a tremendous amount of
time in traffic jams.

The emerging advances in sensors and vehicle communication technology (e.g.,
Vehicular Ad Hoc Networks (VANETS)) provides a powerful platform for a wide range
of distributed computing applications such as Vehicular-based Cooperative Traffic
Guidance Systems.

In recent years, most new vehicles come already equipped with GPS receivers
and navigation systems. Car manufacturers such as Ford, GM, BMW and Toyota
have already announced efforts to include significant computing power within their
automotive design [8,73,83,84]|. After Google revealed its first self-driving car, a
number of auto-makers began venturing into this research area. This trend is expected
to continue and, in the near future, the number of vehicles equipped with computing
technologies and wireless network interfaces will increase dramatically. These vehicles
will be able to run network protocols that will exchange messages for safer and more
fluid traffic on the roads.

Several protocols have been proposed for implementing vehicular communication.
The most promising standard is IEEE 802.11p. The physical layer of 802.11p is a
dedicated short-range 5.9 GHz for communication among vehicles and with roadside
infrastructure [40].

So far, two classes of Vehicular-based Cooperative Traffic Guidance Systems
have been studied: infrastructure-less solutions based on inter-vehicle communication
and infrastructure-based solutions relying on the peer-to-peer paradigm.

Trafficview [62] and StreetSmart [20] are examples for the first class. They
make use of wireless communication and GPS, which enable vehicles to collect and
disseminate traffic information. This provides meaningful data to the drivers. Some
other applications include intelligent traffic light adjustment [28] and bio-inspired

organic system [69,76,80]. In the second category, Peertis [71,72] discussed an efficient



and scalable architecture that incorporates a P2P overlay into a vehicular network
based on cellular Internet communication to provide better service. Unlike the client
server architecture discussed in the previous section, these solutions fully utilize
VANETS communication power to provide distributed traffic services. Nevertheless,
they simply use the collected data for naive sub-optimal shortest path computation
which potentially switch congestion from one spot to another. Besides, VANETSs have
throughput and latency problems for larger scale networks and these problems become
worse in highly congested areas. Due to wireless contention, the dropped packets lead

to incomplete traffic view, thus to suboptimal decisions.

1.2 Problem Statement
This dissertation addresses the problem of providing efficient re-routing paths for drivers
of cars on the roads with signs of congestion in centralized and hybrid (centralized
server and VANETS) system. This dissertation argues that the time is ripe for
building a proactive, intelligent, and real-time traffic guidance solution based on the
dynamic situation in the road network. In this system, vehicles can be viewed as
both mobile sensors (i.e., collect real-time traffic data) and actuators (i.e., change
their path in response to newly received guidance). The system is cost-effective and
easily deployable because it does not require road-side infrastructure; it can work
using only smart phones carried by drivers !. Where road-side sensors are available,
this system can take advantage of them to supplement the data provided by vehicles,
thereby building an accurate representation of the global real-time traffic conditions.
Periodically, the system evaluates the congestion levels in the road network. When
signs of congestion are observed on certain road segments, the system computes
proactive, individually-tailored re-routing guidance, which is pushed to vehicles that

would pass through the congested segments. It is important to note that the drivers

In the future, once vehicular embedded systems become widespread, they could be used
instead of smart phones.



are not “forced” to follow alternative routes: the guidance may or may not be accepted
by drivers.

The problem statement is how to build a traffic re-routing system and
re-routing algorithms that will be successful in a real-life deployment? This
system requires software that addresses the following questions: How to monitor the
traffic accurately in the presence of low system penetration rate? How to protect
drivers’ privacy (i.e., location privacy) and, at the same time, achieve an optimal
global view of the real-time traffic? How to predict congestion in real-time on different
road types, based on data reported from smart phones and existing infrastructure?
What algorithms should be used to compute and deliver effective re-routing guidance
to individual drivers, before they encounter into congested areas?” How to make
the system robust and adaptable in the presence of drivers who ignore the provided
guidance? How to make the system scalable to potentially millions of vehicles in terms

of both computation and communication?

1.3 Contributions of Dissertation
This dissertation introduces a cost-effective and easily deployable vehicular traffic
guidance system that reduces the effect of traffic congestions. Then, five re-routing

strategies designed to be incorporated in this system are proposed and evaluated:

e Dynamic Shortest Path (DSP), which assigns to each vehicle the current shortest
time path to destination;

e A* shortest path with Repulsion (AR*), which modifies the A* shortest path
algorithm [32] by considering both the travel time and the paths of the other
vehicles (as a repulsive force) in the computation of the shortest path.

e Random k Shortest Paths (RkSP), which computes k-shortest paths for each
re-routed vehicle and randomly assigns the vehicle to one of them.

e Entropy Balanced k Shortest Paths (EBkSP), which computes k-shortest paths
for each vehicle and assigns the vehicle to the path with the lowest popularity
as defined by the path entropy.



e Flow Balanced k Shortest Paths (FBkSP), which computes k-shortest paths for
each vehicle and assigns the vehicle to the path that minimizes the impact of
traffic flow in a network region.

DSP and AR* are built on top of the classical shortest path algorithms that is
adapted to the context of a real-time traffic guidance system. DSP is a basic strategy
that updates dynamically the vehicles’ routes when there are signs of congestion in
the road network, to the current, travel time based shortest path. The simplicity of
DSP suggests high computational efficiency. At the same time, DSP may have limited
effectiveness in alleviating congestion in difficult circumstances (e.g., if the traffic is
very dense) because it may lead to switching congestion from one spot to another.
AR* tackles this shortcoming by taking into account the other vehicles’ paths in the
computation of a new vehicle route. However, the price to pay is increased complexity
and therefore, increased computational cost.

To obtain a more flexible trade-off between the effectiveness and the efficiency
of the re-routing, a second group of strategies are proposed, that are based on the
k-shortest paths algorithm. The proposed is idea is to compute the set of k-best
alternative paths for a re-routed vehicle and then assign each vehicle to the path
that reduces the road network utilization with respect to the other vehicles’ paths.
These strategies are expected to be more effective than the simple DSP, since they
take into account the other vehicle paths. Yet the KSP strategies should be more
computationally efficient than AR*, since they limit the traffic flow optimization to
the k alternative paths. Three policies are proposed to select the best path among the
k-shortest paths as indicated above, i.e., random selection in RkSP, popularity based
selection in EBkSP, and flow balanced selection in FBkSP.

The system was first implemented using a centralized architecture where a
centralized server is responsible for both collecting traffic reports and re-routing
path computation. The proposed system was extensively evaluated, integrating the

five strategies through simulations over two medium-size urban road networks and



across several parameters including the re-routing period, the congestion threshold,
the vehicle selection level, the vehicle priority, the number of alternative paths, the
drivers’ compliance rate, and the penetration rate. Moreover, a tool implementing
a state-of-the-art DTA algorithm for traffic optimization was employed, to quantify
both the improvement of the travel time provided by DTA and its computational
cost. The results indicate that the five strategies significantly decrease the average
travel time compared to “no-rerouting”, thus lowering the average travel time at
least by 2 times in most cases, and up to 5 times in certain cases. Compared to
DTA, these strategies yield similar travel times at (much) lower computational costs.
Additionally, these strategies are much more scalable with the number of vehicles than
DTA. Among the proposed strategies, AR* has the lowest average travel time, but the
highest computational cost. EBKSP and FBkSP can achieve comparable travel times
as AR*, while demanding lower CPU times for the re-routing computations. DSP has
by far the lowest computational cost, but it is also the least efficient at reducing the
travel time. Finally, it is worth mentioning that these re-routing strategies are still
effective in alleviating congestion even if many drivers ignore the guidance or if the
system adoption rate is relatively low, which is important in facilitating the adoption
of the system at a large scale.

The main focus of the first part of this dissertation are the routing algorithms
in a centralized design. However, as for a practical deployable solution, scalability
and privacy are essential. Since a purely centralized system internally suffers from
scalability and privacy problems and a fully distributed system can not obtain a full
picture of the road network traffic, a hybrid system is proposed. It is called “hybrid”
since the system still requires a central server to obtain a global accurate traffic view. A
privacy-aware reporting mechanism is designed to send traffic reports probabilistically
as a function of the vehicle density on the roads. To measure privacy leakage, each

traffic report is associated with a importance factor defined by the entropy of the road
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segments. Once signs of congestion are detected by the cental server, only vehicles
that reported recently and are close to congestion spots are notified. The traffic
view is propagated in VANET and the computation is off-loaded to individual vehicle
where distributed re-routing algorithms are executed collaboratively. Specifically, the
EBKSP and AR* algorithms are extended to distributed versions, namely dEBkSP and
dAR*. In order to achieve similar performance compared to the centralized design,
four optimizations techniques are presented: prioritized broadcast, distance-based
timer, network coding and k path compression.

Extensive simulation results demonstrate that the privacy leakage is reduced by
90% while only sacrificing 10% of the travel time. Additionally, re-routing frequency
is reduced by 25%. Although dAR* exhibits lower travel time, analysis shows that
dEBkKSP has better scalability since the computation of k shortest paths is evenly

distributed to vehicles.

1.4 Structure of Dissertation
The subsequent chapters of this thesis dissertation are structured as follows: Chapter
2 reviews related work. Chapter 3 describes the basic centralized system model and
the challenges. Chapter 4 explains the two classes of re-routing strategies and the
DTA algorithm used as baseline. Chapter 5 presents the experimental results and
analysis for the centralized system. The hybrid system design is presented in Chapter
6. Chapter 7 shows the evaluation results of the hybrid system. The dissertation

concludes in Chapter 8.



CHAPTER 2

RELATED WORK

This chapter presents background and related work literature in the domain of vehicle
routing services in Section 2.1, efficient K shortest path generation in Section 2.2,
dynamic traffic assignment model in Section 2.3, vehicular ad hoc networks in

Section 2.4 and location privacy in Section 2.5. The chapter concludes in Section 2.6.

2.1 Existing Vehicle Routing Services

Projects such as Mobile Millennium [39,90], CarTel [21], JamBayes [38], Nericell [61],
and surface street estimation [31] use vehicle probe data collected from on-board
GPS devices to reconstruct the state of traffic and estimate shortest travel time. The
proposed research moves beyond this idea: instead of investigating the feasibility
and accuracy of using mobile phones as traffic sensors, this dissertation focuses on
using that information to recommend routes more intelligently, thus, achieving better
efficiency in terms of avoiding congestion and reducing travel time.

Services such as INRIX [3] provide real-time traffic information at a certain
temporal accuracy, which allows drivers to choose alternative routes if they are showing
lower travel times. According to Wardrop’s first traffic equilibrium principle [85],
this could lead to a user-optimum traffic equilibrium. It is known, however, that no
true equilibrium can be found under congestion [42]. Several initiatives have been
take in the directions of predicting long-term recurrent and short term non-recurrent
congestions [4]. However, the usefulness of these applications is also limited: (i) they
have accurate information mostly about highways and thus are not very useful for city
traffic, and (ii) they cannot avoid congestions and, at the same time, it is known that

no true equilibrium can be found under congestion [16]. Non-recurring congestions,

11
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which represent over 50% of all congestions [17], are especially problematic as drivers

cannot use their experienced travel times to deal with them.

2.2 K Shortest Path Generation

A large body of existing route planning research focuses on fast generation of k-shortest
paths [53,75] in highly dynamic scenarios with frequent traffic information updates.
In particular, [75] presents transit-node routing and highway-node routing to reduce
the average query time and memory requirements. The work in [53] proposes two
new classes of approximation techniques (e.g., K-AS-Aggressive, K-AS-Variance,Y-
Moderate) that use pre-computation and avoidance of complete recalculations on every
update to speed up the processing of continuous route planning queries. However,
current instantaneous shortest paths are not necessarily equal to time-dependent
shortest paths. These algorithms calculate shortest paths based only on the snapshot
of current traffic conditions without considering the dynamic future conditions.

One of the essential properties of the travel time on the road network is the
time-dependency. Computing shortest paths in a time varying spatial network is
challenging since the edge (i.e., road segment) travel times changes dynamically. In
this case, the computation not only considers the instantaneous travel time in one
single snapshot of the traffic graph but also the relationship among the consecutive
snapshots across time. George et at. [27] demonstrated a faster greedy time-dependent
shortest path algorithm (SP-TAG) by using a Time Aggregated Graph (TAG) data
structure instead of the time-expanded graph. SP-TAG saves storage and computation
cost allowing the properties of edges and nodes to be modeled as a time series instead
of replicating nodes and edges at each time unit. While algorithms such as SP-TAG
provide insights into the dynamics of traffic network, two obstacles remain besides
increased computational cost. Firstly, it is impractical to assume the system knows

the exact travel time series of every single road segment given the traffic dynamics.
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Secondly, these algorithms do not help with switching congestion from one spot to

another if all the drivers are provided the same time-dependent shortest path.

2.3 Dynamic Traffic Assignment Model

An alternative to this work could be the research done on dynamic traffic assignment
(DTA) which leads to either system-optimal or user-optimal route assignments. DTA
research can be classified into two categories: analytical methods and simulation-based
models. Analytical models such as [24, 57, 58] formulate DTA as either nonlinear
programming problems, optimal control problems, or variational inequalities. Although
they provide theoretical insights, the computational intractability prevents their
deployment in real systems [66].

Simulation-based approaches [16,25,52,81] have gained greater acceptability in
recent years, in which the time-dependent user equilibrium is computed by iterative
simulations. The simulations are used to model the theoretical insights that cannot be
derived from analytical approaches. This process computes the assignment of traffic
flows until the travel times of all drivers are stationary. Unfortunately, there are
still a number of issues associated with these approaches that make their deployment
difficult: tractability for large scale road networks given the computational burden
associated with the simulator, capability of providing real-time guidance, effectiveness
in the presence of congestion, and behavior of drivers who ignore the guidance. For
example, they assume the set of Origin-Destination (OD) pairs and the traffic rate
between every OD pair are known. This information is highly dynamic especially in
city scenarios, leading to frequent iterations of computationally expensive algorithms
even when not needed from a driver benefit point of view. Additionally, the OD set
is large, and the DTA algorithms may not be able to compute the equilibrium fast
enough to inform the vehicles about their new routes in time to avoid congestions.

The proposed system, on the other hand, is designed to be effective and fast, although
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not optimal, in deciding which vehicles should be re-routed when signs of congestion
occur as well as computing alternative routes for these vehicles.

The complexity of DTA systems has led scientists to look for inspiration in
Biology and Internet protocols. In [76], Wedde et al. developed a road traffic routing
protocol, BeeJamA, based on honey bee behavior. Similarly, Tatomir et al. [80]
proposed a route guidance system based on trail-laying ability of ants. Inspired by the
well-known Internet routing protocols, prothmann et al. [69] proposed decentralized
Organic Traffic Control. However, since they employ ad hoc networking, these
approaches have only a partial view of the traffic conditions, which may lead to less
accurate re-routing. Also, simply treating vehicles as packets which always listen
to the guidance ignores the nature of human behavior. Furthermore, these systems
react to real-time data without insight into future conditions, thus introducing greater
vulnerability to switching congestion from one spot to another.

There has been several other literatures that aim to provides near-optimal route
to drivers but better scalability compared to DTA. The first related work is the Ph.D
Thesis [49] from MIT. The basic idea is divided into two steps: Calculated the possible
first k shortest paths from source to destination, and then determine which path
each vehicle should take by minimizing a Lyapunov-style cost function. Meanwhile,
the work [93] uses dynamic programming keep tracking traffic information in the
network. Every time a car comes an intersection, it calculates the first-k shortest path
candidates and proportionally chooses a candidate by using probability calculated

from boltzmann distribution.

2.4 Vehicular Ad hoc Networks
There has been significant effort and progress on Vehicular Ad hoc Networks (VANETS)
technology in recent years. VANETSs are based on vehicle-to-vehicle and vehicle-to-

infrastructure wireless communication. IEEE 802.11p is an approved amendment to
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the IEEE 802.11 standard to add wireless access in vehicular environments (WAVE). It
defines enhancements to 802.11 required to support Intelligent Transportation Systems
(ITS) applications. Essentially, the VANETSs research can be classified into three
categories: routing, communication optimization, applications. These three categories
tackle the VANETS key issues from the bottom to the top.

Obviously, routing is the fundamental point providing the basis for communication
of the platform. For example, one of the major works is presented by [64] where
RBVT-R and RBVT-P protocols are proposed. Both protocols leverage real-time
vehicular traffic information to create road-based paths consisting of successions of
road intersections that have, with high probability, network connectivity among them.
Simulation results shows 40% increase in delivery ratio and 85% decrease in average
delay.

The second category involves applying optimization techniques to minimize the
communication overhead. The work in [79] described an effective safety alert broadcast
algorithm for VANETS. Similarly, the technique in [50] presented a domain specific
data aggregation scheme and a genetic algorithm to minimize the overall bandwidth
requirements and placement of the roadside units in the initial deployment. Since
VANETS are used for collaboration and information sharing, one of the key challenges
is to avoid “broadcast storm”. The work in [63] firstly analyzed this issue in MANETS
and proposed a probabilistic, counter-based and distance-based schema to reduce
redundant messages. As an extension, [89] investigated this problem in VANETS.
Article [46] described how to utilize 2-hop neighborhood information more effectively
to reduce redundant transmissions.

The traffic efficiency can be further improved by using network coding [22] and
data compression. In [41], Katti et al. lay out a basic mechanism to efficiently
forward packets by mixing packets from different sources using XOR. Meanwhile, Lee

et al. [82] proposed a network coding-based file swarming protocol targeting VANETSs
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to allow shorter file downloading time. As for data compression, one example is MIT
CarSpeak project [45], which proposed a loss-resilient compression octree structure to
reduce the packet size and prevent packet loss.

Potential applications in VANETS are safety and non-safety related. Examples
of safety related applications are in paper [13] which presents an overview of highway
cooperative collision avoidance. The other services includes automatic road traffic alert
dissemination, dynamic route planning, service for parking availability, audio and video
file sharing between moving vehicles, and context-aware advertisement [62,70,72,94].

The proposed hybrid system in this dissertation shares some similarities and
differences with the above works. The similarity is that the hybrid design allows
each vehicle to exchange its trip information across the VANETSs. The difference
is that a centralized server acts as a coordinator to collect the accurate traffic view
based on the updates from each vehicle. Once congestion is detected, the latest traffic
view is pushed to the selected vehicles and optimal individually tailored paths are
distributively computed by each vehicle. The advantage is that real computation is
off-loaded to VANETS to reduce computational cost which improves the scalability of
the system. Furthermore, the hybrid system incorporates a privacy enhancing module,
which dramatically reduces the location privacy leakage because each vehicle only
submits location reports probabilistically in highly congested areas. In other words,
the centralized server (through 3/4G network) and VANETSs work together to fully

utilize both internet access and VANETs ad-hoc communication.

2.5 Location Privacy Protection
There is always a trade-off between privacy and information sharing or disclosure. On
the one side, the amount of the information gathered directly affects the effectiveness
of the system. On the other hand, information disclosure violates the people’s

privacy (e.g., location, trajectory). The questions is how to measure the privacy and
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minimize the privacy leakage. As for the measurement, the work in [60] analyzes
the information leaks in the lookup mechanisms of structured peer-to-peer (P2P)
anonymous communication systems and how these leaks can be used to compromise
anonymity. Meanwhile, paper [14] defined Self Exposure Risk Index (SERI) and
External Exposure Risk Index (XERI) to assess the privacy leakage.

As for location privacy, a large body of work focuses on spatial cloaking [29] to
provide k-anonymity, which guarantees a user to be indistinguishable from at least k-1
others. The work in [26] argues that both spatial and temporal dimensions should
be considered in the algorithm to achieve better k-anonymity, where a framework is
designed to enables each mobile client to specify the minimum level of anonymity that
it desires and the maximum temporal and spatial tolerances that it is willing to accept.
Various techniques can be used to achieve advanced k-anonymity, for example, [92]
computes location entropy while [55] uses the prefix of the location hash value. To
prevent the location tracking, [77] achieves k-anonymity by injecting k-1 fake location
traces. Fundamentally, k-anonymity reduces the quality of the user’s localization,
which is not applicable for continuous location based services such as real-time vehicle
re-routing. The technique in [59] demonstrates path confusion approach which uses
mobility prediction to create a web of intersecting paths, preventing un-trusted
location based services from tracking users while providing highly accurate real-time
location updates. An uncertainty-aware path cloaking algorithm is proposed in [36] for
preserving privacy in GPS traces that can guarantee a level of privacy even for users
driving in low-density areas. All the above mechanisms require a trusted centralized
entity such as a proxy server for location reporting.

This dissertation argues that the proposed hybrid system greatly improves the
driver’s location privacy. The server only needs to acquire data from high density roads
to produce a roughly accurate traffic view. The vehicles utilize VANETS to estimate

road locate density and only upload to the central server probabilistically when
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necessary. Afterwards, once again, through VANETS, the traffic view is propagate
and optimal re-routing route computed distributively. On one hand, the probabilistic
update scheme on high density road dramatically reduce the location leakage. On the

other hand, risk of location tracking is distributed on the VANETSs.

2.6 Chapter Summary
This chapter discussed the existing studies related to intelligent vehicular re-routing
systems. The vehicular routing services are initially presented followed by fast k
path generation and dynamic traffic assignment. Finally, VANET communication

optimizations and location privacy systems were also reviewed.



CHAPTER 3

SYSTEM OVERVIEW AND CHALLENGES

This chapter firstly provides general overview of the basic centralized design of the
proposed smart vehicle re-routing system, traffic data representation and estimation
in Section 3.1.1, congestion prediction in Section 3.1.2, selection of vehicles to be
re-routed in Section 3.1.3, ranking the selected vehicles in Section 5.2.7 and alternative
route computation and assignment in Section 3.1.5. The potential challenges (e.g.,
privacy, scalability, robustness) are discussed in Section 3.2. Finally, the summary of

the chapter is presented Section 3.3.

3.1 Basic Centralized Design
The objective of this dissertation is to implement and evaluate a real-time, cost-effective,
and easily deployable vehicular traffic guidance system that reduces the effect of traffic
congestions and lowers the trip times for all drivers. Implicitly, fuel consumption
and pollution will be reduced as well. To achieve this goal, a system was developed
consisting of smart phone-based vehicular networks and a back end server infrastructure
for traffic monitoring and coordination. Smart phones were chosen as the vehicular
platform because they are already carried by drivers in many vehicles, are powerful
(have several communication interfaces, GPS, accelerometer, powerful CPU, plenty of
storage, etc.), and are easily programmable. Once they become widespread, vehicular
computing systems could be considered instead of smart phones. Figure 3.1 presents
a comparison between these existing solutions and the system. This dissertation
proposes to leverage the smart phone ubiquity to design and quickly deploy a cheap
and effective traffic re-routing system. Such a system will benefit all of us through

faster routes, less money spent on gas, and lower pollution.
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Figure 3.1 The system overview.

Particularly, the system model is composed of: (1) a centralized traffic monitoring
and re-routing service (which can physically be distributed across several servers),
and (2) a vehicle software stack for periodic traffic data reporting (position, speed,
direction) and showing alternative routes to drivers. Vehicles run this software either
on a smart phone or an embedded vehicular system. Vehicles are equipped with GPS
receivers and can communicate with the service over the Internet when needed. When
starting a trip, each vehicle informs the service of its current position and destination;
the service sends back a route computed according to its strategy. It is assumed that
the service knows the road network as well as the capacity and legal speed limits on
all roads.

Logically, the traffic guidance system operates in four phases executed periodically:
(1) data collection and representation; (2) traffic congestion prediction; (3) vehicle
selection for re-routing; and (4) alternative route assignment for each such vehicle and
pushing the guidance to the vehicles. Since data collection has been studied extensively
in the literature, This issue is not addressed and it is assume that the centralized
service receives traffic data from vehicles and road-side sensors where available. Each

of the other phases are discussed in detail in this section and Chapter 4.
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3.1.1 Traffic Data Representation and Estimation

The road network is represented as a directed, weighted graph, where nodes correspond
to intersections, edges to road segments, and weights to estimated travel times. The
weights are updated periodically as new traffic data becomes available. Several methods
can be employed to estimate the travel time over a road segment. For instance, using
vehicle probe data collected from on-board GPS devices to reconstruct the state of
traffic is a well-studied topic [51,90]. Greenshield’s model [10] is used to estimate
the travel time since it is used extensively in dynamic traffic assignment models by
transportation researchers. The model considers that there is a linear relationship
between the estimated road speed V; and the traffic density K; (vehicles per meter)

on road segment ¢, as in Equation 3.1:

V=Vil- gt =L (31)
where Kj,, and V; are the traffic jam density and the free flow speed for road
segment ¢, while T; and L; are the estimated travel time and length for the same
segment. The free flow speed V; is defined as the average speed at which a motorist
would travel if there were no congestion or other adverse conditions. To simplify
this implementation, it is considered that the free flow speed is the road speed
limit. Basically, K;/Kj., is the ratio between the current_number_of _vehicles
and the N,,uz. Npee 1S the max number of vehicle allowed on the road. The
current_number_of _vehicles is obtained from the traffic data collected by the service,

whereas Ny.. = length_of road/(avg_vehicle_length + min_gap).

3.1.2 Congestion Prediction
Periodically, the service checks the road network to detect signs of congestion. A road
segment is considered to exhibit congestion signs when K;/Kj,m, > 0, where § € [0, 1]

is a predefined threshold value. Choosing the right value for ¢ is particularly important
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for the service performance. If it is too low, the service could trigger unnecessary
re-routing; this may lead to an increase in the drivers’ travel times. If it is too high,
the re-routing process could be triggered too late and congestion will not be avoided.

The evaluation in Chapter 5 confirms these hypotheses.

3.1.3 Selection of Vehicles to be Re-routed
When a certain road segment presents signs of congestion, the service looks for nearby
vehicles to re-route. Specifically, vehicles are selected from incoming segments (i.e.,
segments which bring traffic into the congested one). To decide how far from congestion
to look for candidates for re-routing, the service uses a parameter L (level). This
parameter denotes the furthest distance (in number of segments) a candidate vehicle
can be away from the congested segment. In practice, L could be computed as function
of the severity of congestion; for example, the “level of service” (LOS) can be used
to define in the Highway Capacity Manual [54]. L’s value has to be large enough
to mitigate congestion. If L is too high, however, more vehicles than necessary will
be selected for re-routing, which can have undesired consequences (e.g., creating
congestion in another spot). Since the focus of this dissertation is on the re-routing
algorithms and the analysis of their performance, L was considered tuning parameter
that is varied during these experiments.

The service performs a breadth first search (BFS) on the inverted network graph
(i.e., the road network graph is directed), starting from the congested segments with
maximum depth L and considers all these cars as candidates for re-routing. The
process is illustrated in Figure 3.2. Assuming L=2 and signs of congestion are detected
on the segment Sc, the system recursively selects the vehicles situated on the incoming
segments of the congested segment in two steps. First, the vehicles located on segments

S1 are included in the candidate set, followed by the vehicles situated on segments S2.
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Figure 3.2 The vehicle selection process.

The union of all the vehicles affected by all the congestion segments was selected
in whole network within the same level, then do vehicle ranking (Section 5.2.7), path

computations and the assignments (Chapter 4).

3.1.4 Ranking the Selected Vehicles

The selected vehicles need to be ranked and assigned to alternative paths according to
their rank for all strategies, except DSP. In this way, the performance of the strategies
improve. The impact a congested road segment has on a vehicle’s travel time is
different depending on the remaining distance to the vehicle’s destination. Intuitively,
the drivers that are close to their arrival point may have a different perception of the
congestion than the drivers that are far away from their destinations. This system
uses an urgency function to rank the vehicles that are selected for re-routing. Hence,

the vehicles with higher urgency are re-routed first and get relatively better routes.

Definition 1. Given a set of vehicles V = (vy,vq,v3, ..., 0) to be re-routed, two

urgency functions were defined to compute the re-routing priority of a vehicle in V:
e Relative Congestion Impact: RCI=(RemTT-RFFTT)/RFFTT

e Absolute Congestion Impact: ACI=RemTT-RFFTT

where RemT'T is the remaining travel time, and RFFTT is the remaining free flow

travel time for the vehicle.
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RC'T measures the congestion impact on a vehicle relative to its remaining travel
time, whereas AC'I emphasizes the absolute increase in the travel time. Therefore,
RC'T gives a higher priority to vehicles that are close to their destinations, while ACT
ranks first the vehicles that are further from their destinations. In Section 5.2, these

two urgency functions are evaluated under different re-routing strategies.

3.1.5 Alternative Route Computation and Assignment

There are two main requirements for the re-routing algorithm: (1) compute an
alternative routes for each driver that improve both single driver’s trip time and global
network efficacy (2) push the guidance to drivers fast to allow them enough time to
switch on the new route. Essentially, a best effort algorithm is required, which finds
good enough alternatives with real-time constraint.

Accordingly, two types of solutions were developed. The first solution is “Single
Shortest Path Strategies”, the second one is “Multiple Shortest Paths Strategies”.
The former computes one single path for each vehicle collaboratively according to
the other vehicles’s paths. The later computes k loopless shortest paths 48,56, 67]
according to current travel time and pick the optimal one for each vehicle. This is
because one of the main goals of the system is to prevent moving congestion from
one path to another. If all vehicles are re-routed on their current shortest paths, the
algorithm might end-up doing exactly that. For this reason, vehicles are provided with
alternative paths that lower their currently predicted travel time, but these paths do
not have to be the shortest. The specification of the re-routing algorithms is presented

in Chapter 4.
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3.2 Challenges
3.2.1 Privacy
In order to accurately estimate the traffic conditions and provide individual re-routing
guidance, the system must be aware with relatively high accuracy of the current
position and destination/route of each vehicle. This requirement may lead to major
privacy concerns and could preclude the adoption of the system. Therefore, it is
necessary to explore ways to reduce drivers’ privacy exposure risks.

The first solution is to send the traffic reports anonymously. In this way, drivers
prevent others from linking their location to their identity. However, it is well known
that identity can still be inferred from location traces by linking them together or
with external sources [34]. Hence, a goal of the system is to balance between data
collection accuracy and driver’s privacy. Spatial and temporal cloaking are the main
techniques for k-anonymity, which guarantees a user to be indistinguishable from at
least k-1 others [26]. However, k-anonymity sacrifices the location accuracy, thus is not
applicable for continuous location based services in this case. Naturally, minimizing
the report frequency for each driver fits better since the location must be precise
whereas a small sample is sufficient. Indeed, according to the Mobile Millennium
Project [33], reports from 2-3% of drivers (or 2-3% of the time) are enough to obtain
an accurate view of the traffic. Virtual Trip Lines have been proposed precisely in
this context [35]. Besides, high density also provide natural obstacle for an un-trusted
identity to identify or distinguish vehicles on the road. Accordingly, in Chapter 6, a
distributed privacy by utilizing VANETS is proposed. Specifically, each vehicle on
VANETS periodically detect road density and only send traffic report to the server
based on certain probability when road density is high enough. This way, the server
only receives limited amount of vehicle location data but still roughly accurate traffic

view. Once congestion is detected, VANETSs helps further propagate the traffic map
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and re-routing path is computed locally on each vehicle. Chapter 7, this hybrid privacy

protection module is evaluated through extensive simulations.

3.2.2 Robustness
This dissertation aims to create a robust system that works well in the presence of
less than 100% penetration rate and acceptance rate. The main goal of the system
is to provide benefits to drivers who have the system and accept the guidance even
for low penetration and acceptance rates. A question that needs to be answered is:
what are the minimum rates that allow the system to work properly? As by-product,
because the system avoids congestions, the trip times are in fact lowered for all traffic
participants. However, the individual benefits may vary significantly.

A salient feature of this system is its ability to adapt to drivers behavior. Smart
phones can learn how drivers react to guidance and pass this knowledge to the
re-routing algorithm. For example, the algorithm may give preference for re-routing

to drivers who have a high acceptance rate.

3.2.3 Accurate Real-time Traffic View

The system has to adapt the number and frequency of reports submitted by smart
phones to balance the need for an accurate global view of the traffic with the needs
for privacy