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Abstract— Providing end-to-end data security, i.e., data con -
dentiality, authenticity, and availability, in wirelesssensor net-
works (WSNSs) is a non-trivial task. In addition to the large
number and severe resource constraint of sensor nodes, a
particular challenge comes from potential insider attacks due
to possible node compromise, since a WSN is usually deployed
in unattended/hostile environments. Existing security designs
provide a hop-by-hop security paradigm only, which leaves the
end-to-end data security at high stake. Data con dentiality and
authenticity is highly vulnerable to insider attacks, and the multi-
hop transmission of messagesggravatesthe situation. Mor eover,
data availability is not suf ciently addressedin existing security
designs, many of which are highly vulnerable to many types
of Denial of Sewice (DoS) attacks, such as report disruption
attacks, selectve forwarding attacks, etc. In this paper, we seek
feasible solutions to overcome these vulnerabilities. Through
exploiting the static and location-aware nature of WSNs, we
come up with a location-aware end-to-end security framework
in which each node only stores a few secet keys and those
seceet keys are bound to the node's geographic location. The
property of the location-aware keyssuccessfullimits the impact
of compromisednodesto their vicinity. We also proposea multi-
functional key managementframework which ensuresboth node-
to-sink and node-to-nodeauthentication along report forwarding
routes.Mor eover, our novel one-to-manydata delivery approach
guaranteesef cient en-route bogus data ltering and is highly
robust againstmany known DoS attacks. We evaluate our design
through extensive analysis, which demonstratesa high security
resilienceagainst an increasing number of compromised nodes
at the cost of a moderate protocol overhead.

I. INTRODUCTION

Wireless sensornetworks (WSNs) have dravn a lot of
attention recently due to their broad applicationsin both
military and civilian operationsA WSN usually consistsof a
large numberof ultra-small,low-costdevicesthathave limited
enegy resourcescomputation,memory and communication
capacitieg[1], [2], [4], [7], and for the applicationssuch as
battle eld reconnaissancand homelandsecurity monitoring.
WSNs are often deployed in a vast terrain to detectevents
of interestand deliver data reports over multi-hop wireless
pathsto the sink. Data securityis essentiafor thesemission-
critical applicationsto work in unattendedand even hostile
ernvironments.

Oneof the mostsevere securitythreatsin WSNSsis security
compromiseof sensomodesdueto their lack of tamperresis-
tance[7]. In WSNs, the attacler could compromisemultiple
nodesto obtain their carried keying materials and control
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them, and thus is able to interceptdatatransmittedthrough
thesenodesthereafter As the numberof compromisechodes
grows, communicationlinks betweenuncompromisechodes
might alsobe compromisedhroughmaliciouscryptoanalysis.
Hence this type of attackscould leadto severedatacon den-
tiality compromisein WSNSs. Furthermore the attacler may
usecompromisedodedo injectbogusdatatraf c into WSNs.
In this attack, compromisednodespretendto have detected
an event of interestwithin their vicinity, or simply fabricate
an bogus event report claiming a non-«isting event at an
arbitrary location. Suchinsider attackscan severely damage
network function and resultin the failure of mission-critical
applications.They may also induce network congestionand
wirelesscontention,and wastethe scarcenetwork resources
suchasenegy and bandwidth,hence severely affecting both
data authenticity and availability. Lastly, the attacler could
usecompromisedhodesto launchselectve forwardingattacks
[3], in which compromisechodesselectvely drop the going-
throughdatatrafc andthusto severely jeopardizedataavail-
ability. The existenceof the aforementionedattackstogether
with the inherentconstraintsof sensormodes,male it rather
challengingto provide satistctorydatasecurityin WSNswith
respecto all its threeaspectsi.e., con dentiality, authenticity
and availability [1]-[5].

Recentresearchhasseena growing body of work on secu-
rity designdor WSNs[9]-[17]. Dueto theresourceconstraint,
most of the proposalsare basedon symmetriccryptograply
and only provide data authenticity and/or con dentiality in
a hop-by-hop manner End-to-endencryption/authentication
is consideredless feasible, particularin a WSN consisting
of a large number of nodes[7]. However, the lack of the
end-to-endsecurity guaranteemales the WSN particulary
vulnerableto the aforementionedattacks.The unique node-
to-sink communicationpatternin WSNs and the multi-hop
communicationpaths aggraate the situation. The attacler
could, therefore,make much lesseffort to obtain/manipulate
its desireddatawithout having to compromisea large number
of nodes.To malke things worse, existing security designs
are highly vulnerableto mary types of Denial of Service
(DoS) attacks,suchasreportdisruptionattacksand selectve
forwarding attacksas discussedater Data availability is far
from sufciently addressedh existing securitydesigns.

In this paper we proposean integrated security design



providing comprehensie protection over data con dential-

ity, authenticity and availability. Our designovercomesthe

limitations of the existing hop-by-hop security paradigm
and achieves an efcient and effective end-to-endsecurity
paradigmin WSNs. We exploit the static and location-avare

natureof WSNs,and proposea novel location-avare security
approachhroughtwo seamlesslyntegratedbuilding blocks:a

location-avarekey managemenframevork andanend-to-end
datasecuritymechanismin this approachgachsensomode
is equippedwith severaltypesof symmetricsecretkeys, some
of which aim to provide end-to-enddatacon dentiality, and

othersaim to provide both end-to-enddata authenticityand

hop-by-hopauthenticationAll the keys are computedat each
sensornode independentlyfrom keying materialspreloaded
before network deployment and the location information

obtained after network deployment, without inducing extra

communicationoverheadfor sharedkey establishmentOur

Location-avare End-to-endData Securitydesign(LEDS) then

providesa secureandreliabledatadelivery mechanismyhich

is highly resilientto even a large numberof compromised
nodesThefeatureof LEDS andthe contritutionsof the paper
areoutlined asfollows:

First, we proposea novel location-avare multi-functional
key managemenframevork. In LEDS, the tameted terrain
is virtually divided into multiple cells using a conceptcalled
virtual geagraphic grid. LEDS then efciently binds the
location (cell) information of eachsensorinto all types of
symmetricsecretkeys ownedby thatnode.By this meansthe
impact of compromisechodescan be effectively con ned to
their vicinity, which is a nice propertyabsentin mostexisting
security designs.What the attacler can do is to misbehae
only at the locationsof compromisednodes,by which they
will run a high risk of being detectedby legitimate nodesif
effective misbehaior detectionmechanismsreimplemented.

Second LEDS provides end-to-endsecurityguaranteeEv-
ery legitimate event reportin LEDS is endorsedoy multiple
sensingnodesandis encryptedwith auniquesecretkey shared
betweenthe event sensingnodesand the sink. Furthermore,
the authenticity of the correspondingevent sensingnodes
can be individually veri ed by the sink. This novel setting
successfullyeliminatesthe possibility that the compromiseof
nodesother than the sensingnodesof an event report may
resultin security compromiseof that event report, which is
usuallythe casein existing securitydesigns.

Third, LEDS possessesfcient en-routefalsedata Itering
capability to deal with the infamous bogus data injection
attack. As long as there are no more thant compromised
nodesin eachsingle areaof interest,LEDS guaranteeghat
a bogusdatareportfrom thatcell canbe ltered by legitimate
intermediatenodesor the sink deterministically

Last, LEDS provideshigh level assurancen dataavailabil-
ity by counteractingooth reportdisruption[16] and selectve
forwarding attacks[3], simultaneouslyBy taking adwantage
of the broadcashatureof wirelesslinks, LEDS adoptsa one-
to-mary dataforwardingapproachwhich is fully compatible
with the proposedsecurity framevork. That is, all reports

in LEDS can be authenticatedby multiple next-hop nodes
independentlyso that no reports could be dropped by a
single node(s).Thus, LEDS is highly robust against selective
forwarding attacksas comparedto the traditional one-to-one
forwarding approachusedby existing security designs[14]—
[16]. In addition,LEDS adoptsa (t; T) thresholdlinear secret
sharingscheme(LSSS)[24] so that the sink canrecover the
original reportfrom ary t out of T legitimate report shares.
Not only this approachenhanceshe event reportauthenticity
by requiring T sensingnodesto collaboratvely endorsement
the report, but also makes LEDS resilientto the interference
fromupto T t compromisedhodesn theeventarea Detailed
analysisshavs that the proposedLEDS is highly resilientto
both typesof attacks.

The rest of this paperis structuredas follows. Sectionll
articulatesthe data security goals in WSNs and evaluates
relatedwork with respectto thesegoals. Sectionlll details
the proposedLEDS design.SectionlV presentshe detailed
security analysis of the proposedLEDS, followed by the
performanceanalysisin SectionV. Finally, the conclusionis
drawvn in SectionVI.

I1. DATA SECURITY REQUIREMENTS IN WSNS AND
RELATED WORK

A. Data SecurityRequiementsn WSNs

The requirementsof data securityin WSNSs are basically
the sameas thosewell de ned in the traditional networks,
that is, data con dentiality, authenticity and availability [5],
[19] - Data should be accessibleonly to authorizedentities
(usually the sink in WSNs), should be genuine,and should
be always available upon requestto the authorizedentities.
More speci cally, the above threerequirementsanbe further
elaboratedn WSNsasfollows:

Data Con dentiality : In WSNs, data of interestusually
appearas event reportssent by the sensingnodesfrom the
areaof occurrencesia multihop pathsto the sink. As the com-
municationrangeof sensomodesarelimited, the reportswill
be relayedby the intermediatenodesbefore nally reaching
the sink. Hence, the requirementon data con dentiality in
WSNsis naturally:aslong asthe event sensingnodesare not
compromised,the con dentiality of the correspondingdata
report should not be compromiseddue to ary other nodes'
compromisencluding the intermediatenodesalongthe report
forwarding route.

Data Authenticity: Data reports collected by WSNSs are
usually sensitve andeven critical suchasin military applica-
tions, and hence,it is importantto ensuredataauthenticityin
additionto con dentiality. Sincethe undetecteccompromised
node(s) can always send false reports, cryptograply alone
can not fully prevent such attacks.However, if we require
that a valid reportbe collectively endorsedoy a numbey say
T (T > 1), of sensornodeswhich sensethe event at the
sametime, we can protect data authenticity to the extent
that no lessthan T compromisednodescan forge a valid
report. Furthermore,by exploiting the static and location-
aware natureof WSNs, we canrequirethat a legitimate event



reportcorrespondingo certainareabe only generatedy the
collaboratve endorsemenbdf no lessthan T nodesof that
area.Thatis, to generate valid reporton a non-«isting event
happeningn a certainarea,the only way is to compromiser
nodesin that area.

Data Availability : Since node compromiseis usually in-
evitable in large-scaleNSNs, it is ratherimportantto prevent
or be tolerant of the interferencefrom compromisednodes
as much as possibleto ensuredata availability. Therefore,
securitydesignsshouldbe highly resilientto nodecompromise
and the resulting attackssuch as report disruption [16] and
selectve forwarding attacks[3]. In-network security-related
processingsuch as false data ltering is vital to save scarce
network resourcesandto prolongnetwork lifetime.

B. Evaluationof Existing SecurityDesignsin WSNs

In this section,we review existing security designsin the
literatureandevaluatethemaccordingto the abosre mentioned
three data security requirementsWe shawv that due to lack
of end-to-endsecurityguaranteegxisting securitydesignsail
to provide satishctory securitystrengthand are vulnerableto
mary typesof attacks.

1) Limitations of existing key manayementschemes: Sym-
metric secretkey pre-distritution is viewed asthe mostprac-
tical approachfor establishingsecurechannelsamongsensor
nodesbecauseof the resourcelimitations in WSNs [6], [8],
[10]. In the pastfew years,mary secretkey pre-distritution
schemeshave been proposed[6], [8]-[13]. By leveraging
preloadedckeying materialson eachsensomnode theseschemes
establishpairwise keys betweenevery two neighbor nodes
after network deployment, and thus realize a hop-by-hop
security paradigm.The security strengthof theseschemesds
analyzedin term of the ratio of compromiseccommunication
links over total network communicationlinks due to node
compromise.Two typesof nodecompromiseare considered:
randomnode captureand selectve nodecapture which differ
in the key distribution information available to the attacler.
Thento compromisethe whole network communication the
attacler has to captureat least several hundredsof sensor
nodeseven underselectve nodecaptureattacks.

However, all these schemesassumea uniform wireless
communicationpatternin WSNs. Therefore,they are highly
vulnerableto communicationpattern oriented node capture
attackspecauselataof interestin WSNsareusuallygenerated
from the event happeningareaand transmittedall the way
to the sink. Data con dentiality can be easily compromised
due to lack of end-to-endsecurity guaranteesince compro-
mising ary intermediatenode will lead to the disclosureof
the transmitteddata. Therefore,the attacler only needsto
compromisea relatively very small numberof nodesto be
able to obtain all the datatransmittedin the whole network
accordingto the obserned communicatiorpatternandnetwork
topology The inherentreasonis that the hop-by-hopsecurity
paradigmcan only protectlocal communicationdut fails to
provide strong protectionto the most valuable node-to-sink
data, which is of more interestto the attacler. At the same

time, as the attacler could decrypt the intercepteddata, it
could, therefore,freely manipulatethem to deceve the sink
andhenceseverely affect dataavailability. The lack of end-to-
end securityassociatioralso makesit hard,if notimpossible,
to enforcedataauthenticity

2) False data ltering schemesand their analysis: The
generalapproachtadoptedo protectdataauthenticityin WSNs
is: to generatea valid report, T (T > 1) nodesthat sensethe
event simultaneouslyshould rst agreeon the contentof the
event report, and in order to be forwarded by intermediate
nodesand acceptedby the sink, a valid report should be
collaboratvely endorsed(usually through MessageAuthen-
tication Codes(MACSs)) by theseT nodes.Reportsthat are
not properly endorsedwill be Itered out by the intermediate
nodesor the sink. Here the assumptionis that every event of
interestcan be detectedby at leastT nodessimultaneously
and the value of T is a system parameterIn the recent
years,a few schemeshave beenproposedto designsuitable
key managemenschemesasedon this approach,ncluding
Statistical En-route Filtering (SEF) [15], Interleared Hop-
by-hop Authentication(IHA) [14], Location-BasedRresilient
Secreg (LBRS) [16], and our Location-BasedCompromise-
Tolerant (LBCT) [17]. LBRS is the most recently proposed
schemewhich aimsto solve the problemsidenti ed in thetwo
previousschemegSEFandIHA), andis amajorimprovement
over thesetwo schemesln both SEFandIHA, compromising
T nodescould break down the whole scheme.That is to
say after compromisingT nodes the attacler canthenfreely
forge events“appearing”at arbitrary locationswithout being
detectedIn LBRS, the damagecausedy nodecompromisds
reduceddue to the adoptediocation-key binding mechanism.
CompromisingT nodesnow enablethe attacler to fabricate
events “appearing” at certain areaswithout being detected.
However, it is still far from achieving the data authenticity
requirementas statedabove: to generatea valid report on
a non-«isting event happeningin a certain area, the only
way is to compromiseT nodesin that area,and otherwise
impossible. Therefore,there is still a big gap betweenthe
protectionthat existing schemeganoffer andthe requirement
of dataauthenticity

In addition, all the three schemesmentionedabose are
highly vulnerableto report disruption attack and selectve
forwarding attack. A single compromisednode may prevent
ary eventreportin that areafrom being sentto the sink by
simply offering a wrong MAC. Since the en-route ltering
allows intermediatenodesto drop paclets with false MACs,
suchreportswill be rejectedon its way to the sink because
of the presenceof the wrong MAC(s). In addition, with
the commonone-to-onegforwardingapproacha compromised
node can also drop ary datareport sentby its downstream
nodes.Sincethe receved report can only be veri ed by the
compromisednode at that point, thereis no way for other
nodesin its vicinity to distinguish such malicious dropping
from legal dropping causedby the failure of endorsement
veri cation. As the numberof compromisechodesincreases,
the resulting damagewill increasedramaticallyas discussed



later in SectionV. Therefore,theseschemesdo not provide B. Notationand Terms

adequatadataavailability.

I1l. LEDS: LOCATION-AWARE END-TO-END DATA
SECURITY MECHANISM

A. AssumptionsThreat Model and DesignGoals

SystemAssumptions In LEDS, we considera large-scale
uniformly distributed WSN that monitorsa vastterrainvia a
large numberof static sensornodes,which can be deployed
throughapproachesuchas aerial scatteringWe assumehat
an approximatesstimationon the sizeandshapeof the terrain
is known a priori. Once deplgyed, eachnode can obtain its
geographidocation via a localization scheme[21]-[23]. We
also assumethat the WSN is well connectedand densely
deployed to support ne-grained collaboratve sensingand
be robust against node loss and failure. We assumethat
every event of interestcan be detectedby multiple sensor
nodes.Once an event happensthe sensingnodesagreeon
a synthesizedeport,which is thenforwardedtoward the sink,
typically traversing a large number of hops. The sink is a
data collection center equippedwith sufcient computation
andstoragecapabilities We assumehatevery sensomodehas
a unigueid andis similar to the currentgenerationof sensor
nodeg(e.g.,theBerkeley MICA motes[20]) in its computation
and communicationcapabilitiesand power resource We also
assumehat sensomodesare not tampefresistant.

Threat Model: We assumethat the attacler could com-
promise multiple nodeschosenarbitrarily and that if a node
is compromised,all the information it holds will also be
compromised.However, the sink is assumedto be secure
becausét is usuallywell protectecandunderthedirectcontrol
of the network owner [15]. We also assumethat the attacler
can eavesdropon all trafc, inject paclets, and replay older
paclets. The attacler can take full control of compromised
nodesandthuscanmanipulatecompromisedodesto drop or
alter messagegoing throughthem. We, however, do assume
that thereis a short bootstrappingphaseright after network
deploymentduring which no sensomodesare compromised.

Design Goals LEDS seeksto provide end-to-enddata
security for event reports,as well as en-routebogusreport
Itering in WSNSs.In particular it is designedio achieve the
following goals:

> Provide end-to-enddatacon dentiality and authenticity:
both con dentiality and authenticity of event reports
should be guaranteedas long as the sending nodes
themseles are not compromised Moreover, the impact
of compromisednodes(if ary) should be con ned to
their vicinity. In otherwords, the attacler cannotutilize
the cryptographicmaterialsobtainedfrom compromised
nodesto launchattacksat placesotherthanthe locations
of the compromisechodes.

2 Achieve high-level of assuranceon data availability:
1) being resilient against report disruption attacksand
selectve forwardingattacks;2) beingableto early detect
anddrop bogusreportsin an effective and deterministic
manner

For easeof description,we usethe following notationand

terms:
N | network size
n°® | numberof nodeswithin onecell
u;Vv;z;m | unigueids of sensomodes
I, | index of nodeu's homecell
| | sidelengthof a cell
Ky, Ky | two mastersecretkeys
KI;KZ | two uniquesecretkeys sharedoetween
u andsink
SK, | keying materialfor sharedkey establishment
betweenu and dynamicallyaddednodes
K,, | the cell key sharedamongthe nodesin
the samecell |,
Ki,:1, | theauthenticationkey sharedbetween
nodesin cell I, andnodesin cell I
H | hashfunction
M | the eventreportto be protected.
C | encryptedreport
Cu | ashareof C computedthrougha LSSS,
contrituted by a nodeu
Cshar e | asetof shareswith [Coparej = T
E:(M) | encryptionof M usingkey “2”
Mac (M) | the messagauthenticatiorcode (MAC)
computedover M usingkey “2”
T | the numberof endorsementmcluded
in an event report
t | the minimum numberof endorsements
to validatean event report
r (r > I) | communicatiorradiusof sensomodes
p | alarge prime

geagraphic virtual grid: A geographicvirtual grid is a
virtual geographigartition of the targetterrain,which divides
the terrain into multiple squarecells. The parameterof a
geographicvirtual grid consistof a referencepoint and the
cell size. For corvenienceonly, we assumethat thereis only
one static sink in the WSN, and the referencepoint, referred
to as (Xo; Yo), is setto be the location of the sink, which is
known beforenetwork deployment. The cell sizeis de ned by
[, which is the side length of the cell, and a cell is uniquely
indexed by its centerlocation. And hereafter we refer to a
cell by its centerlocation.

homecell, eventcell: The cell thata node,sayu, is located
in afternetwork deployment,is calledhomecell of u, denoted
asl,. We call a cell an eventcell, when a certain event of
interesthappendn that cell. Eachreportthus correspondgo
one particulareventcell.

report-forwad route In LEDS, an event reportis relayed
from the event cell to the sink in a cell-by-cell basisalong
its report-forwad route A reportis always relayedbetween
adjacentcells’ towards the sink. More speci cally, a report
is always sentfrom one cell to one of its four adjacentcells

1Two cells are adjacentif they sharea commonside.



that is closestto the sink. The report-forward route of node
u thereforeconsistsof all the cells that are intersectedoy the
line sggmentthatconnectghe centerof |, andthesink. These
cells are sequencediccordingto their distancesto the sink:
the cell that an reporttravels rst ranks rst andsoon.

report-autharea Thereport-authareaof nodeu comprises
two parts,namely the downsteam report-autharea and the
upstieamreport-autharea dependingon their locationrelated
to node u. Both areasare de ned with regard to a sector
areathatis boundby two rays, both extendingfrom the sink
(Xo; Yo) andthrougha vertex of cell | ,. Thetwo raysform the
largestacuteanglewhich containsthe centerof |, asshowvnin
Fig. 1. Thenthe downsteamreport-autharea of u is de ned
as all the cells that are fartherto the sink than|, and have
their centerdocatedinsidethe sectorarea,while the upsteam
report-autharea consistsof all the cells that are closerto the
sink than 1, and have ary part of them falls into the sector
area.Obviously, report-forwad route of nodeu is always a
part of its upsteamreport-autharea

report-authcell: A cellis calledareport-authcell of nodeu,
if this cell belonggo u'sreport-authareaandatleastonenode
in this cell sharesan authenticationkey with u. Furthermore,
if areport-authcell of u is locatedin the upsteamreport-auth
areaof u, it is a upsteamreport-authcell of u. Otherwise,it
is a downsteamreport-authcell of u.

Thesetermsare graphicallyillustratedin Fig. 1.

C. ShemeOverviav

The proposedLEDS schemeconsistsof two major com-
ponents:the underlyingkey managemenframevork and the
end-to-enddatasecuritymechanisnseamlesslyuilt uponthe
former

Location-aware key managementframework: Key man-
agementn LEDS exploits the staticandlocation-avarenature
of WSNs.BYy leveragingpre-loadedkeying knowledgeamong
sensornodes,a light-weight and robust location-avare key
managemenframevork is efciently realized through em-
beddinglocation information into the keys. In LEDS, each
node computesthree different types of location-avare keys:
1) two unique secet keys sharedbetweenthe node and the
sink andusedto provide node-to-sinkauthentication?) a cell
key sharedwith other nodesin the samecell thatis usedto
provide data con dentiality; and 3) a set of authentication
keys sharedwith the nodesin its report-authcells and used
to provide cell-to-cell authenticatiorand en-routebogusdata
Itering. All thesekeys are computedby eachnode locally
andindependentlyTogethemwith a prede nedthresholdsecret
sharingschemethe key managemenframenork senesasthe
basisfor the upperlayer end-to-enddatasecuritymechanism.

End-to-end data security mechanism LEDS aimsto pro-
tectdatareportsin a comprehensi andend-to-endnanner It
provides datacon dentiality by encryptingeachevent report
with the cell key of the correspondingventcell. Sincethecell
key is merely sharedamongnodesof the event cell and the
sink,thereportcon dentiality is guarantee@slong asnonode
in the event cell is compromised.Moreover, LEDS ensures
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dataavailability by offering strongprotectionfrom bothreport
disruption and selective forwarding attacks.In particular it
deals with the report disruption attack by dividing the en-
cryptedreportinto a numberof uniquesharessia a pre-de ned
linear secretsharing scheme(LSSS). Due to the threshold
property of LSSS, the sink can always recover the report
from a subsetof sharesdespitethe presenceof somewrong
shares.To defend against the selectve forwarding attack,
LEDS usescell-to-cell authenticatiorkeys to guaranteethat
eachreportcanbe veri ed by multiple next-hop nodesat ary
point on the report-forvard route. This unique designmakes
it possibleto usethe one-to-mag dataforwarding approach
instead of the vulnerable one-to-oneapproachadopted by
most existing security schemesFurthermore LEDS ensures
data authenticity by enforcing both en-route ltering at the
intermediatenodesandend-to-endreri cation atthesink. The
intermediatenodescanperformen-routebogusreport Itering
throughverifying the attachedMACs. And the sink can nally
verify whetherthe report was indeed sent by the claiming
nodesthroughexaminingboth the authenticityof the attached
MACs andthe uniquenes®f the shares.

D. Protocol Detail

In what follows, we presentthe detailed design of the
proposed_EDS.

1) Location-avare key managementframework: Before
network deployment, the network planner preparesa geo-
graphic virtual grid of the tameted terrain with reference
point (Xo;Yo) and cell size|l. Let N and n° be the total
numberof network nodesand the averagenumberof nodes
in eachcell, respectiely. Basedon N, n° andl, the network
plannerfurther decidestwo parameter§ andt, of which the
former is the numberof endorsement$o be includedin a
valid report and the latter refersto the minimum numberof
correctendorsementeequiredto validatea report. Theimpact
of theseparameter®n the security strengthand performance
of LEDS will bediscussedn SectiondV andV, respectiely.
The network planneralsoselectstwo mastersecretkeys, K }
and K}, , and a large prime p. The three parametersT;t,



Fig. 2. lllustration of report-authcells of nodeu

andp denesa (t; T) LSSSover nite eld GF(p). Finally,
eachsensomnodeis preloadedvith thefollowing bootstrapping
parameterdeforenetwork deployment:
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In this paper we assumethat thereis a short safe period
right after network deployment, during which some sensor
self-positioning algorithm is executed so that each sensor
node obtainsits location information. Key establishmenis
performedby eachsensomodeindependentlyuponthe avail-
ability of its location information. In what follows, we take
node u as an example to illustrate the key establishment
process:

Nodeu rst determinedts homecell I, = (X3;Yy1), then
computeswo uniquesecet keys it shareswith the sink as

KL= H(KYjujlujo);, K2= H(KL jujlujl)

wherej denotesnessageoncatenatioru alsocomputesa cell
key K, it shareswith othernodesin its homecell as

Ki, = H(Kyilu):

After that,u declaredts existenceto the neighborsby broad-
castingtuple fu; I ,g, which is encryptedwith K, .

A node u proceedsto computethe authenticationkeys
sharedwith its report-authcells. Considerone suchcell with
location (X¢;Yc) asan example.The correspondingauthenti-
cationkey is derived as

H (K j(X15 Y1)i(Xe: Ye)):

The report-authcells are determinedaccordingto cell 1,'s
relative locationto the sink. Speci cally, acellis adownsteam
report-authcell of nodeu, if it is in u's downsteamreport-
authareaandis nomorethanT + 1 cellsaway from | ;2. As an
example,all thegrey cellsshovn in Fig. 1 areu’'s downsteam
report-authcells, where T = 3. It is worth noting that only
horizontalor vertical cell trans\erseis allowed in LEDS, that
is, no diagonalcell trans\erseis allowed. Thereforecell I, is

2Adjacentcells are considerecbne cell away.

not a dowvnstreanmreport-authcell of nodeu becauset is ve
cells away from |,. The quantitatve analysison the number
of downsteamreport-authcells a nodehaswill be discussed
in SectionV in the contet of key storageoverheadanalysis.

To determineits upstieam report-auth cells, nodeu rst
determinedts own rank rank, in |, accordingto its id, and
calculatesrank, = (rank, mod T) + 1. Thenthe rank,-th
cell in thereport-authrouteof u is oneof its report-authcells.
Theremainingonesarethosecells within its upsteamreport-
auth areathatareexactly T + 1 cells closerto the sink than
ly. In casethat | is lessthan(rank, + 1) or (T + 1) cells
away from the sink, the sink canbe chosen Considernodeu
with rank, = 1 in Fig. 2 asan example.AssumingT = 3,
the secondandfourth cells denotedn Fig. 2 areu's upsteam
report-authcells.

To summarize,for ary two nodesu and v, if I, is a
downsteamreport-authcell of u, then

2 every nodein |, shareshe authenticationkey K.,
H (K}, jlujlv) with atleastonenodein I,. Furthermore,
if the two cells areexactly T + 1 cells avay from each
otherin the report-forwad route of v, then every node
in I, shareK,, ., with every nodein I,.

2 the report-forwad route of v falls into the upsteam

report-autharea of u aftertheroutereached , (seeFig.
2).

At last, a nodeu deletesthe two systemsecretsK |, and
K but keepsSK = H (K, jl,). This operationis for dual
purposes:1) it ensuresthat adwersarieswill not be able to
derive other nodes' keying information by harnessingcom-
promisednodes;?2) it allows future sharedkey establishment
with dynamically deployed nodes:for a nevly addednode
w, Ky, 1, = HH(K} jluw)jlw), andfor nodeu, Ky, , =
H (SKyjlw).

2) End-to-end data security medanisnt Reportgenea-
tion: We assumehat eachevent of interestis simultaneously
detectedby at leastT nodesin eachcell and exactly T of
them participatein report generation.Considercell 1, asan
example.Eachof the T participatingnodes rst agreeon an
event report M , which usually containsinformation such as
event type, sensinglocation (i.e., id of the event cell), and
a timestamp.Note that all the related communicationsare
protectedby the cell key sothatM is con dential againstary
outsidenodes.Next, eachparticipatingnode,say u, encrypts
M usingthe cell key K|, andgetsC = Ex, (M). Thenit
computesauniqueshareC, of C throughtheprede ned(t; T)
LSSS.Speci cally, C, is obtainedby evaluatingthe following
bivariatepolynomialof degreet over nite eld GF (p) using
Kl andK?2:

Cu= F(K5 KD =
X )
a(KhH "™ + a;, 1(K2)! modp;
0-i-tj2

1)

wherea (i = [0O;tj 1]) are a full partition of C, and
both p and t are the two preloadedparametersNote that
Cy is uniquely generatedby u and thereforecan be viewed



as an endorsemento be veri ed by the sink, becausethe
polynomial is evaluated using u's two unique secet keys,
which are only known to u and the sink. Node u then
broadcastduple fu; C,g and collecting other T j 1 shares
at the sametime. Next, u computestwo MACs over all the
T sharesof C, i.e., Cshar e, @sanotherlayer of endorsement
to the report,which enablethe intermediatenodesto perform
en-routebogusreport Itering. The two MACs are computed
using the authenticationkeys that u shareswith two of
its upsteam report-auth cells. Supposel, and |, are two
upstieam report-auth cells of u, and I, ranks T + 1 -th
with respectto u's report-forwad route Then the obtained
MACs are Mack, ,,(Cshare) and Mack, ., (Cshare):
Tuple fu;Macg, ,,, (Cshar e);M acq,,, , (Csnar e)g is then
broadcastedo nish the synthesizationof the nal report.
Nodeu constructsand sendsout the nal reportafter collect-
ing T + 1 differentMACs (2T MACsin total). The nal report
contains:1) eventcell id; 2) ids of T participatingnodes';3)
Cshar e; @and4) T + 1 MACs. Note that both the ids of the
participatingnodesandthe T + 1 MACs arelistedin the nal
reportin order basedon the noderanks(The commonMAC
Mack, ., (Cshar ¢) Is listed lastly). The reportis sentby the
node which completesthe synthesisof the reportand seizes
thechannelrst. To avoid sendingduplicatereports,eachnode
overhearsthe channeland usesthe techniguesdescribedin
[16], [26].

Interleaved cell-by-cell en-route Itering: In LEDS, data
reportsare relayedcell by cell and delivered following the
robust one-to-may, instead of existing failure-prone one-
to-one, forwarding paradigm. A sending/intermediateode
locally broadcasts datareportto the next cell on the report-
forwardroute.As we mentionedbefore,it is easyto determine
the next cell on the report-forward route: the one that is
adjacentto the sendingcell andis closestto the sink. Nodes
in the receving cell verify the report and, upon successful
veri cation and processing,one of them rebroadcastshe
report further to the next cell. Again, duplicate reportsare
suppressedby using the techniquessuch as back-of before
sending[16], [26].

In LEDS, a legitimate intermediate node performs the
following veri cation to a receved report. It rst veries
the rst MAC in the report using the correspondingshared
authenticationkey:

2 if zero,deletesit andattachesanotherzeroto the end;

= |If valid, deletesit and attachesa new MAC to the end;

2 If invalid, deletesit and attachesa zeroto the end.

It then checkswhether the number of non-zero MACs is
enoughor not: if the numberis enough,it forwards the
processedeport; otherwise, it discardsit. Note that thereis
no way for a single nodeto launchthe selectiveforwarding
attad, since eachreport can be veri ed by multiple nodes
simultaneouslyEvery othernodefrom the samecell is ready
to forward a legal report.

The numberof non-zeroMACsis consideredot enoughby
anintermediatenodeif 1) it containslessthant + 1 different
non-zeroMACsor 2) it containslessthanT j j + 2 different

non-zeroMACs,wheneventcellisj cells(j 2 [1; T t]) away
from its own. And the new MAC is computedover Cghar e
usingthe correspondinguthenticatiorkey sharechbetweerthe
intermediatenode and one of its upsteam report-auth cells
thatis exactly T + 1 cells away from its own homecell with
respectto the report-forwad routeof | .

Sink veri cation: A reportis veried at the sink in two
stepsto ensureits authenticity: 1) the sink veri es whether
the reportcontainsno lessthant + 1 valid non-zeroMACs;
2) the sink checkswhetherthe reportis indeedendorsecby
the T nodesasclaimed.The sink ful lls the rst stepvia the
authenticationkeys it shareswith the intermediatecells, and
the secondstep by recovering the report C from C,. To do
so, it tries to recover C from ary t correctshares,andthen
decryptsthe recareredC usingthe correspondingell key of
the event cell®. More speci cally, the recovery operationof
M goesas follows: the sink picks t out of T shares,and
basedon their correspondingecretkeys®, solvesa t-variable
linear equationsystemto get a;;i = [0;tj 1] in Equ. (1).
Thesink thusobtainsC. Thesink furtherdecryptsC andgets
M . At this point, if M is meaningful(i.e., conformingto the
pre-de ned report format), the recorery operationsucceeds.
Otherwise,sink tries anothercombinationof t shares.Note
that as long asthereare no morethanT j t invalid shares,
sinkis alwaysableto recover theoriginal reportdueto thenice
thresholdproperty of the adopted(t; T) LSSS.And aslong
asthe sink canrecover the original reportM , it canascertain
that all the correspondingharesare indeedgeneratedy the
nodesas claimed.

E. An example

In Fig. 3, we shav how the proposeddatasecurity frame-
work works througha simple example.For brevity, we shav
the correspondingsecurity operationsonly. SupposeTr = 3,
t = 2 andnodesm;s andu (m < s < u) arethreenodes
from the eventcell. Hence,a reportcanbe:

fly;m;s;u;CnCs;CysMack, ,, (CmjCsjCu);
Mack,,,, (CmiCsjCu);Mack, , ,, (CmjCsjCu);
Mack,,, vo(ijCstu)g:

Then a successfulprotocol run goesas follows: when node
v receves the report, it checksthat the report containsfour

non-zeroMACs. Next, v veri es the rst MAC in the report
usingK,, ., - Thenv remoresthis MAC and attachesa new

oneto the end, which is also computedover Cgqpar ¢ but with

Ki,:,0, because o is four cellscloserto the sink with respect
to the report forwarding route of | ,. Lastly, nodev forwards
the processedeport:

fly;m;s;u;Cr; Cs; CysMack, ,,, (CnjCsjCu);
Mack,,,,(CmjCsjCu);Mack, VO(ijCstu);
M ack, ZO(ijCstu)g:

3Basedon the cell id containedin the report.
4Basedon the nodeid containedin the report.



Fig. 3. An exampleof the proposedend-to-enddatasecuritymechanism

As the report is forwarded along the route, it is further
veri ed andprocessedy the intermediatenodesaccordingly
Therefore,nodez® recevesthe reportas

fly;m;s;u;CmiCs; Cy;Mack,,, ,(CmiCsiCu);
Mac,,, ,(CmiCsjCu)iMack, e (CmjCsjCu);
Mack, sum (CmiCsiCu)g:

And the reportreachingthe sink is of format
fly;m;s;u;Cm; Cs; CysMac, i (CmjCsjCu);
Mack, yon (CmiCsiCu)iMack, jun (CmjCsiCu)

Mack, jun (CmiCsiCu)g:

The sink rst veries all the four MACs and then recorers
the original C from ary two of Cy,;C,, and Cs. From the
id information in the report and Equ. 1, the sink solves a
2-variable linear equationsystemand thus obtainsC. Sink
further decryptsC usingK, , andthereforeobtainsM . If M
is meaningful,the recovery operationsucceedsNote that the
sink will always be ableto recorer M, if thereare no more
thanT i t = 1invalid sharesln contrast,n existing schemes
[14]-[16], the authenticityof M is veri ed atthesink through
veri cation on a setof end-to-endMACs; ary invalid MAC
resultsin discardingthe report.

IV. SECURITY ANALYSISOF LEDS

In this section,the securitystrengthof the proposed_.EDS
is analyzedwith respectto the threeaspectsas mentionedin
designgoals,i.e., datacon dential, authenticityand availabil-

ity.
A. SecurityStrengthof LEDS Regarding Data Con dentiality

In LEDS, every reportis encryptedby the corresponding
cell key and therefore,no nodesout of the event cell could
obtainits content.Compromisingary numberof intermediate
nodeswill not break the con dentiality of the report. Only
when a node from the event cell is compromisedcould the
attacler obtain the contentsof the correspondingeports.We
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Fig. 4. Datacon dentiality in LEDS underrandomnode captureattacks

saythatacell is compromisedvith regardto datacon dential-

ity in this case.Our concernhereis how compromisechodes
under both randomand selectve node captureattacksaffect

the con dentiality of the communicationgrom differentcells?
Thatis, given the numberof compromisechodes whatis the

fractionof the compromisedtellswith respecto total network

cells? Randomnode captue attadk: Given the network size
N and the averagenumberof nodesin eachcell n® there
arealtogether% cellsin a geagraphic virtual grid, assuming
n® divides N . Therefore,if x nodesare compromisedunder
random node capture attack, the probability that a cell is

compromiseds )

IN; n°¢

1i —ix% (2

Ontheotherhand,Equ.(2) alsorepresentshe fractionof total
cellsthatarecompromisedjivenx nodesarecompromisedin
Fig. 4, we shav how thenumberof compromisedhodesaffects
datacon dentiality in LEDS. It is clear that to compromise
40% of the total cells, at least 5% of the total nodeshave
to be compromised.This meansat least 500 nodes, given
N = 10;,000andn®= 10. Furthermorethe securityresilience
increasesisn® decreaseasshown in Fig. 4. Therefore LEDS
hasamuchhigherlevel of resilienceagainstrandomnodecap-
ture attacksthan existing securitydesigng[8], [10], in which
compromisinga few hundrednodesusuallycompromisegven
all the network communicationsgiventhe samenetwork size.
Selectivenode captuee attadk: In this case,to compromise
the whole network, the attacler hasto selectvely captureat
leastone nodefrom eachcell. This implies at Ieast% nodes
are required,that is, around1000 nodes,given N = 10; 000
andn®= 10. Notethatthis is 10% of the total network nodes.
In LEDS the damagesausedby the compromisechodesare
con ned due to the location-avare nature of the cell keys.
Compromisedodesat oneareacannotbe usedto compromise
communication®riginatingfrom otherareassincethey do not
have ary information on cell keys of othercells. In contrast,
it is much easierto compromisethe total network commu-
nications under the existing hop-by-hop security paradigm,
in which compromisingone node will compromiseall the
communicationgyoing throughit. Therefore,to compromise



the whole network communicationsthe attacler may merely
needto compromisea very small numberof nodeson the
orderof aslow astens.

B. SecurityStrengthof LEDS Regarding Data Authenticity

In addition to obtainingthe contentof legitimate reports,
the attacler may want to insert bogus reportsto fool the
sink with non-«isting events.In LEDS, in orderfor a bogus
report to successfullypassboth en-route Itering and sink
veri cation, the attacler hasto compromiseat leastt nodesin
thecorrespondingventcell. We saythata cell is compromised
with regardto dataauthenticityin this case Notice that under
this worst-casescenarionamely t or more nodesin a single
cell have beencompromisedpnly events“appearing”in that
cell can be forged, due to the location-avare property of
the underlyingendorsemenkeys that provides both node-to-
sink andcell-to-cell authenticationTherefore LEDS presents
an improvementover existing security designssuch as SER
IHA, andLBRS [14]-[16], in which compromisingary single
nodewould resultin multiple gains,i.e., helpingthe attacler
compromisehe authenticityof bothits own homecell/cluster
andary of its downstreamcells/clusters.

Thereforepur rst concerns thatgiventhe numberof com-
promisednodes,what fraction of the total cells are affected
with respectto dataauthenticity?2Underrandomnodecapture
attacks,if the numberof compromisednodesis x, then the
probability thata cell is not affected,i.e., no nodein acell is
compromisedjs given by

iN i n°¢

Prog = —in¢— (3)
X

This also representghe percentageof cells that are secuke.
Accordingly the percentagef cellsthathave atleastonenode
compromisedrespectiely, is givenby 1j Pyqq. Furthermore,
let Ps;gq representthe probability that exactly i nodesare
compromisedn a cell, we have

ino¢iN i o¢

n

Prig = ——ig ¢ —

X

Thenthe probability that the authenticityof a cell is compro-
mised,i.e., having at leastt compromisechodesis

x° x¢ InoCin no®

Pr tg=  Prig = —igt— (@)

i=t i=t X
This also represents the percentage of authenticity-
compromisectells. Thenthe percentagef affectedcells,i.e.,
eachof which hasat leastl andat mostt j 1 compromised
nodes, can be expressedas 1| Prog i Pr (g: Obviously,
the largert is, the harderto compromisethe authenticity of
a cell. Fig. 5 illustrateshow data authenticityis affected as
the numberof compromisechodesincreasesWe canobsene
that the percentageof compromisedcells increasesvery

5Suchasa cut setcloseto the sink, which, whencut, isolatesthe sink from
otherpart of the network.
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Fig. 5. Dataauthenticityin LEDS underrandomnodecaptureattacks where
N = 10,000, n%= 10 and(t; T) = (4;5).

slowly with the increaseof numberof compromisednodes.
And it keepsvery low: even if the numberof compromised
nodesreached 75Q only 10% of cells arecompromisedThis
indicatesthat under randomnode captureattacks,it is very
hard for the attacler to compromisea cell and thus fool the
sink with bogusreports.On the otherhand,it is obsered that
the percentag®f securecellsin the network deceaseslowly
while the percentagef affectedcellsincreaseguickly asthe
number of compromisednodesincreases.This obseration
tells us that, althoughit is relatively easierfor the attacler to
insertthe bogusreportsinto the network, thesebogusreports
can be deterministically ltered by the intermediatenodesor
the sink.

Hence our next concernis thatgiventhenumberof compro-
misednodeswhatis the expected Itering positionof a bogus
reportsentfrom anaffectedcell?In LEDS, in orderfor abogus
reportfrom an affectedcell to reachthe sink (but be rejected
by the sink), thereshouldbe atleastt j x, of the rst T cells
in its report-forwad route affected simultaneouslyassuming
that the numberof compromisednodesin this affected cell
isXx2 (- Xo - T 1). Thisis becauseto inserta bogus
report, the compromisednodesin this affected cell have to
forge at leastt | x, MACSs. In addition, to let theset | X,
invalid MACs passthroughthe enroute ltering, thereshould
beatleastt| x, affectedcellsof the rst T cellsin its report-
forward route compromisedhode(s)from eachaffected cell
could thereforelet passone correspondingnvalid MAC and
attacha new one asde ned in LEDS. Therefore thereis no
way for the intermediatenodesto checkthe authenticity of
the receved reportafter T cells, sincenow all the contained
MACs in the report are indeedvalid ones.In this case,the
Itering position of the bogusreportsfrom this affected cell
shouldbe its distanceto the sink (thatis, Itered by the sink).
Otherwise,ary bogusreportfrom this cell will be Itered at
most at the T-th cell and %-th cell on average.Assuming
therearelessthant j x, affectedcells of the rst T cellsin
its report-forwad route then at leastone invalid MAC will
be detectedby nodesfrom the remainingsecurecells. Now
the bogusreportoriginating from this cell will be ltered out
at mostat the T-th cell alongthe route. Under randomnode
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Fig. 7. Dataavailability in LEDS underreportdisruptionattack
Fig. 6. Expectedltering positionvs. numberof compromisechodeswith

respectto differentdistancego the sink

On the one hand, in LEDS, each node only contritutes
captureattack,the average Itering positionwill be bounded one shareof thg report following a (t; T) thrgshold LSSS.
by % sincethe invalid MAC canbe detectedat arny position Therefore,the sink can always recover th? original report
betweenthe rst and T-th cells. Therefore,given the number even if there are up to Til comprpmlsednodes from
of compromisechodesx, the expected ltering positionof the the correspondingevent cell that contribute wrong shares
bogusreportsfrom an ai"fectedcell is boundedoy to prevent the sink from obtaining the report. At the same

time, the intermediatenodes only discard a report which
N1 T K1 N containsless than t valid MACs. That is, if there are up
Y Prig(Li Prog)' '+ 5(1i Prig(Li Prog)'''); (5) toTj t compromisechodesthat contritutesinvalid MACs,
i=1 i=1 the report can still be relayedto the sink. While in existing
where this affected cell is y cells avay from the sink with ~ SEcurity designs,a single compromisednode could prevent
respectto its report-forwad route Fig. 6 illustrateshow the the Sink from obtaining ary report from that cell. Simply
ltering positionvariesas the numberof compromisechodes PY contrituting aninvalid MAC to ary reportsentfrom that
increaseswhenN = 10.000 n°= 10, and T aslow as5. cell, the compromisednode can always make the report to
It is clearly shavn in Fig. 6 that the bogusreportssentfrom  P€ discardedby the intermediatenodes.Under randomnode
most affected cells can be efciently ltered underrandom Captureattack.giventhe numberof compromiseodesx, the
nodecaptureattacks. For example,the bogusreportsfrom an  Percentagef cells that have at leastone node compromised,
affectedcell thatis 30 cells away from the sink will be ltered "€SPECUely, is given by 1 i Prog; further the percentage
at no fartherthanthe 10-th cell in therouteon average where of cells that have at least T j t + 1 nodescompromised,

the numberof compromisechodesis 1000. respectrely, is given by
On the other hand, under selectve node captureattacks, Xt
the attacler can chooseas low ast nodesfrom one par 1j Prig (6):

ticular cell to compromisedata authenticity of that cell. As
d|scussechbg/1e, dun:clke existing ”sgcquétégeygns[%é]—[lG](,j Fig. 7 compareghe dataavailability protectionof LEDS with
tcomprom|se_ % ?s rom Orl? ie f'n th ::lanl\rllot t?\uts'e other existing security designs.It clearly shavs that LEDS
o.c:.)mpromlsi a:jaa}u eg 'E' yotho tt'er'::e f ote "a "N "is much more resilient to the report disrupt attacks.In other
exle\? mgbsecurl y e_S|gr£, a aauf tﬁn icity ot one cfe ((:jan words, an attacherneedsto compromisea lot more nodes
? aysthecorlrp:_(')mlsethgiau?m feLE(I)Drgpromtllse_n nodes 4, successfullylaunchreportdisrupt attacksin LEDS. Given
t[]omt? i;c,e S: tfnfe’ |shea L;]retct’ K greatlyincreases - 10,000, n° = 10 and T aslow as 5, to successfully
€ attacier's costto faunchsuchattacks. launchreportdisruptattackin 10% of total cells, around100

. . —_ nodeshave to be compromisedin existing security designs,

C. SecurityStengthof LEDS Regarding Data Availability while this number has to be no less than 600 in LEDS.

Furthermore,by increasingT j t, LEDS can increasethe
could severely affect dataavailability in WSN, namely report resilienceeven more, or in other words, making the attack

disruption attack and selectve forwarding attack. Existing even harder asshowvn in Fig. 7. Lastly, even underselectve
security designsare highly vulnerableto theseattacks[14]- node captureattacks,the cost to successfullylaunch report
[16]. In contrast,LEDS makes signi cant improvementin disruptattackin the samenumberof cellsin existing security
terms of data availability by being more resilient to such designswill still be T j t timeshigherthanin LEDS.

attacks.The strengthof LEDS comesfrom both its report Onthe otherhand,a compromisedodecanalwaysdropall
endorsemenmechanismandits forwarding mechanism. thereportsgoingthroughitself in existing securitydesignsdue

i=0

As discussedbefore, there are two possible attacks that
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to the failure-pronenatureof one-to-ondorwardingparadigm. T
Compromisingary intermediatenodefrom the report-forward
route would be sufcient enoughfor the attacler to success- o e i Ve
fully drop the messagewithout being detected,since other / BRI
nodeshave no appropriatekeys to verify the authenticityof the GRS RSSO S A W e
report.However, in LEDS it is impossiblefor a compromised ool it Bl TR e ml

node to prevent the report from being forwarded. This is

becauseevery report in LEDS is forwarded to all nodes Fig. 9. Dataavailability aginstselectve forwarding attack
in the next cell and each of them function the sameway.

Therefore aslong asnot all the nodesthat hearthe reportare

compromisedthe reportcan always be forwardedto the next More speci cally, the numberof downsteam report-auth
cell. Hence,the proposedone-to-may forwarding approach cells of u is boundedby W; whenthe homecell |,
in LEDS greatly enhanceslataavailability in WSNs. is right next to the sink as shavn in Fig. 9(a). On the other
More precisely supposea cell is y cells avay from the hand,from its de nition, we know that any nodes upsteam
sink. Then, if we apply one-to-ongforwardingapproachasin  report-authareais a subsebf the two-cell-wide bandareaas
existing securitydesigns the probability that the correspond- shavn in Fig. 9(b). Obviously, in atwo-cell-widebandareaall
ing reportsentfrom this cell is droppedby a compromised the possibleroutes,extendingmonotonicallytoward the sink®
intermediatenode can be estimatedoy have at mosttwo differentchoicesat eachstep.Therefore the
yl cellsthatareexactly T + 1 cellscloserto the sink ascompared
T (@i Prog); (7) to I, alsohave at most2 differentchoices Hence the number
underrandomnode captureattack,while in LEDS this prob- of upsteamreport-authcells of ary nodeis boundedby 3,

ability is boundedby andthe total numberof keys storedby eachnodein LEDS is
boundedby
n 0 rij
b&lﬁc (T+21)(T+ 2)+6Z ©)
y(1i Ptig); (8) 2
i=0 Therefore,despiteof its strong ltering capability and end-
assumingl - r - 2. Fig. 8 clearly illustrates the huge to-end security guarantee] EDS on_ly requiresthe nodesto
improvementon dataavailability provided by LEDS. storagea small numberof keys, which canbe aslow as 21
given T = 5. Moreover, the numberof keys is independent
V. PERFORMANCE ANALYSISOF LEDS

of the network size, which makes LEDS highly suitablein
large scaleWSNs. Furthermorethe sink storesvery few keys
in LEDS, i.e., two masterkeys K|, andK|, only. All the
otherkeys canbe derived on-the- y from the id andlocation
A. Key Storge Overhead information(i.e.,cell id) containedn thereceveddatareports.

In this section we evaluatethe performanceof the proposed

LEDS in terms of storageoverheadand computationand
communicationoverheads.

In LEDS, eachnode storestwo unique secet keys which  B. Computationand CommunicatiorOverheads
areonly known to itself, andonecell key sharedwith all other

nodesin its homecell. Of course,both keys are also known

by the sink. Furthermoregachnodestoresone authentication
key for eachof its report-authcells. For a particularnode,say
u, the numberof its report-authcells is decidedby u's relative

positionwith respecto the sink.

In LEDS, key establishmenbnly involves efcient hash
operationsduring the bootstrappingperiod. And since the
authenticationkeys are sharedin a cell-to-cell manney they
canbe reusedfor en-route Itering during the whole network

Shorizontaland vertical cell transerseonly



life. This featuresavesa lot of unnecessargomputationdue
to key reestablishmenin contrastwheneer a forward route
changesall the authenticationkeys in IHA [14] should be
reestablishedo enableen-route Itering dueto the weakness
of the one-to-oneforwarding approach.On the other hand,
to generatean authenticreport, eachnode needsto compute
two MACs and execute one LSSS operation, which can
be performedusing efcient O(jpjlog?jpj) algorithms[24].
Furthermoreto forward a report, eachnode needsto verify
one MAC and computeanotherMAC. Sincethe enegy for
computinga MAC is aboutthe sameas that for transmitting
onebyte, the computationcostinvolved by LEDS is very low.
In addition, to judge whethera node belongsto a particular
report-forwad routg only simple geometry computationis
involved basedon the geographic virtual grid.

The communicationoverheadof our schemeresultsfrom
two sourcesas comparedto the original report. First, every
authenticreportcontainsT + 1 MACs. Sincethe size of these
MA Csonly impactsthe capabilityof en-routeltering, in prac-
tice it canbe madesmallerasa tradeof betweerperformance
andsecurity For example,if we use6 bytesfor all the MACs,
and T = 5, the size of a MAC will be 1 byte. Therefore,
the introducedadditionalmessag®verheads only 6 bytesin
this example. Second,since the encryptedreport is divided
into a set of unigue sharesas node-to-sinkendorsements,
this would result in possiblemessagesize enlagement.For
example,assumingM is 36-byte (288-bit) long asin TinyOS
[18] and (t; T) = (4;5), then eachsharewill be 9 bytes
in length and there will be 5 sharesin total accordingto
the underlying LSSS. Hence, the size of additionalmessage
overheadis only one-fourthof the original messagdength,
i.e., 9 bytes. Note that these additional messageoverheads
provide much strongersecurity strengthand resilience.Also
note that the choiceof T should be basedon both security
and nodedensity A large T makesit more dif cult for the
adwersaryto launch a false datainjection attack, but it also
requiresmore nodesto form a cell. Moreover, reportdelivery
in LEDS follows a pre-de nedroutein a cell-by-cellmanner
Hence,it is highly robust and resilient against node failures
and other possiblerouting changesas comparedto the one-
to-oneforwarding paradigmin existing securitydesigng14]—
[16]. The elimination of unnecessaryouting overheadalso
helpsLEDS achieve communicatioref ciency.

VI. CONCLUSION

In this paper by exploiting the static and location-avare
natureof WSNswe cameup with alocation-avareend-to-end
security framavork to addressthe vulnerabilitiesin existing
securitydesigns.In our design,the secretkeys are boundto
geographidocations,and eachnodestoresa small numberof
keys basedon its own location. This location-avare property
successfullylimits the impact of compromisednodesonly
to their vicinity without affecting end-to-enddata security
Furthermore the proposedmulti-functional key management
framewvork ensuresboth node-to-sinkand node-to-nodeau-
thentication along report forwarding routes. Moreover, our

datadelivery approachguaranteesf cient en-routebogusdata
Itering, andis highly robustagainstDoS attacks We evaluate
our designthroughextensve analysiswhich demonstrategts
high resilienceagainstan increasingnumberof compromised
nodesandits efciency in termsof protocol overheads.
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