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Abstract- Broadcast authentication is a critical security
service in wireless sensor networks (WSNs), as it allows the
mobile users of WSNs to broadcast messages to multiple
sensor nodes in a secure way. Although symmetric-key-
based solutions such as ,uTESLA and multilevel ,uTESLA
have been proposed, they all suffer from severe energy-
depletion attacks resulted from the nature of delayed mes-
sage authentication. This paper presents several efficient
public-key-based schemes to achieve immediate broadcast
authentication and thus avoid the security vulnerability
intrinsic to uTESLA-like schemes. Our schemes are built
upon the unique integration of several cryptographic
techniques, including the Bloom filter, the partial message
recovery signature scheme and the Merkle hash tree. We
prove the effectiveness and efficiency of the proposed
schemes by a comprehensive quantitative analysis of their
energy consumption in both computation and communi-
cation.

I. INTRODUCTION

Wireless sensor networks (WSNs) have enabled data
gathering from a vast geographical region and present
unprecedented opportunities for a wide range of track-
ing and monitoring applications from both civilian and
military domains [1], [2]. In these applications, WSNs
are expected to process, store, and provide the sensed
data to the network users upon their demands [20]. As
the most common communication paradigm, the network
users are expected to issue the queries to the network
in order to obtain the information of their interest.
Furthermore, in wireless sensor and actuator networks
(WSANs) [2], the network users may need to issue
their commands to the network (probably based on the
information they received from the network). In both
cases, there could be a large number of users in the
WSNs, which might be either mobile or static; and the
users may use their mobile clients to query or command
the sensor nodes from anywhere in the WSN. Obviously,

broadcast/multicast' operations are fundamental to the
realization of these network functions. Hence, it is also
highly important to ensure broadcast authentication for
the security purpose.

Broadcast authentication in WSNs was first addressed
by ,uTESLA [26]. In ,uTESLA, users of WSNs are
assumed to be one or a few fixed sinks, which are always
assumed to be trustworthy. The scheme adopts a one-
way hash function ho and uses the hash preimages as
keys in a message authentication code (MAC) algorithm.
Initially, sensor nodes are preloaded with Ko = V(x),
where x is the secret held by the sink. Then, K1 =

hn-l(x) is used to generate MACs for all the broadcast
messages sent within time interval I1. During time inter-
val 12, the sink broadcasts K1, and sensor nodes verify
h(K1) = Ko. The authenticity of messages received
during time interval I1 are then verified using K1. This
delayed disclosure technique is used for the entire hash
chain and thus demands loosely synchronized clocks
between the sink and sensor nodes. ,uTESLA is later
enhanced in [17] to overcome the length limit of the hash
chain. Most recently, ,uTESLA is also extended in [18]
to support multiuser scenario but the scheme assumes
that each sensor node only interacts with a very limited
number of users.

It is generally held that ,uTESLA-like schemes have
the following shortcomings even in the single-user sce-
nario: 1) all the receivers have to buffer all the messages
received within one time interval; 2) they are subject
to Wormhole attacks [11], where messages could be
forged due to the propagation delay of the disclosed
keys. However, here we point out a much more serious
vulnerability of ,uTESLA-like schemes when they are
applied in multi-hop WSNs. Since sensor nodes buffer

'For our purpose, we do not distinguish multicast from broadcast
in this paper.
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all the messages received within one time interval, an
adversary can hence flood the whole network arbitrarily.
All he has to do is to claim that the flooding messages
belong to the current time interval which should be
buffered for authentication until the next time interval.
Since wireless transmission is very expensive in WSNs,
and WSNs are extremely energy constrained, the ability
to flood the network arbitrarily could cause devastating
Denial of Service (DoS) attacks. Moreover, this type of
energy-depletion DoS attacks become more devastating
in multiuser scenario as the adversary now can have
more targets and hence more chances to generate bogus
messages without being detected. Obviously, all these
attacks are due to delayed authentication of the broadcast
messages. In [11], TIK is proposed to achieve immediate
key disclosure and hence immediate message authenti-
cation based on precise time synchronization between
the sink and receiving nodes. However, this technique
is not applicable in WSNs as pointed out by the au-
thors. Therefore, multiuser broadcast authentication still
remains a wide open problem in WSNs.
When ,uTESLA was proposed, sensor nodes were

assumed to be extremely resource-constrained, especially
with respect to computation capability, bandwidth avail-
ability, and energy supply [26]. Therefore, public key
cryptography (PKC) was thought to be too computation-
ally expensive for WSNs, though it could provide much
simpler solutions with much stronger security resilience.
At the same time, the computationally efficient one-
time signature schemes are also considered unsuitable for
WSNs, as they usually involve intense communications
[26]. However, recent studies [8], [28], [31] showed
that, contrary to widely held beliefs, PKC with even
software implementations only is very viable on sensor
nodes. For example [31], Elliptic Curve Cryptography
(ECC) signature verification takes 1.61s with 160-bit
keys on ATmegal28 8MHz, a processor used in current
Crossbow motes platform [7]. Furthermore, the com-
putational cost is expected to fall faster than the cost
to transmit and receive. For example, ultra-low-power
microcontrollers such as the 16-bit Texas Instruments
MSP430 [30] can execute the same number of instruc-
tions at less than half the power required by the 8-bit
ATmega128L. The benefits of transmitting shorter ECC
keys and hence shorter messages/signatures will in turn
be more significant. Moreover, next generation sensor
nodes are expected to combine ultra-low power circuitry
with so-called power scavengers such as Heliomote [15],
which allow continuous energy supply to the nodes.
At least 8- 20uW of power can be generated using

MEMS-based power scavengers [3]. Other solar-based
systems are even able to deliver power up to 100mW for
the MICA Motes [15], [16]. These results indicate that,
with the advance of fast growing technology, PKC is
no longer impractical for WSNs, though still expensive
for the current generation sensor nodes, and its wide
acceptance is expected in the near future [8].

Having this observation and knowing that symmetric-
key-based solutions such as ,uTESLA are insufficient for
broadcast authentication in WSNs, we resort to PKC
for more effective solutions. In this paper, we address
multiuser broadcast authentication problem in WSNs by
designing PKC-based solutions with minimized compu-
tational and communication costs.
Overview of the paper: In this paper, we propose four
different public-key-based approaches and provide in-
depth analysis of their advantages and disadvantages.
In all the four approaches, the users are always au-
thenticated through their public keys. We first propose
a straightforward certificate-based approach and point
out its high energy inefficiency with respect to both
communication and computation costs. We then propose
a direct storage based scheme, which has high efficiency
but suffers from the scalability problem. A Bloom filter
based scheme is further proposed to improve the memory
efficiency over the direct storage based scheme. Further
techniques are also developed to increase the security
strength of the proposed scheme. Lastly, we propose a
hybrid scheme to support a larger number of network
users by employing the Merkle hash tree technique. We
give an in-depth quantitative analysis of the proposed
schemes and demonstrate their effectiveness and effi-
ciency in WSNs in terms of energy consumption.
Contributions: This paper makes the following contri-
butions: 1) We identify the problem of multiuser broad-
cast authentication in WSNs and point out a serious se-
curity vulnerability inherent to the symmetric-key based
,uTESLA-like schemes. 2) We come up with several
PKC-based schemes to address the proposed problem
with minimized computational and communication costs.
We achieve our goal by integrating several cryptographic
building blocks, such as the Bloom filter, the partial
message recovery signature scheme, and the Merkle
hash tree, in an innovative manner. 3) We analyze both
the performance and security resilience of the proposed
schemes. A quantitative energy consumption analysis is
given in detail and demonstrates the effectiveness and
efficiency of the proposed schemes.
Organization of the paper: The remaining part of
this paper is as follows: In Section II, we introduce
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the cryptographic mechanisms to be used. Section III
presents the system assumption, adversary model, and
security objectives. In Section IV, we introduce two basic
schemes. We further propose two advanced schemes and
detail the underlying design logic in Section V. Section
VI analyzes the performance of the proposed schemes,
and we conclude our paper in Section VII.

II. PRELIMINARIES
The Bloom Filter: A Bloom filter is a simple space-

efficient randomized data structure for representing a set
in order to support membership queries [23]. A Bloom
filter for representing a set S = sI, S2, ..., sn of n
elements is described by a vector V of m bits, initially
all set to 0. A Bloom filter uses k independent hash
functions h1, ..., hk with range 0, ..., m- 1, which map
each item in the universe to a random number uniform
over [0, ..., m- 1]. For each element s E S, the bits hi(s)
are set to 1 for 1 < i < k. Note that a bit of V can be
set to 1 multiple times. To check if an item x is in S,
we check whether all bits hi (x) are set to 1. If not, x is
not a member of S for certain, that is, no false negative
error. If yes, x is assumed to be in S. A Bloom filter may
yield a false positive. It may suggest that an element x
is in S even though it is not. The probability of a false
positive for an element not in the set can be calculated as
follows. After all the elements of S are hashed into the
Bloom filter, the probability that a specific bit is still 0 is
(1 1)k e-k/m* The probability of a false positive
f is then f = (1 -(1 - )k)k (1_ e-km)k
The Merkle Hash Tree: A Merkle Tree is a con-

struction introduced by Merkle in 1979 to build secure
authentication schemes from hash functions [22]. It is a
tree of hashes where the leaves in the tree are hashes
of the authentic data values nI, n2, ..., n,. Nodes further
up in the tree are the hashes of their respective children.
For instance, assuming that w = 4 in Fig. 1, the values
of the four leaf nodes are the hashes of the data values,
h(ni), i = 1, 2, 3, 4, respectively, under a one-way hash
function ho (e.g., SHA-1 [25]). The value of an internal
node A is ha= h(h(ni) Ih(n2)), and the value of the
root node is hr h(ha Ihb). hr is used to commit to the
entire tree to authenticate any subset of the data values
ni, n2, n3, and n4 in conjunction with a small amount
of auxiliary authentication information AAI (i.e., log2 N
hash values where N is the number of leaf nodes). For
example, a receiver with the authentic hr requests for n3
and requires the authentication of the received n3. The
source sends the AAI :< ha, h(n4) > to the receiver. The
receiver can then verify n3 by first computing h(n3),

Root

he, ~~~~~~~~b

h(ni) h(n2) h(n3) h(n4)

n1 X n2 n3X n44

Fig. 1. An example of Merkle hash tree

hb = h(h(n3)lh(n4)) and hr = h(ha Jhb), and then
checking if the calculated hr is the same as the authentic
root value hr

III. SYSTEM MODEL, ADVERSARY MODEL, AND
DESIGN GOALS

System Model: In this paper, we consider a large
spatially distributed WSN, consisting of a fixed sink(s)
and a large number of sensor nodes. The sensor nodes
are usually resource-constrained with respect to memory
space, computation capability, bandwidth, and power
supply. The WSN is aimed to offer information services
to many network users that roam in the network, in
addition to the fixed sink(s) [20]. The network users
may include mobile sinks, vehicles, and people with
mobile clients, and they are assumed to be more pow-
erful than sensor nodes in terms of computation and
communication abilities. For example, the network users
could consist of a number of doctors, nurses, medical
equipment (acting as actuators) and so on, in the case
of CodeBlue [19], where the WSN is used for emer-
gency medical response. These network users broadcast
queries/commands through sensor nodes in the vicinity,
and expect the replies that reflect the latest network
information. The network users can also communicate
with the sink or the backend server directly without
going through the WSN if necessary. We assume that
the sink is always trustworthy but the sensor nodes are
subject to compromise. At the same time, the users of
the WSN may be dynamically revoked due to either
membership changes or compromise, and the revocation
pattern is not restricted. We also assume that the WSN
is loosely synchronized.

Adversary Model: In this paper, we assume that the
adversary's goal is to inject bogus messages into the
network, attempt to deceive sensor nodes, and obtain
the information of his interest. Additionally, Denial of
Service (DoS) attacks such as bogus message flooding,
aiming at exhausting constrained network resources, is
another important focus of the paper. We assume that
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