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ABSTRACT

In order to defeat physical destruction attacks on wireless
sensor networks, the base station (BS) need have the
ability to continuously self-monitor the change of the WSN’s
coverage performance. In this paper, we propose a secure
coverage inference protocol (SCIP) which can provide the
BS an accurate and in-time measurement of the current
connected coverage in an energy-efficient way, and our
SCIP is resilient to attacks from external adversaries as
well as to attacks from compromised nodes.

I. I NTRODUCTION

The small form factor of sensors, coupled with the unat-
tended and distributed nature of their deployment expose
wireless sensor networks(WSNs) to physical destruction
attackswhich are more likely than in most other distributed
systems. In this kind of attacks, the adversary permanently
destroys sensor nodes’ sensing and communication abilities
by hurling real grenades/bombs or using electromagnetic
burst weapons to emit a strong pulse on selected areas in
the geographic region under the WSN’s surveillance (called
the region of interestor ROI). A smarter attacker even
can detect and destroy sensors at key positions with stealth
by moving across the ROI. Physical attacks are inevitable
threats in WSNs: they are relatively simple to launch and
fatal in destruction.

A position in the ROI is really under the surveillance of
the WSN if and only if this position is within the sensing
range of at least one sensor node connected to thebase
station(BS). We define the collection of all these positions
in the ROI as theconnected coverage(or coverage in
short). To effectively defeat physical destruction attacks,
the BS should have the ability to self-monitor the change
of the WSN’s coverage performance. First of all, connected
coverage is one of the most important performance metrics
measuring the quality of surveillance a WSN can provide,
and should be an inseparable complementarity of the report
about the observed events in the ROI. Secondly, the details
of coverage information can help decide when and how
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to perform the network repair or re-deployment. More
interestingly, if the information about when and where
the sensors are destroyed is extracted from the continuous
coverage measurement, it can provide the WSN with vital
clues about an enemys intent, strategy and position, and aid
users to launch counter-attacks.

However, due to the special nature of WSNs, the task
of design a practical and robust scheme to continuously
measure the connected coverage is not trivial at all. One
significant challenge facing comes from the strict resource
limitation of the sensor nodes (battery power, memory, com-
putational ability, etc.), which highlights the requirements
of energy and computational efficiency. The unattended
and distributed nature of the deployment of sensor nodes
without tamper-proof also expose them to node capture
attacks, and constitutes another significant challenge.

To the best of our knowledge, this paper is the first work
to provide an energy-efficient and compromise-tolerant
scheme for the coverage measurement. Our contribution
is twofold. First, we design a basiccoverage inference
protocol (CIP) based on a novelboundary node detection
scheme(BOND), which only needs one-hop neighbors’ in-
formation, and achieves energy efficiency and measurement
accuracy. Second, we propose alocation-based symmetric
key management protocol(LBSK), and integrate it to our
basic CIP. We show that this secured measurement scheme
is resilient to attacks from external attackers as well as to
attacks from a subset of compromised nodes.

II. ASSUMPTIONS AND DESIGN GOALS

A. Network and Security Assumptions

Throughout this paper, we assume that any two sensor
nodes can directly exchange messages if their Euclidean
distance is not greater thanrc, the communication range;
and a position in the plane can be perfectly monitored (or
covered) by a sensor node if their Euclidean distance is
not greater thanrs, the sensing range. For simplicity, we
also assume that sensor nodes are homogeneous, i.e.,rc and
rs are the same for all nodes, andrc = 2rs, which holds
for most commercially available sensors such as Berkeley
Motes [20]. However, it should be noted that our algorithms
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are still applicable to the scenarios ofrc > 2rs. We denote
the square ROI of side lengthl asAl, and theborder of Al

as ∂Al. We consider a network made of stationary sensor
nodes only, and denote the sensor nodes deployed in the
ROI to beV = {s1, · · · , si, · · · , sn} (si ∈ Al, for 1 ≤ i ≤
n, i ∈ N), wheresi represents the position of nodei andn
is the total number of sensor nodes, ornetwork size.

It is unrealistic and uneconomical to enclose each node
in tamper-resistant hardware. Thus, each sensor node rep-
resents a potential point of compromise. However, we
assume that sensor nodes deployed in security-sensitive
environments are usually designed to withstand break-in
attacks at least for a short time intervalTmin, which is
reasonable in practice, and widely accepted in the literature
[21], [22]. If a node is compromised, the adversary can
acquire its key material, gain full control over the node,
and easily insert its clones in the ROI. We postulate that
the BS is unassailable, as is commonly assumed in the
literature [21], [22]. We also assume some kinds of intrusion
detection based on neighborhood monitoring, like [5], [7]
are used in the WSN, so that apparent misbehaving nodes
will be detected and isolated by the neighboring nodes.

B. Design Goals

The main goal of this paper is to design asecure coverage
inference protocol(SCIP) which can provide the BS an
accurateand in-timemeasurement of the current connected
coverage in anenergy-efficientway. Since the adversary
has the incentive to eavesdrop, alter, forge and hide the
coverage information, our protocol must be designed with
security requirements in mind. More specifically,

Measurement Confidentiality: The procedure of the
measurement should not be utilized by adversaries to figure
out the coverage situation of the WSN. The compromise of
nodes should only result in the revealing of the coverage
information of a small, localized part of the WSN.

Measurement Integrity and Authenticity : When the
measurement is proceeded in a distributed fashion, our
protocol need to ensure that the data as the partial result
of the measurement will not be altered by the intermediate
relay nodes. When received data is determined as false, the
BS should have the ability to detect the sources of those
false data (i.e., non-repudiation). The effect of compromised
nodes (including their clones) on the final measurement
result should be minimized or localized.

III. BOND: BOUNDARY NODE DETECTION SCHEME

A connected set of nodes is said to be acluster if the
addition of any other node to it will break the connectedness
property. Obviously, the problem of finding the boundary of

connected coverage, is equivalent to detecting the boundary
nodes of clusters with connections to the BS. Based on this
observation, it is possible to design a distributed SCIP if
we can first find a localized way to detect boundary nodes.

In this section, we present the first component of our
SCIP: BOND scheme which provide an energy-efficient
way for each node to locally self-detect whether it is a
boundary node. we begin with several definitions:

A. Localized Voronoi Polygons

Our BOND scheme is based on two novel geometric con-
cepts calledlocalized Voronoi polygon(LVP) and tentative
LVP (TLVP) which are nontrivial adaptations ofVoronoi
polygons(VPs) [16] from computational geometry.

We first define VPs, LVPs and TLVPs in terms of half
planes. For two distinct pointssi, sj ∈ V , the dominance
region of si over sj is defined as the set of points which
are at least as close tosi as tosj , i.e.,

Dom(si, sj) =
{
v ∈ R2 : ‖v − si‖ ≤ ‖v − sj‖

}
. (1)

Obviously, Dom(si, sj) is a half place bounded by the
perpendicular bisector ofsi and sj , which separates all
points in the plane closer tosi than those closer tosj .

Definition 1: The VP associated withsi denoted by
Vor (si), is the subset of the place that lies in all the
dominance regions ofsi over other points inV , namely,

Vor (si) =
⋂

sj∈V−{si}
Dom (si, sj). (2)

In the same way, theLVP denoted byLVor(si), and the
TLVP denoted byTLVor(si), are defined as:

LVor (si) =
⋂

sj∈Neig(si)
Dom (si, sj); (3)

TLVor (si) =
⋂

sj∈SubNeig(si)
Dom (si, sj), (4)

whereSubNeig (si) is a proper subset ofNeig (si), i.e.,
SubNeig (si) ⊂ Neig (si).

The collection of LVPs given by

LVor (V ) = {LVor (s1) , · · · ,LVor (sn)} (5)

is called thelocalized Voronoi diagram(LVD) generated by
the node setV. The boundary ofLVor(si), i.e.,∂LVor(si),
may consist of line segments, half lines, or infinite lines,
which are all calledlocal Voronoi edges.

B. LVP-Based Boundary Node Detection

In this subsection, we present our BOND scheme for each
node to detect whether it is a boundary node based on its
own LVP or TLVP by taking nodesi as an example.
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1) Input: Our BOND is a distributed scheme in that we
only need positions of nodesi’s neighbors as the input of
our algorithm. We need to consider two cases based on
whether the information about the border ofAl, i.e., ∂Al,
is available. In the first case when∂Al is unavailable at
nodesi, our detection scheme is based on the construction
of LVor (si) (or TLVor (si)); in the second case when
∂Al is available, we need to exploit this information by
calculatingLVor (si) ∩ Al (or TLVor (si) ∩ Al). It can be
shown thatLVor (si)∩Al must be a finite convex polygon.
Thus, the second case can be transformed into the first case
by introducing dummy nodes intoNeig(si). When ROI
is a square field, four dummy nodes,d1 through d4, are
introduced such that perpendicular bisectors betweensi and
the dummy nodes generate the four border edges of ROI.
Then we can calculateLVor (si)∩Al by following the same
procedure for calculatingLVor (si). Therefore, we will only
discuss the first case in what follows.

2) Algorithm: Our goal is to construct theLVor(si)
(or TLVor(si)) which is sufficient for the boundary node
detection with the minimal requirement on the information
aboutsi’s neighbors. We first divideDisk (si, rc) into four
(other values will also work well) quadrants. Then we
construct the TLVP ofsi by using the nearest neighbors
in each of the four quadrants. Without lose of generality,
we denote these four nearest neighbors ass1, s2, s3, and
s4. The first TLVP is calculated by

TLVor (si) ←
⋂4

j=1
Dom(si, sj).

If all vertices of the TLVP is covered byDisk (si, rs), the
procedure stops and this TLVP is saved. Otherwise, we need
to find new neighbors which are the nearest to the uncovered
vertices of the TLVP, add those neighbors toSubNeig(si),
and calculate the TLVP again:

TLVor (si) ← TLVor (si)
⋂

(⋂
sj∈SubNeig(si),j 6=1,2,3,4 Dom (si, sj)

)
.

The new vertices of the new TLVP will be checked to see
whether they are covered byDisk (si, rs). This procedure
continues until all the vertices of the TLVP are covered by
Disk(si, rs) or the LVP ofsi is calculated and saved.

Note that when∂Al is unavailable,LVor(si) may be
infinite, which means that it is possible that we cannot find
any nodes in one or more quadrants in the first step. If
a quadrant contains no neighbors, we define two sectors
of angle 45◦ which are directly adjacent to the quadrant
as the assistant area, and add the nodes in this area to
SubNeig(si) first. If all the nodes in the assistant area
cannot make TLVP finite, we can conclude that LVP must
be infinite without need to do further calculation.

3) Output: If LVor (si) is infinite,si must be a boundary
node. IfLVor (si) (or the finalTLVor (si)) is finite with all
the vertices are covered bysi, thensi ∈ IN (si). Otherwise,
si ∈ BN (si).

C. Discussion on BOND

Correctness.The correctness of BOND is proved in our
previous work [19] for arbitrary node distributions.

Low Overhead. It has been shown in [19] that in general
VPs cannot be computed locally. Therefore, the traditional
VP-based schemes [4], [6] are not distributed and are very
expensive in terms of communication overhead. Our BOND
scheme is a truly localized polygon-based solution because
computingLVor (si) (or TLVor (si)) only needs one-hop
information (this can be directly obtained from the Eqs. 3
and 4). Assuming that the number of trusted neighbors isk,
each node can compute its ownLVor(si) with complexity
smaller thanO(k). In addition, the computation of the
LVor(si) only involves some simple operations on polygons
which can be efficiently implemented (e.g., PolyBoolean
library [13]). We further simplify the detection process by
constructing TLVPs first. For a densely deployed WSN,
we haveLVor(si) or TLVor(si) → Vor(si), and it is
well known in computational geometry that under the
homogeneousspatial Poisson point process(SPPP), the
average number of vertices ofVor(si) is 6 [16]. Therefore,
even when the node density is high, BOND on average only
needs4 to 6 nearest neighbors’ information to successfully
detect the boundary nodes. Moreover, when a neighbor node
dies, BOND needs do nothing unless the dead node is used
to construct the finalTLVor(si) or LVor(si) in the last
turn of LVP or TLVP construction. This unique property
will greatly simplify the update of detection results and
save precious energy of each sensor node. All these advan-
tages cannot be achieved by other localized boundary node
detection schemes in the literature, such as the perimeter-
coverage checking approach [8] and the crossing-coverage
checking approach [20]. For lack of space, we refer to [19]
for a detailed comparison.

IV. LBSK: L OCATION -BASED SYMMETRIC K EY

M ANAGEMENT PROTOCOL

This section presents the second component of our SCIP:
LBSK, which establishes related keys that can be used to
secure basic network operations and our BOND.

A. Pre-Deployment Phase

We assume that each nodesi has a unique, integer-valued
and non-zero ID, denoted byIDsi

. All the nodes used for
initial network deployment have the IDs not greater than
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IDmax. Prior to network deployment, we assume that a
trusted authority(TA), e.g., the system administrator or
network planner, first determines three initial keysK1

I ,
K2

I and K3
I , and one secure one-way functionH(·) [18].

It then calculatesID-based Key(IBK for short) IKsi
=

H(K1
I |IDsi

) and broadcast keyBKsi
= H(K2

I |IDsi
) for

each sensor nodesi, where | denotes message concate-
nation. After that, the TA pre-loads each node with the
following bootstrapping parameters:

{K1
I ,K2

I , IDmax, IDsi
, IKsi

, BKsi
}.

B. Neighbor Discovery Phase and PK Establishment

When it is deployed, each node i.e.,si, first initializes
a timer to fire after timeTmin. It then tries to discover
its neighbors. It broadcasts aHelloNeig message which
contains its ID and waits for each neighborsj to respond
with an ACK message including the ID of nodesj .

si → ∗ : IDsi
,HelloNeig, MIC(IKsi

, IDsi
)

sj → si : IDsj
, MIC(IKsj

, IDsi
|IDsj

)

Here, MIC(k, M) refers to themessage integrity code
(MIC) of messageM under keyk. We use “u → v : M ”
to denote a one-hop delivery of messageM from u to
a neighborv and “u →→ v : M ” to denote a delivery
that may involve multiple hops. Since nodesi knows K1

I

in time Tmin, it can derive IKsj
from IDsj

and then
verify node sj ’ s identity. After that, if IDsi

> IDsj
,

nodesi computes itspairwise key(PK) with sj , PKsisj
,

as PKsisj
= H(IKsj

|IDsi
) and nodesj ’s broadcast key

BKsj
. Node sj can also verify nodesi’s identity and

computePKsisj
and BKsi

in the same way. Note that
if IDsj

> IDsi
, the pairwise key betweensi and sj

will be PKsjsi
= H(IKsi

|IDsj
). After this neighbor

discovery phase, each node will have a list of authenticated
neighboring nodes with corresponding PKs.

C. Localization Phase and LBK Establishment

There are many methods to localize each node, i.e.,
furnishing each node with its geographic location. We
consider the following two localization techniques, which
accordingly differ in their ways of generating LBKs for
individual nodes.

1) Range-free localization:In this approach, we assume
that there are some special nodes called anchors knowing
their own locations. All the non-anchor nodes autonomously
derive their locations based on information from the anchors
and neighboring nodes via secure range-free localization
techniques such as [3], [12], [15]. The LBKs are also
generated on the nodes’ own. To enable this, each node
si is in addition preloaded with the third initial keyK3

I

whereby to generate its LBKLKsi
= H(K3

I |IDsi
|possi

),
wherepossi

refers to the binary presentation of nodesi’s
position. This ends the key establishment phase (bootstrap-
ping phase), and the node permanently removes from its
storage the initial keysK1

I , K2
I , K3

I and all the IBKs of
its neighbors computed in the neighbor discovery phase.
Similar to [21], [22], this approach takes advantage of
the fact that sensor nodes deployed in security-sensitive
environments are usually designed to withstand break-in
attacks at least for a short time intervalTmin when captured
by adversaries, and each node takes some time less than
Tmin to finish localization and generation of its LBK. After
that, the node can no longer derive any keys.

2) Range-based localization:In this approach, we as-
sume that a group of mobile robots are dispatched to sweep
across the whole ROI along pre-planned routes. Mobile
robots have GPS capabilities as well as more powerful
computation and communication capacities than ordinary
nodes. Each robot is also equipped with the initial keys
K1

I andK3
I and is designed to be tamper-resistant1. Since

the localization time in this approach is hard to bound, and
our LBK establishment scheme discussed below does not
require sensor nodes deriving any keys, each sensor node
can erase the initial keysK1

I , K2
I and all the IBKs of its

neighbors after the neighbor discovery phase. To localize a
node, saysi, a mobile robotMSj first broadcasts a special
HelloLBK message to announce its existence. If seeing such
a message and still uninitialized, nodesi responds with its
IDsi

and uses its IBK to generate MIC:

MSj → ∗ : MSj ,HelloLBK
si → MSj : IDsi

, MIC(IKsi
,MSj |IDsi

)

Upon receipt of the message, robotMSj first uses its
preloaded keyK1

I to obtain IKsi
, and then regenerates

the MIC. If the result matches with whatsi sent, MSj

runs the secure range-based localization protocol given
in [2] to get the location ofsi, and generatesLKsi

=
H(K3

I |IDsi
|possi

). After that, MSj encryptspossi
and

LKsi
with IKsi

, and unicasts the ciphertext to nodesi:

MSj → si : MSj , {possi
, LKsi

}IKsi
,

MIC(IKsi
, IDsi

|possi
|LKsi

).

Upon reciept of the message, nodesi first uses its preloaded
IBK IKsi

to decryptpossi
andLKsi

, then regenerates the
MIC. If the result matches with whatMSj sent,si saves
possi

andLKsi
for subsequent use.

1Mobile robots are much fewer than ordinary sensor nodes and hence
we can spend more on them by enclosing them in high-quality tamper-
proof hardware and putting them under super monitoring.
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D. Node Addition

Sooner or later new sensor nodes may need to be de-
ployed in the ROI to maintain necessary connected cov-
erage. When a flock of sensor nodes are re-deployed, the
neighborhood authentication and PK establishment proce-
dure between new nodes is the same as described in Section
IV-B, and the localization and LBK establishment for new
nodes is also the same as old ones. The authentication
procedure between new and old nodes can be proceeded
as follows:

When the old nodeso receives theHelloNeig message
from the new nodesn, i.e., IDsn

> IDmax, it replies
with an ACK message including the plaintext of its ID,
the ciphertext of its position and broadcast key encrypted
with its IBK and the MIC generated by its LBK.

sn → ∗ : IDsn
,HelloNeig, MIC(IKsn

, IDsn
);

so → sn : IDso
, {posso

}IKsi
, MIC(LKso

, posso
).

Upon receipt of the message, nodesn first generates the
IBK of so from its ID, and then obtainsposso

. If range-
free localization techniques are used,sn can get its position
information before it erases the initial keys. Therefore,sn

can first check whether‖sn − so‖ ≤ rc. If it holds, node
sn calculatesso’s LBK, and uses it to regenerate the MIC.
If the result matches with whatso sent, nodesn accepts
so as an authenticated neighbor and calculates the pairwise
key asPKsosn

= H(LKso
|IDsn

) and so’s BK. If range-
based localization techniques are used,sn cannot get its
own position before it erases the initial keys. Therefore,
nodesn has to calculatePKsosn

and check the MIC first. If
the result matches with whatso sent, nodesn temporarily
stores the information aboutso. When possn

is obtained
from the mobile robot, nodesn can then finally authenticate
so by checking whether‖sn − so‖ ≤ rc holds. After that,
nodesn can reply the authenticated old nodes as follows:

sn → so : IDsn
, {possn

, BKsn
}PKsosn

,
MIC(PKsosn

, possn
|BKsn

).

Upon receiving the message, nodeso can also calculate
PKsosn

, and use it and MIC to authenticatesn. After the
deployment of new nodes, the base station will broadcasts
the new value ofIDmax using µTESLA [17]. Each node
will update this value accordingly for the next time node
addition. Note that the compromised node cannot cheat
others by change its ID into a large number in the node
addition phase, since it does not have the corresponding
IDK and PKs.

E. Some Discussion on LBSK

A desirable feature of LBSK is resistance to node capture.
Each sensor nodesi is bounded with its position by its

(a)

(b)

Base Station

(c)

Fig. 1. Basic operations of SCIP.(a) Each sensors takes BOND
individually. (b) Boundary nodes (black dots in (a)) report themselves
to the base station. (c) The BS reconstruct the coverage boundary. Note
that the shaded area in (a) represents coverage of sensors. The shaded
area at the left bottom corner in (a) is lost in (c) since it is not the
connected coverage.

LBK, and its PKs shared with its neighbors. Even if a
node is compromised and its key material is revealed, an
adversary should not be able to gain control of other parts
of the network by using this material. Its clones also cannot
access other area of the network since they cannot establish
the PKs with their neighbors. Therefore the compromise of
nodes only result in a breach of security that isconstrained
within a small, localized part of the network.

Our LBSK scheme incurs the following computational
overhead. For establishing a PK and a BK with each
neighbor, one sensor node only needs to verify one MIC,
compute one MIC evaluate two secure hash function to
generate corresponding PK and BK. The computational
overhead for LBK establishment is almost the same instead
of having one more encryption operation. The communi-
cation overhead for establishing a PK only includes two
messages, which have two fields: a node ID and a MIC.
Both these messages can be easily fit into one packet.
The communication overhead for establishing each LBK
is within the same order for establishing PK since it only
involves one-hop message exchanges. Our LBSK scheme
establish three kinds of keys for each sensor node to keep.
If a node hask neighbors, it needs to store two individual
keys (IBK and LBK),k PKs, andk + 1 BKs. The required
space for storing preloaded keys is even smaller. Thus, the
computational, communication, and storage overhead of our
LBSK scheme is very small.

V. SECURE COVERAGE I NFERENCE PROTOCOL

In this section, we show how to integrate the BOND and
the LBSK to provide the SCIP.

Fig. 1 shows the basic operations of our SCIP. In the first
step, each node utilize BOND to locally decide whether it
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is a boundary node based on the information gathered in the
neighborhood monitoring phase. Secondly, those boundary
nodes send their position information to the BS. If the
BS can correctly receives these reports, it then has enough
information to reconstruct the “image of the coverage”.

Our design philosophy is that, since the minimum infor-
mation required to describe the coverage is the positions
of boundary nodes, we just need to detect boundary nodes.
In other words, our scheme can ensure that, for the BS to
reconstruct the “coverage image” without any distortion,
the information transmitted from sensors to the BS is
minimized. Also note that our BOND only involves local
message exchanges. In a large-scale WSN, the overhead
from local broadcasts is very small as compared to that from
the end-to-end communications from sensor nodes to the
BS. Therefore, our approach can save the precious energy
of sensor nodes.

There are three kinds of communications involved in
our SCIP: local broadcasts for neighborhood monitoring,
boundary node self-reporting and returning ACKs from the
BS to boundary nodes. In the following, we will explain
how to secure them by exploiting the keys established in
previous section.

A. Secure Neighborhood Monitoring and BOND

After the related keys are established, each node should
broadcast its positions as soon as possible.

si → ∗ : IDsi
, {pos(si)}BKsi

, MIC(BKsi
, IDsi

|pos(si)),

Therefore, when a node is compromised, even if he wants to
change his position in the one-hop range, it will be detected
by its neighbors. In our SCIP, each node self-identifies
whether it is a boundary node based on its trusted neighbor’s
information. One way to gather these information is to
require each node periodically broadcasts its keep-alive
message with the MIC generated by its broadcast key:

si → ∗ : IDsi
, {Count(si)|alive}BKsi

,
MIC(BKsi

, IDsi
|Count(si)|alive),

whereCount(si) represents the number of messages it has
already sent. In this approach, the communication overhead
is small because a node only adds one MIC to each packet,
and it exploits the broadcast advantage of the WSN. This
periodic broadcasts can also be piggybacked with other
data message nodesi needs to transmit. However, although
this approach defends against outsider attacks in which
the adversary does not hold any keys, insider attacks are
possible after the adversary compromises a sensor node.
The adversary could easily impersonate its neighbors with
their broadcast keys since a broadcast keyBKSi

is shared

between a node and all its neighbors. Note that the compro-
mise of a sensor node only allows the adversary to launch
impersonation attack in a two-hop zone of the compromised
nodesi, because nodesi only has the broadcast keys of its
one-hop direct neighbors. However, in some scenarios, it
is sufficient for some compromised nodes to impersonate
multiple dead nodes and to cheat the truly boundary nodes
to believe themselves as interior nodes, so the neighborhood
monitoring purely based on BKs is pretty insecure.

To further deter this attack, we present below a prob-
abilistic challenge scheme. Each node challenges the au-
thenticity of a received keep-alive message with a certain
probability. More specifically, when nodesi receives a
packet with broadcast keyBKsj

from (claimed) nodesj ,
it challenges nodesj for the authenticity of packet with
probabilitypc, using their pairwise keyPKsisj

. The process
is as follows.

si → sj : IDsi
, Nounsi

, MIC(PKsisj
, Nounsi

);
sj → si : IDsj

, Nounsj
, MIC(PKsisj

, Nounsj
|Nounsi

).

This scheme will be efficient if and only if the number of
neighbors the node needs to challenge is small. For our
BOND scheme, given that the nodes follows SPPP, each
node only needs to check 4-6 neighbors in average, which
is very suitable for this probabilistic challenge scheme.

B. Secure Boundary Node Self-Reporting

In our LBSK, every nodesi has two unique keysLKsi

andIKsi
that it shares pairwise with the BS. When nodesi

identifies itself as boundary node, it will automatically gen-
erate a reportRP (si) = BN |Count(si) whereCount(si)
denotes the number of packetssi has already sent to the
BS. Nodesi sends the following message to the BS:

si →→ BS : IDsi
, {possi

|RP (si)}IKsi
,

MIC(LKsi
, IDsi

|possi
|RP (si)).

Upon receipt of the report, the BS first regeneratesIKsi

based on node ID, decrypts the report and the position
of the boundary node. Then the BS can obtainLKsi

and
regenerate the MIC. The BS can authenticate this report
by checking whether the MIC matches what it received,
since only the node in that specific position can generate the
right MIC. Note that the node cannot fabricate reports from
other positions since he does not have the related LBKs and
intermediate nodes cannot get any information aboutpossi

or RP (si) since in generalsj do not know the mapping
between node ID and its position, and those information is
end-to-end encrypted byIKsi.
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C. Secure Returning ACKs from the BS

Since the packet loss ratio is pretty high in the WSN and
some compromised intermediate nodes may intentionally
drop packets, boundary nodes need have some mechanisms
to ensure that their reports have been received by the BS.
Otherwise, they have to repeatedly resend their reports
which causes energy waste. The native solution is to require
the BS to return ACKs to boundary nodes individually
and encrypt each ACK with corresponding IDK or LBK.
Here, we design an energy-efficient approach for the BS to
broadcast only one ACK to acknowledge multiple boundary
nodes which also ensures that the adversary cannot reveal
the acknowledged nodes from the ACK.

Let s1, s2, · · · , sa be the a boundary nodes which the
BS wants to acknowledge explicitly. Leth1, h2, · · · , hb be
the b hash functions of the Bloom filter, each with range
{1, 2, · · · , l}. Let ack(t) = (b1, b2, · · · , bl) be a bit vector
of length l. ack(t) is the t-th Bloom filter used to indicate
boundary nodes the BS wants to acknowledge, and it is
initially set to (0, 0, · · · , 0). Then the BS goes through the
following constructions: First, for every boundary nodesj ,
1 ≤ j ≤ a, the BS computesMIC(LKsj

, t − 1) where the
t−1 denotes the number of Bloom filters the BS has already
sent to the boundary nodes. Then, for∀i, 1 ≤ i ≤ b and∀j,
1 ≤ j ≤ a, the BS computeshij = hi(MIC(LKsj

, t− 1)),
and setsbhij

= 1. The BS can use a broadcast authentication
protocol such asµTESLA [17] to authenticate the Bloom
filter ack(t) and the valuet in the ACK.

When a boundary nodesj receives theack(t), it performs
a membership test: it computesMIC(LKsj

, t − 1), hence
hi(MIC(LKsj

, t − 1)) for ∀i, 1 ≤ i ≤ b; if all of these
positions are1 in theack(t), then boundary nodesj knows
its report has been received and acknowledged by the BS.

The adversary cannot get any information from the
ack(t) since if she does not have one node’s LKB, she
cannot do the membership test for any other node.

VI. CONCLUSIONS

In this paper, we propose a coverage inference protocol
which can provide the BS an accurate and in-time mea-
surement of the current connected coverage based on a
novel computational geometric technique called LVPs. We
also design the LBSK to provide location-aware security
mechanisms to protect our basic measurement scheme. It
has been shown that our SCIP is resilient to attacks from
external attackers as well as to attacks from a subset of
compromised nodes.
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