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ABSTRACT to perform the network repair or re-deployment. More
In order to defeat physical destruction attacks on Wirelelnterestmgly, it the mforma_ltlon about when and Where
iﬁ% sensors are destroyed is extracted from the continuo

nsor networks, th tation (BS) n hav . . o
sensor networks, the base station (BS) need ha eN(:overage measurement, it can provide the WSN with vita

ability to continuously self-monitor the change of the WS X .
y y g c?ues about an enemys intent, strategy and position, and a

coverage performance. In this paper, we propose a secure
gep pap prop users to launch counter-attacks.

coverage inference protocol (SCIP) which can provide the .
verage | P ( ) whi provi However, due to the special nature of WSNs, the tasl

BS an accurate and in-time measurement of the currer}t ) ) )
. - of design a practical and robust scheme to continuousl
connected coverage in an energy-efficient way, and our -

) - . measure the connected coverage is not trivial at all. On
SCIP is resilient to attacks from external adversaries as_ ... , :
. significant challenge facing comes from the strict resourct
well as to attacks from compromised nodes. O
limitation of the sensor nodes (battery power, memory, com
putational ability, etc.), which highlights the requirements

_ of energy and computational efficiency. The unattendet
The small form factor of sensors, coupled with the unaly,q gistributed nature of the deployment of sensor node

te_nded and distributed nature of their o!eployment eXPAZGhout tamper-proof also expose them to node captur
wireless sensor network§VSNs) to physical destruction auacks and constitutes another significant challenge.
attackswhich are more likely than in most other distributed To the best of our knowledge, this paper is the first work

systems. In this kind of attacks, the adversary permanerﬁl}y provide an energy-efficient and compromise-toleran
destroys sensor nodes’ sensing and communication abilii@geme for the coverage measurement. Our contributic
by hurling real grenades/bombs or using electromagngliCofo|d. First, we design a basicoverage inference
burst weapons to emit a strong pulse on selected area rj&ocol (CIP) based on a novédoundary node detection
the geo_graphi(; region under the WSN'’s surveillance (Ca”Egheme(BOND), which only needs one-hop neighbors’ in-
the region of interestor ROI). A smarter attacker eveng,mation and achieves energy efficiency and measureme
can detect and destroy sensors at key positions with Ste@g&uracy. Second, we proposdoaation-based symmetric
by moving across the ROI. Physical attacks are inevitatugy management protocéLBSK), and integrate it to our

threats in WSNs: they are relatively simple to launch ang i =1p We show that this secured measurement scher

fatal in (?"?S”‘,JC“O”- _ _ is resilient to attacks from external attackers as well as t
A position in the ROI is really under the surveillance O&ttacks from a subset of compromised nodes
the WSN if and only if this position is within the sensing '

range of at least one sensor node connected tdbése
station(BS). We define the collection of all these positions
in the ROI as theconnected coveragéor coveragein A. Network and Security Assumptions

short). To effectively defeat physical destruction attaCks’Throughout this paper, we assume that any two sens

the BS should have the ability to self-monitor the changg,jes can directly exchange messages if their Euclides
of the WSN's coverage performance. First of all, connectegli- 1o is not greater than, the communication range

coverage is one of the most important performance metrigsy 4 position in the plane can be perfectly monitored (o0
measuring the quality of surveillance a WSN can providgy,ered) by a sensor node if their Euclidean distance i

and should be an inseparable complementarity of the rep‘%{ greater than-,, the sensing rangeFor simplicity, we

about the observed events in the ROI. Secondly, the detg@o assume that sensor nodes are homogeneous, aed

of coverage information can help decide when and how 4 o the same for all nodes and = 2r., which holds
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are still applicable to the scenarios of > 2r,. We denote connected coverage, is equivalent to detecting the bounda
the square ROI of side lengthas A;, and theborderof A; nodes of clusters with connections to the BS. Based on thi
as 0A;. We consider a network made of stationary sensobservation, it is possible to design a distributed SCIP i
nodes only, and denote the sensor nodes deployed in weecan first find a localized way to detect boundary nodes

ROl to beV = {s1,- -, 85, -,8n} (s; € A, for1 < i < In this section, we present the first component of oul
n,i € N), wheres; represents the position of nodendn SCIP: BOND scheme which provide an energy-efficient
is the total number of sensor nodes,r@twork size way for each node to locally self-detect whether it is a

It is unrealistic and uneconomical to enclose each nodeundary node. we begin with several definitions:
in tamper-resistant hardware. Thus, each sensor node rep-
resents a potential point of compromise. Hov_vever, WE | ocalized Voronoi Polygons
assume that sensor nodes deployed in security-sensitive
environments are usually designed to withstand break-inOur BOND scheme is based on two novel geometric con
attacks at least for a short time interva),;,, which is Cepts calledocalized Voronoi polygoriLVP) andtentative
reasonable in practice, and widely accepted in the literatd¥éP (TLVP) which are nontrivial adaptations aforonoi
[21], [22]. If a node is compromised, the adversary ca#Plygons(VPs) [16] from computational geometry.
acquire its key material, gain full control over the node, We first define VPs, LVPs and TLVPs in terms of half
and easily insert its clones in the ROI. We postulate thgnes. For two distinct points;, s; € V, the dominance
the BS is unassailable, as is commonly assumed in f§gion of s; over s; is defined as the set of points which
literature [21], [22]. We also assume some kinds of intruside at least as close tg as tos;, i.e.,
detection based on neighborhood monitoring, like [3], [7] Dom(si,s;) = {v € R2: |ju—sil| < o —sil|}. (1)
are used in the WSN, so that apparent misbehaving nodes
will be detected and isolated by the neighboring nodes. Obviously, Dom(s;, s;) is a half place bounded by the
perpendicular bisector of; and s;, which separates all
points in the plane closer tg than those closer ts;.
Definition 1: The VP associated withs; denoted by
The main goal of this paper is to desigsecure coverage v, (s,), is the subset of the place that lies in all the

inference protocol(SCIP) which can provide the BS andominance regions of; over other points iV, namely,
accurateandin-time measurement of the current connected

coverage in arenergy-efficientway. Since the adversary Vor (s;) = ﬂ
has the incentive to eavesdrop, alter, forge and hide the
coverage information, our protocol must be designed with the same way, th&VP denoted byLVor(s;), and the

B. Design Goals

sV (o1} Dom (s;, s5). (2)

security requirements in mind. More specifically, TLVP denoted byT'LVor(s;), are defined as:
Measurement Confidentiality. The procedure of the N o
measurement should not be utilized by adversaries to figure LVor (s:) = ﬂsjENeig(Si) Dom (si, s); (3)

out the coverage situation of the WSN. The compromise of
nodes should only result in the revealing of the coverage ~ TLVor(si) = ﬂs;esuweig(si) Dom (s, s5),  (4)
information of a small, localized part of the WSN. ’
Measurement Integrity and Authenticity: When the
measurement is proceeded in a distributed fashion,
protocol need to ensure that the data as the patrtial resull
of the measurement will not be altered by the intermediate £Bot (V) = {LVor (s1),---, LVor (s,)} (5)
relay nodes. When received data is determined as false, the _ o
BS should have the ability to detect the sources of thoSecalled thelocalized Voronoi diagranfLVD) generated by
false data (i.e., non-repudiation). The effect of compromiséite node seV. The boundary of.Vor(s;), i.e.,0LVor(s;),
nodes (including their clones) on the final measuremeR@y consist of line segments, half lines, or infinite lines,
result should be minimized or localized. which are all calledocal Voronoi edges

where SubNeig (s;) is a proper subset oNeig (s;), i.e.,
o Neig (s;) C Neig (si).
he collection of LVPs given by

I1l. BOND: BOUNDARY NODE DETECTION SCHEME B. LVP-Based Boundary Node Detection

A connected set of nodes is said to belaster if the In this subsection, we present our BOND scheme for eac
addition of any other node to it will break the connectednessde to detect whether it is a boundary node based on i
property. Obviously, the problem of finding the boundary aiwn LVP or TLVP by taking node; as an example.
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1) Input: Our BOND is a distributed scheme in that we 3) Output: If LVor (s;) is infinite, s; must be a boundary
only need positions of node’s neighbors as the input ofnode. If LVor (s;) (or the final TLVor (s;)) is finite with all
our algorithm. We need to consider two cases based thwe vertices are covered By, thens; € IN (s;). Otherwise,
whether the information about the border 4f, i.e., 0A;, s; € BN (s;).
is available. In the first case whe?4; is unavailable at
nodes;, our detection scheme is based on the constructien piscussion on BOND
of LVor (s;) (or TLVor (s;)); in the second case when
0A; is available, we need to exploit this information b
calculating LVor (s;) N A; (or TLVor (s;) N A;). It can be
shown thatZVor (s;) N A; must be a finite convex polygon
Thus, the second case can be transformed into the first
by introducing dummy nodes int&Veig(s;). When ROI

Correctness.The correctness of BOND is proved in our
)E)revious work [19] for arbitrary node distributions.

Low Overhead. It has been shown in [19] that in general
‘VPs cannot be computed locally. Therefore, the traditiona
DB based schemes [4], [6] are not distributed and are ver

expensive in terms of communication overhead. Our BONL

is a square field, four dummy nodes, throughd,, are . : .
introduced such that perpendicular bisectors betveamd scheme is a truly localized polygon-based solution becaus
Perp e mputing LVor (s;) (or TLVor (s;)) only needs one-hop

the dummy nodes generate the four border edges of RB .

. INformation (this can be directly obtained from the Eqgs. 3
Then we can calculatéVor (s;)NA; by following the same . : :
: . and 4). Assuming that the number of trusted neighbots is
procedure for calculatingVor (s;). Therefore, we will only

. . . each node can compute its owiVor(s;) with complexity
discuss the first case in what follows. smaller thanO(k). In addition, the computation of the
2) Algorithm: Our goal is to construct thd.Vor(s;) ' ' P

S - LVor(s;) only involves some simple operations on polygons
(or TLVor(s;)) which is sufficient for the boundary noc?Iewhich can be efficiently implemented (e.g., PolyBoolean

'?brary [13]). We further simplify the detection process by

at)tcr)]uts,»’s Inelghb_cl)lrs. IWe f'rStkd'V'dI?%Sk (‘z’rci mt_cI)_r:‘our constructing TLVPs first. For a densely deployed WSN,
(other values will also work well) quadrants. Then Wie have LVor(s;) or TLVor(s;) — Vor(s;), and it is

_construct the TLVP ofs; by using_the nearest neighbor@ve“ known in computational geometry that under the
in each of the four quadrants. W_|thout lose of genera“tﬁbmogeneouspatial Poisson point proceséSPPP), the
we ?ﬁn?f[e ttrﬁj/epfpur r}ealristdns|ghbor$1a$2, s3, and average number of vertices &br(s;) is 6 [16]. Therefore,

s4. TNE IS IS caiculated by even when the node density is high, BOND on average onl

TLVor (s;) — m“ Dom(s;, s). needsi to 6 nearest neighbors’ information to successfully

J=1 detect the boundary nodes. Moreover, when a neighbor noc

If all vertices of the TLVP is covered byisk (s;, ), the dies, BOND needs do nothing unless the dead node is use

procedure stops and this TLVP is saved. Otherwise, we nd@qconstruct the finall’LVor(s;) or LVor(s;) in the last
to find new neighbors which are the nearest to the uncovefdf? of LVP or TLVP construction. This unique property

vertices of the TLVP, add those neighbors&abNeig(s;), Will greatly simplify the update of detection results and
and calculate the TLVP again: save precious energy of each sensor node. All these adva

tages cannot be achieved by other localized boundary noc
TLVor (s;) «+ TLVor (s;) detection schemes in the literature, such as the perimete
ﬂsjGSubNeig(si),j?él,QﬁA Dom (s;, Sj))- coverage checking approach [8] and the crossing-coverag

checking approach [20]. For lack of space, we refer to [19
The new vertices of the new TLVP will be checked to segy 3 detailed comparison.

whether they are covered byisk (s;,rs). This procedure
continues until all the vertices of the TLVP are covered by |\ | BSK: L ocATION -BASED SYMMETRIC KEY
Disk(s;,rs) or the LVP ofs; is calculated and saved. M ANAGEMENT PROTOCOL

Note that whend4, is unavailable,LVor(s;) may be This section presents the second component of our SCI|

infinite, Whlc.h means that it is possible that we (_:annot f"]_l SK, which establishes related keys that can be used t
any nodes in one or more quadrants in the first step. : .
secure basic network operations and our BOND.

a quadrant contains no neighbors, we define two sectors

of angle 45° which are directly adjacent to the quadrant

as the assistant area, and add the nodes in this ared‘td’re-Deployment Phase

SubNeig(s;) first. If all the nodes in the assistant area We assume that each noslehas a unique, integer-valued
cannot make TLVP finite, we can conclude that LVP musind non-zero ID, denoted b§D;.. All the nodes used for
be infinite without need to do further calculation. initial network deployment have the IDs not greater than



ID,yqy. Prior to network deployment, we assume that ehereby to generate its LBK K, = H(K}|1Ds,|poss,),
trusted authority(TA), e.g., the system administrator owherepos;, refers to the binary presentation of nosi¢s
network planner, first determines three initial ke§, position. This ends the key establishment phase (bootstra
K? and K3, and one secure one-way functidh(-) [18]. ping phase), and the node permanently removes from i
It then calculatedD-based Key(IBK for short) IK,, = storage the initial keys<}, K%, K3 and all the 1BKs of
H(K}ID,,) andbroadcast keyBK,, = H(K?|IDs,) for its neighbors computed in the neighbor discovery phase
each sensor node;, where | denotes message concateSimilar to [21], [22], this approach takes advantage of
nation. After that, the TA pre-loads each node with thihe fact that sensor nodes deployed in security-sensitiv
following bootstrapping parameters: environments are usually designed to withstand break-i
attacks at least for a short time inter#l,;,, when captured

{K},K},1Dpas, 1Dy, IK,,, BK, }. by adversaries, and each node takes some tims less th
Tin to finish localization and generation of its LBK. After
B. Neighbor Discovery Phase and PK Establishment  hat the node can no longer derive any keys.

When it is deployed, each node i.e;, first initializes  2) Range-based localizationtn this approach, we as-
a timer to fire after timel,;,. It then tries to discover sume that a group of mobile robots are dispatched to swee
its neighbors. It broadcasts ldelloNeig message which gcross the whole ROl along pre-planned routes. Mobile
contains its ID and waits for each neighbgrto respond robots have GPS capabilities as well as more powerfu

with an ACK message including the ID of node. computation and communication capacities than ordinar
si —* : ID,, HelloNeig, MIC(IK,,, IDy,) noldes. Ea})’ch rolpot is _also equipped with th_e inial keys
sj—s; : IDy, ,MIC(IK,,, 1Ds |IDy,) K} and K3 and is designed to be tamper-resista&ince

_ _ the localization time in this approach is hard to bound, anc
Here, MIC(k, M) refers to themessage integrity codeqgyr | BK establishment scheme discussed below does n
(MIC) of messageM under keyk. We use & — v : M”  require sensor nodes deriving any keys, each sensor no
to denote a one-hop delivery of messaye from u 0 can erase the initial key&'!, K2 and all the IBKs of its

a neighborv and "u —— v : M” to denote a delivery nejghhors after the neighbor discovery phase. To localize
that may involve multiple hops. Since nodeknows K} node, says;, a mobile robothS; first broadcasts a special
in time T;nin, it can deriveIK;; from 1Dy and then Hejlo BK message to announce its existence. If seeing suc
verify node s;* s identity. After that, if 1D, > ID,,, 3 message and still uninitialized, nogeresponds with its
node s; computes itspairwise key(PK) with s;, PK , ID,, and uses its IBK to generate MIC:

as PK,,,, = H(IK,|ID,,) and nodes;’s broadcast key

BK,. . Node s; can also verify nodes;'s identity and MS; —x : MS;,HelloLBK

compute PK,,,, and BK,, in the same way. Note that si — MS; : IDs ,MIC(IK,,, MS;|IDy,)

if IDs, > ID,, the pairwise key between; and s;

will be PK,, = H(IK|ID,,). After this neighbor Upon receipt of the message, robofs; first uses its
discovery phase, each node will have a list of authenticateetloaded keyK: to obtain /K, and then regenerates

neighboring nodes with corresponding PKs. the MIC. If the result matches with what; sent, MS;
runs the secure range-based localization protocol give
C. Localization Phase and LBK Establishment in [2] to get the location ofs;, and generated K, =

3 .
There are many methods to localize each node, \;ﬁ}((K[\L\{i%i[']]){OSSigngfﬁricgzg f\fesé i e;gézisg)oizﬂznd
furnishing each node with its geographic location. We ~* s b

conS|d(_ar the f_oIIOV\_/lng tvyo localization tech_nlques, which MS; — s; - MS;, {poss,, LKy, } 1xc. |
accordingly differ in their ways of generating LBKs for :

S MIC(IK,, I Dy, |poss,|LKs,).
individual nodes. ’ ' ' !

1) Range-free localizationtn this approach, we assumeypon reciept of the message, nogdirst uses its preloaded
that there are some special nodes called anchors knowigg rr, to decryptpos,, and LK., then regenerates the

their own locations. All the non-anchor nodes autonomously|c. |f the result matches with what/$; sent,s; saves
derive their locations based on information from the anchg@ss and LK, for subsequent use.

and neighboring nodes via secure range-free localization
techniques such as [3], [12], [15]. The LBKs are also IMobile robots are much fewer than ordinary sensor nodes and henc

gener_ated on the nodes'’ own. To ena'ble'thi.s, each NQEcan spend more on them by enclosing them in high-quality tamper
s; is in addition preloaded with the third initial keK}” proof hardware and putting them under super monitoring.



D. Node Addition \ \

Sooner or later new sensor nodes may need to be de- \ \ ©
ployed in the ROI to maintain necessary connected cov- \ \
erage. When a flock of sensor nodes are re-deployed, the \«——————"~"—"————=-—-—————-,

\

neighborhood authentication and PK establishment proce- \\ !

dure between new nodes is the same as described in Section \ \ ®)
\

IV-B, and the localization and LBK establishment for new \ - _____ 3
nodes is also the same as old ones. The authentication \\‘““f‘_"_“.‘_‘.‘_"_‘__““\
procedure between new and old nodes can be proceeded - ) '_ - ‘\ @
as follows: » N - Tl \
When the old nodes, receives theHelloNeig message L

from the new nodes,, i.e., IDs, > 1Dy, it replies Base Station

with an ACK message including the plaintext of its |D!=ig. 1. Basic operations of SCIP.(a) Each sensors takes BOND

. . i, ividually. (b) Boundary nodes (black dots in (a)) report themselves
the ciphertext of its position and broadcast key encryptg he base station. (c) The BS reconstruct the coverage boundary. No

with its IBK and the MIC generated by its LBK. that the shaded area in (a) represents coverage of sensors. The shad
sn — % : ID,, ,HelloNeig, MIC(IKS,”IDSH); area at the left bottom corner in (a) is lost in (c) since it is not the

connected coverage.
so = sn 1 IDs,,{poss,}ik, ,MIC(LK,, poss,).

Upon receipt of the message, nosg first generates the LBK, and its PKs shared with its neighbors. Even if a
IBK of s, from its ID, and then obtaingos, . If range- node is compromised and its key material is revealed, a
free localization technigues are useg,can get its position 2dversary should not be able to gain control of other part
information before it erases the initial keys. Thereforg, of the network by using this material. Its clones also canno
can first check whethefs, — so|| < .. If it holds, node aCCESS other area of the network since they cannot establi
s, calculatess,’s LBK, and uses it to regenerate the micthe PKs with their neighbors. Therefore the compromise o
If the result matches with what, sent, nodes,, accepts nodes only result in a breach of security thatsstrained

s, as an authenticated neighbor and calculates the pairW#d§in @ small, localized part of the network. _

key asPK, . = H(LK,,|ID,, ) ands,’s BK. If range- Our LBSK scheme incurs the following computational
based localization techniques are usegl,cannot get its ©verhead. For establishing a PK and a BK with eacf
own position before it erases the initial keys. ThereforB&ighbor, one sensor node only needs to verify one MIC
nodes,, has to calculaté®K. ,, and check the MIC first, If COmpute one MIC evaluate two secure hash function t
the result matches with what, sent, nodes,, temporarily 9enerate corresponding PK and BK. The computations
stores the information about,. When pos, is obtained overhead for LBK establishment is almost the same instea
from the mobile robot, node, can then finally authenticate©f having one more encryption operation. The communi
s, by checking whethefis,, — s,| < r. holds. After that, cation overhead for establishing a PK only includes twc

nodes, can reply the authenticated old nodes as followdn€Ssages, which have two fields: a node ID and a MIC
Both these messages can be easily fit into one packe

sn =80 = IDs,, {poss,, BKs, }PK,,.. The communication overhead for establishing each LBK
MIC(PK;,s,, poss, | B, ). is within the same order for establishing PK since it only

Upon receiving the message, nodg can also calculate involves one-hop message exchanges. Our LBSK schen
PK,_, , and use it and MIC to authenticatg. After the establish three kinds of keys for each sensor node to kee
deployment of new nodes, the base station will broadcalt& node hast neighbors, it needs to store two individual
the new value ofl D,,,,, using xTESLA [17]. Each node keys (IBK and LBK),k PKs, andk + 1 BKs. The required
will update this value accordingly for the next time nodepace for storing preloaded keys is even smaller. Thus, tt
addition. Note that the compromised node cannot ch&@mputational, communication, and storage overhead of ot
others by change its ID into a large number in the noddgSK scheme is very small.
addition phase, since it does not have the corresponding

IDK and PKs. V. SECURE COVERAGE INFERENCE PROTOCOL

. . In this section, we show how to integrate the BOND and

E. Some Discussion on LBSK the LBSK to provide the SCIP.
A desirable feature of LBSK is resistance to node capture.Fig. 1 shows the basic operations of our SCIP. In the firs
Each sensor node; is bounded with its position by its step, each node utilize BOND to locally decide whether it

5



is a boundary node based on the information gathered in thedween a node and all its neighbors. Note that the comprec
neighborhood monitoring phase. Secondly, those boundamse of a sensor node only allows the adversary to launc
nodes send their position information to the BS. If thienpersonation attack in a two-hop zone of the compromise
BS can correctly receives these reports, it then has enougides;, because node; only has the broadcast keys of its
information to reconstruct the “image of the coverage”. one-hop direct neighbors. However, in some scenarios,

Our design philosophy is that, since the minimum infois sufficient for some compromised nodes to impersonat
mation required to describe the coverage is the positiomsiltiple dead nodes and to cheat the truly boundary node
of boundary nodes, we just need to detect boundary nodesbelieve themselves as interior nodes, so the neighborhoc
In other words, our scheme can ensure that, for the BSnwnitoring purely based on BKs is pretty insecure.
reconstruct the “coverage image” without any distortion, To further deter this attack, we present below a prob.
the information transmitted from sensors to the BS #bilistic challenge scheme. Each node challenges the a
minimized. Also note that our BOND only involves locathenticity of a received keep-alive message with a certail
message exchanges. In a large-scale WSN, the overhpasbability. More specifically, when node; receives a
from local broadcasts is very small as compared to that frqsacket with broadcast kepp K, from (claimed) nodes;,
the end-to-end communications from sensor nodes to ihehallenges nodes; for the authenticity of packet with
BS. Therefore, our approach can save the precious engpgybability p., using their pairwise ke’ K, .. The process
of sensor nodes. is as follows.

There are three kinds of communications involved in
our SCIP: local broadcasts for neighborhood monitoringsi — s : IDs,, Nouns,, MIC(PK,s,, Nouns,);
boundary node self-reporting and returning ACKs from thes; — si : IDs;, Noun,,, MIC(PK,s,, Nouns,|Noun, ).
BS to boundary nodes. In the following, we will explain

how to secure them by exploiting the keys established This scheme will be efficient if and only if the number of
previous section. neighbors the node needs to challenge is small. For ot

BOND scheme, given that the nodes follows SPPP, eac
node only needs to check 4-6 neighbors in average, whic
A. Secure Neighborhood Monitoring and BOND is very suitable for this probabilistic challenge scheme.
After the related keys are established, each node should
broadcast its positions as soon as possible.

B. Secure Boundary Node Self-Reporting
s; —* = IDs, {pos(si)} k. , MIC(BKs,, I D |pos(si)),

_ _ _ In our LBSK, every nodes; has two unique keys K.
Therefore, when a node is compromised, even if he wantsjigy 7 ¢, that it shares pairwise with the BS. When noge
change his position in the one-hop range, it will be detectgghifies itself as boundary node, it will automatically gen-
by its neighbors. In our SCIP, each node self-identifigg5ie 5 reporRP(s;) = BN|Count(s;) where Count(s;)
whether it is a boundary node based on its trusted neighbqjshotes the number of packets has already sent to the

information. One way to gather these information is tgg Nodes; sends the following message to the BS:
require each node periodically broadcasts its keep-alive

message with the MIC generated by its broadcast key: si —— BS : ID,,, {poss,|RP(si)}1k. ,

s; —*  IDs,{Count(s;)|alive} gk, , MIC(LK,,, IDs,|poss, |RP(si))-

MIC(BK,, I D, |Count(s;)|alive), . .
( ’ |Count(sq) alive) Upon receipt of the report, the BS first regeneratés;,

whereCount(s;) represents the number of messages it hbased on node ID, decrypts the report and the positio
already sent. In this approach, the communication overhezcthe boundary node. Then the BS can obtaiR;, and

is small because a node only adds one MIC to each packegenerate the MIC. The BS can authenticate this repo
and it exploits the broadcast advantage of the WSN. Thig checking whether the MIC matches what it received
periodic broadcasts can also be piggybacked with ottsnce only the node in that specific position can generate th
data message nodeg needs to transmit. However, althoughight MIC. Note that the node cannot fabricate reports from
this approach defends against outsider attacks in whiather positions since he does not have the related LBKs ar
the adversary does not hold any keys, insider attacks areermediate nodes cannot get any information about,
possible after the adversary compromises a sensor namteRP(s;) since in generak; do not know the mapping
The adversary could easily impersonate its neighbors wiietween node ID and its position, and those information i
their broadcast keys since a broadcast Ky, is shared end-to-end encrypted byKs;.
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C. Secure Returning ACKs from the BS [2] S. Capkun and J.-P. Hubaux. Secure positioning of wireless device

. . . . with application to sensor networks. INFOCOM'05 Miami, FL,
Since the packet loss ratio is pretty high in the WSN and - ">

some compromised intermediate nodes may intentionally] w. bu, L. Fang, and P. Ning. LAD: Localization anomaly detection
drop packets, boundary nodes need have some mechanismsfor wireless sensor networks. IRDPS'05 pages 99-106, Denver,
to ensure that their reports have been received by the B@ CO, Apr. 2005.

. . Q. Fang, J. Gao, and L. Guibas. Locating and bypassing routing
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