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Advocacy Against the use of Software Protection


Cover Letter:
 Dear [Inset Software company]:

 I enjoyed speaking with you about the software protection proposal project. 

Attached is a proposal which describes in detail the project. I look forward to working with you and your team on this project. I will be glad to meet with your and your team if you have any questions about this project. Thank you for your time and your willingness to try this radical new idea.
Sincerely,
Anand Nagaraj
Executive Summary:

I appreciate the opportunity to respond to your companies request to improve sales of your software product as well as your need to reduce losses due to piracy. This proposal outlines what is needed to resolve both of these issues. Through much research, it was determined that it would be most profitable for companies to embrace software piracy instead of trying to waste money to combat it. This proposal will hopefully make clear why such a measure is necessary and will ultimately prove to be profitable. The budget is variable depending on the size and structure of the company and will be adjusted to fit the needs of your company. However in most cases, the removal of software protection should increase profit. This will be achieved through many methods outlined in this proposal.
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Background:

The first medium which computer software was stored on was punched cards. These cards contained filled in holes and missing holes which represented ones and zeros which a computer could read to execute a program. The amount of data punched cards could hold would be considered very little by today’s standards. This software was used for military and scientific research purposes, so piracy was not an issue. It was not until personal computers became popular that software piracy began to cut into profits for software developers. 
The 8” floppy disc and the cassette tapes were popular storage media for computer software during the 1970’s. They could store much more information then punched cards and contained programs which could be used on early personal computers (such as the Apple II). They were also the first software to be pirated. These media contained little software protection and thus piracy was simple if one had the proper copying device. (Craig, 19) This was a problem with many consumer computer software programs. In the early 1980, the 3.5 inch floppy disc was introduced which was more durable then previous floppy discs. It also had increased software protection, was rewritable, and was able to hold much more information. In 1985, the first popular optical media disc came out called the CD-ROM. In 1990, the first recordable CD-ROM was developed. CD-ROMs became very popular in the 1990s for computer software as they could hold nearly 700 times more information than 3.5” floppy discs. The DVD (optical disc which could hold nearly seven times the data of a CD) was introduced in 1995 and was first primarily used for movies. The DVD rom came out soon after and was used for computer software. The Blu-Ray disc (capable of holding ten times the data of DVD’s) is the newest popular media format. Although for now it is primarily used for movies, it will soon be used for computer software applications as well.




Computer Software Copyright Act of 1980 copyrights software as literary work. The Software Publishers Association was founded in 1984 and one of its main goals was to fight software piracy. In 1989, the US Patent Office issued patents to software. The Software & Information Industry Association (SIIA) launched a major advertising campaign in 1992 entitled “Don’t copy that floppy” which didn’t reduce software piracy. (Craig, 19)

The introduction of CDRs, CD burners, DVD-Rs, and DVD burners increased piracy of computer software. These devices have all allowed for easy copying of physical media as well as being able to store physical media onto a computer hard drive. This was doable on past formats as well, but the prevalence of the internet is what has turned this into a big piracy problem. Software distribution programs have allowed for mass file sharing. High speed internet has also become popular making it faster and easier to share computer software illegally. 








The first peer to peer file sharing program which popularized the sharing of illegal content was Napster. Napster was used to share MP3 music files. Napster’s popularity led to other popular file sharing programs such as Kazaa and LimeWire. Kazaa was primarily used for sharing MP3 music files, however it was also used to share computer software. Limewire was used to share primarily computer software, but it too could be used for almost anything. These computer programs brought computer piracy to a new level and made it easier and faster to download illegal computer software. It was also impossible to prosecute all those involved as there were millions of people downloading such software. Thus software companies prosecuted the file sharing companies. Many of these types of file sharing programs died down, but new bit torrent services emerged. Bit Torrent services are setup so that there is no central server (unlike Napster, Kazaa, etc) and instead people send the files through each other through a Bit Torrent client. Although software companies have tried to prosecute these Bit Torrent services, it is usually futile. 
Software companies have tried many methods to limit software piracy in recent years.
The most common method is the use of a serial code included with the software. When installing the software, the user will be prompted to enter said serial code. This would work quite well, except the algorithm for the software has to be included with the software. Hackers can thus extract the algorithm and create a key generator program which will create a valid serial code which will allow illegal software to work. Another popular method used by software companies today is the use of limited amount of installs per copy. This method can also be circumvented through the use of a crack (software made by hackers to bypass computer software security). Almost all software protection is eventually circumvented by amateur computer hackers. With the use of the internet, these hackers can distribute their hacks to others allowing those less knowledgeable to bypass computer software security. The only ones who are not able to bypass the computer security then are those who do not pirate software making the software protection useless. In fact in most cases, the software protection proves to be only a source of irritation to those who purchase legal software.  
Objectives:


Software companies have always sought to stay ahead of hackers when it came to protection of computer software against software piracy. “Broadly defined, software piracy is the illegal act of copying software without explicit permission from and compensation to the copyright holder” (Gopal, Trading Higher Software Piracy for Higher Profits: The Case of Phantom Piracy 2491 – 2498). However with most computer software security, engineers are trying to catch up to hackers. Many of the hackers are just as skilled as those designing the software. The hacking community is always very determined and work together to circumvent software security. It is most often a futile effort to try and stop hackers from pirating software. Hackers are able to share their results with other over the internet (using one of many distribution networks) and thus even those who are not skilled software programmers can easily bypass computer software security. Software protection then essentially hurts only those who would not pirate software in the first place because they are unable to or because they find it morally wrong to pirate software. The very purpose of computer software piracy protection is then ultimately undermined.
“However, there is a danger of over-protection: questions of fair use and other limitations to traditional copyright law have to be addressed. If competition is not able to solve this tension between the interests of content providers and the interests of users or the society at large – which seems doubtful atleast – it is the law that has to provide a solution.” (Bechtold, The Present and Future of Digital Rights Management 6-7) The purpose of software piracy protection is supposed to stop software piracy. What current software piracy does is prevent paying customers from enjoying their software. Software pirates on the other hand are easily able to circumvent software protection making it useless. Computer software security just irritates loyal consumers and forces them to pirate software. For example, new software programs limit the number of times the software can be installed. This theoretically should stop piracy, but hackers find ways to crack this security feature. However, honest consumers are hurt by this if they wish to install the software multiple times if their computer hard drive fails or they wish to install it on multiple computers in their home. Since these consumers will not be able to install it again, they will be forced into downloading pirated versions of the software.

It has come to a point where software piracy must be accepted by the industry. Software piracy may hurt the bottom line of a company, but it is possible to make money from software piracy. Software will be more widely used by consumers if there is no software protection. Many foreign countries pirate all computer software and these countries are emerging markets. Software could include advertisements from other companies and these advertisers could pay money to software developers for the cost of development. “Piracy thrives in many developing countries, representing an industry in its own right. The end of piracy would have a dramatic effect in these countries. In China, the threat of trade sanctions led the government to enforce foreign software ownership rights; pirate software factories were closed and replaced by legitimate distributors operating under government license. Many of the software users in nonindustrial nations would lose access to computer software because they could not afford licensing prices established in countries like the United States” (Dakin, What If There Were No Software Piracy? 20-21). Thus the removal of software piracy and the addition of ads in software has many benefits. 
Plan:

It has been established in the previous two sections that software piracy is a threat to the software industry. Thus far, all software protection attempts have ultimately shown to be futile. Software protection may be unbreakable in tests, but when the software reaches the market, hackers are able to dissect the software and find a way to pirate it. Software protection only irritates those who legally buy software forcing them to pirate software themselves to make full use of the software. Thus it seems the best method for computer software would be to not fight against piracy but rather to take advantage of it.

The first thing which must be established is a new distribution network. As high speed internet users increases, it seems that physical discs sold at brick and mortar stores are becoming obsolete. To cut costs, digital distribution would probably be best for computer software. A private distribution network, a direct download service, or a bit torrent like service may be the best ways to distribute the software. For a private distribution network, a simple digital rights management (DRM) system could be used to prevent abuse of the system.

The increased user base of the software has many advantages. One way these advantages can make up for the piracy is through the use of advertisements. Advertisements can be used to make up for any losses due to piracy. It will also allow for funding of future projects. Advertising is becoming popular in software already. Many software companies (especially search engines such as Yahoo and Google) make money strictly from advertising.

“Software companies often perceive loss to piracy as a routine cost of doing business, but it is a huge one: The Business Software Alliance estimated that in 1996, the software industry lost $15.2 billion worldwide to theft. If you are a software developer, some part of this loss is yours.” (Dakin , What if there were no software piracy? 20-21)
Personnel:

New personnel would need to be hired in order to secure advertisers. These members would be responsible for communicating to advertisers and managing the advertisements for the software. The cost to hire these new employees will not be much as money would be made from advertising which would more then make up for the cost of hiring these new personnel. The number of software engineers working on security would also be reduced saving money. Instead, the remaining engineers would focus on creating and managing new distribution methods. New distribution methods could be developed or existing distribution methods could be used for the software. Engineers will also need to find a way to accurately determine the number of people who use the software (those who buy the software and those who pirate it).  

Budget:

Software without security protection will actually increase profit for the company. Those that buy software legally will continue to do so. Those who take advantage of pirated software will also continue to do so. However, those who pirate software will be subjected to advertisements which will generate revenue even from pirated software. Less software engineers will be need for the development and testing of software protection thus saving the company money. The reduction of retail packages and the increase of digital distribution will also save the company money. Overall, the elimination of software protection will increase profits for the company as pirated software will not hurt the company financially.
Timeline:

The first few months (three to four months depending on software) should be used to restructure the company. Employees skilled in advertisement and business should be brought in during this time. Software engineers would need to be moved into a different branch of the company or released from the company during this period. Software engineers previously working on software protection could look for alternative distribution methods. Following this quarter of restructuring, the company can resume operations with their new strategy.
Conclusion:

Software protection for computers today is essentially useless. It is waste for software companies to spend money and resources on something which will be useless. Hackers will continue to break through software security and distribute the programs to common users. The software protection only irritates those who would not pirate the software in the first place and would force these users to pirate software. Instead, software companies should eliminate software protection on all computer software. Those that purchase software will continue to do so and those which pirate software will continue to do so. Instead, advertisements will be put into the software which will increase revenue and make up for any losses. Thank you for reading this proposal. I hope that your company decides to consider this approach to software security and distribution. 
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