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HOW DID WE EVER GET ALONG WITHOUT GPS TECHNOLOGY _

THAT COAXING VOICE ANI SMALL SCREEN THAT DIRECT US
TO OUR DESTINATION WHILE DRIVING? WHAT WAS ONCE AN
EXOTIC GADGET IS NOW A NECESSITY. LIKE THE CELLPHONE,

T[[II And if  the work of NJIT Associate Professor

Grist ian Borcea is an accurate social barometer,

we've seen only the beginning of our intercon-

nection with computers, wireless communica-

t ions devices, and bi l l ions of sensors spanning

locations from cars and the pavement to home

appliances and even our bodies.

Translated into one real-world driving scenario, Borcea

says that "Integration of these technologies could auto-

matically alert us to an accident miles ahead, sense con-

gestion and tell us how much to slow down for safety, and

place calls to people at work letting them know how late

we'll be for a meeting."

Recipient of the university's 2009 Excellence in Teach-

ing Award for Graduate Instruction, Borcea is a member

of the Department of Computer Science. The scenario he

envisions on the highway reflects extensive research into

mobile and ubiquitous computinB, ad hoc and sensor net-

works, and distributed systems. His efforts complement

work on other aspects of wireless technology carried out

by NJIT's Center for Wireless Communications and Signal

Processing Research and the Department of Electrical and

Computer Engineering.

TO MY
PHONE?
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INFORMATION EVERYWHERE

pr imary reason why
such an experience be-
hind the wheel could
become reality is that

small sensors with the requisite
capabilities are proliferating at
an amazinq rate. They are already
present in every car - for example,
accelerometers to trigger airbags
upon impact and many more to
monitor the engine and other
onboard systems. Looking ahead,
Borcea suggests that "appropriately

designed wireless sensors could be
distributed along the road to mon-
itor the speed of vehicles and the
volume of traffic, leading to the
creation of intelligent' roads."

Wireless sensors could ulti-
mately be embedded everywhere.
A parking meter could let you know that a
space is available on the next block. A bridge,
sensing metal fatigue, could signal that repairs
are necessary. At home, your refrigerator may
call to remind you to pick up a quart of milk
- knowing to place the call because it can no
longer detect the minute wireless identifica-
t ion tag embedded in the milk carton.

Concurrently, in just a few years, cellphones
have become devices that do much more than
allow us to talk. "We 

still like to use the term
'phone'for 

want of a better name," Borcea says.
"lt's 

handy, maybe easier than saying 'smart

phone.'But the devices we carry around these
days do a great deal more. For instance, they
include GPS and allow us to connect with
the Internet at any time, no matter where we
happen to be. Many people envision that the
phone will become the personal computer of
the future."

Our communications devices are thus be-
coming repositories of information about
who we contact, what we read, where we shop,
what restaurants we like. Today, millions upon
n-rillions of "phones" 

are digital warehouses
for vast amounts of information about many
mil l ions of people.
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It also seems that wireless communications
devices are never beyond reach. One recent
TV commercial for wireless phones opens
with a young man waking up to his cellphone
alarm as the voiceover says, "lt's 

the first thing
you use in the morning and the last thing you
see at night." Perhaps that's not much of an
exaggeration given the number of people who
no longer have landline service and appear
never to turn their phones off.

As a fanuary 3l article in The New york

Times put it, "The 
cellphone is a constant

companion - immediate and intimate, always
there to inform, remir-rd and prompt." The ar-
t icle, "Smart 

Dust? Not Quite, but We're Get-
ting There," described the fast-shrinking size
of sensors, their fast-growing capabil i t ies, and
the potential of merging these capabil i t ies
with wireless communications technology.

THE CHAIIENGE OF CONNECTING

Ithough cellphones, computers and
a wide variety of distributed sen-
sors represent a huge pool of in-
formation, it's a reservoir whose

true collective usefulness has yet to be tapped.
The challenge is to realize and maximize the

utiliry of this infbrmatior-r by enablinu
multitudes of such devices to interact
as needed, or as reqllested by users.

I t ' s  a  mul t i - faceted chal lenee
that Borcea has also addressed in
col laboration with Nf lT col leaeues
Associate Professor Quentin lones,
Assistant Professor Guil ing Wans,
and with the help of graduate srLr-
dents. Their work has received sr-rb-
star-rtial fundir-rg fron-r the National
Science Foundatiorr.

COORDINATED

COMMUNICATION

ne par t  o f  the connect i r , -
i ty chal lenge is creating
and managing ad hoc net-
works. With inforrnation

gathered and stored by sct t. lt i lnv

different devices in so ntany places,

Borcea and others ir-r the field foresee services
that are not based on central servers. Rather,
they would be provided through coordinirtecl
communication armong numerous devices as
r-reeded and authorized, in an ad hoc nr:'rnner.

Borcea explains, 'Among 
the innovirt ions

required are new and sophist icated 'nt iddle-

ware'programs to manage the underlying la1.-
ers of software and hardware. That 's in addi-
t ion to ensuring effect ive and rel iable wireless
comrnunication under widely varying envi-
ronmental condit ions, and meeting the power
den-rands of numerous distr ibuted sensors."

In the scenario described earl ier, t l -re road
has to talk to your car, and your car has to talk
to other cars as well as to your cellphor-re - at
exactly the t ime when this ir-rclusive interac-
tion is essential. The software systents and
network elements involved are heterogeneoLls,
mobile, and distr ibuted over wide areas. There
are constraints of bandwidth and memor\,,  as
well as of power. Accordingly, Borcea stiltes,
"Substantial 

systern and networking researcl-r
wi l l  be necessary to bLri ld appl icat ions thert are
robust and able to adapt quickly to chansing
operational contexts. This nteans real-rvorlcl
testir-rg on a large scale."
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Associote Professor Cristion Borcea



T H E  C O N V E R G E N C E  O F  C O M P U T I N G ,  C ! M M U -
N I C A T I O N S  A N D  S E N S I N G  C O U L D  A L S O  H A V E
P O S I T I V E  S O C I A L  I M P L I C A T I O N S  T H A T  A R E ,
L ITERALLY.  GLOBAL .

HARVESTING SOCIAL KNOWTEDGE

orcea's work at NJIT may automati-

callybring you and friends together,

silence your cellphone at the start of

an important meeting, or help med-

ical professionals save your life. Each time we

call or text, surf the Internet, tweet on Twit-

ter, or visit the universe of Facebook friends,

we make a social statement about ourselves.

This encompasses numerous facets of life -

our location at the moment, who our friends

and professional associates are, political in-

clinations, leisure interests, favorite foods,
products for which we've been shopping.

It's a digital portrait that grows ever more

comprehensive and nuanced.

The straightforward goal of research into

the complex technical issues involved is to

enrich the social utility of mobile elec-

tronic interaction. This would combine the

GPS-based locational awareness of mobile

communications devices with continually

evolving portraits of individual users and

groups of users.

While driving past a mall, you could be

alerted to a sale on a product whose price

you've recently checked online. In an unfa-
miliar city, prompted by your social profile, it

would be possible for a wireless service to in-

form you of an interesting movie or museum

exhibit. "Conceivably, your movements in the

workplace could be tracked to indicate that

you've entered the office of a manager," Bor-

cea says. 
"Doing 

so would then automatically

silence your cellphone - an application that I

think many people would welcome."

Services that network "trusted 
users" might

tell you when friends are nearby, or that people

you don't yet know at a large gathering share

interests similar to yours. A hungry group dis-

cussing where to eat could ask for suggestions

about nearby restaurants likely to please the
majority - based on "social knowledge" col-
lected about each person over time. These

and comparable applications will depend on

capturing social and location information

for large user communities, underpinning

the development of what Borcea refers to as
"geo-social 

recommendation services."

THE BEST SAFEGUARDS POSSIBLE

Ihe technical aspects of achiev-
- 

l 
-ing the interconnection envi-

I sioned are many and complex. But

I equally significant are the social

considerations of personal privacy, identity

protection, and even physical safety. An

increasing number of individuals and groups

are intent on breaching the security of soft-

ware systems at every level. Awareness of the
possibility of international "cyber attacks" on

financial institutions, power grids, industrial

plants and defense installations has risen to

the point where such intrusions are viewed as

threats to the security of the entire country.

Those who design and deliver services

must therefore build the best safeguards
possible into their products, and remain on
high alert with respect to security. 

"Every

service must give users the greatest degree of
protection, and genuine control over how and

with whom personal information is shared,"

Borcea emphasizes.

Some question whether the benefits of

digital socializing, or being notified that a

favorite brand of clothing is on sale, is worth

even the slightest risk of unauthorized access

to personal data. The past decade's explosive

growth of wireless communications and

Internet commerce would seem to offer a

clear answer - that we do want to be linked

electronically.

While the business models for newer ser-

vices such as social media are still evolving,

there can be little doubt about their appeal

and economic potential. The longer histori-

cal view also underscores that if a technologi-

cal advance appears feasible and its benefits

are broadly attractive in daily life, it will be

attempted, despite introducing new risks as

well. It is clearly necessary to guard against

identity theft and other negative aspects of

digital interaction. But it is also necessary to

weigh the great benefits - as we have done

with using electricity, driving and flying.

Tweeting and friending aside, it is hard to

dispute the value of applications that increase

safety on the road as mentioned, and truly

enhance our well-being in other ways, even

if they require storing and allowing access

to very personal information. For example,
Borcea says, "A sensor monitoring a person's

heart could warn a doctor of a condition

requiring immediate care through that indi-

vidual's phone, with the doctor authorized to

check medical records stored in the phone. If

needed, first responders could be dispatched

to assist the person, guided by the phone's

GPS position."

A GtOBAt PORTRAIT

he convergence of computing, corl-

munications and sensing could also

have positive social implications that

are, literally, global. The same New

York Times article that spoke wryly about the

intimate relationship we seem to have with

our cellphones described how phones might

include minute sensors designed for a defi-

nitely beneficial purpose. They could moni-

tor and measure temperature, air quality, and

other environmental parameters.

Using phones equipped with such sensors
would involve people in automatically gather-

ing this information throughout the day. It's

possible that there may eventually be billions

of these information sources, all contributing

to databases that become increasingly valid

as they grow. Collecting personal travel and

location data has the potential to assess how

individual activities impact the environment

in different parts of the world. Recording ex-

posure to pollutants would be valuable for

medical research.

The technology that one day helps us locate

a friend in a crowd could engage us to a much

greater extent with the global community
in  very  impor tant  ways. I

Author: Dean L. Maskevich is editor ofNJIT
Magazine.

On the web: http://ccs.njit.edu
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