IS 350 Computers, Society and Ethics - Hybrid
Syllabus
Instructor: Dr. Richard Egan 
GITC Room 4101
Contact: egan@njit.edu or Lecturerrich@gmail.com
Office hours at NJIT: see http://web.njit.edu/~egan and by appointment, 

Course prerequisites:  An introductory course in computing and an introductory course in social science.  This course is an upper level course designed for juniors and seniors.

The goals of this course are as follows: Upon the completion of this course you should:

1. Know the ways computers affect people both good and bad.
2. Understand theories of ethical decision-making and know professional codes of ethics.
You will know the types of ethical and legal dilemmas that you will face as a computer professional, and you will understand your responsibility as a professional in those situations.

3. Be able to read critically and understand the professional literature in the field.
Whenever you read new information you will learn to ask the questions:

How valid and generalizable are these observations or results?

Might they be limited to a specific type of computer system, a specific social context, or a specific type of implementation?

Was the author biased in any way?

4. Improve your ability to communicate about the computing sciences, in writing and orally. 

This is an ambitious set of goals which meets several of the requirements of the ACM for an accredited degree in Information Systems or Computer Science. You need to set aside up to 10 hours a week for this course. 

Course venue:  Moodle (Moodle.Njit.edu) and Face-To-Face hybrid. Before the course officially begins on Jan 19, sign into Moodle and into this course for the week one  activities.  If you have not used Moodle before, take the “tutorials to help students get started using Moodle.” on the Moodle home page.  
Required text: 

Michael J. Quinn, Ethics for the Information Age, third edition (2009). 
Here is the link for the coursesmart version: http://www.coursesmart.com/0321558065/?a=1773944.
It is $36.80 for online or downloadable PDF, while the bound textbook lists for $73.60.

(If you have a hard copy of the second edition, it should be “mostly good enough”, but your exams will mostly come from the third edition and it has some new material.) 
Professional Journal Articles:

All required journal articles will be posted in the course Moodle and/ or available through the NJIT digital library.  Do not get behind in the reading. You will regret it!

Required Work and Grading (for the online section) 
	Assignment
	Percentage of Semester Grade

	Optional: community service 
	5 points extra credit on your average

	Weekly Implications
	20%

	Assignment 1 Ethics Case Analysis -Group
	10% 

	Assignment 2 Debate assignment - Group
	10%

	Assignment 3 Oral Presentation - Individual
	20%

	Exam 1
	20%

	Final Exam- objective online
	20%


General Policy: Assignments and exams are to be completed with assignments uploaded to Moodle by the due dates.  You must have a very good reason for requesting an extension—email your request to the instructor well before the due date.  You will lose 20 points a week for an excused lateness.  Some assignments including the debate need to be completed by the due date to receive any credit at all.  There will be no excused lateness.  No late assignments may be turned in after the last day of the class for credit. 

Code of Conduct:

You are expected to abide by the NJIT honor code and the ACM code of ethics for this course.  Any breach of the NJIT honor code will result in failure of the course at the least and could lead to suspension or dismissal from the university.  This includes taking care not to plagiarize materials in your assignments (use of other people’s work without citing the source) which includes proper citations. 

Lectures:

The lectures are  introductory overviews of the themes and materials in a module. They are not tied to the specific textbook or readings used in a particular section in a specific semester, since these may change frequently and vary from section to section. The lectures should be listened to/viewed before you try the specific readings on the topic suggested for that semester.

The course lectures are available in Powerpoint plus audio format through NJIT’s ITunes facility.  We are going to be using a combination of lectures recorded by Roxanne Hiltz in 2000,  Morgan Benton in 2005, and Linda Plotnick and Roxanne Hiltz in 2009. (Some of the older lectures may be updated/ replaced during the semester; “stay tuned.”). Links or instructions for downloading the PowerPoints for the lectures for viewing will be in the course Moodle. 
Weekly Implications:


The topics of this course will be very relevant to your personal and professional lives.  The best way for you and your classmates to see that is to participate in classroom discussions and small exercises related to these topics.  Failure to participate is to rob yourself and your classmates of the opportunity to make this class truly interesting at a personal level.  To ensure that you are able to participate in the discussions there is a weekly “Implication” assignment that is due before class, see Moodle for the actual due dates.  This assignment requires that you do all assigned reading and/or viewing of videos and then complete and submit a written evaluation of those materials.

Implications WILL NOT BE accepted late; therefore make sure you have enough time to submit it to Moodle by the due date/time.

The written evaluation is composed of three parts;

Part A is a summary of the readings and/or videos.  Only two paragraphs

Part B is what you think are the TWO most important points made in the materials and why!  Only two paragraphs
Part C is the one or two things that you did not understand or caused confusion.  Only two paragraphs, BUT you need to tell me which reading or video, and the section/ page number or about where in the video it was discussed.  If you understood everything or nothing was confusing then you may state so but you may be called upon to participate in the discussion
Course Schedule and Readings

Pre course activities
Goals for this week:

· Become familiar with the outline for the course, the course policies, and assignments

· Learn how to use the Moodle online Course Management System
· Obtain your textbook

1. Anytime before the first official day of class sign into the Moodle course. 
2. Obtain your text and familiarize yourself with Moodle and start downloading articles and/ or watching course videos.  Make sure that you can play the course lecture videos. (You may need to download some current software). 

3. IMPORTANT: Read Appendix A, “Plagiarism” in Quinn, pages 477- 479. 

4. Watch: Brief Introduction to this course/ section from your instructor

Part 1—History, Theory, Research Methods, and Ethics: 

This part will last for approximately the first four weeks of the course.  During this time you will acquire the intellectual tools that you will need to discuss and analyze the issues we will discuss during Part 2 of the course.

Week 1 (Jan 25- 30) History of Computers and Theoretical Perspectives of Computing Research

Goals:

· Get acquainted with the History of Computing:, hardware, software, networking, pioneers
· Understand some frameworks for analyzing the social impacts of computing

Listen to: Lecture 1 – two parts by Morgan Benton (2005)
 

History of computing 



Theoretical perspectives




Can be found at : (http://web.njit.edu/~mcbenton/teaching2/cis350/videos/CIS%20350%20Course%20Videos.html

2. Reading:

· Quinn, Ch. 1 

Week 2: (Feb 1- 13) —Research Methodology Used by Social Researchers of Computing

Goals: 

· During this week we will discuss the scientific method and the techniques that researchers use to further our understanding of how computers impact our daily lives.  You will acquire the skills needed to read critically and analyze all of the rest of the articles in this course.  

· Be introduced to the social implications of computing, networked communication, and the Internet
Lectures:

Hiltz, Lecture 2: Empirical Studies: Theory and Method (2000)

Benton mini-lectures, recorded 2005:

 “Crosstab tutorial”

“Being a critical Consumer of Knowledge” 
Reading: 
· Katz, J.E. and Apsden, P. A nation of strangers? CACM (Communications of the ACM), Dec. 1997, 81-86
Weeks 3 and 4 (Feb 15- 20) Ethical Analysis, Professionalism, Codes of Conduct
Goals:

· Practice using the concrete steps involved in ethical analysis
·  Learn the ACM Code of Ethics
· Discuss the roles of the professional in public policy, and the various forms of professional credentialing, as well as the pros and cons of licensing for computer professionals

· Understand your (lack of) protection when you have an ethical dissent with an employer and the ramifications of becoming a whistleblower
Lectures

Week 3 Lecture 3, Introduction to Ethical Theory (Plotnick) 

Week 4 Professional Ethics (Benton)

Readings:

Quinn Chapter 2 (week 3) and Quinn Chapter 8 (week 4) 

ACM code of ethics (http://www.acm.org/about/code-of-ethics) - You should learn the “moral imperatives” in bold “by heart” and know what each of them means so that you can apply them. Also look at the Software Engineering Code of Ethics on the ACM site.
Assignment 1: You will be put into small groups to do an ethical case analysis. Different groups will have different cases. The assignment will be due by Saturday Feb 20.

Optional Community Service

By end of week 4: If you are interested in Volunteer Community Service, arrange community service with Ms. Lanzot.  After the fourth week you can not sign up for this.  Ms. Lanzot will inform you of all requirements.
Part 2—Social Issues Caused by the Rise of Computer Technology

Now, in the second part of the course begins our discussion of the many topics and issues related to the introduction of computers into society.  Each week for the rest of the semester we will take up a different issue.  There is not always a clear boundary between issues and often our discussion during one week will run over into another week or relate to several other issues that we’ll discuss this semester.  Throughout this discussion you are expected and encouraged to continually try to apply the ethical theories that we have studied to each issue.  Who are the stakeholders and what are the stakes?  Always keep in mind the question: How does this relate to me and what will be my role as a computer professional?  As you read the articles for each week, remember to ask yourself if you believe and/or agree with what each author has to say.  How well have the authors researched the issues?  How well have they backed up their claims?

Week 5 (Feb 22-27): Equity, Gender, Access and the Digital Divide
Goals for this week:

· Understand why it is in society’s best interest to maintain a base level of equity among all people

· Discuss equity in terms of different social divisions, e.g. gender, nationality, age, race, disability, etc.

 Lecture 5: Benton, 2005, “Equity Gender and the Digital Divide” 

 Reading: 


Quinn, section 9.5 


Klawe, Women in Computing, Take 2- CACM 2009

Hiltz and Czaja, Introduction to the special issue on information systems for an aging society, ACM Transactions on Computer-Human Interaction, September 2006. 

 (and of course you are welcome to skim articles in that special section).
Discussion Topic:  How is “equity” different from “equality”?  Contrast the notion of equity with the notion of maximizing the good for the most people espoused by utilitarian ethics theory 
Assignment 1, Ethical analysis, is due by the end of week 5.

Week 6 (March 1-6) Computers and Medicine and Emergency Management
This is the first of the “application areas” we will examine, paying attention to social impacts and issues of ethics and equity.
Goals for this week:

· Understand how computers are changing the costs and effectiveness of medical treatment
· Understand how information systems are and can be used in emergency response

· Apply issues of ethics and equity to this application area

Lecture: Hiltz, 2000 “Computers in Medicine” 

Readings:

1. Blyth, "What happens if medical information systems fail?" ACM Computers and Society, Dec. 1996, 25-26. 

2.  Palen, Hiltz, Liu, “Grassroots Forums Supporting Citizen Participation in Emergency Preparedness and Response, ” CACM, March 2007, pp. 54-58.
EXAM 1 WILL BE ADMINISTERED ONLINE in MOODLE about THE END OF this week  (e.g., probably available Friday March 5, thru 11:55 pm Sunday March 7th). It will cover materials from weeks 1 to 6.  Each person only gets ONE timed attempt. 

Week 7 (March 8- 14): 
Assignment 2 – Debate in Class

Spring Beak March 15-21

Week 8 (March 22-28): Computers and Government, (including the Military) 
The U.S. government uses more computers than any other single organization on the planet.  Advanced military research projects frequently are the basis for technologies which are later widely used by ordinary citizens.  This week we will look at how computers change the nature of government and warfare, and in turn how these changes impact society as a whole.  You are responsible for the following:

Goals for this week:

· Understand the impact of military on computers, the impact of computers on military and the government; and privacy issues raised by government data bases and surveillance. 

Lecture 7: Hiltz 2000, Lecture 5 "Computers and Government" 

Benton, 2005, Computers and the Military (some overlap with the preceding, but also some updates and some issues for discussion) 

Readings 

1. Quinn, chapter 5, sections 5.1 to 5.8 only (pages 219-254) 
Week 9 (March 29 – April 4): Privacy and Civil Liberties
What is privacy?  Why is privacy important?  What issues related to privacy must you understand as a computer professional?  
Goals for this week:

· Understand the ethical and legal basis for privacy protection, privacy implications of massive database systems, technological strategies for privacy protection

· Discuss the limits (or lack thereof) of freedom of expression in cyberspace

· Understand privacy in an international and intercultural context

Assignments:


1. Lecture: Hiltz 2000, "Lecture 8" "Computerized data bases and Privacy"

2. Reading: 
· Quinn, Chapter 5, part 9 to end, pages 255 to 292 including the interview. 

· Munro, Neil, "The Ever-Expanding Network of Local and Federal Databases,” CACM July 2002, 17- 19.
· Hiltz, Han and Briller, (2003) National ID smartcard, HICSS'03

 Online source for discussion: 

What kind of domestic spying is happening in the US?
http://www.huffingtonpost.com/bob-ostertag/how-do-you-say-overcollec_b_219258.html
Assignment 2 will be a debate, starting this week.  Date and topics related to computers and government, privacy, or computers and work, to be announced. The debate will be conducted “Live” during the class.  All students are expected to participate in the debate which means you will have to say something.  This debate will be between two teams, one arguing the pro side and one the con side.  This process will be discussed in class
Note: spring recess March 15-21; however debate teams may decide to do some of their preparation work that week if all members agree. 

Week 10 (Apr 5 - Apr 11): Computers and Work (Including “Green Computing”) 

Goals for this week:

· Explore issues of deskilling/upgrading of work, outsourcing, offshoring, and telecommuting

· Learn what you can do as a user and as a computer services manager to decrease energy use and pollution resulting from computer use

Lecture: “Lecture 4" "Computers and Work" (Roxanne Hiltz, 2000).

Plus: online video:

See IBM video (6 mins)

http://www-01.ibm.com/software/solutions/green/?ca=agus_aositmbi-20090225&me=psearch&met=google&re=green_computing&s_tact=usitk001&cm_mmc=agus_aositmbi-20090225-usitk001-_-k-_-google-_-green_computing
(and look around their page, remembering that this is one company trying to sell its software…) 
Reading: Quinn, chapter 9

Look at: http://en.wikipedia.org/wiki/Green_computing
Discussion topics: outsourcing and green computing

Week 11 (April 12 - 18) Computer Crime and Computer Security
How are computer systems abused, or used to hurt others? How do we make information secure on computers? What does the law say?  You are responsible for the following:

Lecture:  Hiltz 2000, "Lecture 9" " Privacy, Security, Computers and the Law" 

Readings:

· Quinn chapter 6 

Goals for this week:

· Learn the history and examples of computer crime

· Understand the differences between viruses, worms, Trojan horses

· Discuss the concept of ethical hacking AKA “hacktivism”

· Discuss ways to prevent computer crime

Week 12 (April 19-25) Digital Intellectual Property
What is intellectual property and how is it protected?  What problems does software pose to our notions of intellectual property?  What are your responsibilities as a computer professional?
Goals for this week:

· Understand the legal and philosophical foundations of intellectual property

· Understand the various protections for IP—copyright, trademark, patent, trade secret, and licensing

· Discuss and evaluate your personal stance on piracy of music, movies, software and other digital media

· Discuss international implications for intellectual property and differing cultural and legal norms

Assignments:

1. Lecture: Hiltz, (2009) “Lecture 11, Protection of Intellectual Property in Software” 
2. Reading: 
· Quinn chapter 4 

· Oberholzer, F. and Strumpf, K. (2004). The effect of file sharing on record sales an empirical analysis. 2004 AEA meeting

· Davis, R., The Digital Dilemma, CACM, Feb. 2001, 77- 83. 


Week 13 (April 26 - May 2): Professional & Legal Responsibilities, Accountability, Liability, and Risk Management (and oral presentation assignment) 
Goals for this week:

· Know how not to get your company or you sued or fired

· Understand common law, torts, and the idea that you can be legally negligent even if there is no law specifically prohibiting a decision you have made

· Learn strategies for minimizing risks to others, yourself, and your company

· Discuss strategies for developing “acceptable use” policies and training employees to abide by them
Lecture: Benton, Lecture 12, Legal issues 
Reading: Quinn Chapter 7 Computer Reliability

Week 14 (May 3 – May 9) Examining the Net
Goals:
· Look at current applications of the net using all of the themes in this course—ethics, equity, crime, privacy, intellectual property, professional responsibility, etc. 

Lecture: Social issues raised by Web 2.0   (Hiltz, New lecture 13, 2009) 

Reading: Quinn Chapter 3

Plummer, Maria, Linda Plotnick, Starr Roxanne Hiltz, and Quentin Jones.   (2008). A Wiki That Knows Where It Is Being Used: Insights from potential users. The DATA BASE for Advances in Information Systems 13 Volume 39, Number 4, November 2008, pp 13-30. 

Assignment 3: oral presentation – individual assignment see Moodle for due date

Each student will do a PowerPoint plus audio presentation submitted to Moodle and posted in the assignment 3 forum, on an assigned ethical/ legal scenario.  

Goals:

· Give you practice and feedback on professional presentations, spoken  and written

· Practice presenting your ideas in a brief but organized manner.  This is a common task in industry.

· Share what you have learned with other students

This assignment will be similar in background format as Assignment 1.  To do this assignment you will individually create a written ethical analysis and the based on the analysis create a PowerPoint presentation with audio.  This presentation will be between 10 and 12 minutes in length.  If it is less than 10 minutes or greater than 12 minutes you will lose substantial points.

Exam 2:  Take the online final exam between May 6 and May 9. 

More about Assignments 

Community Service Internship:

In the past, this was a required course project for everyone.  Most students who participated found it very valuable and enjoyable, but a significant portion of working students could not fit it into their schedules.  This semester it is optional for five points extra credit on your average. You will have the opportunity/option to spend 15 hours this semester in the employ of a non-profit organization serving the public good, using your computer/technical skills to help that organization achieve its goals. Typically, non-profit organizations have very limited resources and cannot afford to hire professional computer programmers or consultants to build and maintain their systems. One goal of this extra credit assignment is to give you valuable experience doing real work in your field and at the same time help improve the community that hosts our school. A second goal is for you to apply some of the principles you have learned to an analysis of the use of computers in this organization. 
The internships will be coordinated by Ms. Vivian Lanzot (lanzot@njit.edu) through NJIT's Office of Career Development Services located on the 4th floor of Campbell Hall. She will communicate about placements via email. The details for this assignment will be posted on the course Moodle.  You will need to decide if you are going to do this by the end of week 4 and arrange it with her. If you agree to a community service project, then you must finish it.

Ethics Case Analysis, assignment 1:

The only way to truly understand ethics is to apply the theories to real-world situations. You will be divided into groups of four or five students. Each group will be responsible for reading and analyzing an ethical case scenario. You will be graded both on your individual analysis and on your participation in contributing to the final group report.

Debate, assignment 2
There will be a debate assignment after the midterm during week 7.  The debate will be held in class but your team must be prepared before hand and hand in a written portion into Moodle before hand
Recorded Oral Presentation, assignment 3: 

You will use Powerpoint plus Audio, to record your own oral presentation. This will be submitted to the final assignment presentation in Moodle.  The written report that you created as a basis for this presentation will also be submitted to Final report within Moodle.  Follow the instructions for the final assignment found in week 14. 
Midterm and Final Examinations:

There will be two exams in this course. The midterm will cover the material from the first half of the course; the second exam will cover the second half of the course plus ethics issues. These exams are designed to test your understanding of the course material. 
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