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Abstract


Due to the availability of numerous credit card companies with different kinds of rewards, customers are nowadays inclined towards maintaining multiple cards. But doing so adds to the complexity of maintaining them in terms of keeping tabs on available balances, expiry dates, credit limits etc. So, to avoid this hassles it would be an excellent solution to provide a single/few cards leveraging the features of all the cards the customer has. This should typically allow the customer to divide a single transaction onto multiple credit cards considering the limitations of all the involved cards and extracting the most benefits out of them. In other words, it would be nice to provide a feature for the customer to create multiple Virtual cards according to his/her preferences. This project addresses the above customer needs by splitting the customer transactions into smaller transactions posted to different credit cards for a typical purchase. The main strength of this virtual card payment infrastructure is that it requires only two minor modifications to the existing infrastructure.  First, the V-Card Manager (VCM) is added to the merchant side to handle the divisible card approval process from respective credit-card issuers. Second, the customer is equipped with the V-card Agent (VA) that generates a customized divisible card based on his/her preferences.

                                            The Merchant Website is one of the four main modules of the “Divisible Credit Card Payment” project. As a developer of the project, my responsibility was to develop the Merchant Web interface and integrate it with the Virtual Card Agent module. The interface has been developed in Java Server Pages and Tomcat Web server to run the Java Server Pages as the front end and Oracle as the backend database.

                        I conducted one survey to know the usability of the Virtual Credit Card Implmentation System. The goal of this suvey was to find the percentage of people that prefer the multi card facility system, personal card manager software, web automation of this software and list the reasons for their particular preferences.
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1. Introduction 

Credit cards are the payment choice in e-commerce.  Despite the on-going development efforts on various kinds of new payment systems for e-commerce, online shoppers use credit cards for a majority of their purchases.  Research shows that 85% of all Internet transactions are done with online credit card payments and that customers are more comfortable with and feels more secure about using credit cards over the Internet (Bohle 2002, Jewson 2001, Lawrence 2002). 

When people use credit cards, they expect functionalities different from, say, cash transactions. Credit cards, although not providing anonymity, offer the balance carryover functionality such that the purchase amounts on a credit card can be carried over to the future and be paid in installments with interest.  Many credit cards offer additional features, such as cash-back on a percentage of total purchases made, travel protection, additional warranty, or airline frequent flier miles.  In such a myriad of choices and features, a customer may be better off using a particular card, depending on his/her preferences and spending habits.  For example, a customer who carries a large balance may prefer a card with a lower interest rate, while another customer who does not carry a balance, but likes traveling, may prefer to use a card affiliated with an airline company to receive free airline miles. Furthermore, customers are sometimes better off if they can use a combination of credit cards for a single purchase(AMCIS 2004).  

This project describes an infrastructure that supports the divisible payment of a single purchase (Chan et al. 1998, Nakanish et al. 2000).  In the new infrastructure, a Virtual card (V-card) is created and used each time the customer wants to use a combination of cards.  This new infrastructure modifies the existing systems in two ways.  First, to support the divisible card payments, the Virtual Card Manager (VCM) is added to the merchant side.  The VCM handles the divisible card approval process between the merchant and the respective credit card issuers.  Second, to support the customer’s card-usage decisions, the new infrastructure provides the customer with a V-card Agent (VA). As which card to use is a complex decision, an optimization model is built into the VA. Based on the customer’s preferences, the VA generates the best option that may suggest using multiple cards for a single purchase (Chan et al. 1998, Nakanish et al. 2000).

It is believed that the proposed infrastructure is well suited for online purchases.  The creation of the V-card does not create a physical card but only a valid card number, and thus this is well suited for Web purchases where no physical card needs to be handled.  The VA’s optimization decision needs computing power, and therefore online purchases that use computers in the first place are a good fit for the divisible card payment infrastructure. It is also expected that this infrastructure will be effective in the emerging mobile commerce domain. The VA residing at the customer’s mobile device, for example, may assist the customer’s decisions at runtime (AMCIS 2004).

The increased use of credit cards on the Internet has brought increased credit card fraud. Thus, the majority of research on credit card payments for e-commerce focuses on the security issues (Shankar et al. 2001).  One study relevant to this work is the payment with single-use credit card numbers (Rubin and Wright 2001).  In order to reduce fraud with permanent card numbers, the card issuing banks, such as American Express, Discover, and MBNA, may issue a one-time use credit card number instead.  For example, American Express’ Private Payments program allows consumers to obtain single-use numbers from American Express directly to be used for purchases.  A card number expires after a purchase is made or after approximately 30 days from the date of issue.  Although the one-time use credit card number is primarily designed for protecting against card fraud, it is applicable to this divisible card payment.  When generating a virtual card, the Virtual Agent may use this method to create a one-time use Virtual-card number (AMCIS 2004).

There have been studies on divisible e-cash payment protocols (Chan et al. 1998, Nakanish et al. 2000).  These studies focus on payment solutions that ensure anonymity and unlinkability while allowing electronic coins to be divisible. That is, each coin can be spent incrementally as long as the total purchases are limited to the monetary value of the coin.  These works look at multiple purchases and multiple merchants, while our work is about one purchase with one merchant but with multiple credit card issuers.  The solutions devised for divisible e-cash are therefore not directly transferable.

Most of studies on credit card payment security do not focus on the credit card user’s practical decision-making problem.  Users may face a complex utility optimization problem on each purchase, namely, which card would be the best one to use among multiple cards for this particular purchase.  The user’s perspective of credit card uses and payments based on her preferences or goals, however, has not been addressed in the literature.  The security and protection against fraud are of paramount importance, but as technologies advance, capturing the user’s preferences and goals and customizing the use of credit cards should also be an important issue in an electronic payment system(AMCIS 2004).

2. Project Overview

The goal of the Split Credit Card project is to provide the customers with a better way of managing their credit cards while minimally modifying the existing infrastructure.  As the customers are better off if they can use a combination of cards for a single purchase, the new infrastructure allows the customers to use a combination of different credit cards for a purchase, i.e. divisible card payment.   

To support the divisible card payments, two modifications are made to the existing infrastructure.  First, a software agent called Virtual Card Agent (VA) is added to the client side.  The VA recommends to the customer an optimal combination of credit cards to use.  If the customer accepts its suggestion, the VA generates the Virtual card (V-card in short).  As the V-card is used online, no physical card needs to be generated.  Instead, the VA generates a unique card number, the amount in the card, and the divisible card billing information.  


The V-card number is unique to prevent double spending.  Rubin and Wright (Rubin and Wright 2001) discuss a method to generate a unique token off-line for limited-use credit cards, such as gift cards or calling cards, using cryptographic methods.  This method can be adopted for generating a unique online V-card number.  At present, however, a simpler method is used to generate a unique V-card number, where the V-number is based on the combination of credit card numbers used in the V-card.  The V-card number is generated using the first two card numbers with the current timestamp.  As each card number is unique to each individual, this simple method is sufficient to guarantee a unique V-card number.  


When determining the optimal combination of cards to use, the VA may consider the customer’s preferences over various factors such as interest rates, annual fees, mileage bonus, cash-back bonus, ongoing promotions, etc. The VA provides the GUI to the customer so that she can easily update her preference profile.  Second, special software called a Virtual Card Manager (VCM) is added at the merchant side to handle the V-card payment.  When the V-card is up for approval, the VCM decrypts the divisible payment information and forwards the billing information to each card issuer involved in the V-card.  Unlike the current protocol that contacts one credit card issuer for approval, the VCM needs to communicate with all the issuing banks involved in a V-card.  Each card-issuing bank sends the approval code. When all the approval codes are sent back to VCM, VCM sends back the approval of the V-card to the payment gateway.
3. System Overview

3.1 System Architecture

During the standard transactions that do not use the V-card, the existing infrastructure and protocol can be used without any modifications. When the V-card is used, the payment process will be as shown in Figure 1.

· The online customer finds the desired product from the merchant’s Web site.  The VA makes a suggestion of which combination of cards to use.  If the customer accepts the suggestion, the VA issues the V-card number and enters the V-card information on the secure Web page on the merchant’s Web site.  If there is no secure Web page on the merchant site, the customer is directed to the merchant’s secure payment gateway where the V-card billing information is to be entered.

· The V-card information is passed to the payment gateway.  

· The V-card billing information is transferred to the VCM of the merchant’s account.

· The VCM transfers the billing information to each credit card issuing bank that is contained in the V-card for approval.  Each issuing bank checks if the credit card information is valid and sees if the credit card has sufficient funds.  If so, it sets aside the amount of purchase for the merchant.

· Each issuing bank of the V-card sends back the approval (or denial) code to the merchant’s VCM.  The VCM waits until all pertinent card issuers have sent back their approval (or denial) codes.    

· When all card issuers in the V-card have sent back the approval codes, the VCM generates an approval code for the V-card, and forwards the code to the payment gateway.  

· The approval code is passed to the customer.  The payment gateway emails the customer a payment receipt.  The VA adjusts the credit card balances resulting from the current purchase with the V-card.

· At the end of the day, the merchant requests to settle all the transactions of the day. The merchant account sends the request to capture funds to the acquiring bank.  

· The acquiring bank forwards the request to the issuing banks.  

· The card issuing banks pay funds to the acquiring bank and the funds are deposited to the merchant’s bank account.  The actual funds reach the merchant’s checking account in approximately two business days.

· If any one of the issuing banks does not approve the billing request, the V-card transaction should be considered denied, and any approved requests should be nullified.


Figure 1:  System Architecture of Virtual Card Payment Infrastructure (AMCIS 2004).

3.2 Previous Work


This Virtual Credit Card implementation project is a continuation of work that was initiated and partially developed by several students in the past. When a customer makes purchases through a Merchant Website, the VA recommends to the customer an optimal combination of credit cards to use, based on his/her preferences. Once the customer is satisified with the combination of credit cards, the system generates a Virtual Credit Card.

 The previous development work can be summarized as follows:

· Interface for accepting user credentials to log in into the VA system.

· Interface for registering user information for new customers.

· VA menu interface which has different submodules “my card list,” “my preference,” and “create a V-card.”
· Interface for adding new credit card to existing VA.

· Interface for storing customer preferences for future purchases.

· Interface for creating Virtual card using the above interfaces.

· Developed Virtual card Manager by simulating bank servers for financial operations, as we don’t have access to real bank servers during the implementation of the project. For simplicity, they focused on creating a back-end database for each bank. To make it simpler for test purposes, one bank server simulation was done. For the card issuing banks, when the banks receive the transaction requests, their simulated servers will check in their databases to validate the transactions. After validations, each of the issuing banks will return either an approval or denial message code back to VCM. 

  
My contribution was to continue the on-going development work. I have designed and developed the Merchant Website interface.

4.  My Contribution

I have developed the Merchant Website which is one of the three main modules of this project. The Merchant Website is a simulation of an online Website where people can make online purchases securely. I’ve developed this Merchant Website using JSP on Tomcat Server.

Below are the screen shots of my work:
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Figure 2: Home Page of Merchant Website
                       Figure 2 shows that this interface has three modules reachable through “Catalog”, “My Cart” 

           and “My Account”links.
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Figure 3: Catalog Menu
Figure 3 shows the “Catalog” section which provides information about different available items, divided into various categories along with description of items. When the user clicks on the catalog link, he/she will be shown the items which were divided into a number of sub modules. From the above screen “Books”, “Paintings” and the “Ideas” are three sub modules in the “Catalog” section. Then next screen shows the page that appears when the user clicks on “Books” submodule.
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Figure 4: Add To Cart Page
Figure 4 shows that customers can select the item they want to purchase along with the desired quantity. This screen shows the detailed available product description along with the price of the product. Currently there is no detailed product description in this screen. When the customer selects “Add to Cart” button then the screen which is in Figure 5 will appear.
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Figure 5: My Cart Page
 “My Cart” page has two options “Continue Shopping” and “Checkout” and this page allows the user to see the items that he selected for purchase that are yet to be paid and processed and the shipping, billing addresses.
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Figure 6: Login Page

 Figure 6 shows the login page which takes user login credentials and does account validation before accessing the system. Before the customer makes a transaction, and when the customer selects on the “Checkout” option in the previous page, the sytem prompts for the user credentials to login to the system. If the user is new, he/she can register his credentials to access the system. The “Customer Login” component takes customer input credentials and the credentials are verified against the database to check the user authenticity. Once the user has been authenticated, the user credentials are maintained for all further transactions in the system for purchases until the user logs out of the Merchant website.
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Figure 7: Integrated “VA algorithm” Interface
Figure 7 features the “VA Menu” link which connects the Merchant Website with the Virtual Agent. Once the customer is logged into the system, under “My Account” section there will be number of links “Order History,” “VA Menu” and “Logout.” And this page has four links namely “My Card List,” “My preference,” “Create A Virtual Card” and “Logout,” which allows the customer to update his/her profile. The “Order History” sub module allows the user to see their previous orders that were processed and also the orders that are being processed. And when the customer clicks on the “Checkout” link of “My Cart” page then the “Checkout” page will appear. 
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Figure 8: Checkout Page

This “Check out” page shows the final selection of items purchased along with billing and shipping addresses. For making payements, this sub module displays existing Virtual cards and a feature to create a new Virtual card.
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Figure 9: Complete Order Page
            The “Complete Order” button completes the user transactions after making internal validations with the card issuing banks. When the banks receive the transaction requests, their simulated servers will check in their databases to validate the transactions. In the end displays confirmation message with 

an order number for future reference. 
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Figure 10: Order History Page
              Figure 10 shows the history of orders that the customer made using the online website.
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Figure 11: Select Order Details Page

                        Figure 11 shows the order details associated with a particular order. In the order history page, if 

          the customer selects details he/she will be shown this page.

5. Evaluation of Virtual Credit Card System

According to the methodology of “Protocol Analysis,” I chose twelve subjects to evaluate the effectiveness of the Virtual Credit Card Implementation System. Among them, five subjects were women; seven subjects were men. My subjects evaluated the system based on the prior knowledge provided in the questionnaire form. As per the “Protocol Analysis” method, no help was provided to the subjects to achieve un-biased data, unless they really got stuck.


All twelve subjects were satisfied with the system. They felt that the user interface for the system is user-friendly and allows a lot of options on the Website. About 66% of subjects liked the facility of using multiple cards for making purchases. Approximately 91% of subjects felt positive about the personal card manager software that generates the virtual credit card. Approximately 41% of subjects liked the Web automation of personal card manager software. At the same time, some subjects mentioned that they don’t want to rely on some software which will maintain their credit cards. I think this is because of the resistance to new technology or losing control over the user’s financial information to a merchant.

My subjects also pointed out some of the weaknesses of the system and some valuable suggestions to further improve the system. 

5.1 Observations and Recommendation


As an observer, I carefully observed and recorded my subjects’ behavior and their comments on the system during the evaluation process. I also did a short post task interview of each subject. Based on the observations obtained from the evaluation procedures and data collected from the post-task questionnaires, I summarize the evaluation results in the following. Corresponding recommendations for changes are also listed.

Observation 1:  The user interface needs to be designed more user-friendly.

All the twelve subjects spoke highly of the system’s user interface. They were very impressed after seeing the Virtual card functionality and how easy it is to use it. At the same time, my subjects provided very valuable information to improve the system.

Problem 1: Add cart in the purchase screen appears multiple times for each item.


The “Add cart” option appears for each item that was listed. My subjects prefer to select all the items and then click once on “add cart” to add the items to the cart. It would have been better if it had appeared once for the entire selection. This would allow the user to make the entire purchase with very few mouse clicks.

Problems 2: Item descpription shouldn’t appear in the cart screen.

Currently the cart shows the item selected along with a short description. Instead it should have been just the title and optionally displaying the item details by clicking on the title. This makes the cart less clumsy and more user-friendly.

Problem 3: Tax and grand total should appear at the checkout.


One of my subjects mentioned that it may not be a good idea to display the tax and grand total after each item has been added to the cart. Instead the total purchase amount should have been displayed at the check out section along with tax information.

Problem 4: It would be more appealing if the Web page shows all the time the user name.


The Merchant Web page is not displaying the user information anywhere. One of my subjects felt that it would be more comfortable to see the username all the time on all the screens as it gives them more confidence that they are seeing his/her own information, not somebody else’s information.

Problem 5: The order history doesn’t show the transaction date.


The current order history requires a lot of refinement. It doesn’t show when the transaction was done, when the item was delivered, whether it has been returned, the quantity purchased, etc.

Problem 6: No Shipping and delivery information.


My subjects also mentioned that, once the user selects an item to be purchased and completes the order, the Website shows that the order was successful. But it doesn’t show when the item will be delivered, any priority delivery options, gift wrap options, etc.

Recommendations:

· Make the current user interface more user-convenient. For example, let the user select all the items to be purchased and at the bottom provide an option to “Add to Cart” button. This will let the user complete the selections with fewer clicks.

· Improve the appearance of the system. By showing the description of the item in the cart, the cart becomes too clumsy and the purchase order is losing look and feel.

· Calculate the tax and grand total and display them at then end.

· The user name should be displayed on all the pages so as to confirm to the user he/she is in the right place.

· Improve the database design. Add a few additional fields to the database tables to store transaction dates, shipping dates, etc. This will greatly improve the system by providing detailed information of the products purchased any time in the past.

· The checkout option should have additional options of various shipping methods so that the user can make the best suitable choice.

Observation 2: The current system doesn’t provide multiple payment options.

The system doesn’t allow the user to use payment options other than Virtual Credit Cards. One of my subjects expressed the difficulty that if their wallet is lost and they cancelled all the credit cards they wouldn’t be able to make any purchases. So my subjects prefer multiple payment options other than the Virtual Credit Card.

Recommendation:

· Add additional payment options like debit, personal check etc. to make purchases other than with the Virtual Credit Card method.

Observation 3: The current system doesn’t provide a PRINT function.


One subject raised the very good point that the system is missing Print Cart functionality. Surely the system lacks this capability. Having this facility helps a user to print the cart/order information and keep it for his/her personal records just in case he/she has an order dispute.

Recommendation:

· Provide a PRINT function for the Merchant Website.

Observation 4: The system doesn’t have a notification facility, after submitting the order, for the users.

One subject expressed the question how could he check the order he placed without logging into the Merchant Website? “How can I keep the order information and verify it once I placed the order?”

Recommendation:

· Email notification should be included with all the information of any user purchase. Once the order is complete an automated email should be sent to the user with all details for any future reference.

5.2 Statistical Analysis


In this section, I have used the data collected from the post-task questionnaire to do a statistical analysis. (Refer to the post-task questionnaire in the Appendix)


In this analysis, I have divided the subjects into two main grops. One is the “Female” group and the other one is the “Male” group.  The first four tables of this analysis represent data from female subjects and the last four tables consist of data from male subjects.

Female Subjects Data Analysis:

Subject ID
Age Range
Number of Credit Cards
Average Balance
Usage Frequency



1-2
3-5
6-10
>11
0
<1000
1000-3000
3000-7000
>7000
yearly
monthly
weekly
none

1
25-30
1
0
0
0
0
1
0
0
0
1
0
0
0

2
25-30
0
0
0
0
0
0
0
1
0
0
1
0
0

3
30-35
1
0
0
0
0
0
1
0
0
1
0
0
0

4
30-35
1
0
0
0
0
1
0
0
0
1
0
0
0

5
30-35
0
0
0
0
0
0
1
0
0
1
0
0
0

Table 1: Data Table of Credit Card Usage Preferences

Age Range
Number of Credit Cards %
Average Balance %
Usage Frequency %


1-2
3-5
6-10
>11
0
unknown
<1000
1000-3000
3000-7000
>7000
yearly
monthly
weekly
none

25-30
25-30
50
50
0
0
0
0
50
0
50
50
50
0
0

30-35
30-35
67
0
0
0
33
0
33
67
0
0
100
0
0

Table 2: Statistical Analysis Percentage Usage Preferences 

Subject ID

 
 
Age 

Range

 
Prefer Multicard

Pay Facility
Prefer Personal Card Manager

Software
Web Automation of

Personal Card Manager Software



yes
no
yes
no
not agree
somewhat
agree
strongly agree

1
25-30
1
0
1
0
0
1
0
0

2
25-30
1
0
1
0
1
0
0
0

3
30-35
1
0
1
0
0
1
0
0

4
30-35
1
0
1
0
0
0
0
1

5
30-35
0
1
1
0
0
1
0
0

Table 3: Data Table of Software Usage Preferences 

Age

Range
Prefer Multicard

Pay Facility %
Prefer Personal Card

Manager Software %
Web Automation of

Personal Card Manager %


yes
no
unknown
yes
no
not agree
somewhat
agree
strongly agree
unknown

25-30
100
0
0
100
0
50
50
0
0
0

30-35
33
33
34
100
0
0
0
0
33
67

Table 4: Statistical Analysis of Percentage Software Usage Preferences 

Subject ID
Age

Range


Average Size

of Online Puchases
Preferences in

Chosing a Credit Card



<50
50-100
101-500
>500
Random
available

balance
interest rate
card type
purchase benefit
apr

1
30-35
0
1
0
0
0
1
1
1
1
1

2
30-35
0
0
0
1
0
0
1
0
0
0

3
30-35
0
1
0
0
0
0
0
0
1
0

4
25-30
0
1
0
0
0
0
1
0
1
0

5
25-30
0
0
1
0
0
1
0
0
0
0

Table 5: Data Table of Online Purchase Preferences

Female Data Analysis Description:

· Total number of female subjects that participated in the survey are: 5

· The percentage of female subjects who own 1-2 credit cards in the 25-30 years of age range: 67%

· Usage of frequency yearly: 100%

· The percentage of female subjects who keep their credit card balance below $1000: 33%

· The percentage of female subjects who keep their credit card balance between $1000-$3000: 67%

· The percentage of female subjects who prefer multiple card payment mechanism and who are between 30-35 years of age: 33%

·  The percentage of female subjects who are between 30-35 years of age and who does not prefer multiple card payment mechanism: 33%

· The percentage of female subjects who are between 25-30 years of age those prefer multiple card payment mechanism: 100%

· The percentage of female subjects who are between 30-35 of age and who prefer personal card manager software: 100%

· The percentage of female subjects whose age is between 25-30 years and who prefer personal card manager software: 100%

· The percentage of female subjects who are between 30-35 of age and who prefer web automation of this software: 33%

· The percentage of female subjects who are between 25-30 of age and who prefer Web automation of personal card manager software: 50%

Male Subjects Data Analysis:

Subject ID
Age

Range
Number of Credit Cards
Average Balance
Frequency of Usage



1-2
3-5
6-10
>11
0
<1000
1000-3000
3000-7000
>7000
yearly
monthly
dialy
none

1
20-25
1
0
1
0
0
0
0
0
0
1
0
1
0

2
20-25
1
1
0
0
0
0
1
0
0
0
0
1
0

3
20-25
1
1
0
0
0
0
1
0
0
0
0
1
0

4
20-25
1
1
0
0
0
0
1
0
0
0
1
0
0

5
20-25
1
0
1
0
0
0
0
1
0
0
0
1
0

6
25-30
1
1
0
0
0
0
1
0
0
0
0
1
0

7
25-30
1
0
1
0
0
0
1
0
0
0
0
1
0

Table 5:  Data Table of Credit Card Usage Preferences

Age

Range
Number of Credit Cards %
Average Balance %
Frequency of Usage%


1-2
3-5
6-10
>11
0
<1000
1000-3000
3000-7000
>7000
yearly
monthly
daily
none

20-25
60
40
0
0
0
60
20
0
20
20
80
0
0

25-30
50
50
0
0
0
100
0
0
0
0
100
0
0

Table 6: Statistical Analysis of Percentage Usage Preferences

Subject ID
Age

Range
Prefer Multicard 

Pay Facility
Prefer Personal Card

Manager Software
Web Automation of 

Personal Card Manager



yes
No
yes
no
not agree
somewhat
agree
strongly agree

1
20-25
0
1
1
0
0
1
0
0

2
20-25
1
0
1
0
0
1
0
0

3
20-25
1
0
1
0
0
0
1
0

4
20-25
1
0
1
0
1
0
0
0

5
20-25
0
1
1
0
1
0
0
0

6
25-30
0
1
0
1
1
0
0
0

7
25-30
1
0
1
0
0
0
1
0

Table 7: Data Table of Software Usage Preferences

Age

Range
Prefer Multicard 

Pay Facility %
Prefer Personal Card

Manager Software %
Web Automation of 

Personal Card Manager

%


yes
No
yes
No
Not agree
Somewhat
agree
strongly agree

20-25
60
40
100
0
40
40
20
0

25-30
50
50
50
50
50
0
50
0

Table 8: Statistical Analysis of Percentage Usage Preferences

Male Data Analysis Description:

· Total number of male subjects participated in survey are : 7

· The percentage of male subjects who own 1-2 credit cards in 20-25 age range: 60%

· The percentage of male subjects who own 3-5 credit cards in 20-25 age range: 40%

· The percentage of male subjects who own 1-2 credit cards in 25-30 age range: 50%

· The percentage of male subjects who own 3-5credit cards in 25-30 age range: 50%

· The percentage of male subjects who own 1-2 credit cards in 25-30 age range use credit cards monthly: 100%

· The percentage of male subjects who maintain their credit card balance less than $1000: 100%

· The percentage of male subjects who are between 20-25 years of age and use credit cards yearly: 20%

· The percentage of male subjects who are between 20-25 years of age and use credit cards monthly: 80%

· The percentage of male subjects who are between 20-25 years of age those prefer multiple card payment mechanism: 60%

· The percentage of male subjects who are between 20-25 years of age those who do not prefer multiple card payment mechanism: 40%

· The percentage of male subjects who are between 25-30 years of age those prefer multiple card payment mechanism: 50%

· The percentage of male subjects who are between 25-30 years of age and who do not prefer a multiple card payment mechanism: 50%

· The percentage of male subjects who are between 20-25 years of age and who prefer a personal card manager software: 100%

· The percentage of male subjects who are between 20-25 years of age and who does not prefer Web automation of this software:  40%

· The percentage of male subjects who are between 20-25 years of age and who agree with the preference of  web automation of this software:  20%

· The percentage of male subjects who are between 25-30 years of age and who does not prefer Web automation of this software:  50%

· The percentage of male subjects who are between 25-30 and who agree to the preference of  Web automation of this software:  50%

           6. Summary
6.1 Implementation Work
     

  The Virtual Credit Card Implementation Project has three main modules. The first module is the VA-algorithm implementation software at the client side. This Virtual Card Agent suggests which combination of credit cards to use for a particular transaction. The second one is the Merchant Website which allows the customer to make online purchases. The third one is VCM implementation which handles the divisible card approval process between the merchant and the respective credit card issuers.

    

    I have developed the second module which is the Merchant Website. This provides an interface which allows the customer to make online transactions. When the customer wants to buy products after entering into the Website he/she will be provided with the catalog information of products which provides different available items in the online store along with the price of the product.  When customer wants to buy any product, before he/she can make that transaction, it prompts for the user credentials. If the customer is authenticated to make the transaction, then only he/she can make it. At the checkout page he/she can select the already created Virual cards for him during previous transactions or he/she can select creation of a new Virtual Card which takes the purchased amount directly and generates the Virtual Credit Card. And at the end it shows a confirmation of the transaction and this transaction will be added to the order history of the particular customer. The order history shows the previous orders of a customer where he/she can check the details of a particular order.

            I developed this Website using JSP on Tomcat Server. Java Server Pages are text files (.jsp extension) which combines standard HTML and new scripting tags. JSPs look like HTML, but they get compiled into Java Servlets the first time they are invoked. The resulting Servlet is a combination of the HTML from the JSP file and embedded dynamic content specified by the new tags. That is not to say that JSPs must contain HTML. Some of them will contain only Java Code. 

            JSP can maintain state on the server between requests. JSP spawns a new thread for each request. JSP does not have to be loaded each time, once it has been initiated. Also JavaScript is used for the client side validations and to pass the control from one JSP to another JSP. JSP is the dynamic Web page which takes the dynamic requests and behaves accordingly.

           Using the JSPs, Web based applications can be built which are easy to maintain.

6.2 Study with Subjects
           I conducted a survey to know how many people are interested in using this kind of infrastructure in the real world. What are the reasons that would prevent them from using this software? Which groups of people are more interested in Web automation of this software based on the gender and age? 

           First I divided whole subjects into two groups, one group is female and the other one is male group. I further devided those groups into a number of groups based on their age.  

     

As this survey is done among the college students almost all of them have salary is in the range below $30,000. That’s why I did not take that as a main measurement of this survey. 

           For the female group who are in the 25-30 years of age range, almost all of them preferred a multicard pay facility which shows that this group is more interested in using a combination of multiple cards for a particular transaction. Also in this group all of them liked to have personal card manager software which means that everybody in this group likes software which suggests the best combination of user credit cards based on his/her preferences. But when it comes to Web automation of this software only 50% of them agreed to that software. This is because the unsecure Websites which leads to online fraud. 

           In the female group who are in the 30-35 years of age range, only one-third agreed on having this multicard pay facility, and strangely all of them preferred personal card manager software. They did not mention any particular reason for not prefering the multicard pay facility. It may be because, it is hard to keep track of all their cards and their offerings while using multicard facility during transactions.

           The male group who are in the 20-25 years of age range, only 60% of them liked the multicard pay facility whereas all male subjects under this group preferred the personal card manager software. But when it comes to the Web automation of this software a smaller number of subjects preferred this when compared to the personal card manager software. 

           In the male group who are in the 25-30 years of age range, one half of the subjects preferred the multicard pay facility. Only 50% of the subjects preferred personal card manager software. This is because they want to keep track of their credit cards and their balances. They don’t want to depend on some software which suggests the combination of credit cards for a particular transaction. 

          Altogether most subjects preferred personal card manager software over the Web automation of a personal card manager.

6.3 Future Work
Until now we have developed three modules of the Virtual Credit Card Implementation infrastructure with some redundant modules. Below are the three main modules:

A) Merchant web site.

B) Online customer site which contain an implementation of the VA-algorithm.

C) Fuzzy Virtual Card Agent which is more reliable and robust than the VA in module B. 

As the above modules were developed by multiple members, a very clear understanding of them is required to integrate them. A well integrated implementation should allow an end user to easily make a purchase of a desired product from the merchant site leveraging his/her preferences. The user should be able to create and use the Virtual card mechanism with little effort deriving advantages from the multiple cards. 

The system is currently using three credit cards of different issuers, namely American Express, Chase Visa and Citi Master. If it can accept more credit cards or/and can handle more than one account of the same credit card issuer that would increase the essence of the system.

This application can be further enhanced by adding other payment options like debit cards, and personal bank accounts upon user preference.

Building a user-friendly interface is an evolution process. There are always features and functionalities that can be improved to provide users with more ease of use and better performance. 
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     Appendix

Set up information of this application

1. Install the Tomcat Web server into the AFS home directory as described in the Section 4.5

2. Unzip the source code and place it under the webapps of the Tomcat Web server.

3. The directory structure for the credit_card application under the webapps folder is as follows:

· Home directory of application is credit_card. It’s path is webapps/credit_card

· Under the credit_card directory, the following directories exists:

· The documents directory that has conference paper, proposal, project report

· errorlogs directory that has errorlogs and debug logs created by the application when the application is running

· script directory that has Myscript.sql script file 

· jsp directory that has all JSPs and images. The list of JSPs is

· head.jsp

· foot.jsp

· cart.jsp

· checkout.jsp

· ship.jsp

· catalog.jsp

· category.jsp

· src directory that has Java source files. The list of Java source files is:

· CreditForm.java

· DBConnection.java

· DebugLog.java

· ErrorFound.java

· FeatureForm.java

· VAResultForm.java

· DBConnectionCommitOFF.java

· WEB-INF directory that has classes and lib directories. It also has web.xml file which is like index file

· In the classes directory, there is common directory which contains compiled classes of the Java classes that are there in src directory.

· Lib directory has the ojdbc14.jar file that supports the JDBC connection.

Compilation Instructions:

· To compile Java classes, use the command javac classname.java and put the executable java class code under WEB-INF/classes/common directory.

· JSP’s need not be compiled. They should be placed under/jsp directory and the tomcat server should be started

Appendix A: Source Code

 Cart.jsp file source code:

<%@page import='java.sql.*,java.text.*,common.*,cart.*,java.util.*'%>

<jsp:useBean id="order" scope="session" class="cart.Order" />

<%
response.addHeader("Expires","0"); %>

<jsp:include page="head.jsp" />

<%


DBConnection myConn = null;


ResultSet rs = null;


myConn = new DBConnection();


Connection conn = myConn.getConnection();


Statement stmt = null;


NumberFormat nf = NumberFormat.getNumberInstance();


nf.setMaximumFractionDigits(2);


nf.setMinimumFractionDigits(2);


String pid = request.getParameter("pid");


String act = request.getParameter("act");


String qty = request.getParameter("qty");


if(act != null) {


if(act.equalsIgnoreCase("ADD"))



order.addOrderItem(pid,qty);


else if(act.equalsIgnoreCase("REMOVE"))



order.removeOrderItem(pid);




}

%>


<TABLE width=100%>


<TR>



<TH>Cart</TH>


</TR>


<TR>



<TD>


<TABLE cellspacing=1 cellpadding=2 width=100%>


<TR>



<TH bgcolor="#AB8855"> Product </TH>



<TH bgcolor="#AB8855" width="100"> Unit Price </TH>



<TH bgcolor="#AB8855"> Quantity</TH>



<TH bgcolor="#AB8855" width="100"> Price </TH>


</TR>

<% 


try{



Hashtable orderItems = order.getOrder();



Enumeration keys = orderItems.keys();



float total = 0;

      

while( keys.hasMoreElements() ) {




pid=(String)keys.nextElement();




qty=(String)orderItems.get(pid);




stmt = conn.createStatement();


      

rs = stmt.executeQuery("SELECT p.products_id,pd.products_name,pd.products_description,p.products_price FROM products p, products_description pd where p.products_id=pd.products_id and p.products_id="+pid+" order by products_id") ; 




if(rs.next()) {




%>


<TR>




<FORM action="/Merchant/jsp/cart/cart.jsp">





<input type=hidden name="pid" value="<%=rs.getString(1)%>">





<input type=hidden name="act" value="REMOVE">





<TD valign=top><STRONG><%=rs.getString(2)%></STRONG><BR><%=rs.getString(3)%></TD>

<%



String price = rs.getString(4);





float stotal = Integer.parseInt(qty)*Float.parseFloat(price);





total += stotal;

%>





<TD valign=top align=right>$&nbsp;<%=price%></TD>





<TD valign=top align=right><%=qty%><BR>





<input type=submit value="Remove from Cart">





</TD>





<TD valign=top align=right>$&nbsp;<%=nf.format(stotal)%></TD>




</FORM>


</TR>

<% 


}



} 



try{



      rs.close() ;



      stmt.close() ;



}catch(Exception ex2){}

%>

<% if(total > 0) { %>





<TR>






 <TD align=right colspan=4>&nbsp;</TD>





</TR>





<TR>






 <TD align=right colspan=3><STRONG>Total Amount</STRONG></TD>






 <TD align=right>$&nbsp;<%=nf.format(total)%></TD>





</TR>





<TR>






 <TD align=right colspan=3><STRONG>Tax (4%)</STRONG></TD>






 <TD align=right>$&nbsp;<%=nf.format(total*0.04)%></TD>





</TR>





<TR>






 <TD align=right colspan=3><STRONG>Grand Total</STRONG></TD>






 <TD align=right>$&nbsp;<%=nf.format(total+total*0.04)%></TD>





</TR>

<% } else { %>





<TR><TD> <BR><BR><strong>There are no items in the Cart</strong> </TD></TR>

<% } %>




</TABLE>


</TD></TR>


<TR><TD align="right">

<% if(total > 0) { %>



<a href="../catalog/catalog.jsp">Continue Shopping</a>&nbsp;&nbsp;&nbsp;&nbsp;



<a href="checkout.jsp">Checkout</a>

<% } %>


</TD></TR>


</TABLE>

<%


}catch(Exception ex) { %>


Error: <%=ex.getMessage()%>

   

<%        }

%>

<jsp:include page="foot.jsp" />

Checkout.jsp

<%@page import='java.sql.*,java.text.*,common.*,cart.*,java.util.*'%>

<% if (session.getAttribute("userName") == null){


response.sendRedirect("../cc/Login.jsp");

} %>

<jsp:useBean id="order" scope="session" class="cart.Order" />

<%
response.addHeader("Expires","0"); %>

<jsp:include page="head.jsp" />

<%


DBConnection myConn = null;


ResultSet rs = null;


myConn = new DBConnection();


Connection conn = myConn.getConnection();


Statement stmt = null;


NumberFormat nf = NumberFormat.getNumberInstance();


nf.setMaximumFractionDigits(2);


nf.setMinimumFractionDigits(2);


String pid = "";


String qty = "";

%>


<TABLE width=100%>


<TR>



<TH>Cart</TH>


</TR>


<TR>



<TD>


<TABLE cellspacing=1 cellpadding=2 width=100%>


<TR>



<TH bgcolor="#AB8855"> Product </TH>



<TH bgcolor="#AB8855" width="100"> Unit Price </TH>



<TH bgcolor="#AB8855"> Quantity</TH>



<TH bgcolor="#AB8855" width="100"> Price </TH>


</TR>

<% 



float total = 0;


try{



Hashtable orderItems = order.getOrder();



Enumeration keys = orderItems.keys();

      

while( keys.hasMoreElements() ) {




pid=(String)keys.nextElement();




qty=(String)orderItems.get(pid);




stmt = conn.createStatement();


      

rs = stmt.executeQuery("SELECT p.products_id,pd.products_name,pd.products_description,p.products_price FROM products p, products_description pd where p.products_id=pd.products_id and p.products_id="+pid+" order by products_id") ; 




if(rs.next()) {




%>


<TR>





<TD valign=top><STRONG><%=rs.getString(2)%></STRONG><BR><%=rs.getString(3)%></TD>

<%



String price = rs.getString(4);





float stotal = Integer.parseInt(qty)*Float.parseFloat(price);





total += stotal;

%>





<TD valign=top align=right>$&nbsp;<%=price%></TD>





<TD valign=top align=right><%=qty%></TD>





<TD valign=top align=right>$&nbsp;<%=nf.format(stotal)%></TD>


</TR>

<% 


}



} 



try{



      rs.close() ;



      stmt.close() ;



}catch(Exception ex2){}

%>

<% if(total > 0) { %>





<TR>






 <TD align=right colspan=4>&nbsp;</TD>





</TR>





<TR>






 <TD align=right colspan=3><STRONG>Total Amount</STRONG></TD>






 <TD align=right>$&nbsp;<%=nf.format(total)%></TD>





</TR>





<TR>






 <TD align=right colspan=3><STRONG>Tax (4%)</STRONG></TD>






 <TD align=right>$&nbsp;<%=nf.format(total*0.04)%></TD>





</TR>





<TR>






 <TD align=right colspan=3><STRONG>Grand Total</STRONG></TD>






 <TD align=right>$&nbsp;<%=nf.format(total+total*0.04)%></TD>





</TR>

<% } else { %>





<TR><TD> <BR><BR><strong>There are no items in the Cart</strong> </TD></TR>

<% } %>




</TABLE>


</TD></TR>


<TR><TD align="right">


</TD></TR>


</TABLE>

<%


}catch(Exception ex) { %>


Error: <%=ex.getMessage()%>

   

<%        }

%>

<% try {




stmt = conn.createStatement();


      

rs = stmt.executeQuery("SELECT street_address, city, state_desc, zip_code FROM user_address u, state s where u.state_id=s.state_id and u.user_id='"+session.getAttribute("userID")+"'") ; 




if(rs.next()) {
%>




<TABLE>




<TR><TD colspan="2"><strong>Shipping Address</strong></TD></TR>




<TR><TD>Street Address:</TD><TD><%=rs.getString(1)%></TD></TR>




<TR><TD>City:</TD><TD><%=rs.getString(2)%></TD></TR>




<TR><TD>State:</TD><TD><%=rs.getString(3)%></TD></TR>




<TR><TD>Zip:</TD><TD><%=rs.getString(4)%></TD></TR>




<TR><TD>Country:</TD><TD>United States</TD></TR>




<%






} else{%>




No Shipping address found for user:<%=session.getAttribute("userID")%>

<%

        }



try{



      rs.close() ;



      stmt.close() ;



}catch(Exception ex3){}

   }catch(Exception x3){} %>

<% try {




stmt = conn.createStatement();


      

rs = stmt.executeQuery("SELECT street_address, city, state_desc, zip_code FROM billing_address u, state s where u.state_id=s.state_id and u.user_id='"+session.getAttribute("userID")+"'") ; 




if(rs.next()) {
%>




<TABLE>




<TR><TD colspan="2"><strong>Billing Address</strong></TD></TR>




<TR><TD>Street Address:</TD><TD><%=rs.getString(1)%></TD></TR>




<TR><TD>City:</TD><TD><%=rs.getString(2)%></TD></TR>




<TR><TD>State:</TD><TD><%=rs.getString(3)%></TD></TR>




<TR><TD>Zip:</TD><TD><%=rs.getString(4)%></TD></TR>




<TR><TD>Country:</TD><TD>United States</TD></TR>




<%






} else{%>




No billing address found for user:<%=session.getAttribute("userID")%>

<%


}



try{



      rs.close() ;



      stmt.close() ;



}catch(Exception ex4){}

   }catch(Exception x4){} %>

<% try {




stmt = conn.createStatement();


      

rs = stmt.executeQuery("SELECT vcardNum, amount_charged FROM vcard where user_id='"+session.getAttribute("userID")+"'") ; %>




<FORM action="ship.jsp" method="post">




<TABLE>




<TR><TD><strong><BR>Payment<BR><BR></TD></TR>




<TR><TD><strong>Select a Virtual Card from the list: </strong></TD>




<TD><SELECT name="vcard">

<%


while(rs.next()) {






String cardnum=rs.getString(1);

%>





<Option value="<%=cardnum%>">VCard:<%=cardnum%> ($<%=rs.getString(2)%>)</option>




<%






}

%>




</SELECT>







</TD></TR>




<TR><TD colspan="2"><strong>Or<BR> Create a <a href="../cc/PurchaseAction.jsp?txtPurchaseAmount=<%=total%>">New Virual card</a></TD></TR>




<TR><TD colspan="2"><BR><BR><INPUT TYPE="SUBMIT" Value="Complete Order"></TD></TR>




</TABLE>




</FORM>

<%

try{



      rs.close() ;



      stmt.close() ;



}catch(Exception ex5){}

   }catch(Exception x5){} %>

<jsp:include page="foot.jsp" />

foot.jsp:

    </center>

    <br>

    </TD>

  </TR>

</TABLE>

</center>

</BODY>

</HTML>

Head.jsp:

<HTML>

<HEAD>

<TITLE>Merchant Web</TITLE>

</HEAD>

<link rel=stylesheet href="style.css" type="text/css">

<BODY>

<center>

<TABLE cellSpacing=5 cellPadding=10 width=800 bgColor=#982211 border=0>

  <TR>

    <TD bgColor=#ffffff colSpan=2>

      <TABLE cellSpacing=0 cellPadding=0 width="100%" border=0>

        <TR>

          <TD><H2>MERCHANT WEB</H2></TD>

          <TD align=right>

            <TABLE cellSpacing=10 cellPadding=0 align=right border=0>              

              <TR>

                <TD align=right>&nbsp;</TD>

                <TD align=right>&nbsp;</TD>

                <TD align=right><A href="/Merchant/jsp/">Home</A></TD>

                <TD align=right><A href="/Merchant/jsp/cart/cart.jsp">My Cart</A>

                <TD align=right><A href="/Merchant/jsp/Admin/">Admin</A></TD>

              </TR>

            </TABLE>

          </TD></TR></TABLE></TD></TR>

  <TR>

    <TD bgColor=#ffffff cellSpacing=10 cellPadding=10 style="WIDTH: 75px" width=75 vAlign=top>

      
<A href="/Merchant/jsp/catalog/catalog.jsp">Catalog</A><BR><BR>

      
<A href="/Merchant/jsp/cart/cart.jsp">My Cart</A><BR><BR>


<% if (session.getAttribute("userName") != null){ %>



<A href="">My Account</A><BR>



<BR>



&nbsp;&nbsp;&nbsp;&nbsp;<A href="/Merchant/jsp/history.jsp">Order History</A><BR>



<BR>



&nbsp;&nbsp;&nbsp;&nbsp;<A href="/Merchant/jsp/cc/VAMenu.jsp">VA Menu</A><BR>



<BR>



&nbsp;&nbsp;&nbsp;&nbsp;<A href="/Merchant/jsp/cc/Logout.jsp">Log out</A><BR>


<% } else { %>




<A href="/Merchant/jsp/cc/Login.jsp">My Account</A><BR>


<% } %>

        <BR>


<BR></TD>

    <TD bgColor=#ffffff width="525" valign=top align=center>

    <br><br><br><center>

Ship.jsp:

<%@page import='java.sql.*,java.text.*,common.*,cart.*,java.util.*'%>

<jsp:useBean id="order" scope="session" class="cart.Order" />

<%
response.addHeader("Expires","0"); %>

<jsp:include page="head.jsp" />

<%


DBConnection myConn = null;


ResultSet rs = null;


myConn = new DBConnection();


Connection conn = myConn.getConnection();


Statement stmt = null;


Statement stmt2 = null;


NumberFormat nf = NumberFormat.getNumberInstance();


nf.setMaximumFractionDigits(2);


nf.setMinimumFractionDigits(2);


String pid = "";


String qty = "";


String vcard = request.getParameter("vcard");


if(vcard == null) {%>



<Strong>No Virtual Card for payment is selected.<BR> <a href="checkout.jsp">Back</a></strong>

<%
return; }

%>

<% 


int orderid = 0;


try{




stmt = conn.createStatement();


      

rs = stmt.executeQuery("SELECT order_seq.nextval from dual") ; 




if(rs.next()) {





orderid
= rs.getInt(1);




}



try{



      rs.close() ;



      stmt.close() ;



}catch(Exception ex4){}


}catch(Exception ex5) { %>



Error: <%=ex5.getMessage()%>

   

<%      }


try{



String cid = ""+session.getAttribute("userID");



String cname = ""+session.getAttribute("userName");



String cstreet = "";



String ccity = "";



String ccode = "";



String cstate = "";



String bname = ""+session.getAttribute("userName");



String bstreet = "";



String bcity = "";



String bcode = "";



String bstate = "";



stmt = conn.createStatement();


      
rs = stmt.executeQuery("SELECT street_address, city, state_desc, zip_code FROM user_address u, state s where u.state_id=s.state_id and u.user_id='"+session.getAttribute("userID")+"'"); 



if(rs.next()) {




cstreet = rs.getString(1);




ccity = rs.getString(2);




cstate = rs.getString(3);




ccode = rs.getString(4);



}



try{



      rs.close();



      stmt.close();



}catch(Exception ex11){}



stmt = conn.createStatement();


      
rs = stmt.executeQuery("SELECT street_address, city, state_desc, zip_code FROM billing_address u, state s where u.state_id=s.state_id and u.user_id='"+session.getAttribute("userID")+"'");



if(rs.next()) {




bstreet = rs.getString(1);




bcity = rs.getString(2);




bstate = rs.getString(3);




bcode = rs.getString(4);



}



try{



      rs.close();



      stmt.close();



}catch(Exception ex12){}



String insstmt =  "insert into orders "





+ " ( orders_id "





+ " , customers_id "





+ " , customers_name "





+ " , customers_street_address "





+ " , customers_city "





+ " , customers_postcode "





+ " , customers_state "





+ " , customers_country "





+ " , customers_telephone "





+ " , customers_email_address "





+ " , billing_name "





+ " , billing_street_address "





+ " , billing_city "





+ " , billing_postcode "





+ " , billing_state "





+ " , billing_country "





+ " , payment_method "





+ " , orders_status) "





+ " values("





+ " " +orderid





+ ", 0"





+ ", '"+cname+"'"





+ ", '"+cstreet+"'"





+ ", '"+ccity+"'"





+ ", '"+ccode+"'"





+ ", '"+cstate+"'"





+ ", ' '"





+ ", ' '"





+ ", ' '"





+ ", '"+bname+"'"





+ ", '"+bstreet+"'"





+ ", '"+bcity+"'"





+ ", '"+bcode+"'"





+ ", '"+bstate+"'"





+ ", ' '"





+ ", '"+vcard+"'"





+ ", 0 )";



stmt = conn.createStatement();






      
int inscount = stmt.executeUpdate(insstmt) ; 



Hashtable orderItems = order.getOrder();



Enumeration keys = orderItems.keys();



float total = 0;

      

while( keys.hasMoreElements() ) {




pid=(String)keys.nextElement();




qty=(String)orderItems.get(pid);




stmt = conn.createStatement();


      

rs = stmt.executeQuery("SELECT p.products_id,pd.products_name,pd.products_description,p.products_price FROM products p, products_description pd where p.products_id=pd.products_id and p.products_id="+pid+" order by products_id") ; 




if(rs.next()) {





String insstmt2 = "insert into orders_products"







  + " ( orders_products_id"







  + " , orders_id"







  + " , products_id"







  + " , products_name"







  + " , products_price"







  + " , products_quantity) "







  + " values ( order_prod_seq.nextval"







  + " ,"+orderid







  + " ,"+rs.getString(1)







  + " ,'"+rs.getString(2)+"'"







  + " ,"+rs.getString(4)







  + " ,"+qty+")";





stmt2 = conn.createStatement();





int inscount2 = stmt2.executeUpdate(insstmt2);





 


}




try{




      rs.close() ;




      stmt.close() ;




      stmt2.close() ;




}catch(Exception ex2){}



} 



%>



<BR><B>Thank you for shopping</B>



<BR><B>Your Order Number: <%=orderid%></B>



<BR><B>Your order has been accepted for shipment</B>

<%



session.invalidate();


}catch(Exception ex) { %>


Error: <%=ex.getMessage()%>

   

<%        }

%>

<jsp:include page="foot.jsp" />

Catalog.jsp:

<%@ page import='java.sql.*,common.*'%>

<jsp:include page="head.jsp" />


<TABLE width=100%>


<TR>



<TH bgcolor="#BBBBBB">Categories</TH>


</TR>

<% 


DBConnection myConn = null;


ResultSet rs = null;


myConn = new DBConnection();


Connection conn = myConn.getConnection();


Statement stmt = conn.createStatement();


rs = stmt.executeQuery("SELECT categories_id,categories_name FROM categories order by categories_id") ;

      
while( rs.next() ) { %>



<TR>



<TD width=50% valign="top">&gt;&nbsp;<A href="category.jsp?cid=<%=rs.getString(1)%>"><%=rs.getString(2)%></A></TD>


</TR>

<% } %>


</TABLE>

<%


rs.close() ;


stmt.close() ;

%>

<jsp:include page="foot.jsp" />

Category.jsp:

<%@ page import='java.sql.*,common.*'%>

<jsp:include page="head.jsp" />

<% 


String cid = request.getParameter("cid");


DBConnection myConn = null;


ResultSet rs = null;


myConn = new DBConnection();


Connection conn = myConn.getConnection();


Statement stmt = conn.createStatement();


rs = stmt.executeQuery("SELECT categories_name FROM categories where categories_id="+cid) ;

%>


<TABLE width=100%>


<TR>



<TH>Products 

<% if (rs.next()) { %>

               in <%=rs.getString(1)%>



</TH>

<% }

   try{

   rs.close();

   stmt.close();

   }catch(Exception x){}

%>


</TR>


<TR><TD><BR>


<TABLE cellspacing=1 cellpadding=2 width=100%>


<TR>



<TH bgcolor="#AB8855"> Product </TH>



<TH bgcolor="#AB8855" width="100"> Unit Price </TH>



<TH bgcolor="#AB8855"> Quantity</TH>


</TR>

<% 


try{



stmt = conn.createStatement();


      
rs = stmt.executeQuery("SELECT p.products_id,pd.products_name,pd.products_description,p.products_price FROM products p, products_description pd, products_to_categories pc where p.products_id=pd.products_id and pc.products_id=p.products_id and pc.categories_id="+cid+" order by products_id") ;

      

while( rs.next() ) { %>



<TR>


<FORM action="/Merchant/jsp/cart/cart.jsp">



<input type=hidden name="pid" value="<%=rs.getString(1)%>">



<input type=hidden name="act" value="ADD">



<TD valign=top><STRONG><%=rs.getString(2)%></STRONG><BR><%=rs.getString(3)%></TD>



<TD valign=top align=right>$&nbsp;<%=rs.getString(4)%></TD>



<TD valign=top>



<INPUT TYPE="TEXT" name="qty" VALUE="1" size=5><BR>



<input type=submit value="Add To Cart">



</TD>


</FORM>


</TR>

<% } %>


</TABLE>


</TD></TR>


</TABLE>

<%


      rs.close() ;


      stmt.close() ;


}catch(Exception ex) { %>


Error: <%=ex.getMessage()%>

   

<%        }

%>

<jsp:include page="foot.jsp" />

Addcart.jsp:

CC directory contains all the code that has already implemented.

package common;

import java.sql.*;

import javax.sql.*;

//code for establishing database connection

DBConnection.java:

public class DBConnection {

  Connection conn = null;

  public DBConnection() {


    DebugLog debug = new DebugLog("DBConnection.txt");

        if (conn == null )

          {

            try {

              debug.append("\n In DBConnection");

              //driver

              DriverManager.registerDriver(new oracle.jdbc.driver.OracleDriver());

    

  //url

    

  String url = "jdbc:oracle:thin:@192.168.254.85:1521:prod";

    

  try {




  
String url1 = System.getProperty("JDBC_URL");




    if (url1 != null)




    
url = url1;




  } catch (Exception e) {





  // If there is any security exception, ignore it and use the default





  ErrorFound ef = new ErrorFound();





  ef.appendError("DBConnection", "DBConnection constructor", e.getMessage());




      ef.close();

    

  }

              debug.append("url is:"+url);

              //(url, userid, password)

              conn = DriverManager.getConnection (url, "prod", "prod");

              debug.append("In DBConnection, connection established");

              debug.close();

            }

            catch (Exception e) {




  ErrorFound ef = new ErrorFound();

              ef.appendError("DBConnection", "DBConnection constructor ", e.getMessage());

              ef.close();

              conn = null;

            }

          }

     }


  //method to get the connection

      public Connection getConnection() {

          return conn;

      }


  //method to close the connection

      public void closeConnection() {

        try{

          conn.close();

        }catch (Exception e) {



  ErrorFound ef = new ErrorFound();

          ef.appendError("DBConnection", "closeConnection Method", e.getMessage());

          ef.close();

          conn = null;

        }

      }

}

Main.java

package common;

import java.sql.*;

import javax.sql.*;

public class DBConnectionCommitOFF {

  Connection conn = null;

  public DBConnectionCommitOFF() {


DebugLog debug = new DebugLog("DBConCommit.txt");


if (conn == null ){



try {



  debug.append("\n In DBConnection");



  DriverManager.registerDriver(new oracle.jdbc.driver.OracleDriver());



  String url =  "jdbc:oracle:oci8:@db1";



  try {




String url1 = System.getProperty("JDBC_URL");




if (url1 != null)





url = url1;



  } catch (Exception e) {




  // If there is any security exception, ignore it and use the default




  ErrorFound ef = new ErrorFound();




  ef.appendError("DBConnCommit", "DBConnCommit constructor", e.getMessage());




  ef.close();



  }



  debug.append("url is:"+url);



  conn = DriverManager.getConnection (url, "", "");



  conn.setAutoCommit(false);



  debug.append("In DBConnection, connection established");



  debug.close();



}catch (Exception e) {



  ErrorFound ef = new ErrorFound();



  ef.appendError("DBConnCommit", "DBConnCommit constructor ", e.getMessage());



  ef.close();



  conn = null;



}


  }//end of if loop

    }

  public Connection getConnection() {

          return conn;

  }

  public void commitConnection() {

    try{


  DebugLog debug = new DebugLog("DBConCommit.txt");

      conn.commit();

      debug.append("\n In DBConnectionCommitOFF, Commit is done!!!");

      debug.close();

    }catch(Exception e){

      ErrorFound ef = new ErrorFound();


  ef.appendError("DBConnCommit", "commitConnection method ", e.getMessage());


  ef.close();

    }

  }

  public void rollbackConnection() {

    try{


  DebugLog debug = new DebugLog("DBConCommit.txt");

      conn.rollback();

      debug.append("\n In DBConnectionCommitOFF, rollback complete");

      debug.close();

    }catch(Exception e){

      ErrorFound ef = new ErrorFound();


  ef.appendError("DBConnCommit", "rollbackConnection method ", e.getMessage());


  ef.close();

    }

  }

  public void closeConnection() {

     try{

          conn.close();

     }catch (Exception e) {

          ErrorFound ef = new ErrorFound();



  ef.appendError("DBConnCommit", "closeConnection method ", e.getMessage());



  ef.close();

          conn = null;

     }

  }

}

DBConnectionCommitOFF:

package common;

import java.sql.*;

import javax.sql.*;

public class DBConnectionCommitOFF {

  Connection conn = null;

  public DBConnectionCommitOFF() {


DebugLog debug = new DebugLog("DBConCommit.txt");


if (conn == null ){



try {



  debug.append("\n In DBConnection");



  DriverManager.registerDriver(new oracle.jdbc.driver.OracleDriver());



  String url =  "jdbc:oracle:oci8:@db1";



  try {




String url1 = System.getProperty("JDBC_URL");




if (url1 != null)





url = url1;



  } catch (Exception e) {




  // If there is any security exception, ignore it and use the default




  ErrorFound ef = new ErrorFound();




  ef.appendError("DBConnCommit", "DBConnCommit constructor", e.getMessage());




  ef.close();



  }



  debug.append("url is:"+url);



  conn = DriverManager.getConnection (url, "", "");



  conn.setAutoCommit(false);



  debug.append("In DBConnection, connection established");



  debug.close();



}catch (Exception e) {



  ErrorFound ef = new ErrorFound();



  ef.appendError("DBConnCommit", "DBConnCommit constructor ", e.getMessage());



  ef.close();



  conn = null;



}


  }//end of if loop

    }

  public Connection getConnection() {

          return conn;

  }

  public void commitConnection() {

    try{


  DebugLog debug = new DebugLog("DBConCommit.txt");

      conn.commit();

      debug.append("\n In DBConnectionCommitOFF, Commit is done!!!");

      debug.close();

    }catch(Exception e){

      ErrorFound ef = new ErrorFound();


  ef.appendError("DBConnCommit", "commitConnection method ", e.getMessage());


  ef.close();

    }

  }

  public void rollbackConnection() {

    try{


  DebugLog debug = new DebugLog("DBConCommit.txt");

      conn.rollback();

      debug.append("\n In DBConnectionCommitOFF, rollback complete");

      debug.close();

    }catch(Exception e){

      ErrorFound ef = new ErrorFound();


  ef.appendError("DBConnCommit", "rollbackConnection method ", e.getMessage());


  ef.close();

    }

  }

  public void closeConnection() {

     try{

          conn.close();

     }catch (Exception e) {

          ErrorFound ef = new ErrorFound();



  ef.appendError("DBConnCommit", "closeConnection method ", e.getMessage());



  ef.close();

          conn = null;

     }

  }

}

Order.java:

package cart;

import java.util.*;

public class Order {

   private Hashtable orderItems = new Hashtable();

   public Hashtable getOrder(){


   return orderItems;

   }

   public void addOrderItem(String pid, String qty){


try{



int qty_ = Integer.parseInt((String)orderItems.get(pid)); 



qty_ += Integer.parseInt(qty);



orderItems.put(pid,""+qty_);


}catch(NumberFormatException x){



orderItems.put(pid,""+qty);


}catch(Exception x){


}

   }

   public void removeOrderItem(String pid){


try{



orderItems.remove(pid);


}catch(Exception x){


}

   }

}

   DataBase schema


CREATE TABLE address_book (


address_book_id NUMBER PRIMARY KEY,


customers_id NUMBER NOT NULL ,


entry_gender VARCHAR2(1) NOT NULL ,


entry_company VARCHAR2(32) NULL ,


entry_firstname VARCHAR2(32) NOT NULL ,


entry_lastname VARCHAR2(32) NOT NULL ,


entry_street_address VARCHAR2(64) NOT NULL ,


entry_postcode VARCHAR2(10) NOT NULL ,


entry_city VARCHAR2(32) NOT NULL ,


entry_state VARCHAR2(32) NULL 

);

CREATE TABLE administrators (


administrators_id NUMBER PRIMARY KEY,


administrators_username VARCHAR2(20) NOT NULL ,


administrators_password VARCHAR2(40) NOT NULL ,


administrators_allowed_pages VARCHAR2(255) DEFAULT '*' NOT NULL 

);

CREATE TABLE categories (


categories_id NUMBER PRIMARY KEY,


categories_image VARCHAR2(64) NULL ,


categories_name VARCHAR2(255) NULL ,


parent_id NUMBER DEFAULT 0 NOT NULL ,


sort_order NUMBER NULL ,


date_added DATE NULL ,


last_modified DATE NULL 

);

CREATE TABLE customers (


customers_id NUMBER PRIMARY KEY,


purchased_without_account NUMBER DEFAULT 0 NOT NULL ,


customers_gender VARCHAR2(1) NOT NULL ,


customers_firstname VARCHAR2(32) NOT NULL ,


customers_lastname VARCHAR2(32) NOT NULL ,


customers_dob DATE NULL ,


customers_email_address VARCHAR2(96) NOT NULL ,


customers_default_address_id NUMBER DEFAULT 0 NOT NULL ,


customers_telephone VARCHAR2(32) NOT NULL ,


customers_telephoneExt VARCHAR2(10) NULL ,


customers_fax VARCHAR2(32) NULL ,


customers_password VARCHAR2(40) NOT NULL ,


customers_newsletter VARCHAR2(1) NULL 

);

CREATE TABLE customers_basket (


customers_basket_id NUMBER PRIMARY KEY,


customers_id NUMBER DEFAULT 0 NOT NULL ,


products_id NUMBER NOT NULL ,


customers_basket_quantity NUMBER DEFAULT 0 NOT NULL ,


final_price NUMBER(15, 4) DEFAULT 0 NOT NULL ,


customers_basket_date_added VARCHAR2(8) NULL 

);

CREATE TABLE orders (


orders_id NUMBER PRIMARY KEY,


customers_id NUMBER DEFAULT 0 NOT NULL ,


customers_name VARCHAR2(64) NOT NULL ,


customers_company VARCHAR2(32) NULL ,


customers_street_address VARCHAR2(64) NOT NULL ,


customers_city VARCHAR2(32) NOT NULL ,


customers_postcode VARCHAR2(10) NOT NULL ,


customers_state VARCHAR2(32) NULL ,


customers_country VARCHAR2(32) NOT NULL ,


customers_telephone VARCHAR2(32) NOT NULL ,


customers_telephoneExt VARCHAR2(10) NULL ,


customers_email_address VARCHAR2(96) NOT NULL ,


customers_address_format_id NUMBER DEFAULT 0 NOT NULL ,


billing_name VARCHAR2(64) NOT NULL ,


billing_company VARCHAR2(32) NULL ,


billing_street_address VARCHAR2(64) NOT NULL ,


billing_city VARCHAR2(32) NOT NULL ,


billing_postcode VARCHAR2(10) NOT NULL ,


billing_state VARCHAR2(32) NULL ,


billing_country VARCHAR2(32) NOT NULL ,


billing_address_format_id NUMBER DEFAULT 0 NOT NULL ,


payment_method VARCHAR2(32) NOT NULL ,


last_modified DATE NULL ,


date_purchased DATE NULL ,


orders_status NUMBER DEFAULT 0 NOT NULL ,


orders_date_finished DATE NULL 

);

CREATE TABLE orders_products (


orders_products_id NUMBER PRIMARY KEY,


orders_id NUMBER DEFAULT 0 NOT NULL ,


products_id NUMBER DEFAULT 0 NOT NULL ,


products_model VARCHAR2(12) NULL ,


products_name VARCHAR2(255) NOT NULL ,


products_price NUMBER(15, 4) DEFAULT 0 NOT NULL ,


final_price NUMBER(15, 4) DEFAULT 0 NOT NULL ,


products_tax NUMBER(7, 4) DEFAULT 0 NOT NULL ,


products_quantity NUMBER DEFAULT 0 NOT NULL 

);

CREATE TABLE orders_status (


orders_status_id NUMBER DEFAULT 0 PRIMARY KEY,


orders_status_name VARCHAR2(32) NOT NULL 

);

CREATE TABLE products (


products_id NUMBER PRIMARY KEY,


products_quantity NUMBER DEFAULT 0 NOT NULL ,


products_model VARCHAR2(24) NOT NULL ,


products_image VARCHAR2(64) NULL ,


products_price NUMBER(15, 4) DEFAULT 0 NOT NULL ,


products_date_added DATE NULL ,


products_last_modified DATE NULL ,


products_date_available DATE NULL ,


products_weight NUMBER(5, 2) DEFAULT 0 NOT NULL ,


products_status NUMBER DEFAULT 0 NOT NULL ,


products_tax_class_id NUMBER DEFAULT 0 NOT NULL ,


manufacturers_id NUMBER NULL ,


products_ordered NUMBER DEFAULT 0 NOT NULL 

);

CREATE TABLE products_description (


products_id NUMBER PRIMARY KEY,


products_name VARCHAR2(255) NOT NULL ,


products_description VARCHAR2(255) NULL 

);

CREATE TABLE products_to_categories (


products_id NUMBER DEFAULT 0 NOT NULL ,


categories_id NUMBER DEFAULT 0 NOT NULL 

);

ALTER TABLE address_book ADD 


CONSTRAINT FK_address_book_customers FOREIGN KEY 


(



customers_id


) REFERENCES customers (



customers_id


);

ALTER TABLE customers_basket ADD 


CONSTRAINT FK_customers_basket_customers FOREIGN KEY 


(



customers_id


) REFERENCES customers (



customers_id


);

ALTER TABLE customers_basket ADD 


CONSTRAINT FK_customers_basket_products FOREIGN KEY 


(



products_id


) REFERENCES products (



products_id

);

ALTER TABLE orders ADD 


CONSTRAINT FK_orders_customers FOREIGN KEY 


(



customers_id


) REFERENCES customers (



customers_id

);

ALTER TABLE orders ADD 


CONSTRAINT FK_orders_orders_status FOREIGN KEY 


(



orders_status


) REFERENCES orders_status (



orders_status_id

);

ALTER TABLE orders_products ADD 


CONSTRAINT FK_orders_products_orders FOREIGN KEY 


(



orders_id


) REFERENCES orders (



orders_id

);

ALTER TABLE orders_products ADD 


CONSTRAINT FK_orders_products_products FOREIGN KEY 


(



products_id


) REFERENCES products (



products_id

);

ALTER TABLE products ADD 


CONSTRAINT FK_products_products_desc FOREIGN KEY 


(



products_quantity


) REFERENCES products_description (



products_id

);

ALTER TABLE products_to_categories ADD 


CONSTRAINT FK_products_cat_categories FOREIGN KEY 


(



categories_id


) REFERENCES categories (



categories_id

);

ALTER TABLE products_to_categories ADD 


CONSTRAINT FK_products_cat_products FOREIGN KEY 


(



products_id


) REFERENCES products (



products_id);

Appendix B: System Evaluation Information

Session Introduction

           “Virtual Credit Card Implementation System” is a simulation of online store where people can make purchases online. This system generates a virtual credit card when a customer makes purchsases. The home page of this system consists of customer Login, Catalog, and User cart links etc links. Once the user inputs his details the user information is verified from the database and if the user is authentic, the user’s account is set for purchases till the user logs out of the account.

The “Catalog” section provides information about available items, description of items etc. Customers can select the item they want to buy which navigates the user to a very detailed description of the product page. 

            This website collects and stores the preferences of customers such as Customer address, Credit card number, preferred method of purchases, preferred credit card etc. by using the VA algorithm that has already developed. Storing customer information helps users can make transactions quickly using the readily available information. 

           After the customer gets virtual credit card number that can be used to make purchases based on the customer interest.

             The purpose of this system evaluation is to evaluate the usability of the Virtual Credit Card Implementation System, not the user. You will be given some tasks to perform. We would like to understand your thought processes as you execute these tasks. To achieve this, we request that you please verbalize your thoughts as you use this system and also answer the corresponding questions in the post questionnaire form.

             Again, please note that it is the system that is being evaluated, not the user.  Feel free to criticize the system. You will be given minimal assistance during your execution of the tasks and this will be only when absolutely necessary. 

             Your participation is confidential and all audio recordings and records of your identity will be destroyed after the study.

note: The above session introduction is given to subjects to read prior to doing the software evaluation in order to help subjects to get a feel for the evaluation methodology. 

 Task Direction

The purpose of this study is to evaluate the usability of the “Virtual Credit Card System”. The evaluation method we adopted is called “Protocol Analysis”, which requires you to speak loud about all of your thoughts and feelings about the system when you perform the given tasks. The observer is not allowed to aid you during the session. Only when you really get stuck, the observer will help you get out of that condition.

The tasks you will perform are shown in the following list:

1. Visit “Amazon.com” website and try to make purchases online.

2. Visit “bn.com”website and try to purchase online.

3. Visit “Half.com” website and try to purchase goods online.
4. Visit Merchant website of virtual credit card implementation and try to purchase goods.
      After finishing the above tasks, you will be asked to fill in a post task questionnaire.

If you have any question about this evaluation procedure, please ask now. Otherwise, we will continue the evaluation process.

 Consent Form
Title of Project: Virtual Credit Card Implementation
Purpose of the Interview: Academic 

Name of Principal Investigator: Suseela Manchem
I acknowledge that on ___________   (Date), I was informed by Suseela Manchem, master student of NJIT, of an interview concerning or having to do with the following Software Evaluation. 

I was told with respect to my participation in said project that: 

(1) The following procedures are involved: 

     a. Use Virtual Credit Card.

     b. Fill in post questionnaire, and answer questions related to the system's functionalities and user 
         interface.

     c. All communications during the interview will be recorded, and later analyzed. 

(2) Confidentiality of the data will be fully protected.

I am fully aware of the nature and extent of my participation in said project and possible risk involved or arising there-from. I hereby agree, with full knowledge and awareness of all of the foregoing, to participate in said project. I further acknowledge that I have received a complete copy of this consent statement. 

I also understand that I may withdraw my participation in said project at any time.

Participant Signature




Date

Tester Signature




Date

Post Task Questionnaire

Please take a few moments to finish the following questions based on the experience you just got about using a virtual credit card for online purchases system. Your answers are very valuable for us to evaluate the usability of the system, which brings improvement to the system.

Overall Evaluation

Date ____________________________________________________________

Thank you for agreeing to participate in our study.  The study is designed to investigate user’s credit card uses for online purchases.   Answering the questions below should not take you more than five or six minutes.  There is no right or wrong answer.  All information gathered from the questionnaire will be held confidential.  If you have any questions please direct them to the principal investigator by phone at 973-761-9505.

Thank you again for taking time to respond to this questionnaire.

A: --------------------------------------------------------------------------------------------

1. What is your age?  ___________________ years old.

2.   What is your gender?   Male     Female  

3.  What is your income?
a. Less $30,000

b. $30,001-$70,000

c. $70,001-$100,000

d. $100,001-$150,000

e. More than $150,000

4. How many years have been using a computer?

5. Have you used the Web before?      Yes    No

6. Have you ever purchased a product or service over the Web?   Yes    No

B:-----------------------------------------------------------------------------------------------

7. How many credit cards do you own?

a. 1-2
b. 3-5
c. 6-10
d. More than 10
e. None

8. What is the average balance you carry on your credit cards?"
a. Less than $1000

b. $1001-$3000

c. $3001-$7000

d. More than $7000

9. How often do you use a credit card for online purchases?

a. several times a year
b. several times a month
c. several times a week
d. daily 
e. None

10. What is an average size of the online purchases?  (What  is the average size of a purchase?)

a. Less than $50
b. $50-$100
c. $101-$500
d. over $500

11. What other payment methods do you use for online purchases?

a. Credit card
b. Debit Card

c. Personal Check
d. Money Order
12. What is the main factor you consider when you use one credit card over another? (Choose all applicable categories.)

a. Interest rates
b. Annual fee
c. Frequent flyer miles
d. Purchase protection

e. Award package
f. Fraud insurance
g. Available balance
h. Combination of these factors
i. Other factors (describe)

13. How do you decide to use one card over another for an online purchase?

a. Randomly (i.e. first card I can pull out)

b. Available balance
c. Interest rate
d. Type of card (Amex, Visa, Master Card, Department Store Card, etc.)
e. Purchase benefits (bonus milage, added discount rate, shopping benefits, etc.)

f. Annual fees

C:----------------------------------------------------------------------------------------------------

14. If you would have a payment mechanism using multiple cards (i.e. a combination of several cards) for a single online purchase, would you use this mechanism?

a. Yes (Describe the reasons.)

b. No (Describe the reasons.)

15. If there is an computer software (e.g. Personal Card Manager) to manage your credit cards such that it recommends the best combination of available cards for your online purchase, would you use the multiple card payment.

a. Yes
b. No

16. A Personal Card Manager that fills in all the payment information on the Web automatically would convince me to use multiple cards for a purchase:

a. Not agree
b. Somewhat agree
c. Agree
d. Strongly agree 

17. I would use the multiple card payment mechanism for a single purchase only if the purchase is

a. $1-$100
b. $100-$499
c. $500-$999
d. over $1000
18. What feature is most important for you in a Personal Card Manager?
19. What feature would stop you from using a Personal Card Manager?
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