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Abstract—Numerous authentication schemes have been pro- To thwart the above attacks, each message should be verifi-
posed in the past for protecting communication authenticiy and  able by both its final receivers and its intermediate foneesd
integrity in wireless sensor networks. Most of them however This may be simply implemented on top of the public key

have following limitations: high computation or communication . frastruct 31 ificall h . tcavoith
overhead, no resilience to a large number of node compromise infrastructure [3]; specifically, each message is sentg

delayed authentication, lack of scalability, etc. To addres these @ digital signature generated by the sender using its privat
issues, we propose in this paper a novel message authentioat key, and every intermediate forwarder or final receiver can
approach which adopts a perturbed polynomial-based techmjue  authenticate the message using the public key of the sender.
to simultaneously accomplish the goals dightweight, resilience to However, this approach may incur high overhead in terms

a large number of node compromises, immediate authentication, f tati | t d ¢ k bandwidth fi
scalability, and non-repudiation. Extensive analysis and experi- Of computational cost and network banawi consumpuon.

ments have also been conducted to evaluate the scheme in term TO Mitigate the overhead, researchers have proposed lstv-co

of security properties and system overhead. schemes [4], [5] that use symmetric keys and hash functions.
In these schemes, however, each symmetric authentication k
. INTRODUCTION is shared by a set of sensor nodes, and the keys can be

captured by the intruder as sensor nodes are compromised.

When a sensor network [1] is deployed in an unattended Dherefore, these schemes are not resilient to large number
hostile environment, the adversary may capture and reanogrof node compromises. Utilizing an one-way key chain and
sensor nodes, or inject their own sensor nodes into the nietwdelayed disclosure of keys, the TESLA schemes [6] and its
and induce the network to accept them as legitimate nodes [riants can achieve message authenticity in the presdrece o
Once in control of a few sensor nodes, the adversary can molae number of node compromises. However, these schemes
various attacks from inside the network. require synchronization among nodes. They introduce delay

One common type of attack is targeted at message amessage authentication and the delay increases as therketwo
thenticity and integrity. For example, if the sender and thecales up. Moreover, they repel the adoption of asynchmnou
receiver are not within the transmission range of each ptheommunication [7].
an intruder on the path connecting them can modify pass-In this paper, we propose a new message authentication
by messages or inject false messages. It appears to bapproach to address the aforementioned limitations. Our ap
solution that the sender and the receiver share a secret kapach has following featuredightweightin terms of com-
and the shared key is used by the sender to generate mesgag@tion, communication and storage overhaadijlienceto
authentication code (MAC) for any outgoing message, and bylarge number of sensor node compromisesnediate au-
the receivers to verify the authenticity and integrity ofyanthentication(therefore supporting both synchronous and asyn-
incoming message. If a message is tampered en route, itavilldhronous communicationkcalability, and non-repudiation
detected by the receiver. This method however is not effectiThese features are attained by applying a number of novel
due to the following reasons: First of all, it cannot autleate techniques: Firstly, we adopt polynomials for messageeath
messages that are multicast because, if one of the recé&verication, which provides higher adaptability than exigtiau-
compromised, the intruder can use the secret key held by thentication techniques based on multiple MACs [4], [S]dan
compromised receiver to fake MACs for messages modifiatithe same time, keeps the advantage of immediate authentic
or injected by it itself to cheat other receivers. Secondlsipn held by those techniques. Secondly, messages arenauthe
the method only allows end-to-end message authenticatiigated and verified via evaluating polynomials, which irscu
while en-route forwarding nodes cannot authenticate passwer overhead than existing asymmetric cryptographyetas
by messages; as a result, the intruder may launch denial-afithentication techniques such as digital signature.dRhir
service attacks by repeatedly modifying messages or ingectindependent and random factors are employed to perturb
false messages to deplete the communication resourcegpafynomial shares (of a system-wide secret polynomial) tha
intermediate forwarding nodes. preloaded to individual nodes, which significantly inciesas



the complexity for the intruder to break the secret polyradmi — [type-Il attacks]eavesdrop and collect messages, and
and therefore renders the proposed approach to be reddient attempt to derive some secrets from the messages.
node compromises. To the best of our knowledge, the proposed Insider attacks: launched by attackers that have com-
approach is the first one that applies the aforementioned promised some sensor nodes and therefore know some

technigues in message authentication for sensor netwanmkis, secrets preloaded to these compromised nodes. Certainly,

also the first one that can achieve simultaneously the fea- insider attackers can also launch the above type-l and

tures of compromise-resiliency, flexible-time autherttaa type-ll attacks. In addition, the attackers may

efficiency and non-repudiation without employing publig/ke — [type-lIl attacks] collect the secrets owned by com-

cryptography. _ ) ) ) promised nodes, and attempt to derive the secrets
The rest of this paper is organized as follows. Section held by innocent nodes (and therefore can cheat these

II defines the problem. Section Ill presents, analyzes and innocent nodes or impersonate as them).

evaluates our proposed sche_mes. Sect!on IV compares phifyq paper, we call both outsider attackers and insider
schemes with related work. Finally, Section V concludes tl}ﬁtackers (e.g., compromised sensor nodresiders
paper.
C. Design Goals

Our message authentication schemes are designed with the
A. Network Assumptions following goals. (i) Message authenticityntruders shall not

We consider a sensor network that consists of a base stafin@P!€ 10 impersonate any innocent node to send out a mes-
and a certain number of sensor nodes, where each sensor iG#e Without being detected. (Wessage integrityintruders
can be a data source or a data sink. The network suppﬂ??" not_ be able _to modify a message sen_t t_)y any innocent
the following communication patterns: (i) the base statigfiodes without being detected. (iijon-repudiation A node
broadcasts/multicasts messages to all or a certain senspise Shall not be able to deny the sending of a message. Note that
nodes; (ii) a sensor node broadcasts/multicasts messagés t11S Property is important in some scenarios such as irarusi
or a certain set of other sensor nodes; (iii) the base statigﬁtecuon apd mtruder- identification. After a node sends ou
unicasts messages to a certain sensor node; and (iv) a Seﬁgo‘?lccuslafuon report, 't, should not be able to .de_r!y that. This
node unicasts messages to the base station or a certain sef{@ malicious accusations can be detected.Reilience to
node. The above communication patterns may be either sfhl2rge number of node compromisé&ven if a large number
chronous (i.e., the receivers are available to receive agess °f Nodes have been compromised, these nodes shall have very
when messages are disseminated) or asynchronous (i.e, ¥ Probability to break our proposed message authenticati
a sender disseminates messages, some desired receiversRiRIpCOls: (v)Eff|C|ency_ Our proposed protogols shall ha\_/e
not be available; after becoming available, the receiveay mlOW ‘System overhead in terms of computation, communica-

obtain the messages from other receivers that have receili@§ and storage. (vijmmediate Message Authenticatioh
and cached the messages [7]). receiver/forwarder of a message shall be able to verify the

authenticity and integrity of the message immediatelyrafte
B. Security Assumptions and Attack Model reception.

We assume there is a security server which will never be I1l. PROPOSEDSCHEMES
compromised. Before a sensor node joins the network, it i\ this section, we propose a series of message au-

preloaded by the security server with a unique ID and sofigantication schemes. Our study is conducted evolutinari
security-related information. Similarly, the base stati® also through several steps: Firstly, to illustrate the basicuidé
preloaded with a unique ID and some security-related i”ﬁ’rmpolynomial-based message authentication, we presentd-biv
tion. Sensor nodes are innocent before deployment. Hc_)we\ﬁb polynomial-based schem&cheme)l for authenticating
after deployment, they can be captured and compromised B¥ssage sent from a trustworthy base station to ordinary
attackers due to the unattended deployment environmedts @8,sor nodes. Secondly, Scheme- is enhanced to a perturbed
Fhe Iack.of tamper .resistance. Once being compromised, gllariate polynomial-based schem&cheme-)l such that it
information stored in the sensor node can be read out Py, tolerate a large number of sensor node compromises.
the attackers. Furthermore, the compromised nodes Canﬁ’ﬁrdly, to authenticate not only the messages sent by the
reprogrammed and thus fully controlled by the attackers. page station but also those sent by any ordinary sensor node,
Based on the above assumptions, this paper considers $3geme-Iiis developed by replacing the bivariate polynomial
following types of attacks. in Scheme-llwith a three-variable polynomial. Finally, to
» Outsider attacks: launched by attackers that have raddress a subtle flaw in the Scheme-lll, we develop our
compromised any sensor nodes and therefore do not knfimal scheme $cheme-1Y. Before presenting the details, we
any secret of the network. In particular, the attackers matroduced several common notations as follows.
— [type-I attacks]modify messages or inject their own « ¢, Fy, [, r, v: ¢ denotes a prime numbef; is a prime
messages, and attempt to induce en-route nodes and finite field of orderg, [ is the integer such th& > ¢ >
receivers to accept these messages; 2i-1,

Il. PROBLEM DEFINITION



« 7, v r and~ are integers such that< r < [.

A. Scheme-I: A Basic Bivariate Polynomial-Based Scheme for

Authenticating Messages Sent by the Base Station

In this scheme, we only consider the authentication of
messages sent from a trusted base station to ordinary sensor

nodes.
1) Scheme Specification:

« Initialization of the Security Server and the Base Station
Over finite field Fy, the security server randomly picks a

secret bivariate polynomial:

flay) = Y

0<i<ds,0<j<dy

A; jatyd, 1)

where each coefficientl; ; is an element offy,

Node 3
( holding verfs (y) = 28y® + 10y + 23 )

Base Station
( holding f(x,y) ) P
message

g
. _.]<m (3X.12x,21) > (h(m) = 29 )
4
MAF, (x)

: After receiving m:

% MAF, (3) = 22
i Verfs(h(m))=22
: Succeed in Verification

i After receiving m’:
MAF, (9)=7

M Verfo(h(m))=25 :
-1 Failin Verification :

message after modification by
Node 6

<m’, (2x% 3x, 4) > (h(m') = 1)

i
Node 6 i
(Compromised)

Node 9
(holding verf o (y) = 29y +27)

Fig. 1. An Example of Scheme-I

node 3 evaluates both\/ AF,,(3) and ver f3(h(m)). Since
and MAF,,(3) = verfs(h(m)) = 22, the message is verified as

system parameter,, d,, are degrees of andy, respec- authentic and integral. On the other hand, assume that node
tively. Then, the security server preloads the base statigns an intruder (compromised node). It modifies message

with f(z,y) and a secure one-way hash functibf),
which could be MD5, SHA, etc.

to m’ whereh(m’) = 1. Node 6 does not knowf (z,y) for
computing correchl AF,, (x). Assume that it arbitrarily fakes

« Initialization of Sensor Nodes3efore a sensor node isa M AF’ ,(z) = 222 + 3z + 4 and forwardsm’ together
deployed, it is preloaded by the security server with: with M AF/ ,(z). On receiving this faked message, natle

— a unique IDu, which is an element of,

evaluatesM AF! ,(9) = 7 and verfo(h(m')) = 25. Since

— polynomialverf,(y) = f(u,y), which is called the MAF ,(9) # verfo(h(m’)), the message fails in verification

verification polynomiabf nodew; and
— the secure one-way hash functiaf).

and is dropped.
3) Discussion:While Scheme-I provides an efficient mech-

. Message Sending at the Base Statidssuming the base anism for message authentication, it has following linmtas.

station wants to send out a message, denoteth ag
executes the following steps to sigm:

— Hash functionh(.) is applied onm to geth(m).

— Polynomial f(z,y) is evaluated aty = h(m) to
get a univariatel,-degree polynomiaM AF,,,(z) =
f(x, h(m)), which is called thenessage authentica-
tion functionfor m.

— Message (m, M AF,,(x)) is sent out, where
MAF,,(z) is represented by itg, + 1 coefficients.

o Message Verification at Sensor Nod&ghen a sensor
node with IDw (called nodeu thereafter) receives mes-
sage(m, M AF,,(x)), it executes the following steps to
verify the authenticity and integrity of the message:

— h(.) is applied onm to geth(m).

— verf,(y) is evaluated aty =
ver fy(u, h(m)).

— ReceivedM AF,,(z) is evaluated atr = u to get
MAF,,(u).

— If and only if verf,(u,h(m)) = MAF,,(v), the

h(m) to get

| works. Here,q = 31; that is, all arithmetic operations

flx,y) = 22y? + 222y + 322 + 4wy + 52y + 62+ Ty? + 8y +9.
Node 3 has verfs(y) = 28y + 10y + 23 and node9
haswverfo(y) = 29y + 27. Suppose the base station want
to broadcast message, where h(m) = 29. It computes
MAFy(x) = f(z,h(m)) =

« If the intruder has received and recordég+ 1 or more

message authentication functions (e.f AF,,,(z) =
f(z,h(mg)), - -+ MAF,,, (x) = f(z,h(ma,))) thatare
sent by the base station, the intruder can defiye, y).
The reason is as follows. The recorded functions are
d, +1 shares off (z,y). Since the degree of in f(z,y)
isdy, + 1, f(z,y) can be derived via interpolation based
on these shares.

If d, + 1 or more sensor nodes (e.g., 88 - ,vd,)
have been compromised, they can collude by sharing
their verification functions (i.e.verf,,(y) = f(vo,y),

-, verfu, (y) = f(va,,y)). Since the degree of is
d, in f(z,y), polynomial f(z,y) can be derived through
interpolation based on these verification functions.

Therefore,d, and d, have to be as large as possible in
order to achieve a high level of security. On the other hand,

each sensor node needs to

store a verification functionisthat

d, + 1 coefficients of the function; each message sent by the
based station must include a message authentication dancti

received message is regarded as authentic and intél@t is,d. + 1 coefficients of the polynomial. For storage and

2) An Example:Fig. 1 shows an example of how Schemegommunication efficiency, botd, and d, should therefore

be as small as possible. To resolve thiemma we propose
are over finite fieldFy;. The base station is preloaded witi>cheme-Ilin the following.

B. Scheme-lI:

A Perturbed Bivariate Polynomial-Based

§cheme for Authenticating Messages Sent by the Base Station

We propose Scheme-Ill to overcome the aforementioned

3z2 + 12z + 21 and sends limitations of Scheme-I. Based on the idea of perturbing

out m along with M AF,,(z). On receiving the messagepolynomial shares with randomly-picked numbers, borrowed



from [8], this scheme differs from Scheme-l mainly in the « Message Verification at Sensor Nod&¥hen message

following aspects:

o Firstly, when the base station sends out a message

m, its authentication functiom/ AF,,, (z) will not be

f(z,h(m)); instead, it shall be a perturbed version of

f(z,h(m)), i.e., MAF,,(x) = f(z,h(m)) + sm, where

(m, M AF,,(x)) is received at sensor node the mes-
sage is verified by testing ifer f,,(h(m)) — M AF,,(u)
belongs to{0,--- ,2" —1,¢— (2" = 1),--- ,q— 1}.

The principle behind this step is explained as follows:
BecauseVl AF,,(x) = f(x, h(m))+ s, andver f,(y) =

After using the above perturbation mechanisms, the prdoess
verifying a message will certainly not be as straightforivas
in Scheme-I, and this issue is addressed in Scheme-llI.

f(u,y) + 7., we have
ver fu(h(m)) — MAF,,(u)
fu, h(m)) + 1y — [f(u, h(m)) + 8]

sm is a number picked fronk,. After the perturbation,
even an intruder has collectet§ + 1 or more messages
(and henced, + 1 or more perturbed authentication
functions), it cannot obtain angxactshares off (z,y).

Consequently, as we will show later, the complexity for = Tu=— Sm.
deriving f(z,y) will be very high. o Also due tos,, € {0,---,2"—1} andr, € {0,--- ,2"—
Secondly, when the security server distributes verificatio 1}, we have

functions to sensor nodes, these functions shall not be
exact shares of (z,y), but perturbed ones. Specifically,
the verification function for node shall bever f,,(y) =
f(u,y) + ru, wherer, is a number picked fron¥;,. to this set
This way, even the adversary has compromigge 1 or '

more sensor nodes (and hente+ 1 or more perturbed oo Stton Noae3
verification functions), they cannot obtain any exact share m_—’ ( holding verfs (y) = 28y* + 10y + 30)
of f(x,y). As we will show later, the complexity for — ,
deriving f(z,y) from the captured verification functions R B a ] I '
will also be very high. i

Tu_sme{oa"'32T_17q_(2r_1)7"'aq_1}'

Thereforeper f,,(h(m)) — M AF,,(u) must also belong

: After receiving m":
MAF (9) =13
¢ Verfg(h(m))=3
it Failin Verification

message after modification by
Node 6

<m, (2x, 3x, 10) > (h(m') = 1)

1) Scheme Specification: Node 6 :
« Initialization of the Security Server and the Base Station ~ L=emeromsed
The security server constructs a secret bivariate polyno-
mial f(x,y), the same as Eq. (1), over finite field,.

As introduced at the beginning of Section lll, we let
I be an integer such th&'~! < ¢ < 2! and system
parameterr be an integer smaller thah the security
server preloads the base station withz,y), a secure
one-way hash functioh(.) and system parameter
Initialization of Sensor NodesBefore a sensor node is
deployed, the security server preloads it with

Node 9
(holding verf, (y) = 29y + 32)

Fig. 2. Example of Scheme-II
2) An Example:Fig. 2 shows an example on how Scheme-
Il works. Here, we set; to 31, [ to 5 andr to 3. Each sensor
node is preloaded with perturbed sharesf6t, y). In partic-
ular, node3 haswerfs(y) = f(3,y) +7 = 28y% + 10y + 30
(parameterrs is set to7), and node9 has verfo(y) =
£(9,y)+5 = 29y+32 (parameter is set to5). When the base
i . station disseminates messageM AF,, (x) = f(x,h(m))+4
— aunique Dy, Wh_'?h IS an element_ of%; (parametes,,, = 4) is also sent out. On receiving the message,
— a perturbed verification polynomiaberf.(y) = [ode3 evaluatesM AF,,(3) = 26 and verf3(h(m)) = 29.
f(u,y) +ry, wherer, is a number randomly picked Since their difference is within{0,--,2" — 1 = 7,¢q —
from {0,---,2" —1}; _ (2" — 1) = 24,---,30}, the message is verified as authentic
— the secure one-way hash functib(); and and integral. On the other hand, nogleeceives message
— System parameter. faked by nodes, an intruder. It evaluated3/AF,,(9) = 13
Message Sending at the Base StatiBoppose the baseand ver fy(h(m)) = 30. Since the difference is not within
station wants to send out a message The following {0,---,7,24,---,30}, the message is not accepted.
steps shall be executed: 3) Security Analysis and Evaluation:
— Hash functioni(.) is applied onm to geth(m). a) Capability against type-| attacksVhen forwarding a
— Polynomial f(z, y) is evaluated ay = h(m) to get messagen sent by the base station, an intruder (either insider
a univariated,,-degree polynomiaf (z, h(m)). or outsider) may modify the message #d, and arbitrarily
— The message authentication function for, i.e., change the message authentication function associatéd wit
MAF,,(z), is computed asf(z,h(m)) + sm, the message in order to hide the modification from receivers.
where s, is a number randomly picked fromThe following Theorem 3.1 shows the capability of Scheme-II

{0,---,2" 1}. Note that the choice o§,, is
independent to the message.
— Message(m, M AF,,(x)) is sent out.

against such attacks.
Theorem 3.1:If a messagen sent by the base station is
modified tom’ # m, whereh(m’) # h(m), the probability



that the message is be verified by nadas valid is less than tions, denoted asery.,, (y) = f(u;,y)+7r (i=0,--- ,n—1),

21,%. the complexity for the adversary to bregke, y) based on the
Proof: (sketch) When message/, along with an ar- captured functions i€2(27*(%=+1)),
bitrary M AF) (), arrives at sensor node, v will com- Proof: (similar to the proof of Theorem 3.2) |

pute verf,(h(m’)) — MAF! (u). Due to the arbitrariness,
ver fy(h(m'))—M AF] (u) could be any element if0,---¢— C. Scheme-lll: A Three Variable Polynomial-Based Scheme
1}. Therefore, the probability that it is if0,--- ,2" — 1, — for Authenticating Messages Sent by Any Node

. r+1
(2" —1),--- ;¢ =1} I = < T , u Scheme-Il can only authenticate messages sent from the
Note that it is possmleh(_m) — h.(m) _when m' # m. trustworthy base station to ordinary sensor nodes. However
However, we (.jo ’?0‘ consider this in this Paper, We assumg jiscyssed in Section I, any ordinary sensor node may also
the has_h functlon_ IS a Secure one-way function and hence Hé%d out messages and the authenticity and integrity oéthes
probability of (:_(_)IIlSlon_shouId be very low. ) _ messages can also be attacked. To address this issue, we exte
b) Capability against type-Il attackshn intruder (either geheme. |1, which is based on bivariate polynomials, to this

insider or outsider) may collect the message authentitatige,ome which is instead based on three variable polynsmial
functions sent by the base station thy+ 1 or more different 1) Scheme Specification:

messages, and attempts to derfye, y) based on the collected R ]
information. Note that oncg(z, ) is compromised, Scheme-  * System In|t|al|z§1t|on The security server constructs a
Il is broken. The following Theorem 3.2 shows the capability ~ Secret polynomialf (z,y, z) over finite field F;;, where

of Scheme-Il against such attacks. the degree of, y andz ared,, d, andd., respectively.
Theorem 3.2:If an intruder has obtained, > d, + 1 Similar to Scheme-Il, we let be the integer such that
o . = - ! -
message authentication functions, denotedVBdF,,, (z) = 271 < q < 2!, and system parameterbe an integer

f(z, h(m;)) +s; (i = 0,--- ,n— 1), the complexity for the smaller than. _
adversary to brealf(z,y) based on the captured functions is * Node initialization The security server preloads each

Q27+ ), node (either a sensor node or base station) with

Proof: (sketch) Assumev is an arbitrary element in — a unique IDu;
F,. Let us consider the complexity for breakinf(v,y). — polynomialauthy,(y, z) = f(u,y,2) + ruo (Tuo iS
Let f(v,y) = 3.2, Cjy. Based on the captured message randomly picked from{0, ---,2"~! — 1}), which is
authentication functions, the adversary obtains the Violg used for generating message authentication functions
system of linear equations: for outgoing messages;

— polynomialver f,,(z,z) = f(z,u,2) + Ty1 (Ty1 IS
randomly picked from{0,---,2" — 1}), which is
used for verifying incoming or passby messages;

— secure one-way hash functiéd.); and

Here, eachs; represents an arbitrary element{i,, - - - , 2" — — system parameter.

1}. Al C; (j = 0,---,dy) ands; (i = 0,---,n—1) are | \Message Sending at Sendevshen a node: wants to

unknowns. Therefore the total number of unknowngjs+ send out a message, the following steps are performed:

n+ 1, which is greater than the number of equations (h.,

To solve the linear system, at leasf + 1 unknowns should

be eliminated; that is, the values @f + 1 unknowns should

be found out correctly. Since each is of r bits, which is
shorter than any coefficiertt;, the adversary must choose to
eliminated, + 1 of s;'s. Becauses; is randomly picked from

a set of2” elements, and the solution fgi(v, y) is unique,

the expected time complexity to find out the right values for

dy
ch[h(mi)]j +s;=MAF,, (v),i=0,--- ,n—1.
j=0

— Polynomial auth,(y,z) is evaluated atz =
h(m) to get a univariated,-degree polynomial
auth,, (y, h(m)), and message authentication func-
tion MAF, . (y) is set toauth,(y, h(m)) + Sum,
where s, ,, is a number randomly picked from
{0,---, 2771},

— Message(u, m, M AF, ,(y)) is sent out.

theses,’s is Q(27*(d+D). - » Message Verification at ReceiversVhen message
Note that we only consider the case that d, + 1. This is (u,m, MAF,,m(y)) is received at node, the message
because, ifs < d,, it is impossible for the adversary to derive IS Verified by testmrg |f’l}€’f‘fv(u7rh(m)) — MAF, 1 (v)
f(z,y), in which the degree of is d,. belongs to{0, -+ ,2" —1,¢— (2" —1),--- ,¢ — 1}.

c) Capability against type-lll attacks:Compromised 2) Discussion: This scheme appears to work, but it has a
sensor nodes may collude by sharing their preloaded vesubtle security flaw which can be exploited by the intruder.
fication functions to find out the secret polynomiflz,y), We elaborate the attack, which we ca#flection attack
and thus the authentication mechanisms can be broken. Hsefollows. Suppose the intruder has compromidgdt 2
following Theorem 3.3 shows the capability of Scheme-hodes and captured the secret functiengh.,,(y,z) and
against such attacks. verfy,(x,z) (i = 0,---,d, + 1) stored in these nodes;

Theorem 3.3:If the adversary has captured> d,+1 sen- « and w be two arbitrary elements ofy. Let a; denote
sor nodes and thus has obtainednessage verification func- ver f,, (uo, w) — authy,(u;,w) (i = 0,---,d, + 1). Then,



we have

ver fu, (o, w) — authy, (u;, w)

Juo,usw) + 1y 1 — (f (w0, iy w) + 740,0)

Q;

= Tu;,1 — Tug,0- (2)
This is equivalent to
Tu;, 1 = Tug,0 + Q4 (3)
Let f(u,y,w) = Zjio C;y’. Then, we have
dy
Z(ul)JC7 = ver fu, (U, W) — ryg0 — i, 1=0,--+,dy, + 1.
j=0
4
Since for everyi,j =0,--- ,d, + 1, the adversary knows;,
ver fu, (u,w) anda,. There ared, + 2 unknowns including
Tue,0 @and C; (j = 0,---,d,), andd, + 2 linear equations.

So, f(u,y,w) can be solved. Since andw can be arbitrary
elements off,, the adversary can modify the message sent
by any arbitrary node:, or inject an arbitrary message in the
name of node:, without being detected. To address the above
security flaw, we propose a new scheme in the following.

D. Scheme-lV: The Final Scheme

To address the above flaw in Scheme-lll, as well as enable
any node to authenticate any outgoing messages any veyify an
pass-by/incoming messages, we propose Scheme-I1V. Differe
from Scheme-lll, we borrow the idea of randomly-constrdcte
polynomials (called perturbation polynomials) [9] to pek
shares off(x,y, z), so as further increase the difficulty to
derive f(z,y, z) from its perturbed shares.

1) Scheme Specification:

o System InitializationSimilar to Scheme-lll, the security

server randomly constructs polynomidlz,y, z) over
F,, where the degrees af, y and z ared,, d, andd., .
respectively.

« Constructing a perturbation polynomial for message ver-
ification purpose and an ID space for sendefde se-
curity server randomly constructs a univarigtedegree
polynomial «(z) over F,. Based ona(z), all elements
in F, can be divided int@'~("—7~1) sets

Si={ale € Fya(a)=ix2" 771 €{0,--- 27771 1})

fori=0,..., 2=0—7=1 _1,

Let S, be the largest set among all theSgs. Thus,

the size of S, (denoted as||Sk|]) must be at least
21—1

4> =2r772,

2l—(r—y—1) = ol—(r—v—1)
Let us useZ; (called the ID space for senders) to denote
Sk, and usea(z) (called the perturbation polynomials
for verification) to denotex(x) — k * 2"~7~1. Hence, for
anyu € Z, andr, o € {0,---,27}, we haver, o * a(u)
must be in{0,--- ,2" 1 —1}. As to be described lateT,
will be used in message authentication whilér) will
be used in message verification.

« Constructing a perturbation polynomial for authentica-
tion purpose and an ID space for receivers/forwarders

Similar to the previous step, the security server randomly
constructs a univariaté,-degree polynomialg(y) over

F,. Based orj(y), all elements inF, can be divided into
2l=(r=7=1) sets

Ry = {yly € Fy, fly)—ix2 71 € {0, 277121}

fori=0,...,2-(—1 1,

Let us wuse Z, (called the ID space for
receivers/forwarders) to denoté;., and use 3(y)
(called the perturbation polynomial for authentication)
to denotes(y) — k' * 2"~7~1. Hence, for anyv € Z,
and anyr,, € {0,---,27}, ' « 3(v) must be in
{0,---,2"=1 —1}. As to be described lateZ,. will be
used in message verification, whily) will be used in
message authentication.

Node Initialization The security server preloads each
nodew (either an ordinary node or base station) with

— a unique sender ID denoted as, whereu, € Z;;

— a unique receiver ID denoted as, whereu, € Z,;

— polynomial auth,(y, z) for authenticating outgoing
messages, where

GUthu(yv Z) = f(usa Y, Z) + Tu,0 * B(y) + w1,

ry,0 1S randomly picked from{0,---,27} andr, 1
is randomly picked from{0, - - - ,2"~2};

— verification polynomial ver f,,(z,z) for verifying
passby/incoming messages, where

verfu(z,z) = f(z,ur, 2) + 7‘;70 *a(r) + 7“;,1,

.0 1S randomly picked from{0,---,27} andr;, ,
is randomly picked from{0,--- , 2"~ 1};

— secure one-way hash functiéd.); and

— system parameter.

Message Sending at Sendev¢hen a sender wants to
send message:, it constructs a message authentication
function M AF,, . (y) = authy(y, h(m)) + Sym, Where
Sum is randomly picked from{0,---,2"=2}. Then,
messag€u, m, M AF, ., (y)) is sent out.

Message Verification at Receivers/Forwardéthen the
message is received at receiver/forwardethe message
is verified by testing ifver f,, (u, h(m)) — M AF, . (v) €
{0,---,2" = 1,g— (2" —1),--- ,q — 1}. The principle
behind this step is explained as follows:

According to the above algorithm, we have

ver fy(us, h(m)) — MAF, ,,(h(m))
[f (us, vr, B(m)) 477, o % @(us) + 17, 4]
—[f(us, vr, h(M)) + 70 * B(vr) + 7wt + Sum)]
[T;,O *aus) + 7’;,1] — [Tu,0 * B(UT) + w1+ Sum)
Due to

roo*a(us) € {0,277 — 1}

Ar,, €40+ 2771}

= 1, o *aus) +7,,, €{0,---,2" -1}



(:'°_d§6‘g (";‘°f'§7"2 Next, we consider a scenario shown in Fig. 3. Let us assume

s = H = )

holding auth,(y,2))| / hominé verf, (x,z)) nodeu wants to send a message to nodesidw. Nodeu was
message T R v aeece preloadedus = 568 (from Zg) and authentication polynomial

(h(m) = 433) : i B S
" <usm, (1045 17, 45982 . 11890) > | | ver, (588n(m) ) - 32056 A authy(y,z) = f(us,y,2) + 3 x B(y) + 48. Node v was
* ! 'Succeed in Verification preloadedv, = 272 (from Z,) and verification polynomial

MAEun(y) ) beeeeednYerloRton _
) s Atter receing T verfv(:c,z) = f(x,w,z) + 2 x Oz(:Z?) —|—29 Node w Wa.S
- preloadedw, = 633 (from Z,) and verification polynomial

message after modification by Node w i MAF,u (633) = 47767
)= . Verf, (568,h(m’) ) = 42394 ¢ —
<us, m, (272;??2,)1222%, 43786)> | | F;i' in V(erif)'c)ation : ver fu(x,2) = f(x,wr,2) + 3 x @1(z) + 61.
— For a messagen, let h(m) = 433. Node u computes
Compromised , Jfﬂ%gg MAF, 1 (y) = auth,(y, h(m)) = 7045y + 45982y + 11899
Node holding verf, (x.z)) and send out,;, m along with M AF, ., (y). On receiving the
message, nodeevaluates botif AF,, ., (v, = 272) = 32111
Fig. 3. An Example of Scheme-IV and ver f,(us = 568,h(m) = 433) = 32056. Since their
difference is within
and {0,---,2"—1=255,q— (2" — 1) = 65182, --- ,65436},
Fuo * Bluy) € {0, - 2l 1) the message is verified as authentic and integral. On the

P other hand, nodev receives message: faked asm’ and
Arun €10,---, 277 M AF, .,» by a compromised intermediate node (an intruder).
Asum € {0,---,277%} It evaluatesM AF, ./ (w, = 633) = 47767 and ver f, (us =
= 100 * B(vr) + Tu1 + Sum € {0,-++,2" — 1}, 568, h(m') = 896) = 42394. Since the difference is not within
i {0,---,255,65182,---,65436}, the message is not accepted.
ver fy(us, h(m)) — MAFy,m(vr) must be in 3) Security Analysis and Evaluation:
(0,-,2"—1,g— (2" —1),--- ,q—1}. a) Capability against type-I attacks: o
Theorem 3.4:If a messagen sent by the base station is
2) An Example:We present an example in the followingmodified tom’ # m, whereh(m') # h(m), before it reaches

to illustrate the working of Scheme-IV. an innocent node:, the probability that the message is be
« Assume the security sever sets system parametées Verified by nodeu as valid is ;——.
65437,110 16, r t0 8, v to 2, andf(z, y, 2) to 62%y%2% + Proof: (similar to the proof of Theorem 3.1) ]
9221224222y 22 + 32%yz + 1220y2 22 + 18z 2 +day 2> + b) Capability against type-Il attacks:

6zyz + 42222 + 6222 + 322y® + 22y + 6xy> + 2y + Theorem 3.5:If the intruder has obtained > d, + 1
8x22+ 1222 + 18y22 + 27y%2 + 6yz2 + 9yz + 222+ 4+ Mmessage authentication functions, denotedVad F,, ., (y)

9y? + 3y + 1222 + 18z + 6. (:=0,---,n—1), the complexity for the adversary to break
« The security server randomly constructs f(u,y,z) based on the captured functions(1§2"*(4v 1)),
) Proof: (similar to the proof of Theorem 3.2) ]
a(z) = 2z° + 4, c) Capability against type-Ill attacksThis is formally

Based ona(z), set {0,---,q — 1} is divided into stated in the follpwing Theore_m 3.6. _
9l=(r=7=1) — 2048 subsets: Sy, - - ,S2047. Among Theorem 3.6:()) If the intruder has compromised

these, the largest one iS;759 where [Si750] = 50. " < min{d,,d,} nodes, it cannot breakf(z,y,z2);

Therefore, the security server gets the ID set for senddf If the intruder has compromiseds > min{dy,d,}
nodes, the complexity for it to breakf(z,y,z) is

I, = S50 = {568,1142,1501, - -}, Q(2minir2ybrmin{de+1,dy+1})
. . I Proof: (see Appendix A) [ ]
and the perturbation polynomial for verification 4) Implementation and Performance Evaluatiowe im-
a(z) = alz) — 1759 * or—7—1 _ 9,2 _ 56284 plement Scheme-IV on top of the Mica2 Mote/TinyOS plat-
form, and simulate it with TOSSIM [10]. Based on the
» Similarly, the security sever randomly constructs implementation, we measured (i) computational overhead in
B(y) = 3y% + 4y + 5, terms of the delay for message authentication and verificati

(i) memory/storage overhead in terms of the required ROM
Based on them, the security sever gets the ID set fand RAM consumption; and (iii) communication overhead in
forwarders/receivers terms of the size of a message authentication function (MAF)
B B We vary system parametetsd,, d,, d., r andy (Note
I = Rgys = {272,633,1388,---} that all the settings ensure that the complexity to breaking
as well as the perturbation polynomial for authenticatiofie secret polynomiaf(z,y, 2) is at least2®* according to
_ ) Theorems 3.5 and 3.6, and the measured results are shown
Bly) = 3y~ + 4y — 26715, in Table I, which also shows the probability that a message



is fabricated without being detected (estimated based on and verifying messages), communication and storage is
Theorem 3.4). Note that, the probability (e.g., 0.015 when low or moderate.

I =24 andr = 17) is higher than using public key techniques. « Resilience to node compromise: Sections IlI-D 3) and
However, we argue that it will not lead to the scenario that 4) demonstrate that, if system parametets,;, d,,d.,r
bogus messages are flooded over the network, because eachand~ are appropriately chosen, our proposed scheme is
message is checked independently by nodes that it passes resilient to a large number of node compromise because
and will be filtered within a small number of hops (e.g., if  breaking the scheme will require prohibitively high com-
P = 0.015, a bogus message is detected and filtered within putational complexity.

2 hops with probabilityl — 28 and within 10 hops with « Immediate and effective authentication: The low verifica-

probability 1 — 260, tion delay shown in Section IlI-D 4) and Theorem 3.4 in
As shown in the table, theomputation overheatbr mes- Section IlI-D 3) demonstrate that our proposed scheme
sage authentication and verification ranges ffons to 85ms. enables immediate authentication, and the authentication

This is much smaller than applying public key cryptographic s effective if system parametersndr are appropriately
techniques [11]-[13] to sensor motes. The evaluation t®sul  chosen.

demonstrate the range of ROM consumption (ranging ftm « Non-repudiation: Every sensor node is preloaded with
KB to 23 KB) and RAM consumption (ranging fro2 KB unique authentication functions, and the probability for
to 3.4 KB), which are acceptable storage overhead for current breaking these functions is low when system parameters
generation of sensor nodes. The table also shows the size of are appropriately chosen. Therefore, the source of a
MAF, which ranges froml2 to 24 bytes. The size is larger message can be determined the message authentication
than the size of a single MAC in TESLA-based authentication function used.
schemes and in some cases may be larger than the size of

multiple MACs in Multi-MAC-based schemes. However, the

overhead can be mitigated as the packet size increases. Nofigital Signature-Based ApproachesAs the most natural
that, although the default packet 29 bytes in TinyOS, the approach, the public key cryptography may be applied to
actually packet size of wireless sensor network could kelar generate digital signatures [3] for message authentitatio
(IEEE 802.15.4 allows packet size of up 1@8 bytes), and However, adopting this approach to resource constrainss wi
recent research [14] has verified the efficiency and reltgbil less sensor networks may either (i) results in high computa-
when the packet size is more thaf0 bytes. The overhead tional cost or (i) requires special hardware supports 411]
can also be mitigated by sending one authentication fumctifiL3], [15]. Our proposed approach only involves simple
for every a certain number of consecutive messages insfeacgigthmetic operations (i.e., polynomial evaluations oadmite
having one authentication function for each message. field) and low-cost hash functions; hence, it has much lower
overhead (i.e., a few milliseconds in authentication aniste

IV. RELATED WORK

TABLE | f milli ds i ificati
PERFORMANCERESULTS OFSCHEME IV [d, = 80, v = 8, MAF: THE SIZE ormi I.SGCOH S In veriica IOD) i .
OF MESSAGE AUTHENTICATION FUNCTION(MAF), P: THE SUCCESS PROBABILITY Multlple Message Authentication Code-Based Ap-

OF TYPE| ATTACKS (NOTEZ THE COMPLEXITY FOR TYPEIl AND TYPE-IIl ATTACKS proaCheS Some researCherS [4]’ [5] proposed to use haSh
ARE BOTH HIGHER THAN 24), N: THE SIZE OF SENDERRECEIVER ID SPACE (I.E., f - . . .
THE MAXIMUM NUMBER OF NODES CAN BE SUPPOR)] unctions to produce multiple message authentication £ode
(MACs) to authenticate messages. These schemes are more

dy [ ROM T RAM [ MAF [ Sign [ Verf P N efficient than the approach based on public key cryptography
214 - (d?f) 1(::5236 1(;33)8 (fz) (?;) é;";’g sor=1—5— However, because each secret key is shared by multiple nodes
22 | 10| 3 | 14766 1938 | 12 | 644 | 5785 006 | 2° these schemes become ineffective or even useless if a large
24 | 17 | 4 | 15036 | 2211 | 15 | 750 | 70.8 | 0.015 | 27 number of nodes are compromised. Moreover, these schemes
;3 i? ;" ig-ggg ;i;(l) ig ;;i gffz OO-(;)fS ;i cannot achieve non-repudiatio®ur proposed approach is
2 T 19 & 15338 2290 18 | 852 | 83295 oog | 2° also computationally efficient. Different from these scegm
32 | 25 | 3 | 21832 2622 | 16 | 6.31 | 57.13 | 0.015 | 2 | our proposed approach can tolerate a large number of node
3; ;ZJ i géggé ;g;é ;g ggg 73864 OO-(;)165 ;l: compromises and can achieve non-repudiation
2 T 7 25200 2986 T 20 672 7072 o005 | o7 TESLA and Its Variants. Assuming time synchronization
32 | 25| 5 [ 22976 3359 | 24 | 91 | 838 | 0.015] 2™ | among nodes as well as the sharing of initial secrets be-
32[27] 5 [22076] 3359 [ 24 [944[8435] 006 | 2" | tween authenticators and verifiers, the TESLA scheme and

its variants [6] can perform delayed authentication in the

5) Summary of Analysis and Evaluation Resultee above presence of a large number of colluding malicious nodes. In

analysis and evaluation verify that our proposed scheme hgfine scenarios, especially when the network size is large,

the following features. it is hard to determine the bound of normal delay, and

« Lightweight and scalability: As shown in Section llI-this can be exploited by the adversary to launch denial of

D 4), our proposed scheme can support a large-scakyvice attacks. Moreover, these schemes repel asynalgono
sensor network (for example, having up 267 sensor interaction between the source and the destination/veffije
nodes). And the overhead for computation (i.e., signinthe scheme cannot achieve non-repudiation, eitdewever,



our approach does not require time synchronization betweéppendix A Proof of Theorem 3.6 (sketch): Without loss of
nodes, allows immediate authentication, and is applicaible generality, we assumé, > d,,. We also assume the compro-
asynchronous communication scenarios mised nodes have sender IDs;, --- ,u, and receiver IDs:
Perturbation-based Schemes for Key Establishment vq,--- ,v,; that is, they knowauth,, (y, z) andverf,, (z, z)
Zhang and Subramanian et al. [8], [9] proposed perturbatifor : = 1,--- , n.
number and perturbation polynomial based techniques forFor case (i), the conclusion is obvious according to [16].
compromise-resilient key management in sensor networksFor case (ii), the intruder may attack in two ways:
The techniques are extended and applied in this paper, buThe first attack is only based enr f,, (z, z) = f(z,v;, 2)+
they are used for a different purpose of message authéaticata(x) + r;,, wherei = 1,--- ,n, a@(z) could be eithem(x)
Furthermore, in the message authentication scenario that v @, (z). Therefore, for an arbitrary pair of, and z,
study, every sensor node can be both sender and receiggnilar to the attack shown in the proof of Theorem 3.2, the
which pose new challenges (for example, the possibility @ftruder may attempt to infef(xo, y, 20), and the complexity
reflection attack). This also makes the perturbation tepies is Q(27(dv+1)),
devised in this paper distinguished from those in [8], [9]. The second attack is based on both compromised
ver fo, (x, z)’s and compromiseduth,, (y, z)'s: Again letz
and zo be arbitrary elements of,, and the intruder wants

We proposed a novel message authentication approg§hiing out f(xo,y, 20). Also, let a; = wverfy, (uy,w) —
which adopts a perturbed polynomial-based technique to ébthul (vi, w). Thén, we have '

multaneously accomplish the goals of lightweight, resitie

V. CONCLUSION

to node compromises, immediate authentication, scalgbili @ = verfu, (u1,20) — authy, (vi, 20)
and non-repudiation. = flur,vi, z0) + 7, o xa(u1) + 7, 4
ACKNOWLEDGEMENTS —[(f (w1, vis 20) + Ty 0 % B0i) + 7wy 1
This work is partially supported by NSF CNS-0716744 and = 1l oxa(ur) + 7y, 1 — [rus,0 % BVi) + ruy 1.

CNS-0627354. This is equivalent to

REFERENCES
/

[1] 1. Akyildiz, W. Su, Y. Sankarasubramaniam, and E.CayirtVireless Tys1 = G+ Tuy 0% B(vi) + rus1 — T;i,o *a(u).
ggggor Networks: A SurveyComputer Networkssol. 38, no. 4, March
. d i
[2] H.Chan and A. Perrig, “Security and Privacy in Sensoniteks,” IEEE Let f(xo,y, 20) = Zjio Cj;y’. Then, we have
Computer October 2003. = ) ’
[3] C. K. Won and S. S. Lam, “Digital signatures for flows andlticasts,” d,

IEEE ICNP, 1999. o o . , . ,
[4] F. Ye, H. Luo, S. Lu, and L. Zhang, “Statistical En-routétd¥in Z Ci(v;)? = wverfy, (xo, 20) — [, o * @(x0) + 70 1]
ggcl)ry'ected False Data in Sensor Network$ZEE Infocom’04 Marc ’ “ “

a <.
<
o

[5] S. Zhu, S. Setia, S. Jajodia, and P. Ning, “An Int_erleab‘k:b-b%-Hop
Authentication Scheme for,FlItenn% False Data in Sens ks, )
IEEE Symgosmm on Security and Priva@p04. o = Ci(v;)? = verfu, (x0, 20) — a;

[6] A. Perrig, R. Canetti, J. Tygar, and D. Song, “Efficient tAentication :
and Signing of Multicast Streams over Lossy ChanndEEE Sympo- :
sium on Security and Privac aa/ 2000. / — — el

[7] S. Bhattacharya, H. Kim, S. Prabh, and T. Abdelzaher, eligy- F7;,0 * [@(u1) —@(z0)] — ruy,0 * B(vi) — Tuy 1
(S:onserv,i\lng Da&a alag%megtoggd Asynchronous Multicast ireldds

ensor Networks,' MobiSys . i i i i

[8] N. Subramanian, C. Yang, and W. Zhan% “Securing distedd data In, this system ?f Imear equatlon_s’ unkrlowns_mdua?
storage and retrieval in sensor network&EE International Conference (j = 0,--- ,dy,), rl. o (1 =1,--- ,n), @(u1) —a@(xo), B, (u1),
on Pervasive Computing and Communications (PerCavigrch 2007. 2 . i d Each =7 .

[9] W. Zhang, M. Tran, S."Zhu, and G, Cao, “A Random Pertudrati 71,0 * Bvi) @ =1,-- ,n), andry, 1. acnry, o * B(vi) is
Eﬂ%ﬁg Oiag\g';t%nfggfz%%g““mem Scheme for Sensor Nes@okcM  an instance of the,, o * 3(y). Hence, it can be expressed

[10] Philip Levis, Nelson Lee, Matt Welsh, and David CullefTossim: as 2410 Bjy* with (d, + 1) unknowns. Therefore, the total
Accurate and scalable simulation of entire tinyos a[g]bmz" in J=
groceedisngs of thg FiSrst éga/lep%onference on Embedded Neesorknumber of unknowns becomesd, +n-+4. On the other hand,

ensor Systems (SenSys 3. ] ) ; ;

[11] D. Malan, M. V\/.e?Sh, and M. Smith, "A public-key infrastcture for the total numbgr of equationsis Hence2xd, +4 unknowns
key distribution in tinyos based on elliptic curve Cryptaghy,” First — should be eliminated. Also note that the scope of eggch
IEEE International Conference on Sensor and Ad Hoc Commatinits . L i)
and Networks (SECONDctober 2004. is 27, which is smaller than the scope of any other unknowns.

[12] R.Watro, D. Kong, S. Cuti, C. Gardiner, C. Lynn, and Puis, “Tinypk: i ; ; ; i i
Securing sensor networks with public key techologheM SAS}\/‘,M Therefo_re, eliminating these varlables_ is more efficierinth
October 2004. eliminating others. The complexity to figure out correctiet

[13] A. Wander, N. Gura, H. Eberle, V. Gupta, and S. Shantz,nefg . .
analysis of public-key cryptography for wireless sensotwneks,y values of these: independent unknowns iQ(2"*7). After

Third IEEE International Conference on Pervasive Computiand
Communication (PerCom 20Q8)larch 2005. g that, the number of unknown can be reduced $al, + 4, and
[14] B. Gougard, F. Catthoor, D. Daly, A. Chandrakasan, and&haene, can be solved when > 2 x dy+4>2x% (dy +1). Therefore,

“Energy efficiency of the IEEE '802.15.4 standard in densecless . . o Dieyr(dy 1)

Bﬁx:_lr_%s%%%%r networks: modeling and improvement perspesti I EEE the complexity of this attack IQ(Q ¥ )

. ity i ; *(dy+1 2xyx(dy+1

[15] G. Gaubatz, J. Kaps, E. Ozturk and B. Sunar, “State ofthén ultra- Overall, the qomplexny IQ(szL{T (dy+1) 92xvx(dy .

EJF\JN gg\é\/e{éﬁlb“c key cryptography for wireless sensor neksg 2005,  Further, dropping the assumption df < d,, we get the
[16] C. Blundo, A. De Santis, A. Herzberg, S. Kutten, U. Vaccand M. complexity of Q(2men{r.2«ybxmin{de+1.d,+1})

Yung, “Perfectly-Secure Key Distribution for Dynamic Cenénces,”

Lecture Notes in Computer Scienaml. 740, pp. 471-486, 1993.

<
I



