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NJIT CIS 350—Computers and Society

http://ccsweb.njit.edu/~cis350
Course Syllabus—Spring 2003 (DL- section 454) 

Dr. Roxanne Hiltz and Peishih Chang ("double" section)

hiltz@adm.njit.edu 

(Note: some additional readings may  be added during the course of the semester or changes in assignments may be made. ) 

Objectives
The goals of this course are as follows.  Upon the completion of this course you should:

1. Know the good and bad ways computers affect people.  

You will be familiar with the variety of topics and studies in the area of Computers and Society. 
2. Understand theories of ethical decision making.  

You will know the types of ethical and legal dilemmas that you will face as a computer professional, and you will understand your responsibility as a professional in those situations.

3. Be able to read critically and understand the professional literature in the field.  Whenever you read new information you will learn to ask the questions:

· How valid and generalizable are these observations or results?

· Might they be limited to a specific type of computer system, a specific social context, or a specific type of implementation?

· Was the author biased in any way?

4. Improve your ability to communicate about social and ethical issues in the computing sciences, in writing and orally. 

5. Realize a permanent change in your professional attitude towards computers.
In the future, whenever you are in the position of designing, implementing, or managing a computer system or working with other computer professionals you will understand your responsibilities and the impacts your work has on society.

Course Materials
Course Website ( all sections)(still under construction):
All of the course materials can be obtained via the course website.  Whenever you have a question about the course please consult this resource first.

http://ccsweb.njit.edu/~cis350
Textbook:
Johnson, Deborah.  Computer Ethics, 3rd ed.  Prentice Hall College Division.  2000. ISBN 0130836990

(NOTE: Please make sure you buy the 3rd edition of the text.)
Professional Journal Articles:
We will read about thirty professional journal articles this semester.  All of them are available online.  You will find links and instructions for accessing the articles at the course website.  Do not get behind in the reading.  You will regret it.

WebBoard Class Discussions and Assignments: 


For my distance section in the Spring of 2002, all assignments and class activities will occur online.  Find the class Webboard and sign on and introduce yourself during the week before the course officially begins, if possible ( and by Friday January 25 at the latest) and participate there regularly.  This is the heart of the online course. 

Lectures:

The lectures are a brief, introductory overview of  the themes and materials in a module. They are not tied to the specific textbook or readings used in a particular section in a specific semester, since these may change frequently and vary from section to section. The lectures should be listened to/viewed before you try the specific readings on the topic suggested for that semester.  

For Distance Learning students the course lectures are available in Powerpoint plus audio  format.  These can be accessed in two ways.  You may:

1. Buy the lectures on CD-ROM from HAVE, Inc.

The CD-ROM may be ordered from HAVE’s website:

http://www.haveinc.com/mall/store1/
This CD-Rom also includes the Powerpoint notes, which you will want to print ahead of time for taking your additional notes while listening.

2. Watch the streaming videos online via the course website.

3. If you want to watch the videos from an off-campus location you must set up a VPN (Virtual Private Network) on your home computer.  Please see the course website for instructions on how to do this. 

Other Helpful Materials:
In addition to the resources listed above you will find many other helpful and informative resources at the course website.  It is almost certain that you will not be successful in completing this course if you do not use this resource often.  In case you missed it, the website is http://ccsweb.njit.edu/~cis350.

Assignments and Grading
General Policy: You will be penalized 2 points a day, or ten points a week, for unexcused latenesses. Some assignments need to be completed by certain dates to receive any credit at all. No late assignments may be turned in after the last day of the class for credit. It may be possible to re-do an assignment for a better grade shortly after receiving your grade; ask; but in no case will a redone assignment receive a grade higher than 90.

The grade distribution for the course will be approximately as follows:

	Assignment
	Percentage of Semester Grade

	Community Service Internship

—OR—

Research Project
	25%

	
	

	Participation in Online/In-class Discussion
	20%

	Ethics Case Analysis (Group Assignment)
	10%

	Several shorter assignments
	20%

	Midterm Exam
	10%

	Final Exam
	15%


Community Service Internship:
You will have the opportunity to spend 30 hours this semester in the employ of a Newark-area non-profit organization using your computer/technical skills to help that organization achieve it’s goals.  Typically non-profit organizations have very limited resources and cannot afford to hire professional computer programmers or consultants to build and maintain their systems.  The goal of this assignment is to give you valuable experience doing real work in your field and at the same time help improve the community that hosts our school.

The internships will be coordinated by Ms. Vivian Lanzot (lanzot@njit.edu) through NJIT’s Office of Career Development Services located on the 4th floor of Campbell Hall.  There will be several orientation sessions at the beginning of the semester coordinated by Ms. Lanzot.  The details for this assignment will be posted on the course website.

Research Project:
The alternative to the Community Service Internship, is to join one of several available group research projects, in which you will perform a literature review, collect actual data, and analyze that data. The research project will involve a significant amount of your time and energy and will result in a roughly 30 page report to be turned in at the end of the semester ( including appendices, such as interview transcripts).


Each of the projects is limited to about 10 people and is voluntarily led by a CIS 350 instructor or a Ph.D. student. The options available for the spring will be posted by the week in which you are to make a project choice. 

Online Participation:
The topics of this course will be very relevant to your personal and professional lives.  The best way for you and your classmates to see that is to participate in discussions about these topics.  Failure to participate is to rob yourself and your classmates of the opportunity to make this class truly interesting at a personal level.  There will be weekly topics given to the class as a whole to discuss via the WebBoard.  You will lose points if you do not add your thoughts and comments to these discussions.  The participation will be divided into the first 6- 7 weeks and the second 6- 7 weeks.  Each week, you can earn a maximum of 20 points for your participation that week.

Ethics Case Analysis Group Project:
The only way to truly understand ethics is to apply the theories to real-world situations.  You will be divided into groups of four or five students.  Each group will be responsible for reading and analyzing an ethical case scenario.  You will be graded both on your individual analysis and on your participation in contributing to the final group report.

Shorter assignments: 

These might include a short introductory assignment at the beginning of the semester, and  two presentations to the class, at least one of which will be a prepared oral presentation (that might use Powerpoint plus audio, for distance students). These assignments will probably  include a "debate" on a contemporary issue. 

Midterm and Final Examinations:
There will be two exams in this course.  The midterm will cover the material from the first half of the course, the final will cover the second half of the course.  These exams are designed to test your individual effort and understanding of the course material.

Course Schedule and Readings
All readings and assignments are required.  Please do not assume otherwise.
Part 1—History, Theory, Research Methods, and Ethics: 

This part will last for approximately the first four weeks of the course.  During this time you will acquire the intellectual tools that you will need to discuss and analyze the issues we will discuss during Part 2 of the course.

Week 1—History of Computers and Theoretical Perspectives of Computing Research
(January 21- 26) 

During this week we will briefly cover the history of the computer.  Next we will discuss the different approaches that different people have taken towards the study of the social impacts of computing.  You are responsible for the following:

Lecture:


1. Watch "lecture 1" "History and theoretical perspectives" from the CD Rom or streaming video


2.  Listen to / watch the supplementary  E-Lecture on the History of Computing available through the course website

Readings:
1. Kling, R.  "Social Analyses of Computing"  Computing Surveys, 12(1), March 1980; YOU ARE REQUIRED TO LOOK ONLY AT THE TWO PAGE SUMMARY CHART on the six perspectives.  The rest of the article is optional. 

2. Johnson Chapter 1

Assignments:

1. WebBoard Tutorial

2. Self-Introduction on the course WebBoard

3. Optional: chat session Tuesday Jan 21, 8 pm, on Webboard.

4. Questions for discussion ( this week and every week), on WebBoard.  

Week 2—Research Methodology Used by Social Researchers of Computing
During this week we will discuss the scientific method and the techniques that researchers use to further our understanding of how computers impact our daily lives.  You will acquire the skills needed to read critically and analyze all of the rest of the articles in this course.  You are responsible for the following:

Lectures: 

Watch "Lecture 2,"  "Empirical Studies: Theory and Method" 

  AND "Lecture 3: Empirical Studies of the Impacts of Computers" 

Readings:
1. Irving et. al., "Computerized Performance Monitoring Systems,"  CACM August 1986.      ( Uses survey method, and is "flawed." Look at this in terms of methods of data collection and analysis as well as content).

2 Katz, J.E. and Aspden, P.  A nation of strangers?  CACM (Communications of the ACM), Dec. 1997, 81-86.

3 Kai Lim and Izak Benbasat, "The Influence of Multimedia on Improving the Comprehension of Organizational Information."  JMIS, 19, 1 (Summer 2002), 99- 128.  (this is a "serious" experimental study in one of the top three research journals in Information Systems; Suggest you skim first, then go back and pick out important details of the study design and findings). 

Assignments:
1. WebBoard Discussion Topic

2. Attend Community Service Internship Orientation or Watch E-Lecture on Community Service Internships

3. Prepare your resume for applying to Internship Sites

4. OR (for non-internship people) Choose a project to be involved in for your individual research paper

Week 3—( Feb 3- 9) Ethical Theories and Ethical Analysis
During this week we will learn about ethical theories of decision making and begin learning how to apply them to real scenarios.  We will use these skills over and over this semester as we discuss later topics, so it is crucial to get the most out of these lectures.  You are responsible for the following:


Lecture: Watch "Lecture 11," "Ethics" 

Readings:
1. Johnson Chapters 2 and 3

2. Laudon, K.C.  Ethical concepts and information technology.  CACM Dec. 

1995, 33-39.  

3. Print and MEMORIZE: the ACM code of ethics, which you can find at www.acm.org

4. Software engineering code of ethics is approved; Don Gotterbarn, Keith Miller, and Simon Rogerson; Commun. ACM 42, 10 (Oct. 1999), Pages 102 - 107 

http://www.acm.org/pubs/citations/journals/cacm/1999-42-10/p102-gotterbarn/  

Assignments:

1. WebBoard Discussion Topic: Ethics Case Analysis

2. POST YOUR PROJECT: Contact Internship Sites, Finalize Placement, Make a work schedule

OR- Be accepted into and Start participating in the group project

Week 4— (Feb 10-16--) Ethical Analysis Continued
During this week we will practice/discuss the applications of the theories we learned in the previous week to actual cases.  We will study methodology for doing so that has been established in the computing community.  You are responsible for the following:

Readings:
1. Loch, K.D. and Confer, S. Evaluating ethical decision making and computer use.  CACM  July 1996, 74- 83.

2. Wood-Harper, A.T. et. al, The ethical systems analyst.  CACM  March 1996, 69- 77. 

3. Berdichevski. Towards an Ethics of Persuasive Technology, CACM, May 1999. 

Assignments:
1. WebBoard Discussion Topic: Ethics Case Analysis

2. Continue Experiment assignment ( lasts Feb 11- March 13) 

3. Begin your internship or research project, if you have not previously done so.

Part 2—Social Issues Caused by the Rise of Computer Technology

Now, in the second part of the course begins our discussion of the many topics and issues related to the introduction of computers into society.  Each week for the rest of the semester we will take up a different issue.  There is not always a clear boundary between issues and often our discussion during one week will run over into another week or relate to several other issues that we’ll discuss this semester.  Throughout this discussion you are expected and encouraged to continually try to apply the ethical theories that we have studied to each issue.  Who are the stakeholders and what are the stakes?  Always keep in mind the question: How does this relate to me and what will be my role as a computer professional?  As you read the articles for each week, remember to ask yourself if you believe and/or agree with what each author has to say.  How well have the authors researched the issues?  How well have they backed up their claims?

Week 5—Issue 1: Computers, Equity, Education, and the Digital Divide
What is equity?  In the game of life computers change the level of the playing field for the players.  Is it a fair game?  Should it be?  These are the issues we will discuss this week.  We will explore gender equity in particular as an example, but these concepts will apply to other social dividers such as race, ethnicity, age, religion, and disability status.  You are responsible for the following:

Lecture: "Lecture 6", ""Computers, Education, and Equity"

Readings:

1. Rockman, S.  Inschool or out: Technology, equity, and the future of our kids.  CACM, June 1995, 25- 29.

2. Marchioni, G. and Maurer, H.  The roles of digital libraries in teaching and learning.  CACM  April 1995, 67- 75. 


3. Hiltz, S.R. and Wellman, B. Asynchronous Learning Networks as a Virtual Classroom.  Communications of the ACM, Sept. 1997, 44-49. 

Assignments:

1. WebBoard Discussion Topic:  How is “equity” different from “equality”?  Contrast the notion of equity with the notion of maximizing the good for the most people espoused by utilitarian ethics theory.

2. (Continue experiment assignment) 

Week 6 (Feb. 24- March 2)  Equity  and Ethical Issues, Continued: Issue 2,  Computers in Medicine 



Lecture: Watch "Lecture 7," "Computers in Medicine" 



Readings

1. Raghupath, W. ‘Healthcare information systems," and Anderson, J. G., "Clearing the way for physicians use of clinical information systems," CACM, Aug. 1997, 81- 90. 

2. Blyth, "What happens if medical information systems fail?" ACM Computers and Society, Dec. 1996, 25-26. 

Assignments: 1. By Monday, Feb. 25: Post one or more possible questions for the midterm, with indication of where the answer may be found… 

  Midterm exam on the first six weeks-- The midterm date on the NJIT campus is anticipated to be Saturday  March 8.  . Times on the Mt. Laurel Campus will  be Friday or Saturday. 

Week  7 + 8 — (March 3-16 ) Issue 3: Computers, the Government, and the Military
The U.S. government uses more computers than any other single organization on the planet.  Advanced military research projects frequently are the basis for technologies which are later widely used by ordinary citizens.  This week we will look at how computers change the nature of government and warfare, and in turn how these changes impact society as a whole.  You are responsible for the following:

Lecture : Watch "Lecture 5" "Computers and Government" 

Readings weeks 7and 8:

1. Johnson Chapter 8

2. Dutton, W.H., Elberse, & Hale, A Case study of a netizen’s guide to elections, CACM, December 1999, 48- 54. 

3.  Hoffman & Cranor, "Internet voting for public officials," CACM jan 2001, 69- 85. 

4. Borning, "Computer System Reliability and Nuclear War," CACM Feb. 1987
Assignments:
1. Find an update online to the issue of the reliability of anti-missile defense and "smart weapons" .


2. (probably a debate, to extend over the spring break)
***SPRING BREAK*** (March17-23)

Week 9 (March 24- 30) —Issue 4: Computers and Work/Business
Computers have completely changed our companies and industries.  We will look at issues of industrial and office automation, computerized performance monitoring, deskilling vs. upgrading, telecommuting, virtual organizations and e-commerce.  You are responsible for the following:


Lecture:  Watch "Lecture 4" "Computers and Work" 

Readings:
1. Eason, K. "Changing perspectives on the organizational consequences of information technology,"  Behavior & Information Technology, 20, 5 (2001), pp. 323- 328.

2.  Christiaanse, Ellen and Venkatraman, N., "Beyond SABRE: An empirical test of expertise exploitation in electronic  channels."  MIS Quarterly, 16, 1 (March 2002), pp. 15-38. (Try to "skim" this for the main ideas and the methods used. You are not responsible for the details of the statistical analysis).

3. Belanger, Colins and Cheney, "Technology Requirements and work group communication for telecommuters." Information Systems Research, 12, 2 (June 2001), 155-176.  (Another "difficult" paper in a top rated journal; as above, try to skim for research questions, methods, findings, and implications) 

Assignments:   

(Response to other's debate postings; debate concludes) 

Week 10 (March 31- April 6) —Issue 5: Privacy and Civil Liberties
What is privacy?  Why is privacy important?  What issues related to privacy must you understand as a computer professional?  You are responsible for the following:

Lecture: "Lecture 8" "Computerized data bases and Privacy" 

Readings:
1. Johnson Chapter 5

2. Laudon, K.C.  Markets and Privacy.  CACM, Sept. 1996, 92- 104.

3. Lin &  Loui, "Taking the Byte out of  cookies: Privacy, consent and the web.  Computers and Society, June 1998, 39- 51.  

4. Munro, Neil, "The Ever-Expanding Network of Local and Federal Databases,"  CACM July 2002, 17- 19.

Assignments:
1. WebBoard Discussion: Do you believe Johnson when she claims that loss of privacy results in loss of autonomy and increased conformity?

Week 11 (April 7- 13) —Issue 6: Computer Crime and  Security
How are computer systems abused, or used to hurt others? How do we make information secure on computers? What does the law say?  You are responsible for the following:

Lecture:  "Lecture 9" " privacy, Security, Computers and the Law" 

Readings:

1. Johnson Chapter 4

2.  Chin, S.K, High-confidence design for security, CACM, July 1999, 33-37. 

Assignments:

1. WebBoard Discussion: Who should be held responsible for security breaches and information lost due to inadequate security measures?

2. (second) Ethical case analysis, part 1, individual analysis

Week 12 (April 14- 20) —Issue 7: Intellectual Property and Responsible Computing
What is intellectual property and how is it protected?  What problems does software pose to our notions of intellectual property?  What are your responsibilities as a computer professional?  You are responsible for the following:

Lecture: "Lecture 12" "Protection of Intellectual Property in Software" 

Readings:
1. Johnson Chapters 6 and 7

2. Davis, R. et. al, A new view of intellectual property and software.  CACM  March 1996, 21- 30.

3.  (skim) site on the Digital Millennium Copyright Act - http://www.loc.gov/copyright/legislation/dmca.pdf
4.  Davis, R., The Digital Dilemma, CACM, Feb. 2001, 77- 83. 


Assignments:
1. WebBoard Discussion: Is copying software okay?

2. Ethical case analysis, Group part due

Week 13 (April21-27)  —Issue 9 "Responsible Computing" 

Lecture: Watch "Lecture 13," "Responsible Computing" 


Readings: Each student will be assigned an article from the special millennium issue of CACM, "The Next 1000 years", or from another recent article on a future computing technology, to read and to post a short "oral report" on. 

Assignments:

1. WebBoard Discussion; post your audio "nugget" on your articles

2. Finish working on your term project

Week 14 (April 28- May 4) —The Future: Putting it all together
Lecture: "Lecture 14, "Social Responsibility, Computing, and Impacts in the Future" 

Readings:

1. Allen, J.P. Who shapes the future?  ACM Computers and Society, June 1998,  3- 8. 

2. Shneiderman, B., "Creativity Support Systems," CACM Oct. 2002, 116- 126. 

Assignments:
1. Term projects (Internship report or research paper) are due Monday, May 5. 

2. Web-Board discussion continues  on the Millennium issue of CACM and the future of computing. 

3. Study for the final; suggest a question. 

Final exam, Friday evening May 9 or Sat. or Sunday daytimes, proctored by DL on NJIT campus.  Mount Laurel, may be only Saturday. 
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