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Abstract—Despite several decades of research and develop-
ment, the dependable verification / certification of software prod-
ucts remains an elusive goal, and software is routinely delivered
with known failures but undiagnosed faults. Several obstacles
come to mind to explain this gap: the absence of validated
specifications against which the program must be verified; the
difficulty to capture the semantics of programs, most notably
iterative constructs; the size and complexity of verification
tasks; the depth / level of expertise that is required to operate
verification tools. In this paper, we present the specification of
an interactive environment that enables the software engineer (or
the software engineering student) to verify the correctness of a
program by juggling / negociating what the engineer wishes the
program does with what the program actually does, as written.
The use-case scenario we envision is that a programmer (or
engineer or student) may start a session with an incomplete or
an invalid specification and an incorrect program, and conclude
with a validated specification and a verified program.
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I. PROGRAM CORRECTNESS: A STUBBORN CHALLENGE

While research in program verification has achieved great

strides in the last few decades, proving the correctness of

production software with respect to a formal specification

remains the exception rather than the rule. Most software

is shipped with known failures but undiagnozed / untreated

faults; and software engineering students get their first ex-

posure to programming in an environment where correctness

is not given the same attention/ emphasis as it is in other

engineering disciplines. Specifications are vaguely defined

through rambling/ chatty programming assignments, which

mix requirement specifications with design guidance; the con-

cept of correctness is only casually broached and discussed;

and correctness verification is achieved by default through

testing on ramdomly selected data against vaguely specified

requirements. This situation is made more critical by recent

trends, whereby students get their first exposure to program-

ming in high school, at a time when they do not necessarily

have the logic and discrete mathematics background that is

needed to understand program semantics or the concept of

correctness. Most universities attempt to remedy this situation

by including a course on program correctness verification in

Junior or Senior year, when students have had a chance to

gain some programming experience, and have taken courses

in discrete mathematics and logic. But software engineering is

still the only engineering discipline where we teach students

how to develop artifacts several years before we teach them

how to develop correct artifacts, or even what is a correct

artifact.

Several reasons can be cited to explain why the routine

verification of program correctness remains an elusive goal,

despite several decades of research and technology transfer

[1, 4, 19, 38].

• The Complexity of the Task. To prove the correctness of a

program requires that we have a complete, valid, detailed

specification of what the program is supposed to do; this

alone is a significant obstacle in practice, as generating

specifications involves a multitude of stakeholders, re-

quirements, and constraints. In addition, one must also

capture the semantics of the program (a challenging task

in light of the size and complexity of typical programs),

and must use a definition of refinement to match the

program against the specification [23, 34].

• The Lack of Automated Tools. The only way to control

the complexity of the correctness verification tasks is to

deploy automated tools; but some aspects of correctness

verification are not automatable, and require creative

human intervention. This is the case of loop invariant gen-

eration, which has mobilized a vast amount of research

effort, with limited success [2, 12, 17, 29, 35].

• The Lack of Qualified Personnel. Learning about program

correctness and correctness verification several years after

learning to program is better than nothing, but is not

very good; by the time students are exposed to ideas of

program correctness, they have been writing programs

for several years, and have acquired programming habits

and reflexes that do not integrate correctness concerns;

they may perceive correctness concerns as a distraction

that interferes with their operations and affects their

productivity.

• The Social Nature of Proofs. In [9] De Millo et al. argue,

justifiably, that there is nothing absolute about a proof;

we consider that a program is proven correct only if

we have reviewed its proof step by step, and believe or

trust that all the steps are valid beyond reasonable doubt.

Even if we had a fully automated program verifier (that

requires no human intervention), it take a huge leap of



faith to consider that a program is correct, simply on the

grunds that the verifier declares it to be correct. Hence

in practice, in order for a user to consider that a program

is correct, he or she must be involved in the process of

analyzing the proof of correctness.

In light of these premises, we present in this paper the

specification of an automated tool that supports the user (be it a

programmer, a software engineer, a V& V engineer, a student,

etc) in analyzing and verifying the correctness of a program.

The main focus of this tool is to offer the user a way to

submit queries about the functional attributes of the program,

as written. The main distinguishing attribute of our approach

is that we attempt to capture the precise semantics of iterative

constructs, whereas virtually all alternative approaches approx-

imate the behavior of iterative constructs by loop unrolling (a

process that is necessarily incomplete).

In section II we present a high-level specification of the

proposed environment by cataloguing its vocabulary of func-

tions and illustrating its use. In section III we discuss the

design of the environment, and show how our ability to deliver

the proposed functionality depends critically on the ability to

derive the function of a program or program part; this is the

focus of sections IV and V. We conclude in section VI with a

summary, comparison to related work, and prospects for future

research.

II. SPECIFICATION OF THE ENVIRONMENT

A. A Vocabulary for Queries

As a first cut, we envision a graphic user interface that

includes two windows: one window holds the source code

of the program under review; the other window holds the

query/response stream of the session. We propose four user

queries to support the analysis of a program: Assume(), Cap-

ture(), Verify() and Establish(). These functions may be applied

to one of two arguments: either a label in the source code of

the program (if we are interested in the state of the program

at that label); or a highlighted and named program part (if we

are interested in the function of the specified program part).

We present them in turn, below:

• Assume(). This clause formulates an assumption the user

makes about the state of the program at some location

in the source code (identified by a label), or about

the function of some program part that is identified

(highlighted and named) in the source code. An obvious

use of this clause may be to declare the precondition of

a program (e.g. the conditions that we assume the inputs

of a program part or subroutine to satisfy); other possible

uses include, e.g. to make an assumption about a function

that is called in a program part, as a condition for proving

a property about the program part.

• Capture(). This clause may refer to a program location or

a program part; it may be used to characterize program

states at a location in the source code (e.g. a loop

invariant) or to compute the function of a program part

(e.g. the function of a loop).

• Verify(). This clause is used to verify functional properties

of program states or program parts; for example, we may

want to verify that the states of a program at a particular

location satisfy some condition, given what we know

from the Assume() statements; or we may want to verify

that a program part satisfies (is correct with respect to)

some specification.

• Establish(). We envision to leverage the technology of

program repair to enable the user to repair a program part

with respect to a local specification. For example, if the

user attempts to verify that a program part is correct with

respect to a specification and the Verify() query returns

failure, the user may submit the Establish() query with

the same parameters as Verify(), and check whether the

proposed repairs make sense. While the technology of

program repair strains against programs of large size [18],

it may prove effective for small program parts.

For the sake of orthogonality and simplicity, we consider two

predefined predicates that may be used in Assume(), Verify(),

or Establish() clauses, namely:

• implies(), which we use to represent the property that

the state space of the program at some label logically

implies a given condition.

• refines(), which we use to represent the property

that the function of a program or program part refines

a particular specification.

Given that we model state spaces by sets, programs by

functions on state spaces and specifications by relations on

state spaces, we argue that it is sufficient to have the means to

compare sets (with implies) and relations (with refines).

Given a program part or an execution path, we may be

interested to know under what condition the program part

terminates normally, or under what condition the selected path

is indeed executed. To this effect, we introduce the following

function:

• domain(P), where P is a program, program part or

an execution path, returns the condition under which P

terminates after a finite number of steps, and it does

not cause any exceptional condition such as an illegal

arithmetic operation (division by zero, log of a non-

positive number, square root of a negative number, etc),

a memory violation (array reference out of bound, nil

pointer reference, etc), an arithmetic overflow, underflow,

etc [10].

We design this environment in such a way that the machinery

that analyzes the source code and manages the interaction with

the user is orthogonal to the machinery that stores, compiles

and manages the programming knowledge and the domain

knowledge that are needed to interpret queries and reply to

them.

B. Sample Queries

In this section, we discuss more broadly how questions

that a user may have on a program can be formulated using

the vocabulary of queries, predicates and functions that we



{int x, y,...; // state space

main()

{read(x, y, ...);// input capture

Pre: // label we use to formulate precondition

int i=1; float z=0.0; // initialization

Inv: while (cond) // Inv: Loop Invariant Label

{b1; //some code

Int: ... // intermadiate assertion label
b2; } //more code

Post: write(x); // Post condition

}

}

W

Fig. 1. Use Case Scenario

have introduced above. To this effect, we consider the sample

program outlined in Figure 1. The bold-face tokens (Pre, Inv,

Int, Post) represent program labels, as they are allowed in

C++ syntax; note that label Inv, which we write before the

while statement, is intended to represent the control point

right before the loop condition (see the flowchart in Figure

2), but C++ syntax does not allow us to write {while Inv:

(cond) {..}}. We want this label to capture the loop

invariant of the loop, but if we write it inside the loop body,

as in {while (cond) {Inv:..}}, it would look like it is

downstream of the (cond) test, when in fact loop invariants

in the sense of Hoare [24] are attached to the control point

immediately preceding the test. We resolve that if we want to

represent a label for the loop invariant we write it right before

the while statement, as in {Inv: while (cond) ...},

and if we want to define a label prior to a while loop, we

insert a skip() statement, as in: {L: skip(); while

(cond) {..}}, or simply a blank statement, as in: {L: ;

Inv: while (cond) {..}}. Figure 2 shows the precise

location of the labels that appear in Figure 1.

We imagine a few possible questions that a user may want

to ask about this program, and discuss how to formulate

these questions in terms of our vocabulary of functions and

predicates:

• Imagine that x and y are input variables that the program

is supposed to read and that, according to the specifi-

cation, these variables are supposed to receive positive

values. Then the user may want to declare:

> @Pre: Assume(x>0 & y>0).

> @Pre: Assume(true).

• Imagine that we have highlghted part of the code, for

example the while loop, and given it a name (W ), then

we can refer to it by the selected name. If we want to

determine the function that the loop defines (between its

initial states and its final states) then we submit:

> @W: Capture().

• If the function of the loop is too complicated and all

main()

❄
read(x,y,..);

❄
Pre

Inv

int i=0; float z=0.0;

❄

�
��

❅
❅❅

❅
❅❅

�
��

t✛
F

❄T

{b1;

❄ ✲
Int

Post

✻

b2;}

✻
✛

❄
Write(x);

Fig. 2. Flowchart of Use Case Scenario

we want to check is whether the loop satisfies some

specification R (e.g. some critical requirement), we write:

> R = { ...binary predicate...}.

> @W: Verify(refines(R)).

• If we want to know the condition under which the loop

terminates without raising an exception, we write:

> @W: Capture(domain()).

• If the expression of the domain of W is too complicated

and all we want to know is that some condition C ensures

that the loop terminates normally, then we write:

> C = {...unary predicate...}.

> @W: Verify(implies(C, domain())).

• If we want to compute the (strongest) loop invariant of the

while loop W for the given precondition inferred from

the Assume() statement and the initialization, then we

write:

> Assume(x>0 & y>0).

> @Inv: Capture().

• If we want to characterize the state of the program at

label Int in the loop body of W , then we write:

> @Int: Capture().

We discuss in section IV-B how we can propagate an

assertion through a finite path in a program.

• If we want to characterize the final states of this program

at label Post, we can write:

> @Post: Capture().

• If we want to compute the weakest precondition of a

program part, say P , we can declare the post-condition

at the end of P using the Assert() then call:

> @P: Capture(domain()).



C. A Sample Use Case

In this section we present a sample use case to illus-

trate how we envision that our environment can help a

user pin down the pre/post specification of a program and

prove the correctness of the program with respect to the

specification, where the precondition is captured in an As-

sume() statement and the postcondition is captured in a

Verify() statement. We refer to the video that is posted at:

http://web.njit.edu/˜mili/acvedemo.mp4.

We discuss what happens in this video at successive times

in its chronometer:

00:02 We select the program file that we want to analyze.

00:07 This file is uploaded in the left window; the right window

is ready to receive queries.

00:24 The user vaguely understands that this program computes

the product of x and y into z, so he/she requests that the

post condition z = x× y be verified at label @post.

00:28 The system returns FALSE.

00:44 The user remembers that actually what the program does

is to store in the final value of z the product of the initial

values of x and y; and resolves to freeze the initial values

of x and y into constants x0 and y0, so as to refer to

them in the post-condition. To this effect, the user enters

an Assume() statement at label @pre.

00:48 The system acknowledges the assumption made at label

@pre.

01:06 Now the user submits the postcondition z = x0 × y0,

and queries the system whether this postcondition is now

verified at label @post.

01:10 the system returns FALSE.

01:33 The user realizes that actually the loop adds the product

x0×y0 to variable z; hence in order for the postcondition

z = x0× y0 to hold at label @post variable z has to be

initialized to 0; before he/ she changes the program, the

user adds the clause z = 0 to the precondition.

01:39 The system acknowledges the new assumption at label

@pre.

01:53 With great confidence, now the user submits the query

z = x0 × y0 at label @post, expecting it to be verified

this time.

02:01 Almost: the system finds that the assumption made at

label @pre does not guarantee that label @post is ever

reached; but that if it is reached, then the post condition

z = x0 × y0 is verified. Now the user focuses on the

question: what condition must hold at label @pre to

ensure that label @post is reached? The user realizes

that if y is negative at label @pre then the loop does not

terminate.

02:27 The user adds the clause y ≥ 0 to the precondition.

02:32 The new assumption/ precondition is acknowledged.

02:44 The user submits the query z = x0× y0 at label @post

for the third time.

02:50 This time the post condition is verified.

02:54 The user clears the session.

02:57 The screen is cleared (and all previous assumptions are

erased).

03:06 The source code is modified by adding the initialization

z=0.

03:30 The user formulates a new assumption at label @pre: we

freeze variables x and y at x0 and y0, and we assume

that y is non-negative.

03:33 The assumption is acknowledge/ recorded.

03:45 The user attempts to verify the postcondition z = x0×y0
at label @post.

03:50 The system returns TRUE.

03:54 The user selects file mult2.cpp for analysis.

03:57 Since file mult.cpp has been modified, the user is

asked whether he/she wants it to be saved.

04:01 File mult.cpp is saved and file mult2.cpp is up-

loaded to the left window.

04:23 The user submits the precondition x = x0 ∧ y = y0 at

label @pre.

04:26 The assumption is acknowledged and recorded.

04:43 The user submits the query z = x0× y0 at label @post.

04:47 The system returns TRUE. This means that the precon-

dition x = x0 ∧ y = y0 is sufficient to ensure that label

@post is reached, and that the condition z = x0× y0 is

verified at label @post.

04:57 The user wants to compute the loop invariant of this loop:

Because @inv designates a program label, not a program

part, the system understands that this query pertains to a

program state, namely the state at label @inv.

05:01 The system returns all it knows about the state of the

program at this label: z+x×y = x0×y0∧y ≥ 0∧y0 ≥ y.

III. ENVIRONMENT DESIGN

Now that we have presented, in the previous section, what

functionality we envision for the proposed environment, we

discuss in this section how we can implement this function-

ality. The main case we make in this section is that all the

capabilities that we envision for this environment rely on a

single feature: the ability to compute the function of a program

or program part, including iterative constructs.

A. Mathematics for Program Analysis

We use sets to model program spaces and relations to model

specifications and program functions. We use C-like variable

declarations to define sets; if a set is defined by variable

declarations of, say, x, y, z, we may use the symbol s as

a stand-in for the aggregate 〈x, y, z〉. A relation on set S is

a subset of the Cartesian product S × S. Special relations

on set S include the identity relation I = {(s, s′)|s′ = s},

the universal relation L = S × S and the empty relation

φ = {}. Operations on relations include the usual set theoretic

operations of union, intersection and complement. They also

include the inverse of a relation R, which we denote by R̂ and

define by R̂ = {(s, s′)|(s′, s) ∈ R}; the domain of relation

R, which we denote by dom(R) and define by dom(R) =
{s|∃s′ : (s, s′)|(s, s′) ∈ R}; the range of relation R, which

we denote by rng(R) and define by rng(R) = dom(R̂); the

pre (respectively, post) restriction of relation R to subset T



of S is the relation denoted by T\R (respectively, R/T ) and

defined by T\R = {(s, s′)|s ∈ T ∧ (s, s′) ∈ R} (respectively,

R/T = {(s, s′)|(s, s′) ∈ R∧s′ ∈ T }); the product of two rela-

tions R and R′ is the relation denoted by R◦R′ (or RR′) and

defined by RR′ = {(s, s′)|∃s′′ : (s, s′′) ∈ R ∧ (s′′, s′) ∈ R′}.

The nth power of relation R, for n ≥ 0, is the relation denoted

by Rn and defined by:

R0 = I ,

Rn = Rn−1 ◦R, for n > 0.

The transitive closure of relation R is the relation denoted by

R+ and defined by R+ =
⋃

i≥1
Ri. The reflexive transitive

closure of R is denoted by R∗ and defined by R∗ = I ∪R+.

A relation R is said to be reflexive if and only if I ⊆ R;

a relation is said to be transitive if and only if R2 ⊆ R. A

relation R is said to be a vector if and only if RL = R; vectors

are relations that have the form T×S, for some subset T of S;

we use vectors to represent sets in relational form. Note that

given a relation R, RL is a vector that represents the domain

of R; in other words, RL = dom(R)× S.

Definition 1: Given two relations R and R′ on set S, we

say that R′ refines R if and only if:

RL ∩R′L ∩ (R ∪R′) = R.

This property is abbreviated by R′ ⊒ R or R ⊑ R′.

Intuitively, this definition means that the domain of R is a

subset of the domain of R′, and that on the domain of R, R′

assigns fewer images to each argument than R does.

B. Program Correctness

Given a program P on space S, we let the function of P be

the set of pairs (s, s′) such that if P starts execution in state

s then it terminates normally (i.e. after a finite number of

steps, without raising any exceptional run-time condition such

as division by zero, array reference out of bounds, referencing

a nil pointer, overflow, underflow, etc) in state s′; by abuse

of notation, we denote programs and their functions by the

same symbol. The following definition justifies the need for

the concept of refinement.

Definition 2: Given a program P on space S and a relation

R on S, we say that P is (totally) correct with respect to P

if and only if P ⊒ R. We say that P is partially correct if

and only if P ⊒ R ∩ PL.

These definitions are identical, modulo the differences of

notation, to traditional definitions of correctness [11, 21, 23,

34].

C. Interpreting Queries

In this section we discuss how we interpret all the queries

that we have presented in section II, and we argue that the core

capability that we must develop to this effect is the ability

to compute the function of a program or program part. We

are currently implementing this environment in Mathematica

(©Wolfram Research), hence we present our results in the

syntax of this tool.

• Computing the domain. If we have the function F of a

program or program part, then we can compute its domain

using the formula:

Exists[sP, F (s, sP )].

This is a predicate in s that characterizes the domain of

F .

• Refinement. If we are given the function F of a program

and a specification R and we want to know whether F

refines R, then we use the formula:

Equivalent[R(s, sP ),
(Exists[sPP, F (s, sPP )]
&&Exists[sPP,R(s, sPP )]
&&(F (s, sP )||R(s, sP )))],

which stems directly from Definition 1. This returns a

Boolean value.

• @L: Assume(), applied to a label. The effect of

Assume(t) applied to a label L with predicate t is

to insert at label L the function {(s, s′)|t(s) ∧ s′ = s}.

Any subsequent calculation of the program function will

include this function at the location of label L

• @P: Assume(), applied to a program or program part.

The effect of Assume(Q) applied to a program part P

with binary relation Q is to assume that Q is the function

of P . Any subsequent calculation of the program function

will obviate the analysis of P and just assume that its

function is Q.

• @P: Capture(), applied to a program or program

part. This query returns the function of P ; sections IV

and V detail how we do this.

• @L: Capture(), applied to a label. Let F be the

union of the functions of all the execution paths that end

at label L. This query returns the unary predicate:

Exists[sP, F (sP, s)].

Depending on where label L is located in the source code

(how deeply nested it is), figuring out all the execution

paths may be a non-trivial endeavor. If the label L is

within a loop body, we may compute the loop invariant

of the loop then propagate it to the location of L.

• @L: Verify(), applied to a label. The query @L:

Verify(A) for a unary predicate A invokes the fol-

lowing theorem:

Implies[@L : Capture(), A].

The outcome is a Boolean value (True or False).

• @P: Verify(), applied to a program or program part.

The query @P: Verify(F) for a binary predicate F

invokes the following theorem:

refines[@P : Capture(), F ].

IV. COMPUTING PROGRAM FUNCTIONS

We focus in this section on computing the function of

programs or program parts; in section IV-A we consider the

function of structured statements in common programming



languages. Because users may place labels anywhere in the

source code, the execution path that leads to the label does

not necessarily straddle structured statements; also, because

they may highlight arbitrary program parts in the code, we

must make provisions for computing the function of arbitrary

execution paths; in section IV-B we discuss how to analyze

the function of an arbitrary execution path.

A. Structured Statements

We consider the following structured statements: assign-

ment, sequence, if-then statement, if-then-else statement, while

loop, for loop. We let σ be the function that to each statement

associates the function that the statement defines on the state

space of the program; for the sake of simplicity, we assume

that the space of the program is fixed.

• Assignment Statement. Let x be a program variable of

type X and let E be an expression that returns a value

of type X ; we let def(E) be the set of states for which

expression E can be evaluated. Then the function of an

asignment statement can be defined as follows:

σ(x = E(s)) = {(s, s′)|s ∈ def(E)∧x′ = E(s)
∧

i xi =
x′
i},

where xi are the other variables of the state space. As

an example, if variables x, y, z are of type float then the

function of the statement {x=log(y)} is:

{(s, s′)|y > 0 ∧ x′ = log(y) ∧ y′ = y ∧ z′ = z}.

• Sequence Statement. The function of a sequence of state-

ments is given by relational composition:

σ(p1; p2) = σ(p1) ◦ σ(p2).

• If-Then Statement. If we designate by B the function

of {b} and by T the vector that represents condition t

(i.e. T = {(s, s′)|t(s)}), then the function of an if-then

statement can be written as:

σ(if (t) then {b}) = T ∩B ∪ T ∩ I .

• If-Then-Else Statement. If we designate by B1 and B2
the function of {b1} and {b2} and by T the vector that

represents condition t (i.e. T = {(s, s′)|t(s)}), then the

function of an if-then-else statement can be written as:

σ(if (t) then {b1} else{b2}) =
T ∩B1 ∪ T ∩B2.

• While Statement. The function of the while statement

{while (t) {b}} can be written as:

σ(while (t) {b}) = IR(t, σ(b)) ∩ T̂ ,

where T = {(s, s′)|t(s)} and IR(t, σ(b)) is the smallest

invariant relation of the while loop [27, 36]; in section V

we discuss how we compute IR(t, σ(b)).
• For Loop. For the sake of simplicity, we consider a for

loop that iterates on an integer variable, say i, from some

initial value, say i0 to some final value, say iF using

some increment, say k. We write:

σ(for (int i=i0, i<=iF, i=i+k) {b})
= (σ(i = i0) ◦ IR(i ≤ iF, σ(B) ∩ {(s, s′)|i′ =

i+ k})) ∩ {(s, s′)|i′ > iF}.

This rule provides that the semantics of the for loop is

computed by composing in sequence the initialization of

the loop counter with a while loop whose body includes

the incrementation of i until i is greater than iF ; in

section V we discuss how we compute IR(t, σ(b)).

B. Finite Paths

Because the user may place labels at arbitrary locations

in the source code, and because she may highlight arbitrary

program parts, knowing how to compute the function of

complete structured statements is not sufficient; we also need

to be able to compute the function of an execution path that

starts and ends at arbitrary locations in the source code, hence

it does not match the boundaries of a structured statement. An

execution path includes a sequence of elementary statements,

where each statement is either an assignment statement or a

test; and a test may return True or False. We know from the

previous section how to compute the function of an assignment

statement, and how to compose statements in a sequence; all

that remains to define is the function of a test node, depending

on the outcome of the test. We denote test nodes as follows,

depending on their outcome:

(t? true),

(t? false).

The function of test nodes is defined as follows:

• Positive test. If we let T be the vector defined by

condition t, then the function of a positive test can be

written as:

σ((t? true)) = T ∩ I .

• Negative test. If we let T be the vector defined by

condition t, then the function of a negative test can be

written as:

σ((t? false)) = T ∩ I .

To illustrate these definitions, we consider the space S

defined by two positive integer variables, say x and y, and

the following program:

while (x!=y) {if (x>y) {x=x-y} else

{y=y-x;}}
We propose to compute the function of the following path:

(x!=y?T);(x>y?T);{x=x-y};(x!=y?T);(x>y?F);{y=y-x};

(x!=y?T);(x>y?T);{x=x-y};(x!=y?T);(x>y?F);{y=y-x};

(x!=y?F);

Since the first line and second line are identical, they have

the same function, which we evaluate as follows:

{(s, s′)|x > y ∧ x′ = x− y ∧ y′ = y}
◦{(s, s′)|x ≤ y ∧ x′ = x ∧ y′ = y − x}

= {(s, s′)|x > y ∧ x− y ≤ y ∧ x′ = x− y ∧ y′ = 2y − x}.

= {(s, s′)|x > y ∧ x ≤ 2y ∧ x′ = x− y ∧ y′ = 2y − x}.

Multiplying this relation by itself, we obtain:

{(s, s′)|x > y ∧ x ≤ 2y ∧ x − y > 2y − x ∧ x − y ≤
4y − 2x ∧ x′ = x− y − 2y + x ∧ y′ = 4y − 2x− x+ y}
={(s, s′)|x > y ∧ x ≤ 2y ∧ 2x > 3y ∧ 3x ≤ 5y ∧ x′ =
2x− 3y ∧ y′ = 5y − 3x}
={(s, s′)|2x > 3y ∧ 3x ≤ 5y ∧ x′ = 2x− 3y ∧ y′ = 5y− 3x}.

Multiplying the function of the first two line by the function



of the third line applies the post restriction to (x = y).
={(s, s′)|2x > 3y ∧ 3x ≤ 5y ∧ x′ = 2x − 3y ∧ y′ =
5y − 3x ∧ x′ = y′}.

After simplification, we get:

{(s, s′)|8y = 5x ∧ x′ = 2x− 3y ∧ y′ = 5y − 3x}.

The reader can verify that this is indeed the function of the

selected path, and that the domain of this function (8y = 5x)

is the condition under which this path is taken (e.g. x = 24,

y = 15).

C. AST-Based Implementation

To compute the function of a Java program, we run a Java

parser to build its Abstract Syntax Tree (AST), then we navi-

gate the AST and at each node, we identify the type of the node

(assignment, sequence, if-then, if-then-else, while loop) and

apply the corresponding composition rule, as per section IV-A.

The structure of an abstract syntax tree (AST) represents the

common denominator of all the programming languages that

can be processed by our system: any programming language

that can be parsed into an abstract syntax tree of the form

that we use (which in practice includes most languages) is

processed the same way, as we discuss in this paper.
For illustration, we consider the following Java code:

public interface Main

{static public void main(String argv[])

{int x,y,z,w,p; x=x+y; y=z+x;

if (x>y+z)

{x=x-1; y=y+z;

if (w>y)

{w=x+4; y=w+3; if (w==6) {w=w-w;}}}

else

if (y>5)

{y=y-5; z=z+1;

if (z<10) {x=x+z;} else {w=w*2; z=w/y;}}

else {x=x+2;}}}

This code includes assignment statements, sequence state-
ments and nested if-then and if-then-else statements, but no
while statements. Our parser generates the following function,
written in Mathematica notation.

z>=0 && x+y+z<=5 && pP==p && wP==w && xP==2+x+y

&& yP==x+y+z && zP==z ||

z>=9 && x+y+z>5 && pP==p && wP==2*w && xP==x+y

&& yP==-5+x+y+z && zP==(2*w)/(-5+x+y+z) ||

z<9 &&z>=0 && x+y+z>5 && pP==p && wP==w

&& xP==1+x+y+z && yP==x+y+z && zP==1+z ||

w<=x+y+2*z && z<0 && pP==p && wP==w

&& xP==-1+x+y && yP==x+y+2*z && zP==z ||

x+y!=3 && w>x+y+2*z && pP==p && wP==3+x+y

&& xP==-1+x+y && yP==6+x+y && zP==z ||

x+y==3 && w>x+y+2*z && z<0 && pP==p && wP==0

&& xP==x+y && yP==x+y+z && zP==z

V. WHILE LOOPS

Iteration in all its forms (while loops, for loops, repeat loops,

etc) gives programs most of their computing power but is also

the source of most of their trouble: it is the most difficult

construct to analyze, and generally the source / location of

most program faults. In the previous section, we define the

semantics of while loops and for loops in terms of a function,

IR(t, B) where t is a condition and B is a function; in this

section we specify what is IR(t, B) and how we compute it.

The following Proposition, which we present without proof,

characterizes the function of a while loop.

Proposition 1: Given a while loop of the form w:{while
(t) {b}} on space S, the function W of this loop can be

written as,

W = (T ∩B)∗ ∩ T̂ ,

where B is the function of {b}, T is the vector that represents

condition (t), and (T ∩B)∗ represents the reflexive transitive

closure of (T ∩B).
This Proposition can be proved easily using Mills’ theorem

[33]. The difficulty with computing loop functions is that it

is virtually impossible in general to compute the reflexive

transitive closure of a relation. To obviate the need for com-

puting reflexive transitive closures, we consider the concept of

invariant relations, due to [27, 36].

Definition 3: Given a while loop of the form w:{while
(t) {b}} on space S, a relation R is said to be an invariant

relation for w if and only if it is a reflexive transitive superset

of (T ∩B).
The reflexive transitive closure of a relation is the smallest

reflexive transitive superset of the relation; hence invariant

relations are approximations of (supersets of) the reflexive

transitive closure of (T ∩B). The following proposition stems

readily from the definition.

Proposition 2: The intersection of invariant relations of a

while loop w:{while (t) {n}} is an invariant relation of

w.

Indeed, if R1 and R2 are relexive and transitive, then so is their

intersection; and if R1 and R2 are supersets of (T ∩B) then

so is their intersection. Hence, given a while loop, we resolve

to compute (or approximate) the smallest invariant relation

of a loop by deriving as many invariant relations as we can,

and taking their intersection. The following proposition, due

to [27], gives us an invariant relation to start with.

Proposition 3: Given a while loop of the form w:{while
(t) {b}} on space S, the following is an invariant relation

for w:

R = I ∪ T (T ∩B).

This invariant relation, which we call the elementary invariant

relation of the loop, captures a small (but sometimes crucial)

piece of information about the function of the loop. This

invariant relation can be derived constructively from t and

B; but the bulk of the functionality of the loop has to be

derived by a more meticulous analysis of the loop. The bulk

of the functional information of a loop is derived by pattern

matching, by virtue of the following Proposition.

Proposition 4: Given a while loop of the form w:{while
(t) {b}} on space S, and a superset B′ of (T ∩ B), any

reflexive transitive superset of B′ is an invariant relation of

w.

This Proposition stems readiy from the definition, yet is very

useful for the following reason: If (T ∩B) can be written as

an intersection of terms, such as:

(T ∩B) = B1 ∩B2 ∩B3 ∩ ... ∩Bn,



#include <iostream>

#include <math.h> using namespace std;

int main ()

{const int e, g, cN; const float a, m, b, c, d;

int h, i, j, k, l, n, p, xx, yy;

float x, y, z, u, v, w, q, r, s, t;

int aa[cN]; int ab[cN];

float f (float z);//sample function definition

while (k>=7)

{j=j+aa[i];i=i+n;l=l+ab[n];n=n-k;k=k-7;

yy=xx*yy;x=a+m*x;y=a*pow(y,m);t=t+b*w;

n=n+k+6;s=s+c*z;z=z+b;u=a*u+m;v=v-c;

w=d*w;q=q+r;r=f(r);h=h+g*p;p=p/e;i=i-n;}}

Fig. 3. Sample C++ Loop

then any reflexive transitive superset of Bi is an invari-

ant relation, any reflexive transitive superset of (Bi ∩ Bj)
is an invariant relation, any reflexive transitive superset of

(Bi ∩ Bj ∩ Bk) is an invariant relation of w; in practice

we seldom find it necessary to consider more than three

terms at a time. The pattern matching template that includes

the original pattern (Bi, or (Bi, Bj), or (Bi, Bj , Bk), etc)

and the corresponding reflexive transitive superset is called a

recognizer. Table I shows some sample recognizers. What we

refer to as IR(t, B) in the previous section is the intersection

of all the invariant relations that we generate by pattern

matching, and by proposition 3.

In order to compute the function of a while loop, we gen-

erate relation IR(t, B) as discussed above and we apply the

equation given for while loops in section IV-A. Mathematica

solves this equation in the primed variables (which represent

the final state of the loop), as a function of the unprimed

variables (which represent the initial state).
For illustration, we consider the C++ program given in

Figure 3. The function of this loop is W =:





(s, s′)|
d 6= 1 ∧ a 6= 0 ∧ a 6= 1 ∧ e > 0 ∧ e 6= 1 ∧m ≥ 2 ∧ k ≥ 0∧

k′ = mod(k, 7) ∧ aa′ = aa ∧ ab′ = ab ∧ i′ = i+ k
7
∧

r′ = f
k
7 (r) ∧ j′ = j + Σ

i−1+ k
7

H=i
aa[H] ∧ z′ = z + bk

7
∧

d > 0 ∧ l′ = l +Σn

H=1+n−
k
7

ab[H] ∧ n′ = n− k
7
∧

y′ = ym
k
7 a

m
k
7 −1

m−1 ∧ h′ = h−eh+e(−1+e
−

k
7 )gp

1−e
∧

p′ = e−
k
7 p ∧ q′ = q + Σn

H=1f
H (r)− Σ

n−
k
7

H=1 f
H (f

k
7 (r))∧

s′ = 1
2
(2s− bc k

7
+ 2cz k

7
+ bc k

7

2
) ∧ t′ = t+ bw d

k
7 −1
d−1

∧

u′ = −m+a
k
7 (m+(a−1)u)
a−1

∧ xx′ = xx ∧ yy′ = xx
k
7 yy∧

v′ = v − c k
7
∧w′ = d

k
7 w ∧ x′ =

−a+m
k
7 (a+(m−1)x)
m−1






.

Invariant relations can also be used to derive invariant asser-

tions (aka loop invariants), as per the following Proposition,

due to [36].

Proposition 5: Given the while loop w:{while (t)

{b}} on space S, if R is an invariant relation of w and A is

a precondition of the loop, then R̂A is an invariant assertion

of w.
For illustration, we consider the loop presented above and we
assume that this loop is preceded by the following initialization
segment.

const int e=2, g=1; cN=21;

const float a=2.,m=2.,b=1.,c=1.,d=2.;

int i=1,n=20,j=0,k=150,p=20,h=0,l=0,xx=5,yy=2;

float x=0.,y=2.,z=1.,v=5.,w=1.,s=0.,t=0.,u=0.,

q=0.,r=1.;

float f (float z) {return z+1;};

int aa[cN] =

{2,8,10,38,15,0,3,6,23,90,57,14,46,175,23,19,0,16,

22,17,72};

int ab[cN] =

{12,50,4,9,6,3,0,22,19,12,15,2,0,0,8,1,42,12,5,3,0};

We let P be the precondition that prevails upon execution
of this initialization; then the following vector is an invariant
assertion of the loop:A = R̂P =






(s, s′)|
i ≥ 1 ∧ n ≤ 20 ∧ φ(1.4427log(p)) = 0.321928 ∧ aa = [2, 8, 10,
38, 15, 0, 3, 6, 23, 90, 57, 14, 46, 175, 23, 19, 0, 16, 22, 17, 72]∧

ab = [12, 50, 4, 9, 6, 3, 0, 22, 19, 12, 15, 2, 0, 0, 8, 1, 42, 12, 5, 3, 0]
∧xx = 5 ∧ j + Σ21

H=iaa[H] = 656 ∧ l+ Σn
H=1ab[H] = 225∧

q +Σn
H=1f

H (r) = Σ20
H=1f

H (1) ∧ h+ 2p = 40∧
i+ n = 21 ∧ 1.4427nlog(xx) + 1.4427log(yy) = 47.4386∧
7i+ k = 157 ∧ 2i = x+ 2 ∧ 2i = 1 + 1.4427log(y) ∧ i = z∧
2i = u+ 2 ∧ i+ v = 6 ∧w = 0.52i ∧ f21−i(r) = f20(1)∧

i+ ⌊
log(p)
log(2)

⌋ = 5 ∧ s− 0.5(z − 1)z = 0 ∧ t− w = −1






.

The generation of loop invariants is a long-standing problem

that has mobilized the attention of researchers for a long

time [5, 12, 16, 17, 22, 25, 29, 30, 32, 39]. Our approach can be

characterized by the fact that it proceeds by analyzing the loop

in isolation, and that by applying the formula R̂A where R

is the loop’s invariant relation and A is its precondition, it

separates the attribute of the loop (R) from the attribute of its

context (A).

For any other label in the loop body, we propagate the

invariant assertion by means of the following formula, where

B1 is the function of the path from the top of the loop body

to L (see Figures 1 and 2):

s ∈ rng(R̂A ∩ T ∩B1).

Indeed, condition (R̂A) holds at the top of the loop body

at label Inv; in order to reach label Int, the loop condition

must also be true (whence the term ∩T ); (R̂A∩T ∩B1) is the

prerestriction of B1 to the said conditions; s ∈ rng(R̂A∩T ∩
B1) is the set of states at label int that result from applying

function B1 to states at label Inv that satisfy the invariant

assertion and the loop condition.

VI. CONCLUDING REMARKS

A. Summary

In this paper we specify and discuss the ongoing implemen-

tation of an environment in which a user can submit a program

then query it to analyze its function and verify its correctness.

We offer four services that can be used to query the program:

• Assume(), which enables the user to make assumptions

about program states or program functions.

• Capture(), which enables the user to enquire about pro-

gram states or program functions.

• Verify(), which enables the user to verify properties of

program states or program functions.



ID State Space Condition Code Pattern Invariant Relation, R =

1R1 x: int; const c: int> 0; true x’=x+c {(s, s′)|x mod c = x′ mod c}

2R1: x, y: int; const a, b: int true x’ = x+a, y’ = y+b {(s, s′)|ay − bx = ay′ − bx′}
2R2: x, y: int; const a: int true x’ = x*a, y’ = y+x {(s, s′)|y(1 − a) + x = y′(1− a) + x′}

2R3: x, y: int; const a, b: int true x’ = x+a, y’ = y*b {(s, s′)| y

bx/a = y′

bx
′/a

}

2R4: x, y: int; true x’=x+1; y’=y-y/(x+1) {(s, s′)|xy = x′y′}

2R5: x,y: int;const a,b: int; true x’ = x+a;y’=y*b; {(s, s′)| y

bx/a = y′

bx
′/a

}

2R6: x,y: listType true y’=y.First(x),x’=Rest(x) {(s, s′)|y.x = y′.x′}
2R11 x, y: int (x mod 2 = 0) x’=x/2, y’=y+1 {(s, s′)|y + log2(x) = y′ + log2(x

′)}
2R13 x, y: int (x mod 4 = 0) x’=x/4, y’=y+2 {(s, s′)|y + log2(x) = y′ + log2(x

′)}
2R14 x, y: int (x mod c = 0) x’=x/c, y’=c*y {(s, s′)|xy = x′y′}

3R1 x, i: int true i’=i+1, a’=a, {(s, s′)|a′ = a ∧ i ≤ i′

a[N]: int x’ = x+a[i] ∧x+
∑N

k=i a[k] = x′ +
∑N

k=i′ a
′[k]}

3R2 x, i: int true i’=i-1,a’=a, {(s, s′)|a′ = a ∧ i ≥ i′

a[N]: int x’ = x+a[i] ∧x+
∑i

k=1 a[k] = x′ +
∑i′

k=1 a
′[k]}

3R3 i: int; x,y: sometype true i’=i-1, x’=f(x), y’=y+x {(s, s′)|y +Σi
k=1f

k(x) = y′ +Σi′

k=1f
k(x′)}

TABLE I
SAMPLE RECOGNIZERS

• Establish() (not yet implemented), which enables the user

to modify the program code so as to establish a property

of program states or program functions.

The main capability that makes our approach possible is the

use of invariant relations to capture the semantics of loops;

all the concrete examples presented in this paper are made

possible by the use of invariant relations. Invariant relations

enable us to compute the function of the loop and its loop

invariant; and the loop invariant enables us, in turn, to derive

assertions at arbitrary locations in the loop body.

B. Related Work

Despite half a century of research, the routine application of

program verification technology remains elusive, and software

products are routinely delivered and operated with known

failures, and without ironclad assurance of correctness. A wide

range of methods and techniques have been proposed, ranging

from model checking [6, 26] to deductive verification [1, 28]

to abstract interpretation [3, 7, 8]. The merits and drawbacks

of these methods have been assessed, compared and discussed

at great length, and the merits of formal methods in general

have been the subject of decades-long debate [4, 19, 37, 38];

a recent survey [20] synthesizes current thinking in industry

and highlights obstacles to the adoption of formal methods,

including issues of scalability, training, and the need to capture

and deploy programming knowledge and domain knowledge.

Even though it was developed independently, this work bears

a striking resemblance to work by Frenkel et al [15], titled

Assume, Garantee or Repair, where Frenkel et al tackle the

verification of large, composite systems by managing assump-

tions about some components in the analysis of correctness of

other components.

Our approach can be characterized by the following

premises:

• Low Entry Threshold. Anyone who can read a program

can use our functions to analyze/ verify the program.

• Support for Verification and Validation. A user may start

a session without a clear idea about the specification

that the program is supposed to satisfy; by submitting

various combinations of Assume(), Capture() and Verify(),

the user may progressively converge towards a pre/post

specification of the program, by negotiating what he/she

thinks the program does vs. what the program actually

does.

• Evolving Programming Knowledge and Domain Knowl-

edge. The machinery that manages queries is orthog-

onal to the knowledge base that stores programming

knowledge and domain knowledge; hence we can change

or grow the scope of the environment by evolving its

knowledge base.

• Scalability Through Query/Response. A user can analyze/

understand an arbitrarily large program by focusing on

one label at a time, or one program part at a time. In

theory, to the extent that we can generate all the relevant

invariant relations, we have the capability to derive the

function of a program of arbitrary size, represented in

Mathematica notation; but we suspect that getting the

function of a large program in all its detail is akin

to drinking from a fire hose; it is typically too much

information/ too much detail for anyone to make sense

of. By contrast, answering queries about the function

of the program enables the user to get acquainted with

the program at his/her own pace, according to his/ her

own doubts. We can use the Assume() function to focus

the analysis of the program to specific circumstances,

for specific inputs, or for specific uses; also, we can

use the Capture() function to enquire about the state of

the program at specific stages in its execution; we can

use the Verify() function to enquire about the impact of

the program on specific variables, or its adherence to

specific requirements; we can use the Establish() function

to achieve specific program goals.

• Capturing Loop Semantics. Whereas other approaches



capture the semantics of loops by limiting their number

of iterations [14, 26] or by generating loop invariants [2,

13, 16, 17, 29, 31], we capture loop semantics by means of

invariant relations. Invariant relations afford us a measure

of scalability because we can derive the invariant relations

of a loop of arbitrary size by considering a few (two or

three) statements at a time.

C. Prospects

We envision to use this environment in the context of

first and second year programming courses at our educational

institution, and to assess its impact on learning outcomes;

this version of the environment requires a limited amount

of programming knowledge and domain knowledge, hence is

low-hanging fruit. We envision that as students get accustomed

to use this environment in their programming coursework, we

grow its knowledge base to support more advanced courses; in

the longer term, as the knowledge base grows even further in

breadth (across application domains) and in depth (for specific

domains), this can be used for real-size applications. We also

envision to use program repair technology [18] to support the

Establish() function.
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