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Abstract—In this paper, we introduce a framework to detect
possible sybil attacks against a trust management scheme of
peer-to-peer (P2P) networks used for limiting the proliferation
of malware. Sybil attacks may underscore the effectivity of such
schemes as malicious peers may use bogus identities to artificially
manipulate the reputation, and therefore, the levels of trust of
several legitimate and honest peers. The framework includes a
k-means clustering scheme, a method to verify the transactions
reported by peers, and identification of possible collaborations
between peers. We prove that as the amount of public information
on peers increases, the effectivity of sybil attacks may decrease.
We study the performance of each of these mechanisms, in terms
of the number of infected peers in a P2P network, using computer
simulation. We show the effect of each mechanism and their
combinations. We show that the combination of these schemes is
effective and efficient.

Index Terms—Distributed system, p2p network, sybil attack,
malware proliferation, key mean clustering, transaction verifica-
tion.

I. INTRODUCTION

Trust management is a proactive mechanism used to asso-
ciate the quality of services that cooperative peers provide to
other peers in a network [1], [2]. These mechanisms have been
adopted as an effective measure to prevent the dissemination
of malware in peer-to-peer (P2P) networks [3]-[11]. Existing
trust models evaluate a peer’s reputation by considering the
transactions experienced and reported by interacting peers. A
numerical reputation is not only associated to peers, but also
to the objects exchanged, such as files. Peers that experience
object acquisition evaluate the final outcome and publish it
as public feedback. In these approaches, a peer’s reputation
is part of the score that each peer estimates about the peers
who provide files [4], [8], [9]. Each peer builds a reputation
score for each of its interacting peers (and other not interacting
peers), and it is used to estimate a trust value. The reputation
scores and trust values are used by a peer to decide whether or
not to interact with the evaluated peer, and to decide whether
the acquisition of the object may be pursued.

A reputation system can be roughly classified as syn-
chronous or asynchronous. In a synchronous reputation sys-
tem, such as EigenTrust [5], the trust value is calculated
from the values estimated by all the peers in the network.
The identification of trustable peers is achieved through the
dissemination of their reputation values by participating peers.
The topology of the network formed by the group of inter-
acting peers also affects the scores, which are consolidated
in a trust table. In these systems, reputation for each peer is
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calculated locally (i.e., each peer calculates its own trust table)
and independently from other peers’ tables.

However, an attack on the reputation system may come in
the form of a sybil. In a sybil attack, malicious peers may
take several identities and report fictitious interactions, with
the objective of artificially building up a sybil’s reputation
[12]-[18]. The goal of such an attack is to manipulate the
reputation of nodes or to influence the trust on particular peers.
For example, a sybil attack could be used to steer searches or
network traffic towards a malicious peer for exploitations.

Under such an attack, a trust management system may
lose effectivity. A single peer may be able to affect the
trust estimations of a network [19]. As our concern is the
proliferation of malware through file exchanges, the higher
the reputation of a peer, the larger the number of downloads
may be sought from it. We set as the final goal of a sybil the
release of malware effectively.

Sybil attacks are difficult to detect. Take for example a
case where honest peers start interacting with the sybil, it
then becomes complex to identify the sybil. Existing defense
schemes against sybil attacks consider different tradeoffs and
show that sybil attacks are difficult to thwart [3], [5], [19].

Synchronous reputation systems may be highly vulnerable
to sybil attacks [19]. In such systems, a sybil may impersonate
peers by creating a copy of a (trust) relationship graph.
This graph may be used to report transactions favorable to
sybils, and therefore, it may be used to quickly increase their
reputation, in a way that otherwise would be seem honest.
Therefore, honest peers may not be differentiated from sybils
in such a graph.

On the other hand, asynchronous reputation, where each
peer builds its trust values locally and independently, systems
may be more robust to sybil attacks because no sybil may base
its estimations to a global (and centralized) graph. However,
such a network may still be subverted but by a large number
of sybils. As discussed before, both reputation systems may
be affected by reporting fictitious transactions. This issue
raises the following question: would the detection of sybils
be more effective than the use of methods to verify reported
transactions for avoiding the subversion of a trust management
scheme by a sybil attack?

Therefore, we introduce a framework for containing the
proliferation of malware in P2P networks under sybil attacks.
For framework design, we identify a set of necessary condi-
tions to make a trust management scheme effective against
sybil attacks. A general parameter is the amount of peer
information for identification of sybils. We show that as the
amount of information increases, being quantifiable, so does
the effectiveness of a defense mechanism agains a sybil attack.

841



IEEE ICC 2014 - Communication and Information Systems Security Symposium

Furthermore, we propose three different defense mecha-
nisms: 1) A local trust table, where peers record the different
trust values, one per peer, and their collaborations with other
peers. 2) A k-means clustering mechanism to differentiate
honest peers from sybil peers, without recurring to threshold
based schemes [5], [7], as the selection of suitable threshold
values is complex. 3) A transaction verification scheme to
verify the occurrence of reported interactions between peers.

The remainder of this paper is organized as follows. Section
II describes the model of a sybil attack and presents a prelimi-
nary analysis on the requirements for increasing the effectivity
of a trust management scheme. Section III introduces the
peer clustering and local trust table mechanisms. Section IV
introduces the proposed transaction verification mechanism.
Section I'V-A introduces the trust management model. Section
V shows the performance results obtained through computer
simulation. Section VI presents our conclusions.

II. TRUST MANAGEMENT SCHEME AND PROBLEM
STATEMENT

Sybils attempt to increase the trust value of a single or
multiple sybils to make them attractive (highly trustable)
sources of files. Once a sybil is accepted for interaction with
an honest peer, it may release malware and infect the honest
peer.

A. Peer-to-Peer Network and Sybil Attack Models

The vulnerability of a trust management system under a
sybil attack is determined by how effectively sybils affect the
trust values on sybil and honest peers. In this network, a peer
trusted by peer ¢ is called trustee, which is the source of a file,
of peer 4, and peer i is called truster of that peer. Peer ¢ has a
trust table, which is denoted as T'(7). The trust value of peer
i about peer j, T,(i,j), indicates the number of malware-free
(or clean) downloads divided by total number of downloads.
Each download may be the transfer of a complete file. After a
download, the truster peer reports the experienced quality of
the download to its trustees. The message includes the truster
identification and it is called a rating message. Peers receiving
this information use it to adjust their trust values about the
reported peer(s).

A rating message is reported as either positive or negative.
The message is propagated through a chain of trustees, and the
social distance (which is equivalent to the number of peers
the message traverses from the original source) affects the
weight of the adjustment. After peer j receives the message, it
calculates the propagated value P, (j, k), which is the average
of the propagated ratings about peer k. To avoid having any
peer being able to affect indiscriminately large number of
peers, peer j accepts rating messages only from its trusters.
Each peer calculates a trust value and a propagated value
on each peer from its downloading history and the rating
messages. Therefore, each peer calculates trust values locally
and independently.

B. General Model of Sybil Attack on a Trust Management
Scheme

In this section, we explore the necessary conditions for
making a trust management scheme effective despite being
under sybil attacks. We consider a discrete time system, where
each event, such as a download, the sending of a rating
message, or the search for a file, occurs in a time slot.

Consider a network with n honest peers and s sybil peers,
each honest peer has an average number of trusters, m, and
each sybil peer has an average of r sybil identities (i.e., sybil
peers). The total number of peers in the network is N =
n—+ s+ sr.

Let I(t) represent the number of infected peers (i.e., honest
peers that have downloaded malware, and who may inadver-
tently disseminate the malware to other peers) in the network
at time slot ¢, and let 7'(¢) represent the number of honest
peers in the P2P network at time slot ¢. Therefore,

Tt)+I(t)=n+s+sr (1)

Each peer performs a download at time slot ¢ with prob-
ability p. The total number of downloads in a time slot is
(n+s+sr)p, and the probability that a download is performed
from a sybil peer at time slot ¢ is v, and

I(t)
— 2
" n-+ s+ sr @
Therefore, for ¢t = 0:
1(0
’70:7( )
n-+s+4 sr

where I(0) = s + sr.

Let Y (4, ) denote the number of sybil peers as identified by
peer 4 at time slot ¢, and G(i,t) denote the number of honest
peers as determined by peer ¢ at time slot ¢, as

G(i,t) =n+s+sr—Y(i,t) 3)

If we consider that at time slot ¢, a truster (peer v) of
peer ¢ downloads an infected file from peer ¢, peer ¢ issues
a negative rating message. The rating message contains the
name of the downloaded file, the download time, and the ID
of peer q. Q(v,t) represents the average value of information
on peer v, calculated from issued rating messages. (v, t) is
proportional to the amount of information on the P2P network.
For example, it could be the number of rating messages issued
in the network.

In a P2P network, I(t) and Y (4,t) at time slot t+ 1 can be
expressed as

1) Y (1)

n—f—s—i—sr—Y(i t)

n—I(t)
It+1)=I(t)+
=1

Y i.t) + zm: Y (7,1)Q(v, t)

Y(i,t +1)
(it + — n+s+sr—Y(v,t)

“4)
where, 0 < Y (i,t) < I(t) < (n+ s+ sr).

It is then easy to see that the efficiency of this mecha-
nism depends on (v, ). In a conventional trust management
scheme, a rating message carries information about a single
sybil peer, and (v, t) is simply represented as 2. In such a
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case, 2 = 1 [7]. As discussed below, the proposed framework
uses a k-means clustering algorithm and dissemination of
rating messages, which carry information about a possible
sybil ¢ and its trustees. Hence, the information content in each
message is () = r, where r > 1. When r is large, the clustering
scheme is able to identify sybils rapidly and accurately.

The number of compromised peers in a network is evaluated
with 200 peers, two sybils, and each sybil creates five sybil
identities. The downloading probability p is set to 0.5. The
average number of trustees for each peer is set to 10. Figure
1 gives I(t) for different Qs, where 2 = {0, 1,10, 60}. Here,
2 = 0 means that there is no rating messaging so that peers
may not be able to provide information to their trustees, and
peers in the network may only collect information from their
own experience. As Figure 1 shows, the number of infected
peers decreases as () increases. To increase {2, statistics can
be collected (and estimated) for longer periods of time. As
the figure shows, with © = 0, all the malware quickly spreads
on all peers. As () increases, the spreading of malware not
only slows down but it is also contained. Figure 2 shows the
number of infected peers versus the value of €2, which in this
case is evaluated till it reaches a value of 60.

Q=0 , no warning messages
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Fig. 1. Number of infected peers under a sybil attack.

Number of infected nodes

Fig. 2.  Number of infected peers for different {2 values.

This analysis shows that an efficient and timely distribution
of information about peers and files are necessary and suffi-
cient conditions to contain the effect of a sybil attack on a
dynamic trust management scheme. In Section III, we discuss
methodologies to increase 2.

III. CLUSTERING OF SYBIL PEERS AND LOCAL TABLE

In general, honest peers include the estimation of trust value
of sybils as these nodes cannot be identified (as sybils). Sybils
tend to exercise a strong connectivity among themselves in the
attempt to report a large number of interactions. The highly
interconnected network may give place to a cluster, identifiable
as sybil [20]. We then explore the use of this sybil feature.

In general, a network may be represented as a weighted
directed graph G = (V, E), with peers represented by graph
V', and trust relationships between a pair of peers 7,5 € V
represented as directed edges e € ¥ between ¢ and j. In this
paper, e(i,7) means that the edge is directed from peer i to
peer j. The direction of the edge determines that peer j is a
truster of peer i, and peer ¢ is a trustee of peer j. Edges have
different weights, and the weight of e(4, j) is equal to the trust
value of peer ¢ about peer j, T,(i,j). Edges are considered
existing only if e(7,5) > 0.

A link connecting an honest cluster to a sybil cluster is
called attack edge [20]. Figure 3 shows some examples. In the
figure, let’s assume that the central cluster is an honest-peer
cluster and that the three clusters around the central cluster
are sybil-peer clusters. Sybil clusters I and III have two attack
edges. Sybil cluster II has one attack edge. The number of

Sybil cluster IT

Honest nodes

Fig. 3. P2P network with three sybil clusters.
attack edges indicates a larger sybil effect on the network.
Therefore, sybils would attempt to increase the number of
attack edges. However, building an edge is complex and it
may take long time. Therefore, we consider that a feasible
number of attack edges that can be set up is rather small.
For defining a cluster, let F'(i) denote the set of trusters of
peer ¢, and let F'J (i, j) denote the set of peers that are common
set trusters of both peer ¢ and j. Therefore, F'.J(i,j) = F(i)N
F(j). Also, F'M (i) represent the trusters of peer ¢ as a 1 x N
matrix, where NN is the total number of nodes in the network,
as

FM() = {FM(@i,1), ..., FM(i,N)} 5)

where F'M(i,7) = 1 if peer j is a truster of peer ¢ and
FM(i, ) = 0, otherwise. The total number of trusters of peer
1 1s

N
TN[F(i)] =Y FM(i, ) (6)
j=1
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Figure 4 shows Sybil cluster I, extracted from Figure 3, with
six sybils. Let’s use the clusters in Figure 4 as an example. The

Sybil cluster I Sybil cluster I

Sybil cluster I

Fig. 4. Trusters” overlap in sybil cluster.

yellow peers in Figure 4(a) are the trustees of peer A, or F'(A),
and TN[F(A)] = 4. The red peers in Figure 4(b) are F(B),
and TN[F(B)] = 4. Figure 4(c) shows the common trustees
of peers A and B, FJ(A, B), and TN[FJ(A, B)] = 3. If peer
D later claims a set of trustees, and if some of the trustees are
common to F'J(A, B) and TN[FJ(A, B, D)] > T Nipres, D
and its peers would be considered sybils with high probability.
This example shows that the trusters of sybils are usually a
large number of common peers. This is a factor considered by
the clustering algorithm in the identification of possible sybils.

In the proposed framework, each peer also has a local table
(i.e., database) to store the list of trusters to be marked as
possible sibyl peers. For peer i, peer j is seen as a possible
sybil if peer j provides an incomplete download or a file with
malware to peer ¢ (or to one of its trusters). F'(j) is stored in
the local table of peer 7, using a format as the example Figure
5 shows. Here, “wins” denotes the size of the time window in
which the rating messages are used in the detection of possible
sybils. The first row lists the peer IDs. The last two columns,
columns j and k, indicate that the message is sent from peer
j to peer k. When a rating message is sent from peer j to
peer k and j = 4, it means that there is a download (within a
cluster), and this event makes F'(7) to be added into the local
database.

IV. VERIFICATION OF REPORTED TRANSACTIONS

The verification scheme is based on providing verification of
the reported transactions. In this paper, not only the reputation
and rating messages are considered but also the set of the
trustees of each peer as that may indicate whether the peer is
honest or sybil.

Consider that peer ¢ has a public and private keys, namely,
< PK;, RK; >, respectively. It is assumed that public keys
are tied to peers using a digital certification authority. Before
peer ¢ downloads file f from peer j, peer j sends a transaction
guarantee certificate (T'G) to peer i. This transaction guarantee
TG(i,7) is:

TG(j,i) = PK;{RK{time, f}}

A rating message sent by peer ¢ is accepted by peer j if and
only if TG(4,1) is also provided.

Sender Target

i Sl(I:teer index 1121 IN2INal N i K

t-wins 0[O0 ]=-"--]01 0|0 3 5

t-wins+1 0107« .« -107] 0107 N N-1

t-wins+2 0101} -+ 0] O0]0.1] 7 16

t-wins+3 02/ 0| | 0] O] O] N-1] 21

-4 02| 0 1 olo2| 6 | 13

-3 0]0]~-=-+-]02[02]0 7 4

-2 ofo|---]o|lojo| 2|21

t-1 0102 - - 0| 0]02] 17 11

t 020 |+ +-102] 0]02] N 2
Overlap Indicator | 1.9 /2.7 « - - | 394959

Fig. 5. Example of local database, with F'(z) information.

The objective of this scheme is to generate a proof of an
occurred transaction between peers ¢ and j if and only if ¢ and
7 in fact experienced a transaction with each other. In that case,
the transaction proof is sent from peer ¢ to peer j after each
download. The transaction proof, T'P(i, j), is defined as:

TP(i,j) = PKi{RK{d, time, f, TG(j,i)}}  (7)

where d is the description of a transaction, as either a satisfying
or not satisfying state, namely 0 and 1, respectively. TG(j, 1)
is embedded in T'P(7, j). With T'G, peer j is able to prove
that it actually uploaded f to peer 7 at time slot ¢. Although
the use of T'P(i, j) is aimed at the verification of transaction,
the use of non-existing peers between sybils may still remain.

A. Verification of Reported Interactions for Trust Management

Each peer keeps three tables: 7'(i), a rating table, and
local database. Each peer generates a public/private key and
distributes the public key. When a peer looks for a down-
loading source, the peer makes a decision based on the three
tables. It is assumed that file identities remain unchanged for
exploitation of file popularity.

The first value in 7'(7) is T, as described before. The second
value in the trust table is the propagated value P, (%, j), and it
is calculated from the rating messages generated by the trusters
of peer ¢ on peer j. This is:

. number of positive propagated ratings
Py(i, j) =

total number of propagated ratings ®
where P, (i,7) € [0,1]. A positive rating is identified by the
value of 1, and a negative rating by the value of 0. A small
P,(i,7) means a large probability that peer j is a sybil. The
total number of propagated ratings includes both positive and
negative ratings.

When peer i seeks f, it chooses a download source from
one of the trusters that has f. A conventional scheme selects
the truster from a peer whose T, (i, ) is larger than trust-
value threshold t¢; as the file source. However, two issues
arise: 1) peers need to select a threshold value ¢; for the
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management scheme and 2) the classification of a trustable or
untrustable peer may not be accurate sometimes. To correct
these problems, the k-means clustering algorithm [21] is used
where T, (i, j) and P, (i, j) are the x and y axis in a cartesian
diagram used for associating peers.

Each peer attempts to identify the cluster of honest peers
and the cluster of sybils each time slot. When peer 7 seeks file
f, it sends a request to all the peers in the network, using its
private key as follows:

REK{i, f, rt}. €))

where 7t is the request time, which is the time the peer issues
the file request. After receiving the request, the peers encrypt
the message with the public key of peer i. The honest peers
that have f notify peer i and the trustee list and 7' P associated
to the trustee list about it as a rating message. After receiving
the search result, peer ¢ eliminates as candidates the peers
who are not in its truster list and those peers whose trustees
are identified as possible sybils (through the local table).

Peer ¢ then chooses peer j, who has the largest sum of
squared values, T2(i, j) + P2(i, j), as the file source. If peer
7 agrees to be the source, peer j sends a transaction guarantee
TG(j,1) to peer i, and the upload begins in the following time
slot.

After f is downloaded from peer j, if the download is free
of malware and complete, peer ¢ sends a transaction proof T'P
to peer j that can be used by peer j to prove the contribution
to peer i. At the same time, 7T, (¢, ) is updated and peer 7
propagates a positive rating message to its trustee set, with
the following format:

where 7 is the satisfaction level. Peer k receives a propagated
rating message from peer ¢ if this peer is a truster of peer £k,
and then it proceeds to update P,. The propagated message
expires after a specified time. When peer k receives an expired
message, peer k ignores the message.

If the download of file f is unsatisfactory, the transaction
proof to peer j is suppressed and peer i records peer j
into its local table and updates Ty (7, j). Peer i propagates a
negative rating message among its trustee list. The format of
the negative rating message is as follows:

RKA{ID;, ID;, TG(j,1)} an

V. PERFORMANCE EVALUATION

A P2P network was simulated by using a mesh topol-
ogy, with 200 active peers. At the beginning, there are five
sybils clusters (each contains 11 peers), and each honest peer
performs k-means clustering to identify honest peers from
possible sybils.

In the simulation, 30% of sybils send rating messages
each time slot to raise the reputation of the main sybil and
their collaborator (sybil) peers. Because the sybils cannot get
transaction proofs 7'P from honest peers, each sybil randomly
selects six other sybils as their trustees and sends artificial
rating messages to them.

The efficiency of the proposed framework is measured in
terms of the number of uncompromised peers; or good nodes.

Figure 6 shows the simulation results, under a large attack,
rate of 0.8. The attack rate is the probability that the sybil
peers develop attacks, by issuing artificial rating messages
in a time slot. In this figure, K indicates the use of the k-
means clustering algorithm, 7" indicates the use of transaction
verification, and L indicates the use of a local table. The
figure shows seven curves, each curve represents a different
combination of the different mechanisms. The figure shows the
effect of using 7', K, and L separately. From these, it can be
observed the transaction verification scheme (7") has the largest
positive impact on the efficiency of proposed framework.
The reason for that is because the effect of the local table
and and k-means clustering schemes are used to determine
sybil candidates but they don’t guarantee the absence of
false negatives. However, these two mechanisms reduce the
probability of selecting a sybil as a downloading source. On
the other hand, the transaction verification mechanism is a
direct countermeasure to the attack on the reputation of peers,
and therefore, this mechanism has the largest countermeasure
effect.

This figure also shows that when these three mechanisms
are combined, the efficiency is very high. The results show that
the proposed framework is able to suppress the proliferation
of malware under sybil attacks efficiently, as the number of
good nodes (i.e., peers clear of malware) remains at 184. This
is, the number of compromised peers is small and it remains
at this value indefinitely.

200

150

100

50

Number of good nodes

Time slots

Fig. 6. Comparison of different mechanisms under attack rate 0.8.

Figure 7 shows the same scenarios discussed in Figure 6,
under, however, a small rate attack of 0.2. This Figure shows
a larger effect of the proposed mechanisms.
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Fig. 7. Comparison of different mechanisms under attack rate of 0.2.
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Figure 8 shows the failure ratio of the k-means clustering
methods under local table (L), the transaction verification
mechanism ("), and the combination of the two (L 4+ T"). The
failure ratio is calculated as the number of sybil peers in the
truster list divided by the total number of trusters. This figure
shows that the use of the local table and transaction verification
mechanisms, the ratio of false positives is reduced.

1
2 08r
g
E 06 -
s 0
&
g 04r
Q
§ —a— K+1L+T
> 02k +1A+
O 1 1
0 10 20 30 40 50
Time slots
Fig. 8. K-means clustering failure ratio.

VI. CONCLUSIONS

Trust management is a strategy to determine the reputation
of peers by evaluating the level of trustability. However, a
trust management system may not be effective under sybil
attacks, as these attacks attempt to increase the reputation of
sybil peers and therefore, making them attractive downloading
sources for honest peers. To countermeasure that, we proposed
a framework that consists of three mechanisms, a local table
to determine the collaborators of sybils and honest peers, a
k-means mechanism to cluster peers as possible sybils or
honest peers, and a transaction verification mechanism to
verify that the reported transaction actually occurred. These
three mechanisms act on different properties of a sybil attack.
We performed a simulation of a P2P network using a trust
management scheme under a sybil attack and measured the
number of compromised peers. The results show the effects
of each mechanism and their combinations. We observed that
the transaction verification mechanism is the most effective
single strategy as it targets one exploit of sybils, which is the
report of fictitious interactions. Furthermore, the results show
that the combination of the three mechanisms has the largest
effect on supporting trust management as the number of peers
compromised is bound to a small number.

The derivation of these three mechanisms origins from our
proposed model of a trust management system and information
about the probability of a peer of being a sybil. The model
is based on a probabilistic approach. The evaluation of the
model indicates that it is not sufficient to identify fictitious
interactions, but also it is also important to identify (with high
probability) potential sybils.
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