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Abstract— Crossbars are very popular because of their non-
In high-speed and high-throughput packet switches, system reli- pocking nature, design simplicity, and market availabil-

ability is critical to avoid the loss of a huge amount of information . . .
and to avoid re-transmission of traffic. We propose a series of con- ity. The non-blocking property in a crossbar makes rout

current fault-detection mechanisms for a multiple-plane crossbar- iNg more practical; several crossbar-based switches have
based packet switch. Our switch model, called then + = model, been proposed in research and commercialy as in [13]-

hasm active planes andz spare planes. This switch has distributed [16] However. fault tolerancein crossbars presentsahigh
arbiters on each plane. The spare planes, used for substitution of ’ ’

faulty active ones, are also used in the fault detection mechanism, COMplexity because of their large number of crosspoint el-
thus providing sufficient data redundancy for fault detection and lo- - ements, O(N?). Redundancy and fault detection on all
cation. Our detection scheme is able to detect a single fault in one regorces within the crosshars, such as switch elements
time slot without increasing transmission overhead. The proposed . . .

schemes can be used for switches with different numbers of active (SEs) and connection links, become costly. Itisimportant
planes and the number of spare planes needed for fault detection is t0 provide a feasible fault-tolerant system for this popular

small.

I. INTRODUCTION

In high-speed and high-capacity packet switches, sys-
temreliabilityiscritical to avoid the lossof ahuge amount
of information and to avoid re-transmission of traffic. In
a packet switch, shared resources such as the switch fab-
ric and schedulers, must be fault-tolerant to avoid switch
collapse dueto a fault occurrence. Asthe demand of traf-
fic with defined Quality of Service (Q0S) guarantees in-
creases, it is essential to count on fault-tolerant switches
to avoid increased traffic dueto re-transmissionsthat may
affect the fragile flow control, congestion control, and
scheduling mechanisms, which are already occupied with
fault-free traffic flowing through, and may jeopardize the
QoS parameters for the guaranteed traffic.

Fault-tolerant systems are mainly concerned with two
issues: fault detection and resource redundancy [1]-[12].
One of the componentsin aswitch that should be afforded
ahigh degree of redundancy isthe switch fabric since this
isthe most shared part of a switch.
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switching fabric.

A duplex system (a replication of the system) can be
considered as a straight-forward solution for a fault toler-
ant switch. It offers a 100% hardware redundancy. Du-
plex redundancy is cost-effective for small switches only
(i.e., those withasmall number of ports, connection cards,
or links).

A multiple-plane switch architecture is appealing be-
cause of the augmented throughput and rel axed port speed
and pin count. Redundancy can be provided to a switch
with multiple switching planes. A switch that transmits
a data packet through m active planes can have one or
more spare planes to replace any faulty active plane. [17]
presents a practical spare distribution scheme with less
than 100% hardware redundancy with a system of m +
y + z, where m is the number of active planes. A switch
plane can comprise a bi-dimensional array of modules
(e.g., boards). y isthe number of spare modulesin the y-
axis. A y module can substitute any module in the cor-
responding active plane in the y-axis. =z is the number
of planes (or modules) in the z-axis. This methodology
has been shown to be more cost-effective than a duplex
system for alarge switch since it can provide comparable
availabhility of spares withless hardware redundancy. This
sparing scheme alows afast (i.e., concurrent) system re-
configuration.



In our switch model, we adopt a similar architecture
with spares in the z-axis only.

A complete fault detection and location system com-
prises roughly three parts. a detection schemen the
physical layer, a statistical information pootor fault oc-
currences, and a fault-tolerance managethat determines
when a switch part is considered faulty and when the re-
placement or recovery of the faulty part is performed.
The detection scheme provides information to the man-
ager when a discrepancy isfound. The manager performs
the determination of afault according to the collected sta-
tistical information.

Fault detection can be performed in a concurrent fash-
ion or during intermittent test-mode periods (sequential
fashion) in an on-line system.

In sequential fashion, testing is performed while the
switchisintermittently setin atesting modetorun suitable
detection procedures. During the testing phase, the regu-
lar forwarding of cellsisinhibited and thefault modelsare
tested on the switch resources such as arbiters, switch el-
ements, and transmission paths. For a large system, this
methodology is impractical for high-speed switches be-
cause the testing takes an amount of time proportional to
the number of inputs and outputs.

In the concurrent fashion, testing is performed while
a cell is traversing the switch. The switching parts (the
switch elements and paths) are tested as they are utilized.
The detection has to keep up with the switching speed.
Some extrahardware can be used for thispurposeasin[1].
That paper presents a concurrent detection mechanism
for a multiple-plane banyan-based architecture where the
scheduler is separated from the switching network. In that
scheme, an active plane is tested at atime, and the spare
plane is used to transmit a copy of the transmitting cells.
If these two plane outputs present differences, both active
and spare planesare suspected to befaulty. After aplaneis
suspected of failure, the switch isplaced in atesting mode
for fault location. During the testing mode, specia test
patterns are applied to the active planes under test with the
same routing information that triggered the change from
the working mode. However, this method needs a second
comparison phase (in asecond mode) in thefollowing cell
dot to define the fault. This makes the detection system
dow, and switching from one mode to the other is difficult
for alarge N switch, where NV isthe number of input and
output ports, because all ports need to be synchronized.

In a high-speed fault-tolerant switch, it is necessary to
provide afast fault detection scheme that, for a high com-
plexity fabric such as a crossbar, is able to provide high
fault detection coverage. It is also important to simul-

taneously provide fault detection coverage for the spare
planes, and that the transmission overhead ratio is mini-
mally increased by the detection mechanism.

In this paper, we propose a series of fast concurrent
fault-detection schemes for a multiple-plane crossbar-
based packet switch.

We assume am + z multiple-plane architecture, where
m planesare active and » planesare used as spares. These
detection schemes detect single fault models and locate
the fault at the plane level for active and spare planesin a
single cell cycle (i.e., afixed-length time is used to trans-
mit afixed-length packet from aninput to its destined out-
put port). Also, with these schemes, the cell overhead
is not increased, and the checking complexity at the out-
putsis reduced to single bit comparisons. These schemes
are used within afault analysis system for fault detection
and faulty-planelocation. The active planes and the spare
plane are continuously tested so that the substitution of a
faulty plane can be performed quickly. We explain our de-
tection mechanisms with the example of a system with a
single spare plane.

This paper is organized as follows. We present a de-
scription of our switch model in Section I1. In Section |11,
we define the fault models considered in this architecture.
In Section 1V, we present our schemes for fault detection.
In Section V, the detection coverage and utilization are
estimated. In Section VI, we comment about extending
these schemes for any number of active planes. In Section
VI, we present our conclusions.

Il. MULTIPLE-PLANE SWITCH MODEL

As Figure 1 shows, a multiple-plane architecture uses
more than one plane to transfer packets from the inputs
to their destined outputs. We assume a switch that uses a
multiple-planetechnique, using m active planes. Variable
length packets are dividedinto fixed-length cells. Further-
more, a cell, with alength of L bits, is segmented into a
number of segments equal to the number of planes m; all
segments follow the same path between inputs and out-
puts, producing path redundancy. All segments are trans-
ferred simultaneoudly.

We assume a crossbar as a switching fabric, where each
port is w-bit wide. In a crosshar-based switch, a sched-
uler isin charge of selecting the set of cells that can be
sent through the crossbar to resolve input and output port
contention. The scheduler can be of a distributed nature
asin [18] or of a centralized nature as in [14], [15], and
[19]. Inour switch model, we assume a distributed sched-
uler architecture, the input arbiters are considered in the
input line cards, and the output arbiters are implemented



in the crossbar fabric asin[18]. Using independent arbi-
tration planes, every plane has a copy of the output arbiter
that providesredundant arbitration that iswell-utilized for
fault-tolerant measures.

In the crossbar logic, every crosspoint element isin ei-
ther active or idle state (also referred as cross or toggle
state, respectively). A crosspoint el ement can betransmit-
ting datato the output port or disconnecting the datatrans-
mission, intheactive state or intheidlestate, respectively.
The bit valuesin the active state depend on the user data.
All inputsare interconnected to an output by an input joint
logic. We assume that any circuitry working as an input
joint can be modeled as an OR gate. Figure 2 shows the
input joint logic. In the rest of the paper, we assume that
theidlevaluefor a crosspointis“0.”

1. FAULT MODELS

The fault models in [1] and [12] are adapted to our ar-
chitecture, others are the same models as considered for
digital logic switching systemsin[20], and therest are de-
fined according to our switch model.

We separated the fault models arbiter faults and cross-
point faults. We assume that multiple faults have a very
low probability of occurrence, so we do not consider them.

Some examples of the arbiter faults are presented be-
low.

Grant Multiplicity. If two or more inputs are matched
with a single output, multiple grants are issued. Thismis-
behavior might bring up a collision between two cells.

Grant Loss.If the scheduler receives at least arequest,
agrant should beissued. If the scheduler does not issue a
grant, the grant is considered lost.

Grant Stuck. This fault is interpreted as a situation
when a port or a group of portsare receiving a grant con-
secutively (back to back) whileother portsremain starved.

We present some examples of crosspoint fault models
below.

detected.

IV. SCHEMES FOR FAULT DETECTION AND
LOCATION

In this section, we present three schemes for discrep-
ancy detection and plane-location. The determinationand
location of afault is pursued up to the plane level. Once
the faulty planeislocated, it isreplaced with a spare non-
faulty plane by the control system.

These schemes are based on comparison of redundant
user data that is transmitted through the spare plane. The
gpare planetransmitsacopy of datafrom the active planes
at each time dlot so that the spare planeisaso tested. The
comparison isdone by pairs of planes on a bit-cyclebasis,
so withthe comparison of three planes separately and con-
currently, fault detection can be performed effectively. As
the arbiter results are redundant for each plane, the same
input and output ports are matched on al planes. Asare-
sult, all named faults are detected by this method.

The detection processis summarized asfollows. Phase
1. A copy of data from the active planes is sent on
the spare plane, according to the procedure stated below.
Phase 2 After data have been transmitted, the data at the
output ports of the active planes are compared to the re-
dundant data on the spare plane. Either of the following
Cases OcCurs:

(i) If al datafrom these m + = planes have no discrepan-
cies, the planes are free of faulty parts.

(i) If adiscrepancy is detected, the plane with a discrep-
ancy is located according to the discrepancy type! The
scheme details and how data redundancy is done are pre-
sented below in an example. For simplicity, we consider
a switch where there are four active planes and a single
spare plane(i.e., m = 4 and z = 1), without losing gener-
ality. We also assume that each data busis four bitswide
(i.e., w = 4) and the cell length is 512 bits (L = 64 x 8).

Data on Active PlanesA bit transmitted through each

Cross or Idle (unconnected) Stuck Crosspoint (CS)laneisdenotedas i, , where the bit set 7 correspondsto

This fault occurs in a crosspoint when it remains perma-
nently in cross-stuck regardless of the arbiter result.

Toggle or Active (connected) Stuck Crosspoisitni-
larly to CS, Toggle Stuck (TS) occurs when a crosspoint
remains in toggle state invariably along the time, even in
the presence of adeclined grant signal.

1/0 Stuck Crosspoint (OZS)hisfault occursinthedata
links when an output link remains in either logic zero or
logic one when data pass throughiit.

In general, we assume that any fault may produceadis-
crepancy among the redundant information. A discrep-
ancy exists whenever a difference on any of the w bitsis

an active switching plane, = = {W, X, Y, Z}, [ isone of
the datalines, | = {A, B,C, D}, and t; isthe bit-clock
cyclewhenthepair (1, .J), where I isan input port and .J
isan output port in the crossbar, isset up for cell transmis-
sion, numbered ast, = {0,...,—£— — 1, —L— _}.

In our example, the number of bit clocksin a cell dot
ist, = {0,1,2,...,31}. However, ¢, continues in the
next time slot where the same pair input-output port are se-
lected for transmission. This procedure providesthe abil-
ity to accumulate as many comparison bits as needed.

1A discrepancy meansthat aplane showsadifference. Note that when
S differs, two or more differences are seen.



Data on the Spare planelhe bit sets sent through the
spare plane (S) and the single bits are denoted in the same
way as those for the active planes. Each of the bitstrans-
mitted through S is denoted by S},, where ! and ¢, have
the same meaning as above.

In the following subsections, three schemes are pre-
sented.

A. Scheme 1: Redundant Bits on the Spare Plane

The transmitted bit sets on the spare plane, as a copy of
bit sets on the active planes, are chosen as follows:

At time ¢, = 0 the data lines S} for I =
{A® BS C® D%} (where S stands for the spare plane)
transmit a copy of the data in the active plane W of this
bit time, W{. Thisset is denoted as S(W{).

Attimet; = 1 thedatalines S} transmit a copy of the
dataon active plane X, X|. Thissetisdenoted as S( X1 );
and so on.

In general, at time ¢,, the data lines in the set S}, =
S(w,) transmit a copy of the plane ¢, mod m (¢, mod
4), where the remainder {0, 1,2, 3} correspondsto = =
{W, X,Y, Z}, respectively.

During a cell ot time, the transmitted bit setson the S
plane are: S(W}), S(X1), ..., S(Z), S(W)), ..., S(ZL),
o S(Z5). Inthiscase, the first element (S(W})) is sent
in the first bit cyclet, = 0 and the set (S(Z%,)) is sent
on the 327¢ bit cycle (t;, = 31). This data distribu-
tion is shown in Figure 3. In the next time dot, with the
same input-output pair, the ¢, count continues. Figure 4
shows that the information, passed through the S plane,
is compared to the corresponding bits on the active planes
(W, X,Y, and ) during a time slot. The results are di-
agnosed according to this method. A discrepancy can be
detected in either the spare plane S or in any of the active
7 planes. We define that a bit set P1, of plane P1, is dif-
ferent fromthebit set P2, of plane P2, if any bit of set P1
differs from its corresponding bit on plane P2.

B. Scheme 2: Addition of Bit Complements

According to the input joint logic, Scheme 1 has a de-
pendence on the distribution of the values of “0” (0-bitra-
tio) and“1” for each comparison bit. It can beseen that the
number of logical 0" sinthe comparison bitsincreasesthe
efficiency of the mechanism. The number of “0"s depends
on the user data, so Scheme 1 has unpredictable coverage
for an unpredictable O-bit ratio.

To overcome the problem stated above, Scheme 2
presents a variation on the bit distribution in Scheme 1
among the active and spare planes to balance the number
of “0"sand “1"s(or bit-ratio) in the comparison bits, mak-

ing the detection scheme more independent of the random
user data.

In Scheme 2, the active planes transmit some extra bit
sets: an original bit set and its complement for every com-
parison hit set. The spare plane transmits a copy of the
original bit set and the bit sets that could not be transmit-
ted through the active planes because of the transmission
of the complements hit sets.

In our example, the distribution in the active plane W
is. Wy, Wo, Wa,..., Ws, Ws,..., W1, in one cell slot.
For the active plane X, the bit sets are: Xy, X;, X,
Xy X10, X104.-, Xa1, and in that way for the rest of
the active planes. The spare plane S transmits S(1;),
S(W1), oy S(X4), S(X5), ooy S(Y8), vy S(Z12), S(Z13),
weey S(X16), very S(Zgl)

The pictorial description of the bit format is shown in
Figure 5. In this figure, we represent a bit set as any
W, X,Y, Z, as above. Each letter corresponds to an ac-
tiveplane(i.e., 0,1, 2, 3)and S, the spare plane. Each set,
as before, encloses four bitsfromlines A, B, C, and D.

C. Scheme 3: Embedding Small Hardware for Collision

Monitoring

Both of the schemes presented above use bit redun-
dancy through the active and the spare planesto detect a
fault. Even though Scheme 2 is more independent of the
user data, it presents a disadvantage: the number of com-
parison bits, collected during a given period of time, isre-
duced when compared to Scheme 1 because of the trans-
mission of the complemented bits. Thetimeto collect abit
set in Scheme 2 is double the time that Scheme 1 takes.

Scheme 3 uses the properties of Scheme 1 and Scheme
2. It produces a discrepancy coverage independent of the
user data and a higher coverage. Scheme 3 uses the data
distribution as in Scheme 1 and the input jointis replaced
by an exclusive ORunctionto modify theinput joint out-
put when two “1”s collide. This small modification bal-
ancesthefault collisionsensitivity for the O-bit ratio, with-
out affecting the behavior of the input joint.

V. COVERAGE OF DISCREPANCY DETECTION

The detection coverage depends on the deployed
scheme. In this section, we evaluate the coverage to de-
tect adifference with al presented schemes.

Theredundant dataor bit setsare concatenated toforma
bit string. These bitsare called bits in comparisoror test-
ing bits The testing bits transmitted through a legitimate
(or fault-free) input are denoted as string B;, and the ones

2The scheme does not modify the information of user cells.



transmitted through afaulty input are denoted as string B
or colliding string.

We estimate the fault detection coverage by analyzing
the probabilitiesof asinglebit being“1”. We define P;(1)
asthe probability of alegitimate bit as being of value“1”;
for avalue of zero the probabilityis P;(0). Sincewe study
the coverage when a bit collision occurs, we define P.(1)
as the probability of a colliding bit (or erroneous bit) of
having value “1". For simplicity, we assume that:

Py(b) = P.(b), (D

where b iseither “0” or “1”, as shown above, without los-
ing generality. So the following coverage is a function of
the probability product between the legitimateand the col -
liding bits. Intheresultspresented inthe coveragefigures,
we refer to a bit probability as:

p(b) = Pi(b) = Pe(b). 2

However, we describe the origin of each bit probability in
thefollowing equations. The coverage C'ov of adetection
scheme is estimated as:

D
COU = m, (3)
where D isthe average probability of having a detectable
combination in n testing bitsand U the average probabil-

ity for an undetectable combination.

A. Coverage for Scheme 1

The coverage, using (3), of Scheme 1 is defined by Uy,
and D;;, which are the average probability of the occur-
rence for adetectable and an undetectable combinationfor
Scheme 1, respectively. Us; and D, can be represented
as.

Up =Y Cln, )P0 *A(Dra, (4
k=0
k
a =" Ok, j)Pu(0)" 7 Py(1) (5)
j=0

and

Dy =Y Cn, k)P0 *P(1)*(3—6), (6)

k=0
where .
B =" C(n, j)P.0)" I P,(1) (7)
j=0
and .
§= Z C(k, i)P(0)*~ P.(1)". )

j and { are variables that depend on a specific combi-
nation; they are used to indicate the number of “1"sin a
combination. k isthe number of “1"s in the combination
of thetesting field of » bits. C'(r, s) isthe number of com-
binationswith » “1”sinacombinationwith s bits. For this
scheme, n isdefined as:

n= 2, ©

m

where t; isthe number of bit cyclesthat thepair (7, J) are
connected during one or more time dots. (9) providesthe
number of testing bits by bit cycle. It takes m bit cycles
to collect the first comparison bit set or » first bits. So ¢,
increases by steps of m bit cycles. Figure 6 showsthere-
sults obtained from (4) and (6) in function of n (here we
assume that » can be collected arbitrarily for demonstra-
tion purposes). This scheme performs best when the dis-
tributionof “0” and “1” valuesisuniformwith an average
of p(1) = p(0) = %, and it degrades for any other value
of p(b).

B. Coverage for Scheme 2

The coverage for Scheme 2, according to (3), in func-
tion of the average probability of the occurrence for a de-
tectable and an undetectable combinationU;» and D;», re-
spectively. They are represented as:

Usa = P:(0)" (120)
and
Dy =1 — P.(0)", (11)
where n, for this scheme, is defined as:
th
=== 12
n=|u (12)

Figure 7 shows the improved detection coverage for
Scheme 2 with different bit probabilities.

The coverage in Scheme 2 depends on the product of
p(1); asp(1) goesfrom 0to 1, the coverage increases. For
ap(1l) = 1, the coverage of this scheme (50%) doubles
the coverage of Scheme 1. The number of logical bitsin
Scheme 2 ishalf of the bitsused for comparisonin Scheme
1 for the same period of time.

C. Coverage for Scheme 3

The coverage for Scheme 3 is estimated by using the
following equations. Similarly from (3), where, in this
case, the equations for Us3 and D3 are the same as for
Scheme 2:

Uss = P:(0)" (13)



and
Dgz=1—P(0)". (14)

Inthese equations, n isdefined by (9). Thetimeinwhat n
can be collected in this scheme is the same as in Scheme
1. The detection coverage, interms of n, for Scheme 2, is
the same for Scheme 3, as shown in Figure 7.

D. Comparison of Schemes

Figure 8 showsacomparison among thethree presented
schemes. In thisfigure, S1, S2, and S3 stand for Scheme
1, Scheme 2, and Scheme 3, respectively. Schemes 2 and
3 have a higher coverage than Scheme 1 in terms of the
number of testing bits.

Figure 9 shows the detection coverage for al three
schemes as a function of the number of bit cycles. As
shown inthisfigure, the most effective schemeis Scheme
3. 12 bitsare sufficient (three bit cycles, 4 x 3) to achieve
an acceptable level of discrepancy detection, or 99.9%,
which can be achieved in a single cell dot. If the cell
length isincreased, more bitsfor comparison can be used
if the detectionis made by time slot. Otherwise, the accu-
mulation of bits continues at the next time slots in which
the same pair (I, J) are used, providing alarge number of
testing bits.

Schemes 1 and 3 have amost the same hardware com-
plexity. The number of redundant bits is the same. The
only difference is the exclusive ORunction as the input
jointin Scheme 3; however, thisisanegligible part within
the total hardware complexity in a switch fabric. Scheme
2 has a higher complexity than the other two schemes
sincedl planestransmit not-redundant user data (the spare
plane becomes an active plane). The accommodation of
bitsismore complex and so isthe sorting of bitsat the out-
puts. Also, the number of bitsthat can be used for compar-
isonishalf of that usedin Schemes 1 and 3duringthesame
period of time. Scheme 3 provides the fastest detection.

E. Rotation of Planes

We aso observe the utilization of planes in these
schemes. We define the utilization ratio of a plane for de-
tection asthe number of bitsthat are compared for discrep-
ancy detection over the total number of transmitted bits
during a cell cycle. The higher the utilization ratio, the
faster the testing bits (or n) are collected or the faster the
detection. Inour example, Scheme 1 uses 25% of each ac-
tive planeto send detection data while 100% of the datain
the spare planeisused for fault detection. Thisgivesbetter
coveragetothe spareplane. In Scheme 2, the utilizationof
active planesis 12.5%, whilein the spare plane it is 50%,
since the other 50% is not-redundant user data. Scheme

3 has the same utilization as Scheme 1. This unbalanced
utilization provides a better coverage (for the same period
of time) for the spare plane. In order to balance the uti-
lization and to improve the detection time for the active
planes, rotation of planes (of the role of the spare plane)
can be performed. The average utilization and coverage
are increased by rotating the assignment of the role of the
gpare plane in a cyclic manner among all planes. In this
case, the utilization for Schemes 1 and 3 is 40% for any
plane, and for Scheme 2, 20% for any plane. Rotation of
planes modifies » as follows. For Schemes 1 and 3:

_ Qth
n= |, (15)
for Scheme 2: y
21y
= . 1
n= = (16)
In (15) and (16), the ratio mzjz is the average utilization

of aplanethat takesthe role as a spare plane during z time
unitsand as an active plane duringm time units. Figure10
shows the coverage in function of the bit cycles ¢; when
using (15) and (16). Rotation of planes can be used to re-
duce thetime to achieve an acceptabl e detection coverage
(e.g., 99.9%) or toimprove the coverage in alimited time
period. Inthisfigure, our example showsan improvement
to Scheme 1. Scheme 2 does not show an improvement
because of the high coverage of the scheme without rota-
tion. Scheme 3 also shows animprovement when rotation
is used.

VI. SPARE RESOURCES

With alarger number of spare planes, the larger the de-
tection coverage; however, the cost increases proportion-
ally. Our objectiveisto keep the cost low.

The detection coverage withalarger z can be estimated
according to (9) and (12), without rotation of planes. In
our example, if the number of spare planes increases to
two (i.e., an m + 2 switch), the number of comparison
bits or utilization increases in proportion to the number
of spare planes z, so the coverage is higher (and so isthe
cost). Figure 11 shows the detection coverage as a func-
tion of the number of spare planes. It is seen that for
our example, the coverage does not improve significantly
when z = 2. These detection mechanisms produce an ac-
ceptable detection coverage with asmall number of hard-
ware resources.

For aswitchwith alarge m, the spare planes can be dis-
tributed in the z-axis (e.g., with a granularity at the board
level). The number of spare planes needed for an accept-
able detection coverage can be obtained from (9) and (12),
givenn, m, and w.



In [17], it has been shown that the replacement of a
faulty active plane can be donein asinglecell cycle. The
replacement process can be implemented in our switch
model to provide a fast recovery.

VIlI. CONCLUSIONS

We presented a series of concurrent fault detection
mechanisms, which use spare resources as an important
part in the fault detection process. The multiple-plane ar-
chitecture uses at least one spare plane for fault detection
whileall active and spare planes are tested on-line. While
using a crosshar switching fabric with a high number of
SEs(N?), thepathsand SEstested are the onesthat are be-
ing used for transmission. These schemes do not increase
thecell overhead. Of all three schemes presented, Scheme
3 has the best coverage. Although Scheme 2 presents a
lower coverage than Scheme 3, it can be considered a so-
[utionfor the case when theinput joint or the crossbar can-
not be modified. We provide very fast and simple fault
detection mechanisms that can be well-utilized for very
high-speed switches. We also showed, by means of an ex-
ample, that the rotation of the role of the spare plane im-
proves the detection coverage or speeds it up. The pro-
posed detection schemes can be used with the transmis-
sion check mechanisms to distinguish a faulty plane from
afaulty transmission, and they can be adapted to a switch
with any number of active planes providing a number of
spare planes accordingly. We aso showed that a small
number of planes are enough to provide an acceptable de-
tection coverage, with alower cost than a duplex system.

REFERENCES

Y-H. Choi and P-G. Lee, “Concurrent Error Detection and Fault
LocationinaFast ATM Switch,” IEEE/Proceedings of ATS'9fp.
113-118, 1996.

S-C. Yang and J. A. Silvester,“A Fault Tolerant Reconfigurable
ATM Switch Fabric,” IEEE INFOCOM '91vol. 3, pp. 1237-1244,
1991.

V. P. Kumar, J. G. Kneuer, D. Pal, and B. Brunner, “PHOENIX:
A Building Block for Fault Tolerant Broadband Packet Switches,”
Globecom '91pp. 0228-0233, 1991.

Y-H. Choai, “Concurrent Error Detection in Priority Queue Man-
agers for ATM Networks,” IEEE Pacific Rim International Sym-
posium Proceedinggp. 59-64, 1997.

B. lyer, R. Karri, and |. Koren, “Phantom Redundancy: A High-
Level Synthesis Approach for Manufacturability,” ICCAD-95,
IEEE/ACM Intl Conference '95p. 658-661, 1995.

A. Itoh, “A Fault-Tolerant Switching Network for B-ISDN,” IEEE
JSACval. 9, pp. 1218-1226, October 1991.

A. K. Somani, T. Zhang, IEEE Transactions on Reliabilifywol 47,
pp. 19-29, March 1998.

P. U. Tagle, N. K. Sharma, “Performance of Fault Tolerant ATM
Switches,” IEEE Proc. Commuyvol. 143, No. 5, pp. 317-324, Oc-
tober 1996.

A. Varma and S. Chalasani, “Fault-tolerance Analysis of One-
Sided Crosspoint Switching Netowrks,” IEEE Transactions on
Computersvol. 41, pp. 143-158, February 1992.

(1

(2

(3

4

(5]

(6]
(7
(8

(9

[10]

(11]

[12]

[13]

[14]

[19]

[16]

[17]

(18]

[19]

[20]

J. Ghoshand N. Krishnamurthy, IEEE Proc. 6th Intl Conference on
VLSI Designpp. 351-356, January 1993.

T-H. Lee and J-J. Chou, “Fault Tolerance of Banyan Using Multi-
ple Pass,” INFOCOM ’'92, pp. 0867-0875, 1992.

F. Lombardi, C. Feng, and W.-K. Huang, “ Detection and L ocation
of Multiple Faults in Baseline Interconnection Networks,” IEEE
Transactions on Computergol. 41, No. 10, pp. 1340-1344, Oc-
tober 1992.

H. J Chao and J-S. Park, “Centralized Contention Resolution
Schemes for a Large-capacity Optical ATM Switch,” Proc. IEEE
ATM WorkshopFairfax, VA, May 1998.

N. McKeown, M. lzzard, A. Mekkittikul, W. Ellersick, and M.
Horowitz, “Tiny-Tera: A Packet Switch Core,” IEEE Micro, pp.
26-33, January-February 1997.

P. Krishna, N. S. Patel, A. Charny, and R. Simcoe, “ Onthe Speedup
Requiredfor Work-Conserving Crossbar Switches,” IEEE Selected
Areas in Communicationyol. 27, no. 6, pp. 1052-1066, June
1999.

Cisco Systems, 12016 Multigigabit Switch
http://www.ci sco.com/univercd/cc/td/doc/product
/corelcis12016/hfricg/hfricgpo.html, 1999.

K. Padmanabhan, “An Efficient Architecture for Fault-Tolerant
ATM Switches,” IEEE/ACM Transactions on Networking527-
537, 1995.

H. J. Chao, " Saturn: A Terabit Packet Switch Using Dual Round-
Robin,” IEEE Comm. Mag.val. 38, no. 12, pp. 78-84, December
2000.

N. McKeown, V. Anatharam, and J. Walrand, " Achieving 100%
Throuhgput in an Input-queued Switch,” IEEE INFOCOM, 1996
pp. 296-302, 1996.

Router,

M. Abramovici, M. A. Breuer, and A. D. Friedman, “Digital Sys-
tems Testing and Testable Design,” |EEE Press, 1990.
Spare Plane
|
|
I Active Planes
Input O
: Tﬁ
S E (XY}
N-1 11O w \—‘—‘
°
® H Crossbar .
[ ) [ )
Input N-1
1 11
T e 1] —
G i e ||

=

W

i

Output O

i

OutputN-1

Fig. 1. Multiple-plane switch model with a spare plane



= < > N

Q [} Q [}

8 k] 8 k]

[=X [« Q. Q

[} Q Q ()

2 2 2 2

8 3 8 8

< < < <

o || > Y9 N

w | = > < ~

~ = x ~ N

o | & X N
o5 >

w (2| N

E+ | T X > N’

Y ES X > N

o = > "

T ol - | 77 - | —

— ,W x > N

o | x > N

}
N x
N (o]

input 1—
input 2_|

inputN —

*=+ Spareplane S

output j

Fig. 5. Scheme 2: bit distribution on planeswith bit complements

Fig. 2. Input joint: logic of a connection of al inputs to one output

Bit time

100

» 2
13
T @
oo~
iIdf 1
a4 9
g = 1o <
t o " g
2
j=2]
i=
1o =
2
k]
1 © m
Qo
€
=}
z
1 <
1T N
P S T T S T T T .
o 9 9 9 2 9 o o o ©
o o) ~ © wn < (el N -
(%) abelanod uondsreq
2 x > N "
9] [ 9]
s s s & §
Fy o Fy = =
= = = > =
k3] k3] k3] B
< < < 2 &
e R e
TE e RN =
- w/\\ %\\\\\M\ 174 \\\\\\\\ 7_7
TEE T =
FR N Ed
TE T N =
SRR R N;
= < P N >
= X > N 3
B o [~ o T o [ o |7 o
= x > N =

Fig. 6. Coveragefor Scheme 1 with different numbersof testing bitsand

Fig. 3. Scheme 1: hit distribution on active and spare planes

bit probabilities

Plane0Oor W

100

90

80

Planelor X

70

60
50
40
30
20

(9%) abelanod uondalaqg

Plane2or Y

10

Plane3or Z

16

14

12

10

Number of testing bits, n

Fig. 7. Coverage of Schemes 2 and 3 with different numbers of testing

bits and bit probabilities

X

31

¥

Zy

X

30

7
30

Y30
©

4

Si%@)| Plane S

4

7

S(V\(/) S(X} S(\Q S(% SQI)

Fig. 4. Comparison of bit setsin Scheme 1



Detection coverage (%)

100

90
80
70
$ 60
S 50 -O- SL p(1)=1/2
e 4l —o— S2, 3, p(1)=1/2
° —o— SL, p(1)=V/4=3/4
30 |
2 —a— 52,3, p(1)=V/4
§ 0 —a S2,S3, p(L)=3/4
10
0 1 L L L 1 L 1
0 2 4 6 8 10 12 14 16
Number of testing bits, n
Fig. 8. Comparisonof schemes1, 2,and 3
100 © ¢
95| /
90 -0- 1, p(L)=1/2
851 - 52, p(1)=1/2
80 —0- S3, p(1)=1/2
75 =31, p(1)=1/4
70t -~ 52, p(1)=1/4
sl ——S3, p(1)=1/4
- S1, p(1)=3/4
60y -v- 52, p(1)=3/4
551 - S3, p(1)=3/4
50 . . . . .
0 4 8 12 16 20 24
Number of bit clock (ty,)
Fig. 9. Coveragein termsof number of bit cycles
100
p(1)=%2
95 |
90 |
-O-S1
g &t 3 s2
(]
e s3
g 80 | -
3 —e— S1, with rotation
o
s 1wl —=— S2, with rotation
o —_y— S3, with rotation
|5
[a) 70 L
65 1 1 1 1 1

8

12 16 20

Number of bit cycles (t,)

24

Fig. 10. Coverage consideringrotation of the spare plane

Detection coverage (%) Detection coverage (%)

Detection coverage (%)

100
-1
95 7w p(1)="2
%
o-z=1
85 *-z=2
Oz=3
80
75
scheme 1
70
o 5 10 15 20 25
Number of bit cycles (t)
100 O O
-1
% p(1)="2
%8
97 o-z=1
®z=2
% o+z=3
% Scheme 2
94
0 5 10 15 20 25
Number of bit cycles ()
100
%
%
- —o-z=1
--7=2
% O z=3
% Scheme 3
o
o 5 10 15 20 25

Number of bit cycles (tp)

Fig. 11. Coveragein function of z spare planes



