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Abstract—As transmission speeds increase faster than process-from src to dst is:
ing speeds, the packet processing time (PPT) of a host (i.e.,
workstation) is becoming more significant in the measurement OWD = PPl e+t +tg +tp + PPlyy
of different network parameters, in which packet processing by
the host is involved. The PPT of a host is the time elapsed

between thg arrival of a packet at the Qatg-hnk layer and the time /”_‘\ /d‘”\

the packet is processed at the application layer of the TCP/IP Layer 4 ; A Layer 4

protocol stack (RFCs 2679 and 2681). In this paper, we propose a PPT,. Layer 3 : ' Layer 3 PPTy,
methodology to measure the PPT of a host using Internet Control Layer2 | ) ‘rororoememememesesesessseaeneead Layer 2

Message Protocol (ICMP) packet and a specialized packet- - Physical Link (Layer 1)

capture card that does not require synchronization between the

host under test and the packet-capture card. We tested the < (i1, >

proposed methodology on two hosts with different specifications.

The experimental results show that the proposed methodology Fig. 1. End-to-end one-way delay (OWD) of packetetween two directly
consistently measures PPT. connected hosts.

Index Terms—Active measurement, packet processing time,

clock synchronization, local area network. .
However, because of the low transmission rates of legacy

systems, PPT has been considered so far negligible (i.e.,
. INTRODUCTION PPT,,.. = PPTyy ~ 0). As data rates increase, the con-
tribution of PPT increases.

Packet processing time (PPT) of a host (i.e., workstation) iSThe error in the measurement of OWD in high speed
the time elapsed between the arrival of a packet in the hogtaNs can be large if PPTs are neglected. For example, the
input queue of the Network Interface Card, NIC, (i.e., thmeasurement of OWD of 1500- and 40-byte packets between
data-link layer of the TCP/IP protocol stack) and the time thae end hosts witlP PT,,. = PPT,, = 2 us and an average
packet is processed at the application layer [1], [2]. As linkvel of queuing delayt, = 40 pus [7], on a 100-Mb/s link
rates increase faster than processing speeds [3]-[5], the rolewlild have an error of 2.5 and 8.5%, respectively. In these
PPT becomes more important in the measurement of differgalculations, error :|%| x 100 %, OWD =
network parameters. OWD' + PPT,.. + PPTyq, OWD' = t, +t, + ¢, and

One-way delay (OWD) in a local area network (LAN) ist, = 0.5 us, considering the maximum transmission length
an example of a parameter that PPT can significantly impd®00 m) of a Fast-Ethernet cable [8]. This error increases up
[6]. Figure 1 illustrates the OWD of a pack&tover an end- to 52% when queuing delay is relievet] (~ 0 us [7], [9]-
to-end path, between two end hosts, the sousee) @nd the [11]) for a 40-byte packet, which constitutes 50% or more
destination {st) hosts. The figure shows the different layers abf the IP traffic [12], [13]. In a similar scenario, the error of
the TCP/IP protocol stack thdt traverses at both end hostsOWD on a 1-Gb/s link can be up to 14% (gs= 25 us for
as defined in RFC 2679 [1]. The transmission timg é&nd a 5-km optical cable in Gigabit Ethernet [8]). Therefore, PPT
propagation timet{) of P take place at the physical layermust be considered for an accurate measurement of OWD in
the queuing delayt() takes place at the network layer, and AN.
the time stamping of the packet creationsat (PPTy,..) and Similarly, knowledge of the PPT of servers used in financial-
packet receiving atist (PPTy,;) take place at the applicationtrading datacenters can increase customer confidence as OWD
layer of the end hosts. The actual OWD experiencedFby is estimated with high accuracy [14], [15].



In a wide area network (WAN), high-resolution OWDmeans of buses, a front-shared bus to connect the CPU and
measurement can be used to increase accuracy in IP the chipset, a memory bus to connect the main memory and
olocation [16]-[18]. In IP geolocation, each microsecond dhe chipset, and a Peripheral Component Interconnect (PCI)
propagation time varies the estimated geographic distancebus to interconnect the chipset with the NICs. Figure 2 shows
300 m between two end hosts connected over optical linkkis simplified architecture.

PPT is also an important parameter in the measurement of
link capacity and available bandwidth on high speed networks
[19], [20]. For example, in the measurement schemes based cpu
on packet-pair structure [21]-[26], As of PPT can incur 8%
error on a 1-Gb/s link if 1500-byte packets are used. This error [ l
increases as the packet length decreases. ‘ ‘ ‘ ‘

The measurement of the PPT of a host can be complex

. . NIC NIC
because the host must record the time a packet arrives at the 1 e n
data-link layer and the time the application layer processes
the packet. However, time stamping at the data-link layer is
not readily available in popular and deployed NICs. PPT mea-  Fig- 2. Top-level architecture of a general-purpose host.
surement can be performed by placing a specialized packet-
capture card in the same subnet where the host under #siNIC Operations

is located. Furthermore, existing packet-capture cards havesigure 3 illustrates the two basic operations of the NIC:
a time stamping resolution in the nanosecond range [2fkcket transmission and packet receiving processes [30], [31].
[28], and their use require time synchronization [29] witlFigure 3(a) shows that for transmitting a packet, the host
the host’s clock. This is difficult to aCCOmp|iSh as Operatinmitia”y creates buffer descriptors in the main memory con-
systems of a host can provide up to microsecond resoluti@gining the location, both address and length, of the packet
In this paper, we present a methodology to measure {®ep 1) and informs about this event to the NIC (Step 2).
PPT of a host using a specialized packet-capture card in tfige NIC then copies the packet to its local buffer through two
same subnet. The proposed approach does not require clpfdect Memory Access (DMA) transfers, one for the packet
synchronization between the host under test and the packfiscriptors and the other for the packet itself (Steps 3 and
capture card. We present an experimental evaluation of g The NIC sends the packet out to the network (Step 5)
proposed methodology, and the outcomes show consistent g finishes the transmission process by interrupting the CPU
measurable results. (Step 6). According to Figure 3(b), when a packet arrives in
The remainder of the paper is organized as follows: Sectigie NIC buffer from the network (Step 1), the NIC initiates the
Il discusses the basic architecture of a host and its N@Cining process by Copying the packet into a pre-a”ocated
operations. Section IlI introduces the proposed methodolopiyffer at the main memory along with the packet's descriptors
to measure PPT. Section IV shows the experimental resultstgfough two DMA transfers (Steps 2 and 3). The NIC finishes

PPTs measured on two different hosts. Section V discus$gg receiving process by sending an interrupt to the CPU (Step
related work. Section VI concludes our discussion. 4).

Front-shared Memory
Bus Bus

Chipset Memory

PCI Bus

Il. DETERMINING FACTORS OFPPTIN HOSTS IIl. PROPOSEDPPT MEASUREMENTMETHOD

In this paper, we consider the time stamping of a packetFigure 4 shows the proposed method and experimental setup
transmission as the packet processing event. This latencyogneasure PPT ofst. The setup consists of a source host
determined by the properties of the central processing ufitc) directly connected to a destination hogt#) through an
(CPU), bus speeds, NIC driver, and system-call latencies Bthernet link. A sniffer isf), a workstation equipped with a
the operating system of the host [4], [30], [31]. Therefore, tHo-port packet-capture card (Endace DAG 7.5G2 card [27]),
architecture of a host and its NIC operations for sending agéptures the packets transmitted between and dst by
receiving a packet have a major impact towards PPT. In thennecting its two ports to the Ethernet link using a custom-
following discussion, we present the basic architecture ofbailt wire tap. In this experimental setup, the propagation times
host and the operations of a NIC. of the sniffed packets are considered negligible because the

distance betweemrrc anddst is 2 m.
A. Host Architecture To measure the PP¥¢ sends an ICMP echo request packet

A host architecture has basically one or more CPUs, whei@) to trigger an ICMP echo reply packeR) at dst. hsf
each can have one or multiple processing cores, a chipsetéaptures the exchanged ICMP echo packets and time stamps
operate in conjunction with the CPUs, main memory (blockghem at the data-link layed.st also time stamps the exchanged
and NICs. These different subsystems are interconnectedgackets, however, at the application layer.
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Q = ICMP echo request packet
R = ICMP echo reply packet
PPT,, = Incoming PPT at dst
PPT ., = Outgoing PPT at dst

------ » Travelling path of O

— .- Travelling path of R
Tx, = Tx wire of the Ethernet link connected to node n
Rx, = Rx wire of the Ethernet link connected to node n

Rxpac(i) = Rx wire of DAG interface i at hsf"

for both the incoming) and outgoingR atdst may not always

be the case, but we consider a scenario where there is no other
traffic passing through the host. Moreover, the travel path of
a packet between the data-link and application layers is the

t;  hsftime stamps ICMP request

t, ICMP request arrives at NIC’s input buffer

13 dst time stamps ICMP request

ICMP reply is generated

dst time stamps ICMP reply

ICMP reply arrives NIC’s output buffer
t; hsftime stamps ICMP reply

Fig. 5. Timeline of ICMP echo request and echo reply packetésat

IV. EXPERIMENTAL RESULTS

We measured PPT of two hosts, a Dell Dimension 3000
(D3000) and a Dell Inspiron 1531S (1531S) workstations, to
evaluate the proposed methodology. The specifications of the
workstations are shown in Table I. We performed PPT mea-
surements on these two workstations with their NICs running
at 10 and 100 Mb/s to investigate the effect of interface speed

on PPT besides the workstations’ specifications. We tested
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default frame length of 110 bytes.

Fig. 4. Experimental setup to measure PPTdef.

Figure 5 presents the time line of the events that take place
between the exchange of ICMP echo packgtand R at dst.
Here, the gap measured hyf, t; —t1, includes the receiving
time of Q, t2 — 1, the PPT experienced ky on its travel up
through the TCP/IP protocol stack,—t, or PPT,,, the time
taken bydst to generateR, t5 — t3, and the PPT experienced

TABLE |

each workstation using 500 ICMP echo packets and repeated
the test 10 times. Each ICMP echo packet consists of the

HOST SPECIFICATIONS

Dell Dimension 3000

Dell Inspiron 531S

Name D3000 1531S
CPU (speed) Intel Pentium 4 (3 GHz)| AMD Athlon 64 X2 (1 GHz)
RAM 512 MB 1024 MB
RAM speed (data width) 400 MHz (64 bits) 667 MHz (64 bits)
PCI bus speed 266 MB/s 133 MB/s
Linux kernel version 2.6.18 2.6.18

NIC driver

Intel Corp. 82562EZ

nVidia Corp. MCP61

by R on its travel down through the TCP/IP protocol stack, Table Il shows the summary of the measured PPABT

t; — ts or PPT oy, at dst. The gap measured byst at

column) and their standard deviationgd column) on the

the application layer;; — t3, includes the actual time needed>3000 and 1531S workstations. Table Il shows that the PPTs
to generateR, t4 — t3, plus the system-call latency of theof the D3000 workstation are 21s and 14us under 10-Mb/s

operating system for time stampitj t5 —t4. The gapss —t1

and 100-Mb/s transmission speeds, respectively. For the 1531S

andt; —t3 are subtracted frony —t1, which is equal t& PPT  workstation, the PPTs for those transmission speeds ares 16
atdst if PPT,, = PPT40,n. The assumption of equal PPTsand 7us, respectively. The standard deviations of the measured
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TABLE Il

SUMMARY OF PPT MEASUREMENT speeds are 15@s and 59us, respectively. Here, the mean
value measured on 10 Mb/s is larger than that on 100 Mb/s
Bt ] S s | e | e | e | e becausé; —t; includes the receiving time @), as shown in
D300] 10 ] 151 [ 8 [ 22 [ 41 [ 21 [031 Figure 5, which is inversely proportional to the transmission
D3000 | 100 | 757 | 9 [ 22 | 2t | 14 |04 .
|5315| 10 | 161 | 88 ‘ 41 ‘ 32 ‘ 16 ‘0_31 Speed Odet. F|gures 7(0) and 7(d) ShOW that the mean
B31S| 100 | 6 [ o [ 4 | 13 | 7 [0 of t; — t; measured on the 1531S workstation are 1,69
and 63us under 10-Mb/s and 100-Mb/s transmission speeds,
respectivel
PPTs on both workstations under each transmission speed is p y
smaller than 1us. 0 % ,
. . . . mean: 150 us, std: 2.88 us ok mean: 59 s, std: 4.48 us
Figure 6 shows the distributions of samples of ICMP packeL0 “
generation timest{ — t3) of each workstation under 10- _° ot
and 100-Mb/s transmission speeds for 500 ICMP packelsw B
30
Figures 6(a) and 6(b) show that the mean packet generatiof »
time measured on the D3000 workstation under 10-Mb/so}
and 100-Mb/s transm|SS|0n Speeds are /& and 23 ,US, Ommlm 20 130 140 150 160 170 180 190 200 210 220 230 240 250 Um z‘n 1‘0 4‘0 5‘!: 60 70 x‘u ‘)‘n 1(‘)(1 1|‘\) 12‘0 |;<» l-jm 150
respectively. According to Figures 6(c) and 6(d), the mean (0 53000 10 (03000 01 100 Vs
packet generation times measured on the 1531S workstation fof | e R mean: 63 s, 510397 1
. . . 120
those transmission speeds are #and 41us, respectively. | o
Similar packet generation times on both transmission speeds| gof
on each workstation, as shown in Figure 6 and Table Il (tnew— Euf
ts — t3 column), suggest that the packet generation time of*[ ot
a host is independent of its transmission speed. However, th@’ ““““““““ °f
DBOOO Workstatlon has Sma”er packet generatlon tlme (| e monolmlm 140 150 160/17(: 1(2)1107002102 20 230 240 250 1020 30 40 50 60 ‘[Li;k:y:ﬂ 100 110 120 130 140 150
about 20us smaller) of the two workstations as it has higher (€)1531 on 10 Mbss (@15315 on 100 Mbls

CPU and bus speeds, according to Table I. This phenomenon

infers that the packet generation time depends on the hosits 7. Time stamping interval betweef) and R (t7 — t1) recorded by
specifications hst on the workstations: D3000 with a NIC running at (a) 10 Mb/s and (b)
' 100 Mb/s, and 1531S with a NIC running at (c) 10 Mb/s and (d) 100 Mb/s.

180 180

mean: 22 s, std: 3.22 s mean: 23 s, std: 3.05 s
160 160

o | V. RELATED WORK

There is no existing scheme to measure the PPT of an end
host to the best of our knowledge, but the measurement of PPT
wf wp of a router has been considered of interest. A previous work

JL% R o e measured PPT of hardware routers in an end-to-end path by
e e T Y instrumenting their input and output links with packet-capture
o (D000 on 100 " (0 03000 on 100 Mo card given that the method has physical access to the routers
s el under test [7). Here, the PPT of a router is defined as the time

nf interval between the departure of a packet from the ingress

Frequency
ES

Frequency
8

80 F 80 F
z 60

gueue of the input link and the arrival of the same at the
=l egress queue of the output link of the router; therefore, the
jﬁj actual value is equivalent to two times PPT plus the packet-
0t e Ol e sWitChing latency through the router’s switching fabric.
s (dms;ﬂ'”;wb/s Another study extended the above mentioned method to
measure PPT of software routers by instrumenting the routers
i o _ with dedicated software processes (i.e., kernel functions) that
Fig. 6. ICMP packet generation times(— t3) on the workstations: D3000 . . . .
with a NIC running at () 10 Mb/s and (b) 100 Mb/s, and 1531S with a Ni€apture the ongoing traffic between the input and output links,
running at (c) 10 Mb/s and (d) 100 Mb/s. both at the data and application layers [32].
Beside PPT of routers, a scheme, called fast-path/slow-path
Figure 7 shows sampled distributions of the time stampimiscriminator {sd), was proposed to measure packet generation
intervals betweed andR (t;—t1), measured byisf. Figures time of routers using ICMP packets [33]. fad, the source
7(a) and 7(b) show that the meantef— t; measured on the host sends two different types of probing packets, a direct

D3000 workstation under 10-Mb/s and 100-Mb/s transmissiqgmobe and a hop-limited probe, toward the destination host

Frequency
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of a multiple-hop path, consisting of nodes, for estimating [9] M. Garetto and D. Towsley, “Modeling, simulation and measurements
OWD between the end hosts to measure the packet generation ©f dueuing delay under long-tail Internet traffic,” in Proc. A€M

. ) . . SGMETRICS, CA, USA, 2003, pp. 1-11.
time of routers, e.g., nodg where2 < i < n —1, in the [10] A. Downey, “Using pathchar to estimate Internet link characteristics,”

path. The direct probe is a specially crafted ICMP echo reply in Proc. of ACM SSGCOMM, MA, USA, 1999, pp. 241-250.
packet with a Time-to-live (TTL) value to enable reachin@ll] S. Zander and S. J. Murdoch, “An improved clock-skew measurement

. . ] . . technique for revealing hidden services,” in Proc. WEENIX Secu-
the destination host through nodewhich is the router under rity 08, CA, USA, 2008, pp. 211-225.

test. The hop-limited probe is a specially crafted ICMP echoe] Caida. Packet size distribution comparison between Internet links in 19
reply packet spoofed with the destination’s IP address as its 98 and 2008. [Online]. Available: http:/Avww.caida.org/research/traffic-

. . analysis/pktsiz_distribution/graphs.xml.
source address and a TTL value that expires at nodéne [13] R. Sinha, C. Papadopoulos, and J. Heidemann, “Internet packet size

hop-limited probe forces nodeto generate an ICMP Time distributions: Some observations,” USC/Information Sciences Insti-
Exceeded (TE) packet and sends it to the destination (because tUte. Tech. Rep. ISI-TR-2007-643, May 2007. [Online]. Available:

http://www.isi.edu/ johnh/PAPERS/Sinha07a.html.
of the spoofed source address) so that the OWD of the end'[ﬁ.gf] M. Lee, N. Duffield, and R. Kompella, “Not all microseconds are equal:

end path can be measured. Because the OWD measured by theFine-grained per-flow measurementswith reference latency interpola-
hop-limited packet is overestimated by the packet generatign tion.” in Proc. of ACM SGCOMM, Dehli, India, 2010, pp. 27-38.

. . . . [15] Wall street's quest to process data at the speed of light. [Online].
time of TE at nodei, the packet generation time of node Available: http://www.informationweek.com/news/199200297?pgno=1.

is estimated from the difference between the OWDs of th®s] V. Padmanabhan and L. Subramanian, “An investigation of geographic
direct and hop-limited probes over the path. Unlike the above Mapping techniques for Intemet hosts,” in Proc.AGM SGCOMM,

. . CA, USA, 2001, pp. 173-185.
mentioned methods for measuring PPT of routéss, does [17] E. Katz-Bassett, J. John, A. Krishnamurthy, T. Anderson, and Y.

not require instrumentation and physical access to the routers Chawathe, “Towards IP geolocation using delay and topology measure-
for measuring their packet processing times. ments,” in Proc. oACM IMC, NY, USA, 2006, pp. 71-84.
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geolocation of Internet hosts,EEE/ACM ToN, vol. 14, no. 6, pp. 1219-
VI. CONCLUSIONS 1232, 2006.
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LAN setup. To measure PPT, we send an ICMP echo requgs§ r. carter and M. Crovella, “Measuring bottleneck link speed in packet
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car
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