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Abstract—Peer-to-peer (P2P) networking is widely used to
exchange, contribute, or obtain files from any participating
user. In these networks, worms, viruses and intruding files find
an open door to the downloading host, creating a convenient
environment for successful proliferation throughout the network.
Trust management is a promising proactive mechanism to prevent
virus dissemination. Current trust models use peer reputation for
this purpose. However, when viruses have infectious properties,
peer reputation may not be enough to limit their proliferation.
In this paper, we show that peer reputation alone cannot bound
epidemics in an infectious environment. Therefore, this paper
introduces a trust management scheme that uses the combination
of trust values of peers and infection values of both peers and
content. Moreover, to improve the efficiency on the calculation
of trust values of ratio-based normalization models, we propose
a model for trust value calculation using a three-dimensional
(3D) normalization to represent peer activity with high accuracy.
We show that the proposed trust management scheme can bound
virus proliferation to a small number of peers, without inhibiting
file-downloading activity.

Index Terms—Malware, P2P, peer-to-peer, trust management,
virus proliferation, downloading activity.

I. INTRODUCTION

In P2P networks, all peers provide resources, including
bandwidth, storage space, and computing power. Therefore,
when nodes join a P2P network, the demand for information
increases and so does the total capacity of the system. The
potential of these networks for information distribution is
currently under the consideration for deployment of massive
applications such as IPTV [1], [2], where video sources can
rely on intermediate peers for further distribution of content.
Furthermore, any user with Internet access and acceptable
bandwidth can participate in complex distribution networks,
as proven by Napster [3] and Gnutella [4] for sharing music
files.

A peer user, usually interested in the content of the received
information, pre-approves storing the downloaded file and,
most likely, executes it. This pre-acceptance process leaves
a front door for viruses to the local host. Several interesting
studies about virus proliferation have been presented [15]-[16].
They consider network topology and features that describe
the proliferation profile of a specific virus. Among other
properties, viruses tend to have a spreading rate in function
to the network density. Analysis of virus proliferation models

is beyond the scope of this paper. Viruses or malware1 have
usually a disruptive objective, whether they aim to the host
computer, to retrieve user information that can be illegally
profitable, or to affect communication resources (e.g. denial
of service). Depending on the characteristics, viruses in a host
may or may not affect other stored files.

The general countermeasure in a host against viruses is the
use of an anti-virus program. The successful detection by this
protection software is based on the knowledge of existing
hazardous files, which are identified by their properties or
signatures. Therefore, a new virus can be unnoticeably hosted
in a peer until the detection program is updated for its
identification. Furthermore, after a virus is detected in a peer,
the detection software may remove the threat. However, this
information might be kept from other peers as it may be
considered information of only local significance.

Trust management schemes are a promising approach to
detect misbehavior and suppress malware propagation in P2P
networks. In addition to use a level of trust for each peer,
participants of P2P networks can distribute trust information
about peers in different networks scenarios to decrease the
effect of misbehaving hosts. Trust information about peers
can be built through evaluation of the interaction history of
peers [10], [11]. Moreover, trust-based incentive schemes can
potentially discourage free-riders and selfish peers by only
offering services to cooperative peers [12], [13], [14].

Recently, a few localized trust management systems have
been proposed for supporting trusted collaborations and sup-
press malware propagation. The scheme in [14] calculates the
trust value by getting votes from all peers. For a large scale
P2P network, it may be complex to collect votes from the
majority of the peers due to practical network constraints of
each anticipated peer. The scheme in [18] is based on localized
trust evaluation and in warning dissemination to prevent others
from downloading a file from a suspicious peer. The scheme
aims to limit the proliferation of malware under the assumption
that there is no local file infection. In other words, when a
malware-free peer downloads a file containing malware, other
existing files in the peer are not infected. However, viruses
may seek to spread themselves by piggy-backing onto other

1We may refer to virus or malware interchangeably in this paper as we are
targeting those with similar characteristics in their proliferation.



files, or infecting them. With this viral characteristic in mind,
we consider the infectious risk of files in P2P networks.

To bound virus proliferation, we propose a new trust man-
agement scheme that considers the combination of peer trust
values and a warning messaging system with file reputation
and peer infectious values. In addition, we proposed to a three-
dimensional normalization of trust and reputation values that
provides information about the transaction history between two
peers with more accuracy than a ratio based scheme does. We
call this 3D based trust management scheme. We show the
performance of current approach in trust management under
file infectious possibilities and show how file infectious under-
scores trust management schemes based on peer reputation.
We analyze the performance of the proposed scheme using
computer simulation. The results show that our scheme is
efficient for virus epidemic control in P2P networks.

The remainder of this paper is organized as follows. Section
II describes the proposed scheme, the terms and the parameters
for evaluation of peer trust, and the operation of the proposed
management scheme in a P2P network. Section III shows
the performance results obtained through computer simulation.
Section IV presents our conclusions.

II. COMBINED REPUTATION-BASED TRUST MODEL

The considered P2P network has N peers. Each peer has
a file reputation table and a peer trust table. A file reputation
table holds file identifications known to have a high profile in
the network, and it is used for evaluating the risk associated
with a file. We assume that file identities remain unchanged for
long periods of time. Although there are several alternatives
to assigning this identification to files (e.g., file name or file
length), this is out of the scope of this letter. The trust table
stores trust and infectious values, which are used by the peer
to select a downloading peer source. The trust table in peer
i is denoted as T (i). The trust value of peer i on peer j,
is denoted as Tv(i, j), where Tv(i, j) ! [0, 1]. For example,
Tv(i, j) = 0 means that peer i has no trust for peer j and any
filed downloaded from j would expected to be infected with
probability 1.0. On the other hand Tv(i, j) = 1 means that peer
i trusts peer j and any file downloaded from j is expected to
be innocuous with probability 1.0. Therefore, in the selection
of the downloading source, peer j has top priority to become
the downloading source. Peer i updates his trust table after
downloading a file from peer j by re-evaluating its trust and
infectious values about peer j according to the experienced
interactions with peer j. Any peer in the system that is trusted
by any other peer is called trustee and any peer that trusts
a trustee is called truster. A peer has higher trust on those
referred by its immediate trustee than on trustees of trustees.
Both the distance of the trustee and the relationship type define
the term social distance. In general, the trust value decreases
proportional to the social distance between peers. The second
value in the trust table is the infectious value Iv(i, j), which
represents the information that peer i has about the possibility
of having files infected at peer j. A large infectious value
means a high possibility that files are infected in peer j due
to the presence of an infected file in the past. An infected

download is defined as a download of a file containing a
detected virus. A clean download is defined as a download
of a file with no (detected) virus. When a peer downloads an
infected file, other existing files in this peer can get infected
with probability PI . A peer has a virus-detection software that
detects a virus with probability Pd.

The file reputation table holds the reputation value of file
fl as F (i, fl), which indicates the historical record of whether
a file has been a virus carrier (or a virus itself) at peer i as
reported by others. This value is calculated as a function of
the number of warning messages received about fl, and the
value increases with each warning message.

A. Ratio Based Local Trust Values Normalization

In a distributed environment, peers rate each other after
each transaction. For example, in Eigentrust [17], peer i
may rate a download as negative, if the file downloaded is
inauthentic, malicious, tampered with, or if the download
is disturbed when passing trough known unreliable links.
Each peer i stores the number satisfactory transactions it has
had with peer j, sat(i, j) and the number of unsatisfactory
transactions it has had with peer j, unsat(i, j) . In order
to aggregate local trust values, Eigentrust uses a normalized
local trust value cij as cij = Sij!

Sij
, where Sij is defined

as Sij = sat(i, j) " unsat(i, j) and
!

Sij is the number
of differential transactions of peer i with all other peers it
has interacted with. Through the normalization procedure,
all values are bounded between 0 and 1. Previous works in
P2P reputation systems [1]-[8] have all been based on similar
notions of local trust values. In dynamic trust [18], the local
trust value is calculated as cij = sat(i,j)

tol(i,j) , where tol(i, j) means
total number of transactions between peer i and peer j which
is equal to sat(i, j) + unsat(i, j). We can observe that all
above trust normalized values are obtained through a ratio-
based calculation.

However, there are some drawbacks of normalization ap-
proach. These cij values are relative and therefore, there is no
absolute interpretation. For example, if cij = cik, we know
that peer j has the same reputation as peer k as peer i has
of peer j, but it is unknown if both are highly (or hardly)
reputable, or if both of them are mediocre. The reputed peer
and the mediocre peer may have the same trust value. For
example, let’s assume that sat(i, j) = 1, total(i, j) = 1,
sat(i, k) = 10000, and total(i, k) = 1000, the we know that
cij = 1

1 = 1, cik = 10000
10000 = 1 by performing the calculation

according to dynamic trust. For peer i, the trust values of
cij and cik are equal, which is unfair to peer k since the
total number of transaction between peer i and peer k is ten
thousand times higher than the total number of transaction
between peer i and peer j.

B. Three Dimensional Value Normalization

Different with the ratio calculation, the calculation is based
on the ideas of closeness, used mainly in studying the behavior
of functions close to values at which they are undefined. For
example, the function y = !! !

x , where 0 < ! < 1 and



" > 1, is close to 1 as x increases, and ! and " are two
parameters controlling the approaching speed to the given
value 1. Specifically, the approaching speed to the given value
1 is reduced with the increase of ".

Based on y = !! !
x , we make the y-axis as the spinning

axle and x-axis as the base. After 360 degree rotation, we get
a three-dimensional curve or a surface.

To determine the tri-dimensional surface, we cut the surface
vertically from the top. To calculate the trust value, we make
the sat(i, j) and tol(i, j) as the input variables x and y. We
define the local trust value as:

cij = A(i, j) # !
! !(i,j)"

sat(i,j)2+tol(i,j)2 (1)

"(i, j) in peer i is dynamically updated according to the
performance of peer j. A(i, j) reflects the total number of
complains sent to peer i pointed by peer j, where 0 <
A(i, j) < 1. We choose to normalize the local trust values
in this manner because it models the trust value aggregation
fairly and it can reflect the real transition history accurately.
Moreover, the boundary of the trust function is between 0 and
1. Hence, the advantages of the previous schemes obtained
through trust value normalization are maximally preserved in
the new scheme. Furthermore, the proposed scheme has some
new features. First, the trust value is not only related to the
proportion of satisfied transactions but also the total number of
transaction history. Second, the model is more flexible since
we can adjust different approaching speeds by adjusting !
and ". For example, in the startup period, we can choose a
small slope to control the increase speed of the trust value,
if a peer constantly provides satisfactory transactions, a larger
slope, means quicker approach speed to 1, can be given to the
corresponding peer. Through the three dimension trust value
management, peers have more flexibility to control the trust
value calculation.

C. Management Scheme

The trust management scheme works as follows. When peer
i searches for file fl, it checks the local file’s reputation in the
file record. If the file’s reputation value is found at the database
and is above the acceptable reputation threshold, ThR, then
the peer proceeds to find the file source.

The values held by a peer are updated after different actions
take place. These are described as follows.
File Search. A peer i sends a request for fl to all trustees
whose trust value is above the admissible threshold value
ThT (i.e., trustable trustees). Peer i chooses the peer that
has the largest Tv and the lowest infectious value among
those who have a copy of the requested file. If the file is
not available from peer i’s trustable trustees, the peer sends
a recursive query for fl to all trustees. In this query, the
receiving trustee searches for the requested file among its own
trustees. This process is performed recursively until either a
fruitful search is achieved or there are no more trustees to
query. After a recursive query, if peer k is introduced to i,
new values are calculated: Tv(i, k) = Tv(i, j)T (j, k), and
Iv(i, k) = Iv(i, j) + Iv(j, k), then the peer proceeds to the
selection of a downloading source.

Post-download update. If the download of fl is determined
to be clean:

sat(i, j) = sat(i, j) + 1
tol(i, j) = tol(i, j) + 1

Tv(i, j) = A(i, j) # !
! !(i,j)"

sat(i,j)2+tol(i,j)2

Iv(i, j) remains unchanged.
If the download of the fl is determined infected:

"(i, j) = "(i, j) + 1

Tv(i, j) = A(i, j) # !
! !(i,j)"

sat(i,j)2+tol(i,j)2

Iv(i, j) = Iv(i, j) + 1
F (i, fl) = F (i, fl) + 1

During this phase, if Tv(i, j) < thw, where thw is the
threshold to trigger a warning process, peer i issues warning
messages to all its trusters. In this way, peers exchange only
critical information about other interacting peers. A warning
message has the following format: {ID, vj , fm,!, d}, where
ID is the warning identification number, vj is the identifica-
tion of the peer that served as the source of a threatening file,
fm is the file’s name, ! indicates the decrement of the trust
value at peer i, and d is the maximum number of truster hops
the warning message is allowed to propagate.
Post-warning updates. After receiving a warning message
from peer k about peer j, peer i updates the trust values. If
Tv(i, k) > ThT :

A(i, j) = A(i, j) # #

Tv(i, j) = A(i, j) # !
! !(i,j)"

sat(i,j)2+tol(i,j)2

Iv(i, j) = Iv(i, j) +
(d " 1)

d

F (i, fl) = F (i, fl) +
(d " 1)

d

! = !
d " 1

d
.

# is the rate of warning message aggregation and 0 < # < 1.
Because the forwarding of the warning message is bound by
d, this value is also updated as d = d"1. If the updated d > 1
and !Tv(k, i) > thw, peer i sends a warning message to its
trusters with the updated values.

Figure 1 shows a simple example of the truster-trustee
relationship between Peers A to F in a P2P network. The tail
of an arrow indicates the trustee peer and the head indicates
the truster. This example shows the social distance between
Peers A and F as d = 2. In this example, Peer F seeks File
2, available in peers A, B, and C. However, Peer F has no Tv

and Iv values for those nodes because Peer F has not been
a trustee of them yet. Therefore, Peer F estimates the first
values of them via Peer E’s intervention. Peer E has a high
Tv value about Peer A (Tv(E, A)=0.8), high Tv value about
Peer B (Tv(E, B)=0.8), and no Tv value about C. Furthermore,
Peer E has a high Iv value about Peer A (Iv(E, A)=0.7) as
Peer B has sent a warning message about Peer A after the
downloaded File 3 was detected to be infected (and the Tv

value has dropped enough to trigger the warning). Peer E also



has a moderate Iv value about Peer B (Iv(E, B)=0.1) and a
high Iv value about Peer C (Iv(E, C)=0.6) as a warning was
received about File 4. After that, Peer F knows that: Peer A
has an acceptable Tv value and a high Iv value, Peer B has a
high Tv value and a moderate Iv value, and Peer C has low
Tv and high Iv values. Peer F then decides to download File
2 from Peer B, as B has the lowest Iv value between A and
B. In a different case, if F seeks File 4, it would notice that
this file is considered viral, and it would desist.
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Fig. 1. Example of relationship of peers in P2P network and files.

III. PERFORMANCE ANALYSIS

We simulated a P2P network using a mesh topology, with
100 nodes selected randomly as active peers in the mesh.
In the beginning, the peers do not know each other. The
trust relationship is built through the downloading interactions.
Here, we consider two trust value normalization approaches
in the trust model. One is ratio based (RA) trust model and
another one is 3D model, the approaches are labeled by they
nomenclature in the following graphs, for brevity. Here, time is
considered slotted, where time slots have same duration, and a
task, such as a download or trust value evaluation, occurs in a
time slot. We show the robustness of the system by estimating
the number of nodes infected. In the trust model, the attacker
joins the system from the third time slot. The attack contains
some clean files and some infected files or viruses. A peer
downloads a file from an unknown peer if and only if he
can not find the downloading source anywhere else. There are
150 files in the mesh network. Among them, 20% percent
are popular files. To reveal the effect of the attacker to the
network, there are 10 files owned by the attacker.

Figure 2 shows the performance of the RA and 3D based
schemes with different local virus detection probability. This
figure shows two curves with the 3D based scheme in solid
lines, and the RA scheme in empty lines. From this figure,
we can see that after the attacker joins the network, the
performance of the RA scheme degrades quickly. After 1400
downloads, almost all peers are infected. The attacker success-
fully subverts the system. However, the infection is controlled

in certain degree in 3D based scheme. Two-thirds of the peers
are still clean after 1400 downloads. This shows that the new
trust management scheme can bound the malware proliferation
in the network using a reliable detection software and without
considering local infection at a peer.
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Fig. 2. Comparison of RA and 3D based schemes, under PD = {0.25, 0.5},
with no local infection and alert delay.

Figure 3 shows the effect of internal infection PI =
{0, 0.25, 0.5}. Specifically, it shows shows the degree of pro-
liferation of malware using the RA scheme and our proposed
3D scheme where Iv is used, under Pd = 0.5 with no
propagation delay for distributing the alert messages. The
system performance degrades quickly with the increase of
PI . These results are also shown in terms of the number of
downloads. In this figure, the performance of the RA scheme
decreases as the PI increases, i.e., the chances of infecting
other files in the same host by malware increases. On the
other hand, with the proposed 3D scheme, the impact of the
infection probability is greatly decreased. In the case of a high
PI value, or PI = 0.5, the number of infected peers drops
from 90 nodes as in the case of the RA scheme to close to 50
peers in the 3D based scheme after 1000 downloads.
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Fig. 3. Comparison of RA scheme and 3D based scheme, under PD =
0.5, PI = {0, 0.25, 0.5}, with no local infection and alert delay.

Figure 4 shows the evaluation of the total number of infected
peers after each time slot. The curves for different PI in Figure
4 show a similar performance to that in Figure 3. Compared



with the RA scheme, the 3D based scheme not only inhibits
the proliferation of malware but also bounds it.
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Fig. 4. Comparison of RA and 3D based scheme schemes under PD =
0.5, PI = {0, 0.25, 0.5}, with no local infection and alert delay.

We also evaluated the download activity of the network
using the same conditions as above. Figure 5 shows the
download activity of a network using the 3D based scheme, in
downloads per time slot. The results show that the download
activity with different PI values has no significant changes.
This means that the proposed approach does not discourage
network activity.
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Fig. 5. Download activity of the network using the 3D based scheme.

IV. CONCLUSIONS

Trust management is a promising strategy to bound the
proliferation of malware on peer-to-peer networks that can
work jointly with virus detection systems. In this paper, we
showed that the use of ratio based trust value updating has
deficiencies in bounding the proliferation of malware. In most
cases, it is highly probable that the majority of peers become
infected.

Therefore, we proposed a trust management scheme that use
infectious value on peers and file reputation to determine the
probability of infection. To address the ambiguity that ratio
based normalization used in the calculation of trust values,
we proposed using a a three-dimensional (3D) normalization
method. By using 3D based method and the infectious value

or a peer, where the consideration of a peer having hosted an
infected file, the proliferation of viruses becomes effectively
bounded. By using computer simulation of a meshed peer-to-
peer network we showed the improvement of this proposed
approach. Furthermore, considering that trust parameters to
bound proliferation have the potential of discouraging down-
load activity in P2P networks, we studied the impact of using
our proposed scheme. The simulation results showed that
our approach has no impact on the download activity of the
network.
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