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Abstract- Conventional spread spectrum communica- 
tion methods essentially map a discrete symbol from an 
alphabet to a length-N real valued sequence, which rep- 
resents a point in the N-dimensional signal constellation. 
The real valued sequence is in turn transmitted over a com- 
munications channel. However, communication schemes 
for the purpose of multimedia steganography (or data hid- 
ing) have to transmit the real valued sequence correspond- 
ing to a point in the signal constellation superimposed on the 
original or cover content (without affecting the fldelity of 
the original content noticeably). The detector therefore, 
has to estimate the origin of the signal constellation, and 
thereafter proceed to decode the transmitted symbol. In 
this paper, we explore some efflcient solutions for signaling 
methods employing floating signal constellations. 

I. INTRODUCTION 
Data hiding [l] or steganography is the art of hiding a 

message signal in a host signal, without any perceptual 
distortion of the host signal. It is a form of communica- 
tion utilizing subliminal channels. Like any form of com- 
munication, steganographic communication relies on two 
primary resources - bandwidth and power. The band- 
width available for steganographic communication is the 
bandwidth of the host signal. The available power is the 
permitted distodion of the host signal. The limited power 
available, and comparatively large bandwidth of multime- 
dia host signals like images / video / audio, immediately 
suggests some form of spread spectrum communication. 

Consider a digital baseband spread spectrum commu- 
nication scheme, denoted by (S, S I ) ,  where an arbitrary 
symbol indexed by m : 1 _< m _< M from an alphabet 
M of equi-probable symbols, is mapped to a sequence 
s E I R N .  The sequence s is in turn transmitted over a 
channel characterized by additive noise n - N[O,o:I]. 
The corrupted vector at the receiver is 5 = s + n. The 
mappings 

S : m + s E I R N  s - ’ : ~ + f i  (1) 

may be performed by using a M x N codebook C at the 
transmitter and the receiver. The transmitted vector s is 
one of the possible M codewords. The codebook should 
be chosen such that the the codewords, si ,  1 5 i 5 M ,  
and E:, s : ( j )  = NP,VI are maximally separated. The 
receiver determines the element of the codebook closest 
to the corrupted vector 5 = s + n to obtain an estimate 
of the transmitted symbol. 

. . . . . . . . . . . . . . . . . . . . . . . 

Fig. 1. (a) Steganographic communication between Alice and Bob. 
K is a secret key used for the communication. (b) Decompo- 
sition of embedder E and detector D into (S,&) and (D,S-’ )  
respectively. (c) Geometric interpretation of the relationship 
between Q and 7. (d) A simple additive noise channel. (e) 
Oblivious data hiding (f) Equivalent additive noise channel. 
(g) Three periodic functions for the mapping Z = D(E) - CP 
(Continuous Periodic), DM (Dither Modulation), and O/E M 
(Odd / Even Modulation). 

A.  Steganographic Communication 
Now consider a communication scenario between Alice 

and Bob depicted in Figure 1 (a). Alice wishes to com- 
municate a symbol index m over a pre-existing channel 
meant for  the transmission of some host signal c E RN. 
To achieve this Alice is allowed to distort the host signal 
“imperceptibly”. Alice therefore “intercepts” the signal c 
and modifies it slightly to obtain the stego signal (signal 
with embedded information) E, such that d(c,E) NP, 
where d(., .) is some meaningful metric. Alice then trans- 
mits the stego signal E over the channel. The stegano- 
graphic communication scheme requires an embedder E 
at the transmitter and a detector D at the receiver. The 
stego signal E is obtained as E = E(c,m,K:), where K: 
is the key needed by the detector to decipher the secret 
communication. We expect E to undergo some modifi- 
cation (due to additive noise n in the channel) before 
it reaches the receiver (detector D ) ,  where the hidden 
symbol is extracted. Let S: = E + n be the input to the 
receiver. Non oblivious data hiding methods need the 
original content c for extracting the hidden symbol. On 
the other hand, oblivious detection methods can extract 
the hidden symbol without any knowledge of the origi- 
nal content c. It can be easily seen that non-oblivious 
data hiding can be implemented as a conventional spread 
spectrum communication scheme outlined in the previous 
section where S = c + s and 5 = 7: - c, and as earlier, 
a codebook C is used for the mappings S : m + s and 
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S-’ : 5 + f i . However, if the receiver does not have 
access to the original content c, the problem of design- 
ing a good steganographic communication scheme is an 
interesting one. In this paper, we explore various options 
for the design of sophisticated oblivious steganographic 
communication schemes. 

11. OBLIVIOUS DATA HIDING 
In [2] Costa considered a power constrained commu- 

nication scenario modeled as E = c + w + n, where 
c,w,n E S N ,  and c - h/[07a,21],w - h/[O,PI] a id  
n - h/[O,o:I] are i.i.d. Furthermore, c, w, and n are 
independent. In the above model w is power constrained 
(variance P), and n is the noise in the channel. E is the 
signal received at the receiver, which does not have iic- 
cess to c. This is exactly the same as the steganographic 
communication model where c is the content, n is the 
additive noise in the channel, and w = i3 - c, is the per- 
mitted distortion of the host signal. 

Once again, if c was known to the receiver, the situa- 
tion is one of transmitting a signal w of variance P over 
a channel with noise variance ai. For Gaussian w, n one 
could achieve a capacity [3] of NR* = $ log2 (1 + 5:) 
bits. Costa however argued that one could achieve ca- 
pacity NR‘ even if c is not available at the receiver! The 
argument is b-ased on the capacity of a discrete memory- 
less channel C = C + W + No, where the random state 
C is known only to the encoder. Let U = f(C, W )  be an 
auxiliary random variable. Gel’fand et. a1 [4] have shown 
that the capacity in this case is given by 

guaranteed that a codeword uo can be found in bin m 
which satisfies 

(UO - Q * C ) ~ C  = W ~ C  5 6 xi=’ N w2( i )  5 NP, (4) 

where 6 + 0 for N -+ CO. The signal at _the detector 
is E = c +  w +n. Let ui,i = 1-.-2N’(U;C) be the ith 
codeword in U, and di = (ui - a E ) T E .  Further, let let 
q = argmini di. The receiver’s estimate of m, viz. 5 
is the bin in which the codeword up resides. It can be 
easily shown that for the codeword uo, dq = do = (1 - 
a)P - (YO; + (1 - a)6 + t ,  where t are terms that go to 
zero for large N. As a = 6, (1 - a)P - an: = 0 and 
6 = (1 - a ) b  + t .  Note that the detector needs to know 
the noise variance. 

In [5] ,  Chou et. al. obtain the orthogonality of c and w 
by choosing the codebook U as rate-distortion optimized 
quantized version of a scaled version of c, or yc. As 
the quantization error z is orthogonal to U, w will be 
orthogonal to c, and will have a power P for (see Figure 
1 (c)) for x2 = P + (7 - a)“.,“ = ~‘a.,“ - (a’a.,” + P), or 

7=*. 
For most applications of data hiding however, it may 

be impractical to use such large codebook sizes. Ad- 
ditionally, for most applications, it is unreasonable to 
expect the detector to know the actual noise variance. 
Communication schemes are typically designed assuming 
“worst-case” scenarios. A reasonable direction to take 
is to determine how well a steganographic communica- 
tion scheme can perform if we restrict the complexity of 
the signaling method used for data hiding to be the same 
as conventional spread-spectrum communication schemes. 
Furthermore, the detector should not need to know the 
actual noise variance. To achieve this, we limit the size 
of the codebook used to Z N R  x N. We now have a signal- 
ing scheme employing a codebook C described by (1). S 

P + 2 2  

Costa considered auxiliary variable U of form U = W + 
aC, to obtain 

P(P + a: + a;) ) bits. (3) converts the symbol indexed by m to s E SN.  The em- 
bedder E and detector D are split into two parts - (S, &) . .  

where R ( ~ )  is maximum for a* = &, or ~ ( a * )  = and (D,S-’) as shown in Figure 1 (b). Furthermore, &,D 
are restricted to be scalar operations. The overall hiding 

fr In ( + -F 3 = R* bits, which is the Same as the ca- and detection scheme can therefore be described by 
pacity as the case when c is known to the detector. Thus 
oblivious data hiding can do as well as non oblivious d,ata 
hiding. 

(5 )  
t ( i )  = &(c(i) ,  s ( i ) )  embedding = S(m) 

detection, g ( i )  = D(z.(i)) = S-l 

The encoder and decoder share a codebook of 2N’(u;E) 
codewords ’ distributed amongst 2NR: bins. Some rea- 
sonable choices [l] indicate that I ( U ;  C) E;: (20 to 60).R*. 
This implies that while conventional spread-spectrum 
communication schemes employ a codebook of size 
2NR’ x N, the size of codebook needed for ideal the signal- 
ing scheme for blind steganography is about 220NR* >: N 
to Z60NR’ x N !  In using the ideal method, to transmit a 
symbol m, where 1 5 m 5 2NR*,  Alice chooses a code- 
word uo from the mth bin. For sufficiently large N,  it is 

‘The codewords are the finite states of the auxiliary random vari- 
able U. 

for 1 5 i 5 N. In the rest of the paper, we shall assume 
that we have a good “conventional” spread spectrum 
scheme (S, S-’) (or equivalently, a L‘good” codebook C) 
available. All we need to do is to come up with good 
alternatives for the pair E ,  D. The overall signaling tech- 
nique can now be seen as one employing a floating signal 
constellation. The N-dimensional constellation is defined 
by ( S ,  S-’) with respect to a known origin. The job of & 
is to “shift the origin” of the constellation in the space of 
c to obtain i3 such that d(c, 2) is minimum, while guaran- 
teeing that the detector D will be able to “estimate” the 
origin of the constellation. The real vector s transmitted 
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by Alice (or generated by S) is received by Bob (or input 
to S-’) as d. Therefore a good measure for the efficiency 
of I ,  V, would be how LLclose71 S is expected to be to s, for 
a given noise f ~ ,  (n) in the channel. Good choices of &, D, 
should obviously minimize E[d(s(k) ,  I (k ) ) ]Vk  subject to 
the constraint E[d(i.(k), c (k) ) ]  5 N P ,  where E[.] denotes 
the expectation operation. 

Consider the simple additive noise channel of Figure 
1 (d). Let n N [f~,(n),u:I] be additive noise in the 
channel. In such a scenario, for even f~,(n), it can be 
easily shown [SI that the expected value of normalized 
inner product of s and 5, viz. p, and the noise variance 
U: are related as 

or 

Now consider oblivious data hiding scenario in Figure 1 
(e). The signaling scheme S, S-’ can consider the situa- 
tion in Figure 1 (e) as an “equivalent” channel shown in 
Figure 1 (f), where similar to (6 ) ,  U:= = -1 (note 
that p in this case is the normalized correlation of s and E 
in Figures 1 (e) and (f) while p in (6) corresponds to s and 
3 in Figure 1 (d)). We would expect uze > U:. We may 
consider U:, as the variance of the equivalent additive 
noise. The difference uie - U; may then be considered as 
the penalty paid for choosing a suboptimal steganographic 
communication scheme. With this model, henceforth, our 
aim is the choice of (e, 27) such that uze - U; is as small 
as possible. The choice of normalized correlation as the 
measure of the merit of a system, and the correspon- 
dence between correlation and equivalent noise also helps 
in comparison of achievable capacities of the subopti- 
mal steganographic communication methods. While ideal 
oblivious steganographic methods can achieve a capacity 
of NR* = $! log,(l f $), (which is the same as the ca- 
pacity of non-oblivious steganographic communications) , 
the non-ideal (and significantly less complex) methods 
can only achieve a capacity of N R  = $log2(l + 3) 
bits. Obviously, as uze > U:, R < R*. 

111. CHOICES FOR &,n 
A .  Qpe I 

A simple (and very inefficient) alternative is to con- 
sider the host signal c as noise. Typically, the energy 
of the host signal, viz. Nu,” = Czlc?(i) is much 
higher than the channel noise energy Nu: and the per- 
mitted distortion N P .  For such systems, the equiva- 
lent noise is U:= = U,“ + U:, which is obviously much 
greater than c:. We shall refer to these methods, where 
C = €(c ,s )  = c f s and 3 = D(E) = i5 as Type I meth- 
ods. While Type I methods are ideal for non-oblivious 
data hiding (S  = D(Z) = i5 - c ) ,  they are far from op- 
timal for oblivious data hiding. An alternate interpre- 
tation [7] of the inadequacy of Type I methods, based 
on the model of (3) is that for Type I methods a = 0, 

or U = W .  Substituting (Y = 0 in (3) we can see that 
R(O) = f log2 (1 + u : + u ~  ) bits per sample. 

B. Type II 
The main shortcoming of oblivious Type I methods is 

that they assume that the “noise” due to the original 
content is due to the entropy of c, or h(c). However, the 
actual entropy of c at the detector is h(c)E). Typically 
as U,” >> U: and U,“ >> P,  Z is still “close” to c. Thus 
h(c1E) is substantially smaller that h(c). 

Many methods that utilize this fact have been pro- 
posed in literature. Such methods, which we shall re- 
fer to as Type 11, can be characterized by €,D which 
are emct inverses. Mathematically, C = €(c,s) and 
s = D(2) (Note that for oblivious Type I data hiding 
D(2) = 2: = c + s # s). Another interesting characteristic 
of Type I1 methods is that it is impossible to recover the 
original c from 2 (for Type I methods c can be recovered 

In fact even the earliest data hiding methods which 
modified least significant bits (LSBs) of image pixels to 
hide information [8] fall into this category (Type 11). Most 
methods proposed in literature use some form of quan- 
tizer to implement € and V. The method that modifies 
only the LSB can be considered as using a quantizer with 
step size of 2.  Wang et. al. (91 and Wu et. al. [lo] 
modify wavelet / DCT coefficients so that they quantize 
to an even or odd value depending on the bit to be em- 
bedded. The first formal treatment of such data hiding 
techniques was proposed by Chen et. al. [U]. The form 
of quantizers used for implementation of € and V may 
also be seen as periodic functions. The methods which 
quantize coefficients to odd or even indices can be con- 
sidered as using square wave periodic function (O/E M) 
in Figure 1 (g). On the other hand the dither modulation 
(DM) scheme proposed by Chen et. al. employs a saw- 
tooth periodic function. The general notion that hard 
decisions are a result of discontinuities in the periodic 
function prompted us to use the continuous triangular 
periodic function (CP) in [SI, [12]. As &, 2, are exact in- 
verses, the host signal noise is completely eliminated as 
long as there is no additive noise in the channel. How- 
ever, the performance of Type I1 systems deteriorate very 
rapidly when the SNR (ratio of signal power P,  the per- 
mitted distortion of the host signal and additive channel 
noise power U:) is low, as indicated by the squares in 
Figure 2 (left). This can be explained as follows. By 
using Type I1 methods, one attempts to “predict” a sub- 
stantial part of c from the received signal S to reduce its 
entropy. A, the quantizer step-size or the period of the 
periodic function used, can be seen as the tightness of the 
prediction. However, the choice of A is completely dic- 
tated by P (more specifically, P = g). For high SNRs 
one can afford to make tight predictions. However, as 
the SNR reduces, the predictions become extremely un- 

ask-s).  

‘2. 
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reliable. Another interpretation [7] of Type I1 methods 
is that the auxiliary random variable U is obtained its 

U = W + C (or (Y = 1). Substituting (Y = 1 in (3), we 
can see that the capacity of of Type I1 methods is givt:n 
by R(1) = f log, (& .+ 5).  Note that the capacity 

goes to zero when 5 = & M 1. 

C. Spread f iansfonn Dither Modulation 
In [13], Chen et. a1 proposed a spread transform dither 

modulation (ST-DM) method in which the vector c E RN 
is split into 9 blocks [CI c2 . . . , C N / L ] ,  each of length L. 
A spreading vector U E ?RL,uTu = 1 is used to obtain a 
vector x E !UN/L, where z(i)  = cru, 1 i 5 F. The in- 
vertible Type I1 embedding scheme operates on x instead 
of c, thus reducing the bandwidth from N to 9. The sig- 
nature sequence in this case is d E ?RF. The embedder & 
obtains 

2(i)  = &(z( i ) , d ( i ) )  ej = ci + @(i) - z(i))u. (7) 

It can be easily seen that D(Cru) = d ( i ) .  The authors 
reported that ST-DM performed significantly better than 
the DM method proposed earlier in [ll]. 
D. Optimal ST - Type 11 

The reason for the improved performance of ST-DM is 
due to an advantageous trade-off of bandwidth for SNR. 
The ST-DM method results in an L fold reduction in 
bandwidth and an L fold increase in SNR. The total dlis- 
tortion power available, viz. N P ,  is now spread over $ 
coefficients of x. Thus for embedding in coefficients we 
can afford to increase A by a factor of a. This enables 
the Type I1 system to continue operating in the high SNR 
region, where it performs reasonably well. 

The capacity of any communication scheme in general, 
can be represented as a function of bandwidth (N) and 
SNR, or C = Nf(SNR). By sacrificing bandwidth and 
increasing SNR, the capacity of the ST-Type I1 method 
takes the form CSTII = $f(L x SNR). For the CP TIype 
I1 system, the expected value of the normalized correla- 
tion for any SNR (or given A and U:) is given by [l], [6] 

Instead of Az = 12P for the original Type-11, for 13T- 
Type I1 we have A2 = 12LP. This value of p can be used 
to evaluate the variance of the equivalent additive noise, 

= -, which in turn can be used to estimate the 
capacity as CSTII = $log,(l+ &) bits. The optimal 
choice of L for different SNRs is displayed in Table 11. 
The dotted line in Figure 2 (left) is the plot of achievable 
capacity for the optimal ST-Type 11. In general, lower the 

e (1-pZ) 

Fig. 2. Left: Capacity of oblivious data hiding schemes for different 
choices of &,V. Right: Ratio % for various SNR’s for opti- 
mal ST-11, optimal Type I11 and optimal ST-111. For an ideal 
system, 2 = 1. 

(a) (b) (E) 

Fig. 3. (a) Rectangular function. Probability distribution of (b) 
embedding distortion e and (c) thresholding noise. 

SNR, higher will be the optimal value of L. The capacity 
for L = 1 (Type 11) and optimal choice of L (ST-11) are 
plotted in Figure 2(left - squares (Type II), dotted line 
(optimal ST-11)). 

E. Q p e  III 
In [6] we further proposed a modification of Type I1 

(called Type 111) in which we removed the invertibility 
condition for &,D. In other words, for Type I11 systems, 
D(C) # s, where 2 = &(c,s). We also showed that Type 
I11 systems are in fact generalizations of both Type I and 
Type I1 systems. Unlike Type I1 systems which are char- 
acterized by a period A, the proposed Type I11 system in 
[6] was characterized by a period A and a threshold @. In 
the proposed Type I11 system, the distortion introduced 
(which in Type I1 is uniformly distributed between &$) 
is hard limited to &$ where /.? 5 A. Obviously, for A = /.? 
Type I11 systems become Type 11. However, what is not 
so readily obvious is that as A + 00 (and B is finite), 
Type I11 systems become Type I! 

The distortion e - fE(e) introduced by the embedding 
function & is displayed in Figure 3 (a). Limiting the dis- 
tortion also introduces an additional noise st = s - D(C) 
for the purpose of detecting the signature. The thresh- 
olding noise st - fST(st) (Figure 3 (c)) is independent of 
the channel noise n. The probability distribution fi(z), 
of the total noise z = n + st ,  is obtained by convolution 
of f~,(n) and fs,(st) (61. The optimal choice of A and 
p for a given permitted distortion P = &(3A - 28), is 
obtained by maximizing the expected value of the nor- 
malized correlation given by (8), where fN, is replaced 
with fz (see [6] for details). If we define k = -&, for 
k = 1, Type I11 systems become Type 11. As k + 00 

Type I11 systems become Type I. The optimal choice of 
k for different SNRs is tabulated in Table I. The achiev- 
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TABLE I 
OPTIMAL VALUES OF k = FOR DIFFERENT SNRS 

’SNR k SNR k SNR k 
5 1.22 4 1.31 3 1.41 
2 1.53 1 1.69 0 1.86 

-1 I 2.07 
-4 I 2.86 

t 

-2 2.29 1 -3 2.56 
-5 3.20 I -6 3.62 

TABLE I1 
OPTIMAL L / k FOR DIFFERENT SNRs FOR ST-I1 AND ST-111. 

ST-111 ( k j  
SNR (dB) 

SNR(dB) 1 4 )  3 1  2 1  1 1  0 
ST-I1 (L) I 2 1  2 1  3 1  3 1  4 

1.31 1.41 1.53 i 1.69 i 1.41 
-1 -2 -3 I -4 I -5 

ST-II ’(L j 
ST-111 (15) 
ST-I11 (k) 

5 7 8 11 13 
2 2 3 4 5 

1.54 1.68 1.57 1.53 1.54 

able capacities for Type I11 are shown in Figure 2 (left - 
continuous line). The performance of Type I11 is signifi- 
cantly better than Type I1 (which is not surprising, since 
Type I1 is a special case of Type 111). Note that Type I11 
also performs better than ST-Type 11, even though the 
difference is only marginal for SNRs less than -5 dB. 

Even though the fall in capacity with SNR for Type 
I11 methods is less severe than Type I1 methods, Type 
I11 methods can still gain marginally by trading of band- 
width for SNR (particularly for SNRs lower than 0 dB). 
This is illustrated by the dashed line for the Spread Trans- 
form Type I11 (ST-111) in Figure 2 (left). The optimal 
choice of parameters for ST-I11 involves choice of k and 
L. The optimal choices k and L for ST-I11 are shown in 
Table 11. The difference between the performance of ST- 
11, Type I11 and ST-I11 is perhaps more evident in Figure 
2 (right) which is a plot of 2 vs. SNR, for ST-11, Type 
I11 and the ST-I11 methods. Note that for ideal methods 
the ratio should approach unity. 

IV. CONCLUSIONS 
In this paper we have addressed various options for 

signaling schemes for multimedia steganography. We re- 
visited an information theoretic approach proposed and 
solved in [2] to design ideal oblivious data hiding schemes. 
However, such schemes were found to be impractical. We 
therefore, limited ourselves to practical schemes for which 
steganographic communications have the same complex- 
ity as conventional spread spectrum communications. 
This restriction is imposed by splitting the overall sig- 
naling scheme into two independent parts. One part de- 
fines the signal constellation, and the other, a scalar em- 
bedding/ detection operation, estimates the origin of the 
floating signal constellation. In particular, this paper ad- 
dressed various options for the scalar embedding and de- 

tector operators &, D. The data hiding capacities of many 
such practical schemes along with the capacity of (non- 
practical) ideal scheme (represented by stars) are plotted 
in Figure 2 (left). From Figure 2 (right), it is seen that 
such practical schemes can come within 3 dB of the im- 
practical ideal scheme for which on, = 

Two solutions to the problem of rapidly deteriorating 
performance of Type I1 methods with reduction in SNR 
have been proposed in literature. Spread transform meth- 
ods sacrifice bandwidth to improve SNR. On the other 
hand, Type I11 methods make use of non-invertible E ,  2). 
We revisited the spread transform method proposed in 
[13], and then‘ expanded the work to address the issue 
of “optimally sacrificing bandwidth for increasing SNR” 
to improve the overall performance. Comparison of the 
performance of such optimal spread transform and Type 
I11 methods (Section I11 D) showed that Type I11 per- 
formed better than spread transform. It was also shown 
that spread transform methods used in conjunction with 
Type I11 methods improve the performance of Type I11 
methods marginally. 
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