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An Information Theory Based Framework for
Optimal Link State Update

Gang Cheng and Nirwan Ansari, Senior Member, IEEE

Abstract—In this letter, based on information theory, we present
a theoretical framework for the optimal link-state update, upon
which efficient link-state update policies may be developed.

Index Terms—Information theory, link-state update, rate-dis-
tortion function.

I. INTRODUCTION

URRENT link-state routing protocols, such as Open

Shortest Path First (OSPF) [1], recommend that the link
state is updated periodically with large intervals. For instance,
a link disseminates its state information every 30 min in OSPFE.
Consequently, because of the highly dynamic nature of link
state parameters, the link state information is often outdated.
As a result, the effectiveness of the quality-of-service (QoS)
routing algorithms may be degraded significantly. To overcome
this problem, many trigger based link-state update policies
(e.g., [2]) have been proposed in the literature. Instead of using
the link capacities or instantaneous available bandwidth values,
Li et al. [3] used a stochastic metric, Available Bandwidth
Index (ABI), and extended BGP to perform the bandwidth
advertising.

Intuitively, from the perspective of QoS routing, it is prefer-
able that accurate state information is available throughout the
whole network. On the other hand, achieving this goal may im-
pose an intolerable protocol overhead on network resources that
is practically impossible. Therefore, our task in this letter is to
provision as accurate link state information as possible with a
minimum overhead. Without loss of generality, we only focus
on one link state metric. Here, we adopt the bandwidth. In this
letter, we measure the consumed network resource for updating
state information by the average bandwidth used. Note that link
state information is distributed by packets in the network. We
can also measure the consumed network resource by the average
number of packets used for link-state update in a unit time.

II. PROPOSED FRAMEWORK

Since a link can be shared by many connections and a
connection may traverse many links, the state metrics on
different links are not independent from each other. However,
most proposed update policies, if not all, reported in the literature

Manuscript received March 15, 2004. The associate editor coordinating the
review of this letter and approving it for publication was Prof. C. Douligeris.
This work has been supported in part by the New Jersey Commission on Higher
Education via the NJ I-TOWER project, and the New Jersey Commission on
Science and Technology via NJWINS.

The authors are with the Advanced Networking Laboratory, Department
of Electrical and Computer Engineering, New Jersey Institute of Technology,
Newark, NJ 07102 USA (e-mail: ansari @njit.edu).

Digital Object Identifier 10.1109/LCOMM.2004.837653

Fig. 1. Links e; and e, are the only two links connected to core node n and
have the same link capacity.

are per-link based, i.e., the state information of a single link
is updated without considering the status of other links. As
a result, they are not efficient enough. For example, given a
network shown in Fig. 1, in which links e; and ey are the
only two links connected to node 7, and have the same link
capacity. If no connection joins or leaves the network on node
n, links e; and ey always have the same available bandwidth,
i.e., their state metrics are always the same. Therefore, for a
per-link based update policy, whenever an update for link eq is
triggered, an update for e is also triggered. As a result, per-link
based update schemes inevitably waste network resources on
distributing almost duplicated state information from the two
links throughout the network. Assume that when a connection
request arrives at an node, the node makes the decision if
the connection should be accepted according to its available
(inaccurate) link state information. If, from the perspective
of the node, there is enough network resource (bandwidth)
to accommodate this connection, it starts a setup process for
the connection. Otherwise, it rejects the connection request
immediately. Ideally, the connection is accepted if there is
actually enough network resource, and rejected otherwise.
However, due to inaccurate link state information, there are
two possible undesirable cases.

* False positive: There is actually not enough bandwidth to
accommodate a connection, but is indicated otherwise by
its link state information. Since a setup process will be
initialized by the node, network resource is wasted.

* False negative: A connection can actually be accepted by
the network, but is rejected by the node because of inac-
curate link state information.

Collectively, the two cases are all referred to as routing
failures in this letter. We define the optimal link-state update
scheme as follows:

Definition I—Optimal Link State Update Scheme: Given an
upperbound B on the average bandwidth used for updating link
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state information, an update scheme is called optimal if the cost
due to routing failures in the network is minimized.

First, we shall numerically define the cost. Note that a con-
nection can traverse many links. Hence, it is possible that for
a per-link-based update scheme, many links update their state
information due to the joining or the leaving of a single con-
nection. However, since the amounts of the changed available
bandwidths on the links, along which the connection traverses
the network are the same, network resources can be saved if
only one update is triggered to inform other nodes the accep-
tance or the removal of the connection (including its requested
bandwidth and route, where a route is defined as the set of links
by which a connection traverses the network). Hence, we recom-
mend route-based link-state update in this letter and present a
corresponding information theory based theoretical framework.
Accordingly, we also define the cost based on routes. Denote
n and m as the numbers of nodes and links, respectively, and
€1,€2,. .., 6y, as the links. Assume there are totally u possible
routes, ry, I's, . . . , I'y, in the network, and the amount of the re-
quested bandwidth of a connection on any route is a random
variable z with a same probability density function p(z). De-
note 7,1 < k < wu, as the normalized number of connection
requests that tries to use route 7. For example, denote the av-
erage number of connection requests in a unit of time on using
route 7, as o, T = ((ou)/ (31, ). Hence, Y p_, mp = 1.
In particular, if we envision a uniform distribution of connection
requests among the routes, then 7, = (1/u).

Assume a route 7y consists of links ey (1), €(2); - - - ; €k(hy)>
where hy, is its hop count. Note that we do not consider the one
hop route because a node always has accurate state information
of the directly connected links. Hence, h; > 2. Since bandwidth
is a concave metric, its actual maximum available bandwidth at
time ¢ is

bi(t) = min{zy ) (), Tr2) () - - -, Tr(ny) (1)} M

where x;(t) is the available bandwidth of e; at moment ¢. At the
same time, from the perspective of a node, the available band-
width (from link state information; not actual) on 7, is

bre(t) = min{ys1) (), yr) (£): - - - Yn(ne) (1)} 2)

where y; (t) is, from the perspective of a node that is not directly
connected to e;, the instantaneous available bandwidth of e; at
t . Hence, if by,(t) > by () and a connection request with band-
width of b(bx(t) > b > by (t)) arrives, this is a false positive.
On the other hand, if b (¢) < b,(¢) and the requested bandwidth
satisfies that b (t) < b < by(t), this is a false negative. Define
f(rk,b) and g(rg,b) as the costs of an occurrence of the false
positive and false negative routing failure on route 7, respec-
tively, where b is the requested bandwidth. Therefore, by letting

Ck(t'/ b) = |:1 -
bk(t) — Bk(t)
|1 (t) — bx(2)]

the cost due to inaccurate link state information at time ¢ on
route 7}, is defined as

(k ) 1/max{bk(t),bk(t)}
clk,t) = -
) min{by (t),bx (t)}

+ [1 + } g(re,b)  (3)

p(2)Ck(t; 2) dz ©)

2

Note that when by, (t) > by (t), (x(¢,b) = 2g(rk,b), and when
b (t) < br(t),Ck(t,b) = 2f(rk,b). The cost at time ¢ for the
whole network can be defined as

= iwkc(k, t).
k=1

By letting f(ry,b) = g(rg,b) = 1 for all k, the cost ¢(k, t) and
¢(t) are actually the probabilities of routing failures on route 7
and in the network, respectively.

Many studies [4] have shown the Long-Range Dependence
or multifractal behaviors of the Internet traffic. Therefore, we
cannot assume that the source signal (available bandwidth) is
memoryless. Hence, each link state metric is viewed as a random
process with memory that is independent of time in this letter,
and by applying the sampling theorem, it can be treated as a
time independent continuous random sequence with memory.
Denote !, 22, ...,z as N consecutive samples of the actual
available bandwidth of link e;. Similarly, the state information
of e; from the perspective of a single node can also be treated as
a time independent continuous random sequence with memory,
denoted by v}, 32, ...,y Note that a route may be shared by
many connections and consists of several links, implying that
link state metrics on different links are not statistically indepen-
dent from each other. Hence, the link state metrics are corre-
lated. Denote I( A ; B) as the mutual information between A and
B, H(A) as self-entropy of A, and H(A | B) as the conditional
entropy between A and B. By information theory, the mutual in-

&)

formation between X, XX, ... XN and YN, YX ..., YX
is
I(XTXY. . . XN YTYY... YD)
=H (XX} ... X)) +H(YTYY... YD)
-H XXy . XNYTYY .. YY) (6)
where XN and YN represent the sequences z},z2,..., 2},
and y},v?2, ...y, respectlvely In the rest of thls letter for

simplicity, we denote X~ as XNXN .. XN and YN as
YNYX ... YN If we treat the network cost defined by (5) as
the source distortion, by rate-distortion analysis, the optimal
link-state update satisfies that

R(D) = min {

ép

. 1 N.vN
1 —I(X™:Y
im N XY )}

N—>00

. 1 N N | N

R 4 N N Ny N

= nglén {iln)nx3 HX")+HY" ) -HX'Y )]}
(7N

where R(D) is the transmission rate (a single link) used by the
optimal link-state update when the cost is upper bounded by D,
and &p is the set of transition probabilities from XN to YN sub-
ject to the distortion D, i.e., & satisfies the following condition:

max{bk bt &}

;m {]\;E)noo 2N Z/mm{b p(2)er (b, b, 2) dz}

<D (8

I\’k
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where

7y}i(;Lk)} 9)

I bz‘ _Bi
e 1) = 1 g o
bi — bt
+ |14+ —F— D). 11
Ibl_bl|] s (D
Note that
. 1 Ny N N N-1
A}lm —H(X )—th H x5 xm|X .
(12)
Similarly
lim —~H(YY) = lim H(yNyN yN|YN—1) (13)
Nooco N _ N —oo L2 - Iml =
and
. 1 N~+/N
Jm, AL

= lim H (xf o Ny Nyl yN XN_lxN_1>.

N—oo
(14)
Hence
R(D) = min{ lim [H (xi\ra:év ... xg| XN_I)
[95) N—-—>00
FH (g YN
— H(:zt1 o Ny Nyl ym|XN IyN= )}}
(15)
If the memory lengths of all the sequences XV, X%, ... XN

and YN, YY ... YNarea+1,ie.,Vk > a,foralll <i<m

p(af|zial . 2l Y =p(af]| 2l 2l 22l ) (16)
p(vlvivl -y ™) =p (uFyi™ lyf ST B V)
we have

R(D) = ming, {H (z{M 23t . .2
—|—H( (y—i—ly;—f—l” a+1|Ya

_ H (x?—l—lxg-i—l :yn—i-ly?—i-lya-l—l

)

v | XUY)}
(18)

and &p satisfies that

u 1 e} max{f);\‘ by}

Sl [

i—1 Y min{b; ,b%}

p(2)¢r (bi., bk, 2) dz} <D.

19)
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By (7) and (8), a lower bound on the transmission rate of the
link-state update under the constraint of a given source distor-
tion may be computed. For the cases that sample sequences have
memory length of a + 1, the computation of the lower bound
can be simplified by solving (18) and (19). In this letter, since no
assumption on the distributions of XN and requested bandwidth
of connections (p(z)) is made, we cannot compute R(D). Note
that R(D) is the lower bound on the transmission rate used for
updating link state information under the constraint that the cost
due to the routing failures is no larger than D. In turn, given an
upper bound B on the transmission rate used for updating link
state information, we can find out the the corresponding lower
bound on the cost by solving the equation

R(D) = B. (20)

Observe that if we set px (b}, bi,b) = 2, R(D) is the min-
imized transmission rate under the constraint that the proba-
bility of routing failures is no larger than D. Hence, given an
upper bound on the transmission rate, we can also compute the
corresponding minimum probability of routing failures for the
link-state update policies. Moreover, define

N /max{b;,b;,}
i—1 7/ min{b; ,b%}

as the cost due to routing failures

lim —

p(2)en (B, by, 2) dz
1)

on using route

rg. By letting ¢ (bi,bi,b) = 2,pr = (k) is
the probability of routing failures of r;. Denote
9(8, d) = {TR(57d71 Ti(s,d,2)++ s Th(s,d e(s,d))} as the

set of routes that starts at edge node s and ends at d, where
€(s,d) represents the number of the routes. Hence, we can
compute the probability of routing failures between nodes s
and d as

e(s,d)

Ps,d = T oy Pre(s,di) - (22)

e(s,d
Zt(l) K(Q,(l i) 4=1

III. CONCLUSION

In this letter, after showing that per-link-based link-state up-
date schemes cannot be optimal and efficient enough, we have
proposed a framework based on information theory for opti-
mizing link-state update, upon which efficient route-based link-
state update schemes may be designed. We have also suggested,
in this letter, that in order to improve the efficiency of link-state
update schemes, the distribution of requested bandwidth of con-
nections and the correlation between the state metrics of links
should be considered.
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