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Abstract

The main goal of this paper is to study how often cookie ban-
ners that comply with the General Data Protection Regula-
tion (GDPR) contain aesthetic manipulation, a design tactic
to draw users’ attention to the button that permits personal
data sharing. As a byproduct of this goal, we also evaluate
how frequently the banners comply with GDPR and the rec-
ommendations of national data protection authorities regard-
ing banner designs. We visited 2,579 websites and identified
the type of cookie banner implemented. Although 45% of the
relevant websites have fully compliant banners, we found aes-
thetic manipulation on 38% of the compliant banners. Unlike
prior studies of aesthetic manipulation, we use a computer vi-
sion model for salient object detection to measure how salient
(i.e., attention-drawing) each banner element is. This enables
the discovery of new types of aesthetic manipulation (e.g.,
button placement), and leads us to conclude that aesthetic ma-
nipulation is more common than previously reported (38.0%
vs 27.0% of banners). To study the effects of user and/or web-
site location on cookie banner design, we include websites
within the European Union (EU), where privacy regulation
enforcement is more stringent, and websites outside the EU.
We visited websites from IP addresses in the EU and from
IP addresses in the United States (US). We find that 13.9%
of EU websites change their banner design when the user is
from the US, and EU websites are roughly 48.3% more likely
to use aesthetic manipulation than non-EU websites, high-
lighting their innovative responses to privacy regulation.

Datasets and Code — https://github.com/rag24/aesthetic-
manipulation-SOD/tree/main

1 Introduction

Privacy regulations to protect citizens’ personal data have
changed the web browsing experience. Following the en-
forcement of comprehensive privacy regulations such as the
GDPR of the European Union (EU) in 2018, web users
started to see more notices such as the one shown in Fig-
ure 1. GDPR requires all companies that collect and/or pro-
cess personal data to be transparent with the data subjects.
Additionally, outside of specific circumstances (e.g., legal
obligations), GDPR requires the companies to obtain con-
sent from the data subject. These notices, known as cookie
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Figure 1: Cookie Banner

banners, help websites meet these requirements. They are a
critical component of privacy on the Web. In theory, they
return data ownership to the web user and allow each indi-
vidual to decide how and when they want their personal data
to be shared and used.

However, websites collect personal data to increase the
revenue they receive from advertisers who want to target
specific users with ads based on users’ personal data. This
puts websites’ incentives in conflict with cookie banners that
enable users to tell the website not to collect their data. This
conflict explains why early studies found that cookie ban-
ners do not aid user privacy as intended (Utz et al. 2019;
Degeling et al. 2019). These early results were influenced
by the fact that GDPR did not set cookie banner require-
ments and enforcement was lacking. Slowly, rulings from
the European Court of Justice (CJEU 2019) and fines for
non-compliant cookie banner designs (The National Law
Review 2022) appeared. This resulted in more cookie ban-
ners that were privacy-friendly (e.g., required to place the
“reject” button next to the “accept” button instead of hiding
it in the settings).

Nevertheless, websites still want to collect as much
personal data as possible without being fined for non-
compliance. This has led to the proliferation of dark pat-
terns in cookie banner designs that nudge users toward shar-
ing personal data. This is a problem because these dark pat-
terns, such as aesthetic manipulation, are a way for compa-
nies to avoid fines by complying with the GDPR while still
harming user privacy on the Web. The literature (Gray et al.
2018) has defined aesthetic manipulation as banner designs
that make the accept button more visually appealing (i.e.,
more salient) than other buttons. In related work, aesthetic
manipulation is often operationalized as a highlighted ac-
cept button, as shown in Figure 1. However, we believe this
underreports the prevalence of aesthetic manipulation, as it
dies not consider more sophisticated design choices such as
button placement. Furthermore, no work studies the effect of
user and website location on aesthetic manipulation.



The aim of this paper is to reliably study aesthetic manip-
ulation in cookie banner design. Toward this goal, we iden-
tify a new method for measuring the prevalence of aesthetic
manipulation in cookie banners on the Web. Specifically,
we borrow from the computer vision field of salient object
detection (SOD), and use a model called DeepRare (Kong
et al. 2022) to directly determine how salient each button
on cookie banners is. Using DeepRare to directly calculate
button salience, instead of focusing on a single design tactic
(i.e., button highlighting), allowed us to capture all forms of
aesthetic manipulation. This led to our conclusion that aes-
thetic manipulation occurs on 38% of the GDPR-compliant
cookie banners. Methods from prior works would have only
identified aesthetic manipulation in 27% of the same ban-
ners, showing that prior work underestimated the prevalence
of aesthetic manipulation. We then collect cookie banner and
button characteristics to determine which factors (in addition
to button highlighting) can affect salience. We find that dis-
playing a button as a link and button placement and size are
all significantly correlated with button salience and should
be considered forms of aesthetic manipulation.

As part of our main goal to more thoroughly investigate
aesthetic manipulation, we needed to first determine how
many cookie banner designs were compliant with GDPR
and the related guidelines set by EU data protection author-
ities (NOYB 2024; CNIL 2020). There is a lack of recent
studies that measure the effects of user and website loca-
tion on cookie banner design. Although one study has done
this (Warberg et al. 2023), the data was collected in 2018-
2019 (before any fines were given for non-compliant cookie
banners) and the categories of banner designs were broad.
To address this gap, we collect a large dataset of cookie
banner images, which we make publicly available, by vis-
iting 2,579 EU and non-EU websites (of varying popularity)
from EU and US IP addresses. We then classify the ban-
ners into 17 different types of cookie banner designs, which
is more detailed than prior work and allows us to report on
the prevalence of new designs (e.g., corner reject button de-
sign). This dataset allows us to evaluate how the website and
user locations affect cookie banner design. Analysis on this
large dataset demonstrates that 13.9% of EU websites show
a more compliant banner to EU users than US users, despite
GDPR applying in both cases.

To summarize, our work contributes to the broader litera-
ture on Web privacy by utilizing computer vision to compre-
hensively capture aesthetic manipulation. Our findings show
that prior works underestimate the prevalence of aesthetic
manipulation. We attempt to explain the variance in salience
between different buttons on the same banner as a function
of banner design elements, and identify button placement as
a new form of aesthetic manipulation. Furthermore, we col-
lect data from EU and non-EU websites from EU and US
IP addresses to determine the effects of user and website
location on cookie banner design. This leads to our impor-
tant finding that EU websites (which are most affected by
GDPR) are more innovative in their cookie banner designs,
and find legal ways to nudge users towards sharing their per-
sonal data (e.g., paywalls and aesthetic manipulation). This
shows the importance of privacy research as a mechanism

for uncovering new banner designs to continually update pri-
vacy regulation and better protect user privacy.

2 Related Work

There are two areas of research which are related to our pa-
per: 1) studies of the prevalence and compliance of cookie
banners on the Web and 2) studies which try to determine
the effectiveness of different dark pattern designs.

2.1 Prevalence of Cookie Banners and Dark
Patterns

There are three studies that are similar to ours. The first re-
lated work manually visited 389 German websites one year
apart and determined the ease of opting out and the preva-
lence of aesthetic manipulation (Berens et al. 2024). The
second paper builds a system to automatically detect cookie
banners and identify ten forms of non-compliant/dark pat-
tern designs with high accuracy on 10,000 websites (Kirk-
man, Vaniea, and Woods 2023). The third paper visits 911
websites from both US and EU IP addresses in the 18
months following GDPR enforcement and records whether
websites show a banner and how that banner hides the reject
button (Warberg et al. 2023). Importantly, this is the first
study to employ a SOD model to directly quantify button
salience and identify cases of aesthetic manipulation, mov-
ing beyond prior approaches that focuses solely on button
highlighting. We further differentiate ourselves by identify-
ing new banner design categories (e.g., reject button placed
in the corner). Only the third paper considers how the web-
site and user location affects banner implementation, but
aesthetic manipulation is not considered, and there are only
five banner design categories. This means our paper is the
most detailed study to investigate how website and user lo-
cation affect banner designs, and the first to investigate how
they affect aesthetic manipulation.

Other prior work has studied the prevalence of cookie
banners and their designs since the implementation of
GDPR. Published articles in this area between 2019 and
2024 show a generally positive trend for both the preva-
lence and compliance of cookie banners (see Table 3 in Sec-
tion 4.1). One such study uses longitudinal data to directly
study how the percentage of websites with a cookie ban-
ner changes after the implementation of GDPR (Degeling
et al. 2019). Other studies use cross-sectional data to in-
vestigate cookie banner compliance (Utz et al. 2019; Kam-
panos and Shahandashti 2021; Nouwens et al. 2020; Matte,
Bielova, and Santos 2020). We report specific findings of
these articles in Section 4.1 when comparing our findings to
results from the prior literature. We differentiate ourselves
from these related works by investigating cookie banner de-
signs for websites outside of the EU and studying how com-
pliance varies based on the user’s IP address. Furthermore,
none of these related works examines aesthetic manipulation
or a broad range of banner designs. Some additional prior
work studies the prevalence of cookie paywalls (Morel et al.
2022; Stenwreth, Tang, and Morel 2024), but this is just one
of the 17 cookie banner categories that we consider.



There are related works (in addition to the aforemen-
tioned (Kirkman, Vaniea, and Woods 2023)) which use ma-
chine learning and rule-based algorithms to automatically
determine whether cookie banners and/or dark patterns ex-
ist on websites. Automated tools are beneficial in that they
can scale to much larger data, but most current methods suf-
fer from poor performance. Key performance metrics (i.e.,
accuracy, precision, and recall) often fall below 65%, which
we do not find acceptable. An exception is a tool called Ban-
nerClick, which can detect cookie banners with almost per-
fect accuracy (Rasaii et al. 2023), but it is not capable of
identifying the type of cookie banner design.

2.2 Dark Pattern Effectiveness

There is prior work that determines what design patterns in
cookie banners count as dark patterns. The authors of these
studies predefine the design patterns they want to test and
then manufacture a set of cookie banners to reflect the vari-
ables they want tested. The manufactured banners are then
shown to the experiment’s participants, and the users’ con-
sent elections are recorded. The authors then use a com-
bination of acceptance rates from the experiment, and sur-
vey responses from post-experiment, to determine which
cookie banner designs count as dark patterns. Some of the
considered factors are types of aesthetic manipulation, in-
cluding highlighting the accept button (Bermejo Fernan-
dez et al. 2023), button size (Bauer, Bergstrgm, and Foss-
Madsen 2021), replacing buttons with links, and banner lo-
cation (Habib et al. 2022).

However, there are issues with using these types of exper-
iments to identify forms of aesthetic manipulation. A sur-
vey of dark patterns in cookie banners cautions that many of
these experiments suffer from small sample sizes and their
users being habituated to select “accept” due to the prolifera-
tion of cookie banners that do not give users a real choice on
the Web (Bielova 2022). If users agree to personal data shar-
ing out of habit, it makes the acceptance rate a less mean-
ingful measure of the affect of aesthetic manipulation. Ad-
ditionally, we believe that allowing personal data sharing in
a controlled experiment may be incompatible with the users’
real choices because the participants think that their data
will be protected by the researchers. Finally, we think that
it is hard to capture the complexity of aesthetic manipula-
tion in a way that is testable in an experiment. For exam-
ple, one study considers a highlighted accept button with a
blue background (Utz et al. 2019). They do not consider dif-
ferent highlight colors, button text colors, or reject button
formats. Thus, we conclude that the banners in the experi-
ments do not reflect banners that are used by websites. We
address the aforementioned issues for the aesthetic manipu-
lation dark pattern by calculating and comparing the salience
of each button directly to determine if aesthetic manipula-
tion is present, instead of indirectly measuring it through the
consent elections of study participants. Furthermore, we run
our study on cookie banners that are actually used by web-
sites instead of cookie banners that are manufactured for an
experiment.
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Figure 2: Data Collection Process

3 Method

Our analysis is performed on images of cookie banners from
a large set of websites. Although there are a few datasets of
cookie banner images (Kirkman, Vaniea, and Woods 2023;
Berens et al. 2024), these existing datasets do not fit our
needs. Firstly, these images in existing datasets were cap-
tured only from a single point of view (i.e., an EU IP ad-
dress). We intend to explore the differences between cookie
banners on websites when visited from areas where privacy
regulation exists (e.g., the EU) versus areas where privacy
regulation does not exist (e.g., New York). Secondly, those
images were not recently captured (both cited papers col-
lect data in 2022) and thus do not reflect the current state
of cookie banners on the Web. In particular, the old datasets
would not reflect guidance from the European Data Protec-
tion Board released in January 2023 (NOYB 2024). Given
these limitations, we collect the data ourselves.

After data collection, our analysis consists of two parts.
The first part is a manual analysis to determine banners’
compliance with existing regulations and recommendations.
The second part of our analysis utilizes a SOD tool to de-
termine the relevance of each button on the cookie banner.
We present the data collection process, the manual labeling
method, and the SOD method in detail in the following three
subsections.

3.1 Data Collection

Our data collection process is shown in Figure 2. We first
create a list of websites that we are interested in visiting. We
chose to study cookie banner implementations on popular
and unpopular websites, as well as websites based inside and
outside of the EU. Thus, our target domain list can be split
into four categories: (1) popular global websites, (2) popular
EU websites, (3) random global websites, and (4) random
EU websites.

We use the Tranco rankings (Le Pochat et al. 2019) to
determine which websites are popular'. The Tranco rank-

'We use the Tranco list from December 12th, 2024: https:



Label Defining Characteristic Laws/Recommendations
Notice Banner has no option to reject (or manage) cookies Not Compliant: no choice to opt-out (EU 2016)
Paywall Required to subscribe (pay) or allow cookies nggzs?;lggg;ngt’d?:ggff (iinsgziizxsltz;vbuwthfsm
the price is fair (Morel et al. 2022)
Full* Banner has accept and reject buttons, and some button Compliant
to set detailed privacy preferences (on another page) (CNIL 2020; NOYB 2024)
Full choices* Has accept and reject buttons, and allows Compliant

for setting detailed privacy preferences on the banner

(CNIL 2020; NOYB 2024)

Likely Compliant: have the ability to opt-in or

Choices* Can set detailed privacy preferences on the banner, the at
but missing at least one of the accept or reject buttons | OPt-out on first page for each individual purpose, but we
are unaware of specific guidance on this banner type
Manage* There is no option to directly reject cookies on the Not Compliant: too difficult to opt-out

banner, but you can do so through settings

(CNIL 2020; NOYB 2024)

Full-Manage*

Banner only has accept and reject buttons

Likely Not Compliant: do not allow separate consent

choice to be made for each data processing
purpose individually (Santos, Bielova, and Matte 2020)

Corner Reject

The only way to reject cookies is to click a button
located outside of the banner or in the upper corner

Likely Compliant: same options as “Full” banner, but
we are unaware of specific guidance on this banner type

Settings Only

No accept or reject button. Only a button that takes
you to detailed settings and an “X” to close it.

Likely Not Compliant: unclear if user is consenting
when selecting “X” (Kirkman, Vaniea, and Woods 2023)

(e.g., “Do Not Sell”option)

Preselected Presents detailed privacy preferences on the banner, Not Compliant: result of the European Court of
but the default is opt-out instead of opt-in Justice’s ruling in Planet 49 case (CJEU 2019)
Ambiguous Does not contain standard cookie banner options Likely Not Compliant: no option to opt-out of data

collection (can only opt-out of data being sold)

Two Banners

Multiple cookie banners appear on the landing page

Likely Not Compliant: possibly violating the
“informed and unambiguous” consent requirement
(Kirkman, Vaniea, and Woods 2023), and two banners
means neither is “’clearly distinguishable” (EU 2016)

Table 1: Categories of Cookie Banners and Compliance with Laws and Recommendations

Note: * means that there is an additional category with the same defining characteristics in addition to an ambiguous “X”
button on the banner. It is unclear if clicking the “X” results in implicit consent, which makes all such cases Likely Not
Compliant (Kirkman, Vaniea, and Woods 2023).

ings are designed as an objective ranking of popular web
domains to be used in academic research. For categories (1)
and (3), respectively, we select the top 1,000 ranked web-
sites and then randomly sample 1,000 additional websites
from the Tranco list. For categories (2) and (4), we first fil-
ter the Tranco list based on the countries of the websites, as
indicated by each website’s country code top-level domains
(ccTLDs) (Degeling et al. 2019; Matte, Bielova, and Santos
2020). Specifically, we only keep websites whose ccTLD
matches one of the codes for the EU (.eu), the United King-
dom (.uk), or one of the 27 member states of the EU (e.g.,
.be for Belgium). We choose to include the United Kingdom
because they still implement the GDPR (now called the UK
GDPR), even after leaving the EU. We select the top 500
ranked websites and then randomly sample 500 additional
websites from the filtered list to capture websites in cate-
gories (2) and (4), respectively.

All website visits were made between December 16 and
December 23, 2024. Although the websites of all four cate-
gories total 3,000 websites, 44 websites appear on both the
list of the top 1,000 global and top 500 EU websites and are
visited only once. We also removed 377 websites that we

/Itranco-list.eu/list/PNPLJ/1000000

found were not reachable on the regular HTTP/HTTPS port
numbers, when tested with Socket? in Python. This leaves
us with 2,579 websites.

We build a crawler, using the Selenium® package in
Python, that can automatically visit the websites in our tar-
get list and screenshot the landing page. As shown in Fig-
ure 2, the crawler is initially run with a 30-second time-
out and attempts to visit the website using Secure Hypertext
Transfer Protocol (HTTPS). If successful, a screenshot of
the landing page is saved. If there is an error, the crawler
will retry accessing the website using Hypertext Transfer
Protocol (HTTP). If the error persists after trying to visit
with HTTPS and HTTP, we will retry the process with a
longer timeout of 60 seconds. If still unsuccessful, we re-
sort to manually visiting the website and will screenshot the
landing page (if the website is reachable).

We attempt to visit every target domain twice using virtual
private networks (VPNs), once from an IP address in the EU
(Paris, France), and the second time from an IP address in
New York (NY). We chose New York because the proposed
comprehensive data privacy regulation, the New York Pri-

2https://docs.python.org/3/library/socket.html
*https://www.selenium.dev/documentation/



Figure 3: Visualization of Salient Areas for Landing Page
of washingtonpost.com

vacy Act, has yet to be passed and signed into law, despite
being introduced in 2021 (New York State Senate 2024). Of
the 2,579 websites in the list, we obtain screenshots of land-
ing pages for 2,490 websites when crawling from Paris, and
2,492 websites when crawling from New York. The differ-
ence is due to the fact that some websites block access based
on the location of the IP address.

3.2 Manual Labeling

Our first research goal is to study the compliance of web-
site cookie banner implementations with existing regula-
tions and recommendations. Each captured image is man-
ually labeled by a rater (one of the authors) as unreachable
(different from the standard port issue), having no cookie
banner, or in one of the 17 categories of Table 1 based on
the “Defining Characteristic” listed. Some images are la-
beled unreachable since the websites block or discourage
automated crawlers (resulting in a CAPTCHA or “Access
Denied” page). Also, some websites have notifications and
advertisements blocking the cookie banner. In these cases,
we visit the website manually to validate the label. If the
manual visit is successful, we take a new screenshot and re-
label the website.

For quality control, each image is labeled twice to ensure
high accuracy in the manual labeling process. In the case of
differing labels, the website was manually visited, and the
rater interacted with the banner to determine the true label.
If a website receives different labels for visits from EU and
NY IP addresses, we review the images for the third time.
We load both images at the same time and ensure that the
differing labels are due to actual differences in the landing
page/cookie banner. We further recruited two Ph.D. students
(one with prior research involving cookie banners and one
without) as raters to label 200 randomly sampled websites.
We found consensus among the three raters was very high,
with a Krippendorff’s alpha of 0.94. Disagreements were
re-evaluated by actually visiting the website and interacting
with the banner. The verification shows all the labels made
by the initial rater were correct.

We use these final categorizations to analyze the com-
pliance of websites’ cookie banners with the existing
“Laws/Recommendations” shown in Table 1. These catego-
rizations are also used to differentiate the images that are
applicable for SOD analysis.

We and our partners process cookle data to provide:

Cookie Choices for EU, Swiss & UK Residents

Figure 4: Labeling Cookie Banner Elements for
washingtonpost.com

3.3 Salient Object Detection (SOD)

For the cookie banners that have multiple buttons, we want
to compare the salience of each button. Thus, we separate
out all websites that were manually labeled with a cookie
banner in the categories “Full”, “Full choices”, “Choices”,
“Manage”, “Full-Manage”, or “Corner Reject” (including
those with an ambiguous “X” button to close the banner).
We then take the screenshots of the landing pages of these
websites and pass the image to an SOD tool called Deep-
Rare (Mancas, Kong, and Gosselin 2020; Kong et al. 2022)
to measure the salience of each button. We then compare the
salience of the “accept” button (i.e. the button that allows the
website to collect personal data with user consent) with the
salience of other buttons.

We choose DeepRare because it does not require any ad-
ditional training to be applied to our data. This eliminates the
need for costly eye-tracking studies to label the areas of ban-
ners that are most salient to users. DeepRare has performed
well when applied to various training datasets, and general-
izes better than other models (Kong et al. 2022). DeepRare
is generalizable without training because of the authors’ in-
tuition that trained DNN-based SOD models learn to detect
top-down objects (e.g., humans) instead of bottom-up fea-
tures (e.g., colors). Thus, the authors conclude that other
DNN-based SOD models actually learn to detect objects that
are commonly considered as salient instead of learning to
detect saliency itself (Mancas, Kong, and Gosselin 2020;
Kong et al. 2022). DeepRare instead relies on the detection
of “rarity” within the features extracted by pretrained con-
volutional neural networks (CNNs). Details are provided in
Appendix A. The output of DeepRare is a matrix of pixel-
level salience scores the same size as the input image. The
salience scores for each pixel are between 0 and 255, where
higher scores mean the corresponding pixel is more salient.
This matrix of values can be visualized as a grayscale im-
age. The brightest areas of the grayscale image indicate the
salient areas of the input image (e.g., Figure 3 shows the
salient pixels for the landing page of washingtonpost.com).

Since DeepRare outputs pixel-level salience scores, we
need to map each cookie banner element (e.g., buttons) to a
defined range of pixels so that we can measure the salience
of the element. We use an open source data-labeling tool
called Label Studio* to manually determine the pixel ranges

*https://labelstud.io/



of cookie banners and each of their elements with bounding
boxes. We show an example image with bounding boxes af-
ter labeling the cookie banner, accept button, reject button,
and manage settings button in Figure 4.

To calculate the salience of the banner element, we can
either use the average or maximum salience value of all pix-
els within the bounding box of the banner element. In the
washingtonpost.com example shown in Figures 3 and 4, the
average salience values are 161.6, 160.9, and 84.5 for the ac-
cept, reject, and manage settings buttons, respectively. The
maximum salience values are 255, 252, and 169, respec-
tively. From either measure, the accept and reject buttons are
clearly more salient than the manage settings button (likely
due to the darker color). On the other hand, the salience val-
ues of the accept and reject buttons are very similar. It is
hard to know if these minor differences are due to subtle
dark patterns (e.g., positioning the accept button on top) or
noise.

For the purposes of this paper, we choose to take a con-
servative approach and label dark patterns only when we can
confidently conclude the score difference is due to true dif-
ferences in button salience. Towards this goal, we first per-
turb the original input image by injecting small amounts of
noise (e.g., slightly changing the pixel hues or flipping the
picture over its vertical/horizontal axes). We describe this
process in more detail in Appendix B, but the goal is to re-
duce the impact of noisy DeepRare outputs on the results.
After injecting noise, we calculate the salience scores for
each pixel in the perturbed images and average these scores
together to get a more robust measure of salience.

We borrow two methods from salient object ranking lit-
erature to transform pixel-level salience scores into button-
level scores. The bounding box labeling denotes which pix-
els belong to which button, and we either take the average or
maximum score of all the pixels belonging to a button as the
button’s salience score (Kalash, Islam, and Bruce 2021; Liu
et al. 2022). These methods capture different characteristics
of salience (i.e., the single most salient pixel may be differ-
ent from the most salient region of pixels), but we show in
Appendix C that the trends are the same (i.e., the accept but-
ton is the most salient). For this reason we choose to use the
sum of the normalized average and normalized maximum
salience scores as our measure of button salience.

To determine if a button’s salience score indicates a
true difference in salience, we define a threshold based in
psychophysics. Prior research shows that visual salience
follows Weber’s Law, which states that the smallest de-
tectable change in stimulus (i.e., the just noticeable dif-
ference (JND)) is proportional to the original stimulus
value (Huang and Pashler 2005). This means a percentage
value can be calculated to represent the minimum thresh-
old at which a change in stimulus becomes perceptible. Al-
though this value has not been experimentally calculated
for visual salience due to the difficulty in measuring dis-
crete changes in a subjective stimulus, Weber’s law holds
for many visual tasks (e.g., contrast, angular/objective size).
The empirically calculated JNDs in these visual tasks range
from 1.6% in contrast to 6.8% in angular size (Pelli and Bex
2013; McKee and Welch 1992). Thus, we choose a conser-

Location Compliant leel.y Likely N ot Not
Compliant | Compliant Compliant
EU Site 44.9% 17.0% 12.2% 25.9%
EU Visitor
EU Site 40.9% 16.7% 15.0% 27.4%
US Visitor
non-EU Site 48.4% 2.2% 19.9% 29.4%
EU Visitor
non-EU Site 13.5% 1.2% 22.3% 63.0%
US Visitor

Table 2: Compliance by Website and Visitor Location

vative threshold value of 7%, and only consider aesthetic
manipulation to occur if the “accept” button is 7% more
salient than the other buttons. We do present aesthetic ma-
nipulation frequency at different thresholds in Appendix D.

4 Results

We present our results in five parts: 1) an analysis of GDPR
compliance, the prevalence of each type of cookie banner
design from Table 1, and how user/website location affects
these results; 2) a comparison to prior work that categorizes
cookie banners on the Web; 3) an analysis of button salience
on cookie banners and the prevalence of aesthetic manipu-
lation; 4) a comparison to prior work that reports the preva-
lence of aesthetic manipulation; and 5) identification of new
forms of aesthetic manipulation.

4.1 Cookie Banner Type and GDPR Compliance

We present our findings broken down by the location of
the website and the IP address of the visitor, which is a novel
contribution of our work. We choose to show frequencies
as a percentage of websites or banners because the sample
sizes in each of the four groups are different. We success-
fully reached 1,009 EU websites from an EU IP address,
1,010 EU websites from a US IP address, 1,308 non-EU
websites from an EU IP address, and 1,335 non-EU web-
sites from a US IP address. We first investigate how many
of the banner designs are noncompliant with GDPR and re-
lated EU privacy rulings (e.g., Planet 49) and recommenda-
tions (e.g., data protection authorities) (CJEU 2019; CNIL
2020). Using the categorizations of each banner type as
compliant/non-compliant or likely compliant/non-compliant
(from the “Laws/Recommendations” column of Table 1), we
can determine the percentage of (likely) compliant banners.
We report the percentage of banners in each combination of
website and visitor location in Table 2.

Table 2 shows that websites within the EU or visited
from an EU IP address are more likely to show a compli-
ant cookie banner. In such a case, the percentage of fully
compliant banners is greater than 40% and the percentage
of noncompliant banners is less than 30% (the remaining
~30% of banners are either in the likely compliant or likely
non-compliant categories). On the other hand, if both the
visitor and the website are outside the EU, the percentage of
compliant banners falls to 13.5% and the percentage of non-
compliant banners skyrockets to 63.0%. This finding is to be
expected as GDPR and data protection authority guidance is
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not applicable unless the data processor (i.e., the website) or
the data subject (i.e., visitor) is in the EU.

Next we look at the likely compliant and likely non-
compliant categories. Their categorization is determined by
whether the design still follows key requirements for valid
consent in GDPR. For example, a cookie paywall is likely
compliant because it still gives users a choice between
opting-in/out. On the other hand, a design without a detailed
settings option is likely not compliant because it does not
give a user an option to consent to each data-sharing pur-
pose individually. As shown in Table 2, EU websites are
more likely to implement cookie banners that are classified
as likely compliant, while non-EU websites are more likely
to implement banners classified as likely non-compliant.
This shows how EU websites, that are familiar with GDPR
and heavily affected by it, are able to come up with inno-
vative cookie banner designs to nudge users towards shar-
ing personal data without violating the law. This suggests
that websites will continually exploit banner designs that are
not explicitly outlawed to legally push users toward sharing
personal data. Indeed, we were unable to find unified and
specific legal guidance from data protection authorities in
the EU on many categories of cookie banner designs (ones
that are classified as likely compliant/not compliant in this
study). Unless more resources are put into web privacy re-
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Figure 6: How EU Websites Change Banner Design when
Visitor is from the US

search and regulation, innovative websites that are hungry
for more user data will continue to create new cookie ban-
ner designs before they are addressed by regulation.

Figure 5 reports the percentage of websites with each type
of cookie banner design, including a category titled “None”
(i.e., no banner is shown on the website). As we can see,
the absence of any banner on a website is more likely when
either the website or visitor is located outside the EU. Thus,
cookie banners are more frequent and more compliant (as
shown in Table 2) when the user and/or the website are in
the EU. The absence of a cookie banner is not necessarily a
violation of GDPR as it is unnecessary if the website only
uses cookies that are essential for functionality. It is beyond
the scope of this paper to determine website compliance in
the absence of a cookie banner.

There are two unexpected findings shown in Figure 5.
First, we see that cookie paywalls are popular on EU web-
sites (6.3% and 5.4% of EU websites for EU and US visitors,
respectively), but are nonexistent on non-EU websites. One
possible explanation is that websites prefer to collect users’
personal data instead of collecting a fixed price per user, and
thus, only implement cookie paywalls if the number of users
opting out is high. This implies that the value of user data to
a website may be higher than anticipated.

Second, we see very different results for EU websites vis-
ited from EU versus US IP addresses. For instance, 27.6%
of websites show a “Full” banner to an EU visitor, but only
20.9% of them show a “Full” banner to a US visitor. This is
surprising because GDPR still applies to EU websites even
when the visitor is from outside the EU (EU 2016). Thus,
an EU website should not change their cookie banner design
based on a visitor’s location.



. . % with an, % with % Accept % % % %0 2
D Year Size Website | IP banner v opt-out choice + Rejecli Manage Full-M | Preselected % xa Banners

0 2018 1,000 EU EU - 14.0% 3.2% 9.8% - - - -

1 2018-2018 | 4,125 EU EU | 50.0%-68.6% - - - - - - -

1 2018-2018 | 2,462 | non-EU | EU | 25.9%-44.6% - - - - -

2 2018-2019 467 EU EU | ~75% - ~80% | ~40% - ~75% - - - -

2 2018-2019 444 non-EU | EU | ~35% - ~35% | ~50% - ~67% - - - -

2 2018-2019 467 EU US | ~70% - ~60% | ~43% - ~67% - - - -

2 2018-2019 444 non-EU | US | ~10% - ~10% | ~10% - ~25% - - - - - -

3 2019 680 EU EU - 67.5% 11.8% - - 56.2% - -

4 2019 560 EU EU - 93.2% - - - 46.5% - -

5 2020 17,737 EU EU 45% 70% 8% 62% 3% - - -

6 | 20212022 | 389 | EU | BU | 65.6%-769% | 71.0%-858% | oooe | 3317 - - -

' ' ' ' 47.8% 38.1%

7 2022 10K Mixed | EU 47% - - - - - - -

7 2022 10K Mixed US 30% - - - - - - -

8 2022 10,127 Mixed | EU 23.9% 66.2% 32.4% 33.8% - 1.9% 17.5% 7.9%
Ours 2024 1,009 EU EU 68.2% 94.9% 60.6% 22.4% 5.2% 1.3% 8.2% 1.0%
Ours 2024 1,308 non-EU | EU 37.9% 88.9% 68.5% 19.4% 6.4% 0.2% 17.5% 0.4%
Ours 2024 1,010 EU US 58.6% 92.4% 57.6% 23.1% 6.2% 1.3% 9.6% 0.9%
Ours 2024 1,335 non-EU | US 18.8% 66.1% 28.2% 35.5% 9.9% 0.4% 23.9% 0%

Table 3: Comparison to Related Work

Mapping ID to Citation: 0: (Utz et al. 2019), 1: (Degeling et al. 2019), 2: (Warberg et al. 2023), 3: (Nouwens et al. 2020),
4: (Matte, Bielova, and Santos 2020), 5: (Kampanos and Shahandashti 2021), 6: (Berens et al. 2024), 7: (Rasalii et al. 2023),
8: (Kirkman, Vaniea, and Woods 2023)

Upon further investigation, we find that among the 1,003
EU websites that are reachable from US and EU IP ad-
dresses, 139 of them (13.9%) have a cookie banner design
for EU visitors and either no banner or a different design
for US visitors. We illustrate these design changes with a
Sankey diagram in Figure 6. The left column shows the ban-
ner design when a visitor is from the EU, and the right col-
umn shows the design of the same websites when the visitor
is from the US. Among the 139 websites that have changed
the designs, 115 (82.7%) of them completely remove their
banner and 14 (10.1%) replace a fully compliant banner with
a less compliant one (e.g., can not opt-out or can only opt-
out through the settings page). Of the 115 websites that com-
pletely remove their banner, 64 (55.7%) show a fully com-
pliant banner to EU visitors. We are unaware of prior re-
search that reports any similar finding.

Comparison to Prior Findings. We also compare our
findings with related work (Table 3) to place our findings in
the evolving landscape of cookie banner design and its rela-
tion to GDPR compliance. We compare with any work that
has a sample size of more than 300 websites and does not
rely on automated systems with poor accuracy. Before our
work, the most recent data collection was in 2022. After that,
new guidance on banners (NOYB 2024) and fines against
non-compliant banners have occurred. Our work provides
evidence as to whether such guidance and enforcement are
effective in changing industry standards. This work is the
second study (and the first was conducted in 2018-2019) that
investigates the four possible combinations of website/visi-
tor location inside/outside of the EU (Warberg et al. 2023).
Historically, the two most studied questions regarding
cookie banners are: 1) the percentage of websites that dis-
play a cookie banner, and 2) the percentage of those banners
that users can opt out of. It is difficult to identify a trend for

the first question because the results are heavily influenced
by the type of websites studied. Early studies focus on pop-
ular websites (Degeling et al. 2019; Warberg et al. 2023),
while later studies include more unpopular websites (Kam-
panos and Shahandashti 2021; Kirkman, Vaniea, and Woods
2023). Unpopular websites are less likely to have a banner
because they are less likely to collect personal data and need
a banner, and they are also more likely to escape GDPR en-
forcement due to a smaller number of people being affected.
However, one thing has been clear throughout all the studies:
more websites display cookie banners to EU visitors than
US visitors (Warberg et al. 2023; Rasaii et al. 2023), and EU
visitors will find more banners on EU websites than non-EU
websites (Degeling et al. 2019; Warberg et al. 2023). Our
findings confirm this result. The second question has easily
identifiable trends. For US visitors, the percentage of ban-
ners that could be opted out of increased by 15-25 percent-
age points between 2018 and 2019 (Warberg et al. 2023).
Our findings align with this as US visitors can opt-out of
66.1% and 88.9% of the banners on non-EU and EU web-
sites, respectively, which are the highest reported percent-
ages.

Similarly, the percentage of banners that can be opted out
of for EU visitors has increased over time, with our study re-
porting the highest percentages (88.9% and 94.9% of cookie
banners on non-EU and EU websites, respectively). Fewer
articles study the other types of banner designs shown in
Table 3, and none of them visits websites with a US IP ad-
dress, despite EU websites being required to follow GDPR
regardless of the user’s location (EU 2016). Our study fills
in this gap, but for now, we compare our results for visiting
websites with an EU IP address to the existing work.

First, since 2018, the percentage of banners with an accept
and reject button on the first page has increased. Between
2021 and 2022, this number increased drastically (15% to



48%) (Berens et al. 2024). This is likely due to CNIL fines
against Meta and Google in December 2021 for making it
easier to opt-in than to opt-out (The National Law Review
2022). This trend has continued in our findings, as the per-
centage of banners with accept and reject buttons on the first
page is higher in our dataset than in any previous dataset
(60.6% of EU websites and 68.5% of non-EU websites).
As the percentage of banners with a reject button on the
first page increases, the percentage of banners only allowing
the user to opt-out through settings is expected to decrease.
We see this trend in previous results and it continues in our
findings (the “% Manage” column in Table 3). A study in
2021 (Kampanos and Shahandashti 2021) reported that 3%
of banners have accept and reject buttons, but without set-
ting options. We report a higher percentage of this banner
design: 5.2%, which may represent the increased attention
to adding a rejection button following the CNIL fines.

Second, banner designs with preselected options were fre-
quent (46.5%-56.2%) in 2019 (Matte, Bielova, and Santos
2020; Nouwens et al. 2020), but had significantly fallen to
1.9% of banners by 2022 (Kirkman, Vaniea, and Woods
2023). This is likely due to the Planet 49 ruling where the
CJEU ruled such designs to be non-compliant. We find that
designs with preselected options remain infrequent in 2024
(under 2% of the banners).

Finally, we compare our results for the percentage of ban-
ners with an ambiguous close option (the “% xa” column)
and percentage of websites with two cookie banners to a
paper with 2022 data (Kirkman, Vaniea, and Woods 2023).
The percentage of banners with an ambiguous close option is
consistent, but we find significantly fewer websites with two
banners (~1% vs 7.9%). It is not clear why this decrease in
prevalence occurred.

In general, several important trends are established in Ta-
ble 3. First, when a ruling states that a banner design is
noncompliant with GDPR, most websites are quick to com-
ply (e.g., no preselected options, or need a reject button on
the first page of the banner). However, when no such rul-
ing exists, questionable banner designs can become popu-
lar (e.g., preselected options before the Planet 49 ruling, or
the ambiguous close option currently). Second, while US
web users are not specifically protected by GDPR, they still
see some benefits (e.g., increased banner prevalence and in-
creased ability to opt-out of sharing personal data).

Although not put in the table, there are a couple of stud-
ies that specifically study the prevalence of cookie paywalls.
We identified cookie paywalls on 6.3% of EU websites when
visited from an EU IP address, a significant increase from
0.7% of 2,800 websites in the first study of cookie pay-
walls (Morel et al. 2022). A recent paper visits websites that
are known to have cookie paywalls from IP addresses inside
and outside the EU and finds they are more frequently shown
to EU visitors (Stenwreth, Tang, and Morel 2024). This is
consistent with our findings (6.3% versus 5.4% of EU web-
sites when visited from the EU and US, respectively.).

4.2 Salience Analysis and Aesthetic Manipulation

Aesthetic manipulation is a dark pattern in cookie ban-
ner design where the accept button is designed to be more

prominent than the other buttons (specifically, the reject but-
ton) (Gray et al. 2018). Our goal is to show that in addi-
tion to the non-compliant banner designs from Section 4.1,
many banners also use aesthetic manipulation to nudge users
toward opting-in. Two related works investigated the preva-
lence of aesthetic manipulation (Berens et al. 2024; Kirk-
man, Vaniea, and Woods 2023), but both relied on a single
aspect: the number of websites that highlight the accept but-
ton. As we show, there are other ways to make the accept
button more salient, such as button position and type. To get
a more complete picture of aesthetic manipulation, we use
a computer vision model for SOD, called DeepRare, to di-
rectly measure the salience of each button.

We focus on the 894 cookie banners having accept, re-
ject, and manage buttons that were previosuly classified as
compliant (i.e., Full, Full Choices, or Corner Reject). There
could be aesthetic manipulation on other banner designs,
but we consider it less important as these designs already
have more overt manipulation tactics to nudge a user to-
wards opting-in (e.g., hiding the reject button in settings).
As shown in Table 4, 38.0% of the compliant banners have
aesthetic manipulation (i.e., the accept button is significantly
more salient than reject and manage buttons). In compari-
son, only 7.6% and 6.2% of compliant banners make the re-
ject button or manage button, respectively, the most salient
button. We attribute the majority of these instances to inci-
dental aesthetic manipulation (e.g., a choice menu is large
and salient, but probably is not intended to nudge users
towards privacy-friendly options). This incidental aesthetic
manipulation may occur in favor of the accept button too,
thus, showing why guidelines should be updated to clearly
state what is allowed in cookie banner design. The remaining
48.2% of banners do not have one button that is substantially
more salient than the others.

Another interesting takeaway from Table 4 is that aes-
thetic manipulation in compliant banners occurs 48.3%
more frequently on EU websites (42.4%, n = 611) than
non-EU websites (28.6%, n = 283). A likely explanation is
that EU websites have more incentives to use aesthetic ma-
nipulation, as they are forced to show banners to all users
and cannot use more explicit manipulation tactics (e.g., not
offer a reject button).

Surprisingly, aesthetic manipulation in compliant banners
is 28.5% more likely to occur when the visitor is from NY
(44.6%, n = 303) than the EU (34.7%, n = 591). This
seemingly contradicts the first finding because we would ex-
pect more explicit manipulation tactics for non-EU users. A
possible explanation is that websites only showing banners
to EU users do not employ aesthetic manipulation because
cookie banners are only shown to a subset of their users (es-
pecially for non-EU websites).

Comparison to Prior Findings. We can compare our re-
sults with the findings of previous studies on the prevalence
of aesthetic manipulation. However, both studies report the
prevalence of aesthetic manipulation differently than we do
in Table 4, choosing to focus on all banners with accept and
reject buttons, regardless of GDPR compliance. Both meth-
ods only report aesthetic manipulation when button high-



Accept
Location EU Website non-EU Website Total
EUIP 39.9% 27.4% 34.7%
NY IP 45.5% 37.1% 44.6%
Total 42.4% 28.6% 38.0%
Reject
Location EU Website non-EU Website Total
EUIP 6.1% 8.1% 6.9%
NY IP 8.6% 11.4% 8.9%
Total 7.2% 8.5% 7.6%
Manage
Location EU Website non-EU Website Total
EUIP 5.2% 7.7% 6.3%
NY IP 5.2% 11.4% 5.9%
Total 5.2% 8.1% 6.2%

Table 4: Percentage of Compliant Banners where the
Button is 7% more Salient than other Buttons

lighting is present. Berens et al. (2024) choose to manually
label their dataset to identify button highlighting, but Kirk-
man, Vaniea, and Woods (2023) automate the identifica-
tion with grayscale button contrast. We use this automated
methodology to compare our findings with previous work.
Our proposed method identifies aesthetic manipulation in
38.0% of all compliant banners in our sample, while the
prior method only identifies aesthetic manipulation in 27.0%
of the same banners. A McNemar’s test for paired nomi-
nal data confirms this difference is statistically significant
(x*(1) = 57.51,p < .001). This supports our belief that
prior work underestimates the prevalence of aesthetic ma-
nipulation due to their singular focus on button highlighting.

Result Significance We are interested in determining if
our findings of aesthetic manipulation, and the effects of
user/website locations, are statistically significant. We first
test whether the button label (i.e., accept, reject, or man-
age) is significantly correlated with the button salience in
the 894 compliant banners. A repeated measures ANOVA
with the Greenhouse-Geisler correction (due to violation of
the sphericity assumption) reveals that the button label has
a significant effect on button salience (F(1.965,1786) =
474.51,p < .001,n7 = 0.167). Due to violating the as-
sumption of normality, we use the Wilcoxon Signed Rank
Test with the Bonferroni correction as the post hoc pair-
wise test to show that the accept button is significantly more
salient than the manage button (W = 29313,p < .001)
and the reject button (W = 89371,p < .001). These re-
sults support our findings in Table 4: websites with com-
pliant banners often use aesthetic manipulation to make the
accept button more salient.

We are also interested in how website location, visitor IP
address location, and their interactions with button label af-
fect salience. Thus, we regress button salience on button la-
bel, IP address location, website location, and their inter-
actions. We include website-level fixed effects because we
only want to explain the button salience variance within the
same cookie banner (i.e., we do not want factors such as
website layout or presence of background images to affect
our results). The results of this regression can be found in
Table 5, and there are two main takeaways. First, the manage

Variable Coefficient (SE)
Intercept 1.321 (0.04)™
Reject Button -0.081 (0.061)
Manage Button -0.252 (0.061)"™
EU website 0.152 (0.042)""
EU IP Address -0.045 (0.146)
Reject x EU website -0.185 (0.065)"*"
Reject x EU IP -0.014 (0.066)
Manage x EU website -0.117 (0.065)
Manage x EU 1P -0.087 (0.066)
EU website x EU IP 0.081 (0.147)
Reject x EU IP x EU website 0.034 (0.072)
Manage x EU IP x EU website 0.026 (0.072)
“p < 0.01

Table 5: Salience Regressed onto Button Label, Website
Location, and Visitor Location

button is consistently less salient than the accept button (as
indicated by a statistically significantly negative coefficient
for the more statistically significant negative coefficient of
the manage button label), while the reject button is only sig-
nificantly less salient on EU websites. The lack of statistical
significance on any term including EU IP address indicates
that aesthetic manipulation is largely driven by website lo-
cation, and not visitor location. Second, cookie banners on
EU websites tend to have more salient buttons, probably be-
cause of the emphasis on explicit consent in GDPR. If the
user makes no consent election, the website can not collec-
t/process the user’s data, so websites make the entire banner
more salient to encourage a consent election.

4.3 Identifying New Forms of Aesthetic
Manipulation
A main contribution of our method is that it is not limited
to only identifying aesthetic manipulation in the presence
of button highlighting. We find aesthetic manipulation to be
more prevalent than previously reported, and want to iden-
tify the other design elements that contribute to aesthetic ma-
nipulation. For the 1,621 banners with at least two buttons,
we collect the following design elements for investigation.
* Button Size: area in pixels
* Brightness: average grayscale value of button pixels
* Contrast: absolute difference between button and banner
brightness
* Button Distance: distance (in pixels) between center of
element and center of page
* Button to Banner Distance (BB Distance): distance (in
pixels) between center of button and center of banner
* Corner: button is in the banner’s upper corner
* Link: the button is formatted as a link
* Hidden: the button is hidden in the banner text
* Choice Menu: the button is actually a choice checklist
We do not use the perturbed images for this analysis, be-
cause the noise injections are similar to some of the vari-
ables of interest (e.g., changing image brightness). After



Variable Coefficient (SE)
Intercept 0.684 (0.062)™"
Button Size 0.007 (0.003)"
Brightness -0.010(0.003)™**
Contrast 0.105 (0.003)™"

Button Distance  -0.084 (0.004)™"
BB Distance 0.022 (0.004)"
Corner -0.157 (0.009)™*"
Link -0.074 (0.007)™"
Hidden -0.023 (0.016)
Choice Menu -0.051 (0.016)"™"
"p < 0.01, "p < 0.05

Table 6: Button Salience Regressed onto Design Choices

collecting these elements for each button, we run a least
squares regression with website fixed effects to identify how
these characteristics affect salience. We again include web-
site fixed effects because we do not want webpage varia-
tion to affect our results (e.g., one website may have a large,
salient, company logo on their page that makes all banner el-
ements less salient). For interpretability and comparability,
all non-binary variables were standardized to have a mean
of 0 and standard deviation of 1, and the salience score was
normalized so that values fall between 0 and 1. The regres-
sion results are shown in Table 6.

The statistically significant negative coefficient for the
brightness variable indicates that darker buttons are more
prominent, which is logical as most of the content on the
landing page of these websites is white, empty space. The
large, statistically significant positive coefficient for the con-
trast variable indicates that the contrast between the button
and the banner is one of the strongest indicators of high
salience. This is related to previous studies that measure aes-
thetic manipulation only as a highlighted button.

We are unaware of any past research that considers button
locations, but our regression shows that this is important.
Intuitively, we find that buttons located closer to the cen-
ter of the webpage are more salient. However, buttons near
the center of the cookie banner are less salient (although the
relationship is less strong). This can probably be explained
by the fact that the banner text is located in the center, so
buttons closer to the center are more likely to be crowded by
text. However, moving a button all the way to the corner also
has a negative relationship with salience.

Button size has a positive, statistically significant rela-
tionship with button salience. This finding is intuitive, and
the coefficient’s magnitude may be weakened by the pres-
ence of the binary indicators for corner buttons, hidden
buttons, and link buttons, because all of these can overlap
with decreased button size. Finally, displaying a button as a
choice menu or link has a significant, negative relationship
with salience. Displaying a button as a link likely decreases
salience because the links are often smaller than buttons and
look similar to other text. Although past research has con-
sidered whether using links or smaller reject buttons could
nudge users towards opting-in (Bauer, Bergstrgm, and Foss-

Madsen 2021), it has never been considered in studies that
detect aesthetic manipulation on the Web.

These variables, with website-fixed effects, account for
83.5% of the variance in salience scores. A regression that
only considers brightness and contrast with website fixed-
effects explains 77%, and fixed effects alone explain 51.8%
of the variance in salience scores. This further shows that our
method of detecting aesthetic manipulation is more compre-
hensive than simply considering button highlighting.

5 Conclusion

This study provides a comprehensive analysis of the com-
pliance of cookie banners with GDPR and the prevalence
of aesthetic manipulation, revealing that 38.0% of the com-
pliant banners employ aesthetic manipulation to nudge users
toward consent. Our analysis of 2,579 websites, visited from
EU and US IP addresses, highlights an alarming trend: EU-
based websites have higher compliance rates, but are also
more likely to utilize aesthetic manipulation. This suggests
that privacy regulation and its enforcement, while increas-
ing compliance, may unintentionally incentivize the devel-
opment of more subtle forms of manipulation.

These findings underscore the need for regulation that
deals with dark patterns. By publicly releasing our dataset
and methodology, we aim to contribute to ongoing research
and policy discussions focused on mitigating these manip-
ulative practices in an effort to increase user privacy on the
Web. Future work should prioritize the development of im-
proved detection mechanisms for other dark patterns (e.g.,
coercive or privacy shaming text). Our dataset could be used
to generate ground truth saliency maps of cookie banners
through eye-tracking studies. Although costly, such a dataset
would allow the application of supervised SOD models for
the task of detecting aesthetic manipulation. Additionally,
the dataset could be used to train a classifier than can iden-
tify the 17 cookie banner design categories from our study.
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A Details of DeepRare

The version of DeepRare we use relies on a pre-
trained VGG16 model (pretrained on the popular ImageNet
dataset). The pretrained VGG16 is capable of extracting im-
portant low-level, medium-level, and high-level features to
understand images. The VGG16 architecture has 13 con-
volutional layers, which fall into five convolutional blocks
which can be characterized by the type of features extracted:
1) the first two layers extract low-level features, 2) layers 4
and 5 extract higher low-level features, 3) layers 7,8, and 9
extract medium-level features, 4) layers 11,12, and 13 ex-
tract higher medium-level features, and 5) the last three con-
volutional layers extract high-level features (Mancas, Kong,
and Gosselin 2020; Kong et al. 2022). The third, sixth, and
tenth layers are pooling layers. Each of the convolutional
layers produces a specific number of feature maps after con-
volving the input with the convolutional filters. Each convo-
lutional layer in the block produces 64, 128, 256, 512, and
512 feature maps, respectively (Kong et al. 2022). With all
of the feature maps extracted, DeepRare takes four steps to
calculate rarity.

First, it calculates the rarity of the pixels at the level of the
feature map. This is done for each feature map by dividing
the values of the pixels and calculating p(7), the probability
of a pixel belonging to the bin ¢, for each bin. The rarity of all
pixels in the bin is then defined as R(i) = —logp(i). The
second step is to fuse rarity scores for each convolutional
layer. For each pixel, the fused rarity score is a weighted

Figure 8: Perturbed Input Image for fontawesome.com

sum of the rarity scores of that pixel in all feature maps pro-
duced by the convolutional layer. The weight of each pixel
score in the sum is determined by the squared difference be-
tween the max and mean rarity scores for the feature map to
which the pixel belongs. After the second step, there are 13
different feature maps that capture the salience of each pixel
in the image determined by a single convolutional layer. The
third step in DeepRare is to use the same fusion process to
combine the weighted feature maps of all the layers in each
convolutional block. This third step results in five feature
maps, each showing the salience scores based on the level
(e.g., low or high) of the extracted features. The fourth and
final step of DeepRare is to sum and normalize (between 0
and 255) the salience scores of each pixel across the five dif-
ferent feature maps produced in the third step. The result of
this final step is a matrix of values between 0 and 255 where
the value (i, 7) is the pixel-level salience score for the corre-
sponding pixel (¢, 7) in the original image (Mancas, Kong,
and Gosselin 2020; Kong et al. 2022).

B Perturbation of DeepRare Input Images

To get more robust estimates of button salience, we inject a
small amount of noise into the cookie banner images before
inputting them to DeepRare. By randomly injecting noise
32 times (chosen because we have five injections of noise,
each with a 50% chance of selection for each perturbed im-
age) and then averaging button salience scores across the 32
perturbed images, we reduce the chance of DeepRare noise
affecting the results.

The five perturbations we consider for each image are
1) shifting the image along the x and y axes, 2) flipping
the image over the horizontal axis, 3) flipping the image
over the vertical axis, 4) changing the image’s brightness,
contrast, hue, and saturation with TorchVision’s ColorlJitter
function 7, and 5) adding Gaussian blur. Each transforma-
tion has a 50% chance of being applied in each perturbed
image. For the shift along the x and y axes, a randomly gen-
erated shift of up to 15 pixels is chosen in either direction
for each axis. For the change in image brightness, contrast,
hue and saturation, each is randomly perturbed by £2%. We
choose 2% because it is the JND determined for brightness/-
contrast based on Weber’s Law (Pelli and Bex 2013). Fi-
nally, Gaussian blur is added using the TorchVision function

Shttps://docs.pytorch.org/vision/main/generated/torchvision.
transforms.ColorJitter.html



1201 7 accept 1 accept
manage anage
100 T3 reject

0.0 0.8 1.0 0.0 0.2 0.4 0.6 1.0

0.2 0.4 0.6 8
() Average Salience Value (b) Maximum Salience Value

Figure 9: Average (a) and Maximum (b) Salience Scores by
Button Type

GaussianBlur ®. We aim to add a minimal amount of noise,
so we select a kernel size of 3 and the standard deviation for
the Gaussian kernel is no greater than 0.02. The generated
Gaussian kernel is convolved with the image input to create
a slight blurring effect. As an example of these transforma-
tions, we display an original input image in Figure 7 and a
perturbed image in Figure 8.

C Salient Object Ranking Methods

We experiment with transforming pixel-level salience
scores into button-level salience scores by using either the
average salience scores or the maximum salience score of
all pixels belonging to a button. These methods are based
in salient object ranking literature (Kalash, Islam, and Bruce
2021; Liu et al. 2022). We display the distribution of salience
scores for the accept, reject, and manage buttons in com-
pliant banners using each of the two methods in Figure 9.
Both histograms show that at lower scores, the most fre-
quent button is manage, followed by reject, and then accept.
At higher scores, this ordering reverses, and accept buttons
are most frequent, with manage buttons being the least fre-
quent. While both methods clearly indicate that across the
whole dataset accept buttons are the most salient, followed
by reject buttons and then manage buttons, we combine the
two scores into one because the two scores capture different
elements of salience (as described in Section 3.3).

D Threshold Justification

We choose a 7% threshold for determining whether one but-
ton is more salient than another. The reason for adding any

®https://docs.pytorch.org/vision/stable/generated/torchvision.
transforms.GaussianBlur.html
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Figure 11: False Identification of Aesthetic Manipulation
without Threshold

threshold is that we do not want to claim there is aesthetic
manipulation when it is not perceived by the user. Although
we base our threshold selection in Weber’s Law from psy-
chophysics, it is an imperfect, conservative selection based
on the threshold for other visual stimuli (e.g., contrast). In
Figure 10, we plot the prevalence of aesthetic manipula-
tion in compliant cookie banners as a function of the cho-
sen threshold. If no threshold is used (i.e., 0%), we capture
banners where the difference in salience is barely noticeable.
For example, our method detects a difference of 0.15% in the
accept and reject button salience scores for Figure 11, de-
spite the buttons being formatted the same. While the range
of JND thresholds for other related visual stimuli (e.g., size,
contrast, brightness) stays under 7%, it is possible that visual
salience could have a slightly higher threshold. We report
results for thresholds up to 10%, but caution against default-
ing to higher thresholds because it will miss obvious cases
of aesthetic manipulation. For example, Figure 12 clearly
shows button highlighting (the rightmost button is “accept”
and leftmost button is “reject”), but our method only scores
the accept button as 8.6% more salient than the manage and
reject buttons. Therefore it would not be recognized by a
threshold of 9% or more. Thus, for our use case of estimating
the prevalence of aesthetic manipulation in compliant cookie
banners, a 7% threshold is best supported theoretically and
empirically. Future users of this method could utilize more
strict (or lax) thresholds depending on their use case. They
may also experiment with more specialized detection meth-
ods using SOD model scores (e.g., if the difference in either
average or maximum salience score exceeds 7%, label it as
aesthetic manipulation).
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Figure 12: Aesthetic Manipulation Not Captured by 10%
Threshold



