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Contention-Based Side Channels Enable Faster and
Stealthier Browsing History Sniffing
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Abstract—Web browsers are implicitly trusted to handle a large
amount of private user information. One such piece of private
information, a user’s browsing history, is maintained by browsers
and is used to provide a popular usability feature: Web links are
rendered using different styles depending on whether the URLs
they point to have been visited or not. Unfortunately, this feature
can be abused by malicious webpages in order to extract users’
browsing history. We present new browsing history sniffing attacks
through two contention-based side channels which are new in this
context: Last-level CPU cache contention, and GPU execution unit
contention. The attacks are robust and can be executed successfully
against the popular Chrome browser. Compared to prior work
which uses the rendering performance as a side channel, our work
achieves an attack rate increase of up to 30x. The new attacks are
stealthier, because the side channels we use do not slow down the
browser’s rendering rate. In addition, we revisit the existing sniffing
attacks based on the rendering performance side channel, and show
how their attack rate can also be increased by a significant amount.
Finally, we discuss the root cause of history sniffing attacks and
point out solutions.

Index Terms—Browsing history sniffing, CPU cache side
channels, GPU side channels.

I. INTRODUCTION

U SERS share an extraordinary amount of private and po-
tentially sensitive information with their web browsers.

One of the sources of this information is the user’s browsing
history: Each time a user visits a website, the browser records
the website’s uniform resource locator, or URL, in an internal
data structure. Analyzing the list of sites collected in this data
structure can provide information about the user’s age, gender,
income, location, sexual orientation, and even the real identity
of a user hiding behind a pseudonym. An attacker who gains
knowledge of this information can then use it for nefarious pur-
poses, such as discrimination in access to employment, housing
and health opportunities, political persecution, and even the risk
of arrest in the case of users in more oppressive regimes. Browser
history sniffing attacks describe a set of techniques which expose
this internal data structure to an external attacker. The field of
history sniffing has a long history of attacks and defenses [1],
[2], [3], [4], [5], [6].
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In the most commonly-considered attacker model, history
sniffing is performed through an untrusted attacker webpage
which the victim is enticed into visiting. One popular browser
feature which attackers often exploit in this setting is visited
link styling – to improve usability, browsers commonly apply
different style rules to visited and unvisited links. Whereas
browsers assign by default different colors to visited and un-
visited links, website designers can further customize the style
by using the :visited CSS selector. To exploit this feature
for history sniffing, the attacker embeds into the attacker web
page a link pointing to a potentially-visited website. Due to the
visited link styling feature, the browser chooses which style is
to be applied to this link by querying its internal data structure
storing the user’s browsing history. Therefore, the attacker can
detect if a certain site is present in the user’s browsing history
by determining which style was applied by the browser to this
attacker-controlled link element – if the browser applied the
:visited style to the link, this means that the site is in the
user’s browsing history.

In the early years of web browsers, vendors paid little attention
to history sniffing attacks, and there were no restrictions against
programmatically querying the style of a link element. This
direct approach allowed for quick and reliable history sniffing.
Indeed, a 2010 study by Jang et al. showed that a considerable
amount of popular websites had adopted this approach, and were
actively using browsing history sniffing techniques to profile
their users [7]. Over time, browser vendors became aware that
history sniffing attacks can lead to serious user privacy viola-
tions, and started making it more difficult to launch these attacks.
For example, browsers began blocking direct programmatic
queries to visited link styling, and restricting the selection of
styles which may be applied to the:visitedCSS selector [3],
[8]. Nevertheless, all modern browsers still implement visited
link styling, meaning that the underlying privacy risk remains.
As browsers add new features and new APIs, and browser
vendors aggressively optimize their code in order to keep the
browsing experience fast and responsive, this added complexity
opens the door to new avenues by which browsing history data
can be exposed.

One central class of attacks which is used for history sniffing
are side-channel attacks. These are attacks which observe indi-
rect effects of the browser’s activity, such as its response latency
or memory activity, to infer information about the browser’s
secret internal state. In particular, in the history sniffing context,
attackers use side-channel information to learn whether the
browser is performing activities caused by the visited link styling
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feature. The key insight behind many of these attacks is the fact
that browsers attempt to minimize the number of times they
repaint the screen in order to improve performance. To use this
insight, the attacker creates an HTML link element and makes
sure it points to an unvisited link. This can be done, for example,
by making the link refer to a randomly-generated invalid URL.
Next, the attacker modifies the page such that the link now
points to a potentially-visited website, without changing any
other element of the page. If this potentially-visited website is,
in fact, unvisited, the browser does not need to repaint the screen.
If, however, the website is actually visited, the browser has to
apply visited link styling to the link element, causing a screen
repaint. The attacker attempts to detect this repaint operation
using a side channel.

Two recent results [4], [5] use the rendering performance side
channel to perform history sniffing. The authors of these works
apply a complex CSS style to the text inside the<a>HTML tag.
As a result, when the browser has to recompute and re-render
the text associated with the <a> tag, this operation has a heavy
impact on the hardware and software, which the attacker can
then observe through side channels.

The side channel-based works presented so far had one major
limitation – they all relied on the rendering performance side
channel, and in particular on the time it takes to render a
link, as their sole source of information. The low data rate of
this side channel (essentially, one measurement every time the
page is refreshed), combined with the continuous reduction in
the timer resolution of web-based timers, reduced the effective
speed of existing history sniffing attacks, and thus limited the
attack’s effectiveness and impact. In addition, these methods
inherently slow down the browser’s rendering speed, degrading
the browser’s responsiveness and making the attacks easily
detectable by the victim.

In this paper, we present new browsing history sniffing attacks
through contention-based side channels which are new in this
context: The last-level CPU cache side channel and the GPU side
channel. These side channels have a higher data rate, allowing
the browser’s internal state to be probed with a higher sensitivity
and, as a result, increasing the effective speed of the attack and
reducing its error rate.

As opposed to prior work which uses the rendering perfor-
mance as a side channel [4], [5], our work has several advantages.
First, the attacks we explore can be successfully executed against
the popular Chrome browser, which has advanced mitigations
against the timing leaks exploited by prior attacks. Second,
the attack rate of our attacks is significantly higher: up to
60 URLs/second on the systems we evaluated, compared to
2 URLs/second reported in existing works. Third, since the
side channels used in our new attacks do not slow down the
browser’s rendering rate, the attacks are harder to detect. We
also revisit existing sniffing attacks based on the rendering
performance side channel, and show how their attack rate can
also be increased by a significant amount. A key insight of our
approach is that we are able to use the lowest number of calls
to the requestAnimationFrame API (only 1 or 2 calls per
tested URL) in conjunction with leveraging the characteristics
of specific side channels.

As a secondary contribution, we perform a deeper investiga-
tion of the browsing history attack surface: First, we investigate
whether the CPU port contention side channel is robust enough
to be used for performing history sniffing. Second, we experi-
ment with our new attacks against the Firefox browser. While
our findings suggest that some leakage occurs in both of these
cases, developing this leakage into an attack that can be executed
in a reliable fashion remains an open challenge.

Specifically, our main contributions are:
� We introduce two new attack methods that leverage micro-

architectural side channels to achieve robust, fast and
stealthy history sniffing attacks (Section IV-B).

� We introduce a new side channel technique based on
WebGL and GPU contention (Section IV-D).

� We successfully execute history sniffing attacks in the
Chrome browser using CPU cache-based and GPU-based
side channels, which are new in this context. Compared
to prior work that relies on the rendering performance
side channel, our attacks improve the attack rate by up to
30x and maintain a high attack accuracy while remaining
stealthy (Section IV-C and IV-D). We also significantly
improve the rate of attacks that rely on the rendering
performance side channel (Section IV-E).

� We explore the effectiveness of port contention side-
channel attacks for history sniffing attacks, and remark on
the challenges of mounting a full attack using this method.
(Section IV-F).

� Finally, we discuss the root cause of history sniffing attacks
based on :visited CSS selector, and point out the
interim and the more fundamental solutions against these
attacks (Section V).

Our work shows that side channel-based history sniffing
can be performed with accuracy, speed and stealth on modern
browsers such as Chrome. This reinforces the need to solve the
privacy issue caused by the visited link styling feature in a more
systematic way.

Artifact Availability: We provide attack pages that implement
the attacks described in this work, together with instructions to
reproduce the attacks [9].

Responsible Disclosure: As part of a responsible disclosure
process, we have opened bug reports with browser vendors
(Chromium [10], Firefox [11]) and shared a draft of this paper
with Google and Mozilla.

II. BACKGROUND

A. CSS and Visited Link Styling

A web page contains multiple HTML elements, including
headings, paragraphs, images, links and tables. The Cascading
Style Sheet (CSS) language allows the web page to describe
how these elements should be visually presented to the user.
CSS statements consist of a series of rules, where each rule
contains a selector and a style block. The selector determines
which elements need to be formatted in a given style, and under
which conditions. Selectors may be used to pick elements based
on one of the element’s properties, such as its type (image, link,
heading, etc.), or its programmer-defined class. Selectors may
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Listing 1: HTML page incorporating a style for visited links.

also be used to refer to the relationship between elements, for
example selecting the first row in every table, or all links which
are inside a specific area of the page. Finally, and of interest to
this work, selectors can be used to choose elements based on
their dynamic state. One of these last class of selectors, referred
to as pseudo-class selectors in CSS notation, is the :visited
selector, which can be used to define CSS rules which should
only be applied to links which were previously visited by the
user. As we show below, the visited link styling functionality
forms the basis of the attacks we describe in this work.

After the selector statement, which chooses which elements
are to receive a certain style, CSS rules contain a style block.
The style block defines the actual formatting which is to be
applied to the element matching the selector. Style blocks can
modify the element’s color, size, positioning and other similar
attributes. Some CSS styles are highly resource-intensive. For
example, CSS styles can incorporate SVG filters, which apply
complex image processing algorithms to elements on the page,
as well as box shadows, gradients, and animations. The HTML
specification allows multiple rules to apply to a single element.
If the rules are in conflict, the specification gives priority to
the most specific rule, or otherwise to the last rule which was
defined. Listing 1 shows a sample HTML page demonstrating
visited link styling applied to <a> elements, which represent
links. In this example, visited links are painted red, whereas
unvisited links are painted green. The first rule, specifying that
visited links will be painted pink, is superseded by an identical
rule which is defined later.

JavaScript code has the ability to modify web pages after
they are loaded. This includes making changes not only to the
web page’s HTML content, but also to the CSS rules which
define its appearance. These CSS rules can be modified by
accessing thedocument.styleSheets[].cssRules[]
object space. Every time a change to the page is made, the
browser checks if the change has a user-visible effect. If so, the

browser must repaint the page to the screen, in order to reflect this
change to the user. In modern browsers, the repaint operation is
not performed immediately after the page is modified. Instead,
browsers attempt to queue multiple changes to the web page
and handle them all at once during a single repaint event. These
repaint events are generally synchronized to the physical refresh
rate of the user’s screen, which is 60 Hz on most systems.
This corresponds to one refresh event every 16.66 milliseconds.
Web pages can use a browser-provided API called request
AnimationFrame to make sure that animations and other
visual updates are synchronized with the browser’s rendering
activity. As demonstrated in Listing 3, the web page passes
a function pointer to the requestAnimationFrame API,
and the browser calls this user-supplied function immediately
after the previous repaint event has finished. The web page
can then use this function to queue any changes it would like to
be applied to the page the next time it is repainted. As observed
by [12] and others, an adversary can gain an insight into the
rendering complexity of the current web page by measuring the
time between consecutive calls to this user-supplied function. If
two consecutive calls are 16.66 ms apart, this indicates the page
was rendered quickly, while larger time differences suggest that
the browser took a longer time to render the page, causing it to
miss at least one physical refresh event.

B. Existing Privacy Protections for Visited Link Styling

As noted in Section I, the combination of the fact that the
browser consults its internal history data structure when choos-
ing how to style links, and the fact that JavaScript was originally
allowed to directly read out the style applied to any link ele-
ment, made it simple for malicious websites to perform history
sniffing at a rate of thousands of potentially-visited websites per
second. Browsers have evolved several mitigations to prevent
this threat. The first set of mitigations, introduced into Firefox
in 2010 [3], includes three main components: First, if JavaScript
code attempts to query an element’s computed style, the browser
will always return style values corresponding to an unvisited
status, even if the element is actually visited. Second, the types
of styling which can be applied to a visited link are severely
restricted; In particular, it is not allowed to use any styles which
load an external resource, or change the position or size of an
element. This prevents history sniffing from being performed
using a collaborating malicious server, which would log accesses
to these external resources, or by querying the position of
other elements of the page, which are potentially affected by
the changes to the link element. Finally, the Firefox rendering
code was modified to make sure the code paths for visited and
unvisited links are as similar as possible. This third mitigation
is an initial step towards preventing rendering performance side
channel-based history sniffing attacks, which are described in
more detail below.

C. Rendering Performance-Based Side Channel Attacks

As stated previously, web browsers typically attempt to ren-
der the contents of a webpage to the user’s screen at a rate
of 60 frames per second. If, however, the webpage contains
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computation-intensive elements, such as complex styles or an-
imations, the browser will not be able to update the screen at
this frame rate, and will instead resort to a lower rate. The
browser’s effective refresh rate can be observed in JavaScript
using the requestAnimationFrame API. This creates a
side-channel leak which can let a malicious web page learn
about the page’s current rendering complexity. To exploit this
side channel for history sniffing, the attacker creates a page
which is simple to render if a link is not visited, but hard to
render if a link is visited. This can be achieved, for example, by
defining a computationally-heavy styling for visited links. Next,
the attacker measures the effective refresh rate of the browser
as it displays the link. A reduced frame rate indicates that the
browser is struggling to render complex content, suggesting that
the link element it is trying to render is already visited.

Prior privacy attacks based on measuring the effective frame
rate relied on a common approach, in which the attacker counts
the number of times the requestAnimationFrame API is
called in a specified period of time, e.g., 500 ms. During each
call to the API, the href value of an <a> tag is swapped
between a target URL and a URL that the attacker knows is not
visited. The page records the number of times the API is called.
A low number of calls means the system is busy with a style
recomputation caused by the constant changes to the element’s
:visited status. This means the target URL is visited. In
contrast, a high number of calls means the target URL is not
visited. Prior work on history sniffing which used this approach
achieved an attack rate of 2 URLs/second [5].

One major disadvantage of this approach is its lack of stealth.
Because of the attack’s very design, any time the browser at-
tempts to render a visited link, its performance will degrade.
Besides from negatively affecting the user, this allows the attack
to be detected. In this paper, we show how using more refined
side-channel approaches can allow history sniffing without no-
ticeably degrading the performance of the browser.

D. CPU Cache-Based Side-Channel Attacks

Modern computers typically contain one or more central pro-
cessing unit (CPU) cores, which are connected to a large amount
of dynamic random-access memory (DRAM). The access speed
of DRAM is considerably slower than the potential speed of
the CPU cores. Thus, connecting the two modules directly can
cause a severe degradation in the system’s overall performance.
To overcome this speed gap, a series of memory elements, called
caches, are placed between the cores and the DRAM. The cache
memory is typically much faster than DRAM, allowing the CPU
cores to carry out most of its processing tasks without being
slowed down by DRAM. They are, however, smaller in size
than the DRAM, and can only store a subset of the entire system
memory. Caches are organized in a cache hierarchy, consisting
of a series of progressively larger and slower cache elements
bridging the gap between the CPU and the DRAM. The largest
cache memory on most PCs is called the last-level cache, or LLC.
It is typically several megabytes in size, and is shared among all
of the cores in the CPU. Due to the limited size of the cache,
compared to the overall size of the DRAM, caches experience

contention, which causes active and recently-accessed code and
data to evict some of the existing contents of the cache when
they are loaded into the cache. Modern CPUs have intricate and
highly-optimized schemes for mapping physical memory into
the cache, and for determining the eviction and replacement
policies, which determine which existing elements of the cache
are evicted to make room for new entries [13].

Cache-based side-channel attacks allow one process to spy
on another process by exploiting contention on the cache. One
building block for these attacks is the Prime+Probe method [14],
[15]. To use Prime+Probe, the spy process first primes the
cache, bringing it to a known state. Next, the spy waits for the
victim to perform a task which potentially accesses the cache.
Finally, the spy probes the cache, checking whether the victim’s
activity changed the cache state. High-resolution Prime+Probe
attacks can be used to monitor accesses to an area of memory
as small as 64 bytes, with a temporal accuracy of nanosec-
onds. Unfortunately, this type of attack requires the attacker
to understand the virtual and physical address space layouts
of the system, and to have access to high-resolution timers.
Both of these capabilities are generally not available in a web
context without complex and time-consuming preprocessing
steps [16].

To make cache attacks more feasible in a web setting, Shus-
terman et al. introduced in 2019 the cache occupancy channel,
a coarse-grained method which measures the time required
to access the entire cache [17], based on the work of Mau-
rice et al. [18]. Since the cache occupancy channel operates
over the entire cache, it does not require that the attacker under-
stand the system’s cache mapping strategies, nor does it require
high-resolution timers. Its drawback is a dramatically reduced
temporal and spatial accuracy, which makes it less useful for
fine-grained attacks, such as attacks on cryptographic algo-
rithms. In settings where the timer resolution is further reduced,
Shusterman et al. proposed an additional method, called sweep
counting. Instead of measuring the time needed to access the
cache once, the attacker counts the number of times the cache
can be accessed in a specified time interval.

E. GPU-Based Side Channel Attacks

Modern computers offload their rendering tasks to a dedicated
graphics processing unit, or GPU, which is either part of the
system on chip (SOC) or located in a discrete external chip.
The GPU contains multiple execution units, or cores, connected
to a high-speed shared memory. This architecture lets the GPU
perform multiple rendering tasks in parallel. Web pages may
interface with the GPU using WebGL [19], a portable variant of
the native code OpenGL API. WebGL allows web developers
to write image rendering code fragments, called shaders, and
submit them to the GPU. These shaders are written in the GL
Shader Language (GLSL) format. When the web page calls
a WebGL API specifying tasks which use these shaders, they
are dispatched to the multiple execution units on the GPU and
executed in parallel, asynchronously of the tasks running on the
main CPU. The code running on the CPU can then observe the
execution time of these tasks, either directly by using a timer
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query, or indirectly by measuring the time it takes to render
them to a CPU-side data structure.

Just like the CPU’s cache, the collection of execution units
on the GPU is a limited resource, which is shared among mul-
tiple competing processes. Naghibijouybari et al. [20] showed
how native OpenGL code, with access to the GPU’s memory
allocation and performance counting API, can use this shared
resource to perform several privacy-violating attacks, including
website fingerprinting, user activity tracking and keystroke tim-
ing inference. In the web context, Laor et al. [21] showed how
WebGL can be used to perform individual device fingerprinting,
by measuring the performance of individual execution units in
the GPU. Laor et al.’s attack used multiple execution rounds,
where at each round, one execution unit is tasked with a relatively
heavy operation through shaders, while the other execution units
remain idle. Since all the execution units run in parallel, the total
time it takes to complete all the tasks corresponds directly to the
time it takes to complete the task in the unit with the heavier
operation. As Laor et al. showed, the GPU execution units may
have different performance due to the hardware manufacturing
process, and as a result, these measurements for a set of execution
units can be used to generate a unique profile for each device.
In this work, we show how to construct a contention-based
GPU side channel using WebGL, allowing malicious websites
to perform history sniffing. By employing a simple GPU task to
measure ongoing contention, our approach eliminates the need
to utilize shaders for the attack.

III. THREAT MODEL

The attacks presented in this work assume that the attacker
has partial or full control over a malicious website, and that the
victim can be induced to visit this website. This model can be
realized through embedded malicious advertisements injected
into otherwise-innocent web pages, through compromise of a
web server in active use by the user, or by inducing the user to
click on a link sent through a phishing campaign.

The adversary is not allowed to install any software on the
victim’s machine, nor is the adversary capable of observing
network traffic entering and exiting the victim’s machine. For
clarity of presentation, we assume that the adversary has some
prior knowledge of the victim’s hardware configuration, and
in particular of the size of the victim’s last-level cache. Exist-
ing works show how this parameter can be detected remotely,
through the use of side-channel attacks [22]. All of the attacks
presented in this work target a recent version (v109) of the
Google Chrome browser. Although we found evidence which
suggests that the Firefox browser leaks some information about
a user’s browsing history, developing this leakage into an attack
that can be executed in a reliable fashion remains an open
challenge. We did not attempt the attacks against other browsers
such as Safari or Edge.

The attacker is interested in mounting a closed-world brows-
ing history sniffing attack against the victim. In this setting, we
assume that there is a finite number of websites that are of interest
to the attacker, denoted as W = {W1 · · ·Wn}. The victim has
previously visited a certain subset of these websites, denoted as

S ⊆ W . The victim may have also visited an arbitrary number
of websites outside of W , but these cannot be detected by the
attacker. The attacker, using one of the side-channel methods
described below, attempts to discover which of the websites were
visited by victim. The outcome of the attack is a set Ŝ ⊆ W . In
the case of a successful attack, Ŝ should be as similar as possible
to S.

The primary performance indicator used to evaluate the attack
is its accuracy. In the evaluation presented in this paper, the
test set is always balanced – it is constructed such that half
of the websites are visited and half not visited, i.e. |W \ S| =
|S|. In this setting, the best strategy for a naive classifier would
yield a base rate accuracy of 50%, and the accuracy can be
directly defined as the proportion of URLs correctly predicted
as belonging to either S (true positive) or W \ S (true negative):

Accuracy =
|S ∩ Ŝ|+ |(W \ S) ∩ (W \ Ŝ)|

|W |
In cases where the test set is unbalanced, additional metrics

such as precision, recall, and F1 score can be used as a replace-
ment for direct accuracy measurements.

An additional important metric which we evaluate is the attack
rate, measured in URLs per second. Since the attacker must
declare the set W of sites of interest ahead of time, a higher
attack rate immediately translates into a more effective attack,
since more websites can be considered in a fixed time budget.

A final indicator we consider is the attack’s detectability. An
attack which creates significant visual artifacts on the victim’s
screen, or that noticeably slows down the victim’s browser, will
be less effective than a more stealthy attack.

IV. NEW BROWSING HISTORY SNIFFING ATTACKS

A. The Attack Page

As stated in Section III, the attacker begins the attack with a
list of URLs W . The attacker’s objective is to learn which of the
URLs in that list have been visited by the victim (i.e., are in the
victim’s browsing history). The attacker induces the user to visit
an attack page, which contains one or more <a> tags. Next, the
attack page tests each URL Wi in W one by one, by first setting
the href attribute of the <a> tag to point to Wi, and then
trying to detect whether visited link styling was applied to the
<a> tag. Since direct measurements are disallowed by modern
browsers, the attacker carries out this task by using JavaScript
to measure the side channel.

Listing 2 outlines key components of the attack page that
are common among the different side channel-based attacks
described in this paper. Lines 5 and 6 define how the <a> tag is
styled for unvisited and visited URLs. Line 10 defines the <a>
tag, including its class name accessible through the styles, its
href attribute, and its text.

The code referenced in Line 12 is responsible for the side-
channel measurements. A worker thread is used so that the side
channel measurements can run in parallel and do not block the
main thread. We implemented multiple variants of this code
in our work, each of which evaluated a different side channel:
CPU cache, GPU contention, and CPU port contention. In all
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Listing 2: The history sniffing attack page.

Listing 3: Using the window.requestAnimation
Frame method for history sniffing attacks.

cases, the worker thread uses a SharedArrayBuffer [23] in order
to share the recorded measurements with the main thread. In
addition to these measurement methods, we also reproduced the
state-of-the-art rendering performance side channel, which does
not require an extra worker thread.

The main script consists of two major parts: Lines 15–17
define the callback function forrequestAnimationFrame,
which updates thehref attribute of the<a> tag and collects the
measurements recorded in the worker thread; Line 18 predicts
the URL’s visited state based on the collected measurements.

B. Attack Methodology

Using the requestAnimationFrame API method:
As mentioned in Section II, the window.request
AnimationFramemethod serves as the medium between the
web browser and the webpage. It allows web developers to define
what animations they wish to perform before the next repaint.
Developers can define their code in a callback function and pass
this callback as an input argument to requestAnimation-
Frame. The browser will then invoke this callback function
right before the next frame repaint.

The requestAnimationFrame method can also be used
for history sniffing attacks, as demonstrated in Listing 3. The
JavaScript code defines the onAnimate callback function and
calls the requestAnimationFrame API to register this
callback (Line 7). As part of rendering the next frame, the
browser calls onAnimate right before repainting that next
frame. In our side channel-based history sniffing attack, the
onAnimate callback performs three main operations: First,
it collects the side channel measurement; Next, it modifies the
<a> tag based on a specified pattern, as described below;
Finally, it registers the function onAnimate as a callback
for requestAnimationFrame (Line 5), so that the func-
tion is called again by the browser when it renders the next
frame.

As explained in Section II-C, prior work used the number
of calls to requestAnimationFrame as a side channel
to learn the visited status of a URL [4], [5]. We devise two
new attack methods that significantly improve the attack’s rate,
compared to the existing state of the art, from 2 URLs/second to
nearly to 60 URLs/second. The novelty of our approach consists
of reducing the number of requestAnimationFrame API
calls to a minimum of just one or two calls per tested URL, in
conjunction with leveraging various types of side channels. The
first method (Method A) makes two requestAnimation-
Frame API calls per tested URL, achieving an attack rate of 30
URLs/second. It is capable of maintaining a high attack accuracy
of close to 100%,

The second method (Method B) makes only one reques-
tAnimationFrame API call per tested URL, yielding an
attack rate of up to 60 URLs/second. This increase in attack
rate results in a reduction in accuracy, which can be mitigated
by periodically resetting the <a> tag at the cost of a slightly
reduced rate, as described below. The optimal working point we
report this method depends on the particular type of side channel
used in the attack: when using the CPU cache contention side
channel, Method B yields an attack rate of 52.5 URLs/second
and an attack accuracy of 86%, while using the GPU contention
side channel yields an attack rate of 59.07 URLs/second with
an accuracy of 99.6%. This suggests that Method B is always
preferable for robust side channels.

Method A. two calls to the requestAnimationFrame
API: Each time the attack page updates the href attribute
of the <a> tag to a new URL, the :visited status of the
<a> tag either remains the same or changes. If it remains the
same, the browser does not recompute the <a> tag’s style. If
the :visited status changes, the browser has to recompute
the style. This computation is observable through side channels
during the interval starting from when the href attribute is set
to the new URL to the time the requestAnimationFrame
API is called again. However, the mere fact that the :visited
status has changed or not is not enough to determine if the
new URL is visited by the user. It also depends on the status
of the previous URL, i.e. the value of the href attribute before
updating to the new URL. In order to overcome this dependency,
the href is initialized before each measurement to a URL the
attacker knows is not visited by the user. Since the previous URL
is always unvisited, a change in the status means the new URL
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Fig. 1. Method A of history sniffing attacks: two calls to the reques-
tAnimationFrame API. We use the standard color convention used by
browsers to denote visited/unvisited URLs: blue for unvisited links and
purple for visited links links.

can be labeled as visited, whereas no change in the status means
the new URL can be labeled as unvisited.

Fig. 1 demonstrates how the attack works. The attacker’s goal
is to find out whether the user currently browsing the attacker’s
website has visited each of the following URL addresses:
google.com, youtube.com, pornhub.com, facebook.com and
reddit.com. The attack page contains an <a> tag with its
href attribute initialized to notvisited1368.foo (i.e.,
a randomly-generated URL which was, in all likelihood, not
visited by the user). Next, the URL is changed to google.com.
If the user has visited google.com, the status of the <a> tag
changes from unvisited to visited. This triggers style recompu-
tation, which the browser finishes at 16.66 ms and becomes ready
for the next call to the requestAnimationFrame API.
At this point, the URL is reset to notvisited9054.foo,
another randomly generated URL that was not visited by the
user. At this time, the status changes from visited to unvisited.
The browser recomputes the style again, and finishes the style
recomputation at 33.33 ms at the end of the second call to
requestAnimationFrame. Thus, even though the status
of the google.com URL is not directly visible to the attack page
through browser APIs, the two consecutive style recomputations
result in high contention on system resources, and are observable
through side channels.

If there is a high resource contention during the interval
between 0 and 33.33 ms, it means that the URL status has
changed from unvisited (notvisited1368.foo) to visited
(google.com), and the attacker labels google.com as visited.
In addition, at 33.33 ms, the <a> tag is in a fresh, unvisited
state, ready to test with next URL. Similarly, youtube.com
and facebook.com are labeled as visited by observing high
resource contentions during the intervals 33.33-66.66 ms and
99.99-133.33 ms.

The other case is when the new URL is unvisited. Consider
pornhub.com as an example. At 66.66 ms, the URL changes from
notvisited9834.foo to pornhub.com. Since both of these
URLs are unvisited, the :visited status of the <a> tag does
not change, and the browser does not recompute the style. When
requestAnimationFrame is called next at 83.33 ms, the
URL changes from pornhub.com to notvisited0168.foo.
Again, there is no change in the state and so the browser does not
recompute the style. This results in a low resource contention
during the interval between 66.66 and 99.99 ms, and as a result,
pornhub.com is labeled as unvisited. Similarly, reddit.com is

Fig. 2. Method B of history sniffing attacks: one call to therequestAnima-
tionFrameAPI. We use the standard color convention used by browsers to de-
note visited/unvisited URLs: blue for unvisited links and purple for visited links.

labeled as unvisited by observing low resource contention during
the interval between 133.33 and 166.66 ms.

Given the 60fps rendering rate in web browsers, thereques-
tAnimationFrame API is called 60 times in one second.
Since Method A requires two calls to the API to determine the
visited status of each URL, the attack can test 30 URLs in one
second, a significant improvement compared to 2 URLs in prior
work.

Method B. one call to the requestAnimationFrame
API: To further improve the attack rate, we devise a second
attack method. Unlike Method A, which relies on a URL that
the attacker knows was not visited by the user, Method B relies
on the predicted status of the previous URL, and calls the
requestAnimationFrame API only once for each tested
URL. As such, the attack page can now test up to 60 URLs in
one second, reaching the theoretical limit for attacks that rely
on calling the requestAnimationFrameAPI. However, in
Method B, the attack page only has 16.66 ms to measure high or
low resource contention, compared to 33.33 ms in Method A. As
a result, measurements are possibly less accurate. An incorrect
labeling of a tested URL’s status will propagate to subsequent
tested URLs, resulting in the incorrect labeling of their visited
status. To overcome this effect, the attack page resets the <a>
tag to an unvisited URL periodically, correcting the occasional
wrong labeling.

Fig. 2 demonstrates this approach in more detail. The href
value is initialized to notvisited7329.foo, a URL that
was not visited by the user. Then, the attack page changes it
to google.com and measures the resource contention during the
interval between 0 and 16.66 ms. High contention means that the
URL status has changed. At this point, it is also known that the
previous URL (notvisited7329.foo) has not been visited
by the user. The combination of these two pieces of information
leads the attacker to learn that the <a> tag’s URL changed
its status from unvisited to visited. As a result, google.com
is labeled as visited. Then, at 16.66 ms, the attack page sets
the URL to youtube.com, and observes a high resource
contention during the interval between 16.66 and 33.33 ms,
meaning that the status has changed. Knowing that the previous
URL (google.com) was visited and the new URL (youtube.com)
changed the status, the attacker learns that youtube.com was not
visited.

One disadvantage of Method B is that it is more sensitive
to errors than Method A. For example, consider a case where
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youtube.com is unvisited and pornhub.com is visited. As il-
lustrated in Fig. 2, at 33.33 ms, the URL is changed from
youtube.com (an unvisited URL) to pornhub.com (a visited
URL), but the resource contention during 33.33-49.99 ms was
wrongly measured as low. As a result, the attack page incorrectly
labels pornhub.com as unvisited. Even worse, this incorrect
labeling will affect the subsequent URLs. For example, at
49.99 ms, the URL is changed from pornhub.com (wrongly
labeled as unvisited) to facebook.com and a high resource
contention is observed, thus wrongly labeling facebook.com as
visited. To stop this error from propagating further, the URL is
reset at 66.66 ms to notvisited5643.foo, which is known
to be not visited. Next, the URL changes to reddit.com and
a low contention is observed during 83.33-99.99 ms interval,
indicating that the state has not changed. Knowing that the
previous URL (notvisited5643.foo) was not visited by
the user, the attack page correctly labels reddit.com as unvisited.
The example shown in Fig. 2 resets the URL after testing every
4 URLs, but the exact URL reset number should be determined
based on the level of accuracy and reliability of the side channel
used for the attack.

Measurement Methodology: We now describe the methodol-
ogy used to perform the measurements in the remainder of this
attack section (i.e., Sections IV-C, IV-D, and IV-E). The exper-
iments were conducted under Chrome v109.0 on a Lenovo
ThinkPad P14 s Gen 1 with Intel(R) Core(TM)
i7-10610 U CPU @ 1.80 GHz, running Microsoft Win-
dows 11 Pro. We used location.href for visited URLs and
notvisited$X$.foo for unvisited URLs, where $X$ is a
randomly generated number.

The attack requires a calibration step, in order to determine
some parameter values that lead to high attack accuracy or to a
good tradeoff between attack accuracy and attack rate on specific
devices (recall that our threat model assumes that the attacker has
some prior knowledge of the victim’s hardware configuration).
These parameters are the size of the text inside the <a> tag (for
Methods A and B), and the URL reset value (for Method B).
The calibration step can be executed offline, either manually or
in an automated fashion.

The online portion of the attack proceeds in three phases:
Phase 1: The attack page first establishes baseline values,

which will be used to label the target URLs. For Method A, the
page performs 10 measurements for URLs that are known to be
in a visited state, followed by 10 measurements for URLs that
are known to be in an unvisited state. The medians of these two
sets of measurements are used as baseline values for the visited
and unvisited states. For Method B, the attack page performs 10
measurements for scenarios that are known to change the visited
status of the <a> tag’s URL, followed by 10 measurements for
scenarios that are known not to change the URL’s visited status.
The medians of these measurements are used as baseline values
for the changed and not-changed states.

Phase 2: The attack page then tests 100 target URLs, out of
which 50 are visited and 50 are unvisited, shuffled at random.
For Method A, each tested URL is labeled as visited or unvisited,
depending on whether the side-channel measurement is closer
to the visited or to the unvisited baseline value, respectively. For
Method B, for each tested URL, the attack page compares the

Listing 4: CSS style for the attack page that uses a CPU
cache contention-based side channel.

measured value with the two baseline values to determine if the
state has changed or not. Combining this information with
the:visited status of the previous URL, the web page decides
whether the tested URL is visited or not.

Phase 3: Finally, the attack page reports the accuracy of the
attack on these 100 target URLs. All of the reported attack
accuracies and attack rates represent the mean over 5 different
experiments.1 In a real-world attack, the attack page would also
report the determined visited status of the target URLs.

C. CPU Cache-Based Side Channel Attacks

Prior work demonstrates the effectiveness of the CPU cache
side channel in multiple privacy attacks including website fin-
gerprinting and targeted deanonymization [17], [24]. Here, we
use sweep counting, a side channel technique that uses a buffer
as large as the size of the last level cache. This technique records
the number of times it can access, i.e. sweep, the entire buffer
in a specified time interval; if the cache is occupied with other
system activity, it takes a longer time to sweep the buffer. Thus,
a low number of buffer sweeps indicates a high contention in
the cache, whereas a high number of buffer sweeps indicates a
low contention.

To leverage this side channel in the context of history sniffing
attacks, we employ a very large text inside an<a> tag. The code
snippet in Listing 4 demonstrates how the attack page applies
simple CSS styles such asfont-size andcolor on the<a>
tag.

Different shades of white color are used for visited and
unvisited states to hide the <a> tag from users and keep the
attack stealthy. Whenever the visited status changes, the browser
recomputes the CSS styles on the large text. This results in a
high cache contention, which can be observed through sweep
counting. When the visited status does not change, on the other
hand, cache contention is low.

Method A: The attack page performs sweep counting mea-
surements during 33.33 ms intervals. As the level of cache con-
tention relies on the text length, we experiment in the calibration
step with texts of different lengths to find which one is more
effective. We covered a large search space for the text length by

1We have opted not to report the standard deviation because the accuracy
values that we obtained were quite similar.
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TABLE I
ATTACK ACCURACY WITH METHOD A USING THE CPU CACHE SIDE CHANNEL

TABLE II
ATTACK ACCURACY AND ATTACK RATE WITH METHOD B USING THE CPU

CACHE SIDE CHANNEL

first experimenting with text lengths that are powers of two, start-
ing with 512 characters up to 128 K characters. Among them,
the experiment with 32 K text length had the highest accuracy
of 96.8%. We then experimented with text lengths surrounding
32 K, in multiples of 1 K characters, as shown in Table I. Among
them, 37 K, 38 K and 39 K yield the highest accuracy, whereas
accuracy decreases for other lengths in this range. As a result,
we chose the text length in the middle of this range, 38 K, which
yields an attack accuracy of 98.4% and an attack rate of 30
URLs/second. To determine the root cause of this accuracy, we
performed two ablation experiments. In the first, we reduced the
text size to 0 characters, and obtained an accuracy no better than
a random guess. In the second experiment, we changed the cache
sweeping code such that it did not make any cache accesses. In
this latter case, accuracy was significantly degraded, yielding
accuracies as low as 60%. This negative result, while perhaps
intuitive, seems not to conform to the claims of Cook et al.
from [25].

Method B: The attack page takes sweep counting measure-
ments during 16.66 ms intervals. As a result of our prior exper-
iments with Method A, we chose 38 K as the text length. We
then experiment with various values for the URL reset, which
is specific to Method B. After experimenting with powers of
two between 1 and 64, the top accuracy of 87.6% was obtained
for a URL reset value of 4. A higher URL reset value yields
a higher attack rate, but results in a lower attack accuracy. We
then experimented with values surrounding 4, from 3 to 10, as
shown in Table II. Most of these had an accuracy above 80%.
As a tradeoff between attack accuracy and attack rate, we chose
to reset after every 7 URL tests, yielding an accuracy of 86%
and a rate of 52.5 URLs/s.

Listing 5: CSS style for the attack page that uses a GPU
contention-based side channel.

D. GPU-Based Side Channel Attacks

Inspired by the sweep counting technique that measures
the CPU cache contention side channel, we now introduce
a new technique based on GPU contention. As described in
Section II-E, prior work used WebGL for device fingerprinting
by taking advantage of the fact that GPU execution units may
have different performance due to the hardware manufacturing
process [21]. Here, we revisit this attack vector, and introduce a
novel side channel based on GPU contention and WebGL that
can be used to learn about other activities in the system. We rely
on the fact that a GPU busy with style computations would take
a longer time to respond to WebGL queries. Thus, the attack
page tasks the GPU with a simple operation, and measures the
time it takes to complete this task. A slow or fast completion
of this simple task indicates whether the GPU is engaged with
heavy operations from other processes at the same time.

We use computation-heavy CSS styles on the <a> tag to
impose a heavy workload on the GPU when a style recom-
putation occurs. These CSS styles are similar to those used
by prior work [4], [5]. More specifically, we use trans-
form:rotateY() as a mechanism to cause future animations
and filters to be performed on the GPU [26], as described in
Listing 5.

A worker thread defined in the attack page uses WebGL code
to measure GPU contention, as described in Listing 6. First, in
the prepare() function, the webpage uses the Offscreen-
Canvas interface [27] to initialize an empty one-pixel canvas
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Listing 6: Measuring the GPU contention side channel.

that can be rendered off screen. Then, in thego() function, a call
to the convertToBlobmethod of this interface causes all the
instructions currently in the WebGL pipeline to execute and ulti-
mately return a binary object representing the image contained in
the canvas, as in [21]. The attack page calls convertToBlob
repeatedly, and counts the number of times this call can be
completed during a specified time interval. A low count means
that the GPU experiences high contention due to other operations
in the system such as CSS style computations. In contrast, a
high count means the GPU experiences low contention. This
approach differs from previous work in that it measures the
GPU’s ongoing contention, rather than its hardware capabilities.
As a result, this new technique can be used with history sniffing
attacks, similar to the cache sweep counting technique used in
Section IV-C. Interestingly, our method works even if the attack
page dispatches no OpenGL drawing operations to the GPU, and
does nothing but repeatedly call convertToBlob.

We evaluate the GPU attack using two methods, similar to
the CPU cache attack. Method A. The attack page performs
GPU contention measurements during 33.33 ms intervals. It
works similar to Method A of Section IV-C, except for using the
CSS style shown in Listing 5 and a different side channel (GPU
contention instead of CPU cache contention). In the calibration
step, we first experimented with text lengths which are powers
of two, starting with 512 characters up to 16 K characters.
Among them, the experiment with 4 K text length had the highest
accuracy of 99.4%. We then experimented with other text lengths
surrounding 4 K, in multiples of 1 K characters, from 2 K to 9 K,
as shown in Table III. Among them, the 5 K and 6 K text lengths
yielded the highest accuracy of 99.8% with an attack rate of
30 URLs/second.

Method B: The attack page takes measurements during
16.66 ms intervals. It works similar to Method B of Section IV-C,
except for the CSS styles and the side channel. We chose 5 K
as the text length, based on the experiments with Method A. We

TABLE III
ATTACK ACCURACY WITH METHOD A USING THE GPU CONTENTION SIDE

CHANNEL

TABLE IV
ATTACK ACCURACY AND ATTACK RATE WITH METHOD B USING THE GPU

CACHE SIDE CHANNEL

then experiment with various URL reset values, namely powers
of two between 1 and 64, as shown in Table IV. Most of these
had an accuracy above 90%, suggesting that the GPU contention
side channel is highly robust and accurate. Still, to compensate
for occasional inaccurate measurements while considering the
tradeoff for attack rate, it seems useful to reset the URL to an
unvisited URL after every 32 or 64 tests. This yields an attack
accuracy of 99.6% and an attack rate of 58-59 URLs/second.

E. Rendering Performance-Based Side Channel Attacks

Prior work has already experimented with the rendering per-
formance side channel, as described in Section II-C. We take
a different approach to this attack, compared to prior work, by
measuring the time it takes to complete a small, constant num-
ber of requestAnimationFrame API calls. This approach
still impacts the browser’s rendering performance, limiting the
stealthiness of the attack, but it leads to an improved attack rate
compared to prior work [4], [5].

Method A: In Listing 3, the attack page uses the JavaScript
performance.now() API to record the start time (Line 3)
and sets thehref attribute of the<a> tag to the new URL (Line
4). The next call to onAnimate, sets the href to an unvisited
URL (Line 4). In the next call to onAnimate, the attack page
records the end time (Line 3). The difference between the start
and end times is used as a side channel to measure the rendering
performance and predict the visited status.

We used the CSS styles described in Section IV-C, but with a
much larger text length to overwhelm the browser’s 60 fps ren-
dering rate and induce a timing side channel. For the calibration
step, we experimented with text lengths that are powers of two,
between 512 and 1 M characters. We noticed that for lengths
between 512 and 64 K, the Chrome browser preserved the 60fps
frame rate and the attack accuracy remained low at 50%. Starting
from 128 K, the frame rate decreased and as a result, the attack
accuracy improved increasingly with larger texts. Table V shows
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TABLE V
ATTACK ACCURACY AND ATTACK RATE WITH METHOD A USING THE

RENDERING PERFORMANCE SIDE CHANNEL

TABLE VI
ATTACK ACCURACY AND ATTACK RATE WITH METHOD B USING THE

RENDERING PERFORMANCE SIDE CHANNEL

the attack accuracy and rate for the 128 K, 256 K, 512 K, and 1 M
text sizes. As a trade-off between attack accuracy and attack rate,
we chose 256 K as text length, which yields an attack accuracy
of 86% and attack rate of 15.61 URLs/second.

Method B: In Listing 3, the attack page records the start time
(Line 3) and sets href attribute of the <a> tag to the new
URL (Line 4). At the next call to onAnimate, it records the
end time (Line 3). The difference between the start and end times
is used to predict the changed or not-changed state. We chose
256 K as the text length based on the experiments with Method
A and focused on varying the URL reset value. Experimenting
with different reset values that are powers of two between 2 and
16, we observed that the attack accuracy decreases with higher
reset numbers, as shown in Table VI. Due to the low accuracy of
the rendering performance side channel and shorter interval of
just one call to requestAnimationFrame in Method B, the
accuracy decreases dramatically with increasing the URL reset
value. As a result, we chose to reset the URL after testing every
2 URLs, which yields an attack accuracy of 77.8% and an attack
rate of 22.04 URLs/second.

F. CPU Port Contention-Based Side Channel Attacks

Previous studies have confirmed the efficacy of CPU port
contention as a covert channel [28]. In modern Intel CPUs, each
physical core has two logical cores, with the execution engine
responsible for scheduling micro operations between them. Dif-
ferent ports are used to fetch instructions based on their type;
for example, arithmetic micro operations are distributed across
ports 0, 1, 5, or 6. Rokicki et al. investigated port contention on
ports 1 and 5 and identified several Web Assembly instructions
that can exploit this side channel.

The authors utilized this side channel as a covert channel
attack to transfer data between processes, achieving a bit rate
of 200 bps in cross-browser communication. However, this
approach has a limitation - the Web Assembly code in the first
process can only extract information from the second process
if it runs on the same physical core as the second process,
which can be one of several physical cores in a CPU. To address
this, the authors suggested detecting the system’s core count
using the navigator.hardwareConcurrency API and
running multiple worker threads.

We believe that the CPU port contention side channel is suit-
able for history sniffing attacks, much like other hardware-based
side channels, including CPU cache and GPU contention. To
test this hypothesis, we used various Web Assembly codes [29],
such as Count Trailing Zeros, Unsigned Remainder, and bitwise
operations on 128-bit vectors. Our experiments showed that the
NOT, AND, XOR, and ANDNOT operations on vectors produced
positive results with attack accuracies up to 76.3% using Method
A, with side channel measurements visibly different - the base-
line value for visited was approximately half of the baseline
value for unvisited. However, we were unable to reproduce these
results consistently over time, suggesting the observed behavior
may be unreliable.

In our efforts to identify the CPU port related to visited styling
operations, we used Intel VTune Profiler [30] to profile the
Chrome browser while running a rendering performance-based
side channel attack. The profiling data revealed that port 6,
responsible for branch and simple ALU, was the busiest during
the attack. As a result, we ran the CPU port contention-based
side channel attack again, this time using other operations to
target port 6. We experimented with operations such as ADC,
LE, GT, and even a simple loop in JavaScript, but were not able
to improve the attack accuracy. We consider this to be future
work and subject to more systematic analysis.

G. Firefox

Firefox deployed a fix in 2020 [8] in an effort to mitigate his-
tory sniffing attacks that rely on browser rendering performance.
With this patch, the browser relies on always doing the same
amount of work for visited and unvisited links [31]. After this
fix, the browser always recomputes the style when swapping
between two URLs, and the measured contention level is the
same, both when the target URL is visited and when it is not
visited. This countermeasure is effective against prior history
sniffing attacks, and also against Methods A and B introduced
in this work. As a result, in Firefox, we were not able to produce
the same results we obtained with Chrome.

Despite this, we were able to detect a specific pattern in
our experiments with Firefox v.110 with a technique similar
to Method A. We used rendering performance as the side
channel and a very large <a> tag text (512 K). Based on
the results, the first call (when setting the href to the new
URL) takes a long time both for visited and unvisited URLs
(around 40 ms rather than the typical 16.66 ms), but the second
call (when setting the href to a randomly generated unvisited
URL) takes even a longer time than the first call when the
new URL in the first call is visited. Based on this observation,
if the second call takes a longer time than the first call, we
label the URL as visited, otherwise we label it as unvisited.
In some of our experiments, this led to highly accurate attacks
with accuracies above 90%. However, we were not able to
reproduce these results consistently over a span of multiple
days, suggesting that this specific pattern may be unreliable. We
hypothesize that although a pattern may exist, it is dependent on
the Firefox browser’s heuristics and/or rendering performance
optimization algorithms. To conclude, this particular strategy
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TABLE VII
SUMMARY OF THE ATTACK RESULTS

deployed by Firefox appears to provide protection against his-
tory sniffing attacks, but its implementation may not always be
effective.

H. Discussion

Table VII summarizes the main attack results of this work.
For all three side channels, Method A, which utilizes two calls
to requestAnimationFrame, achieves a lower attack rate
but higher attack accuracy compared to Method B. Therefore,
Method B is always preferred when using a robust side channel
technique for history sniffing (i.e., a side channel that yields a
high attack accuracy).

Among the three side channels that were experimented in this
paper, the GPU contention side channel resulted in the most
robust attacks with higher speeds, followed closely by the CPU
cache side channel. Compared to prior work that relies on the
rendering performance-based side channel, our findings demon-
strate that the use of micro-architectural side channels leads to
highly accurate and higher-rate attacks. In addition, these new
attacks do not affect the browser rendering performance, making
them difficult to detect. By using a text color that matches the
color of the background (e.g., white text on white background),
the attacks remain stealthy. The rendering performance-based
side channel was found to be less effective, but the new attack
methods introduced in the paper still obtain a higher attack rate
than the existing state of the art.

V. DEFENSES

There is a long history of browsing history sniffing attacks,
resembling a cat-and-mouse game: Typically, once an attack
is disclosed against a browser, the browser vendor rushes to
plug the hole. Many of these attacks exploit various design
and/or implementation flaws related to the :visited CSS
selector. This pattern suggests that vulnerabilities will continue
being found. A better solution would be to address the root
cause at a more fundamental level, especially if the goal is
to provide defenses against strong attacks such as those that
leverage side channels. There are two approaches for addressing
this root cause: the first is to modify the way the browser exposes
browsing history to users, effectively meaning that the adversary
has nothing to measure; the second is to systematically mitigate
side-channel attacks in web browsers, making it impossible for
an attacker to measure any leakage, including the one generated
by visited link styling. We explore both approaches in this
section.

A. Modifying Browser Behavior

The most radical solution to prevent browsing history sniff-
ing attacks would be to simply not expose the browsing
history to webpages. This would mean, for example, disabling
the functionality of CSS selectors such as :visited and
:link. As a result, developers would not be able to style
differently links that were visited from links that were not
visited. In general, browser vendors have been reluctant to
deploy such radical solutions by default, the argument being
that many users prefer the benefits provided by :visited.
On a positive note, Firefox provides a configuration flag lay-
out.css.visited_links_enabled which, when dis-
abled, deactivates the styling of visited links.2

To reduce the attack surface against history sniffing, Firefox
deployed in 2020 (starting with Firefox v. 77) the following
strategy: it always recomputes the style of links regardless of
changes to their :visited status [8]. This approach, which is
enabled by default, has been effective in safeguarding against
the side channel-based attacks described in this paper. How-
ever, we believe that the execution of this strategy is rather
complex and difficult to properly implement, as observed in
our experiments described in Section IV-G which show that
information can sometimes leak. We speculate there may be two
potential reasons. It is possible that even though both visited and
unvisited links are restyled, the system-wide effects of restyling
visited links are different from restyling unvisited links (i.e.,
the computation time to restyle visited and unvisited links is
different). It may also be the case that the intended restyling of
all links may not be happening properly for the particular case
of our attack pages. Finally, we note that even Firefox engineers
also hint that this strategy does not fully mitigate timing-based
attacks [31]. Ultimately, the possibility of different final styles
being rendered on visited and unvisited URLs leaves the door
open for potential vulnerabilities in the future, similar to the one
we explored in Section IV-G.

Proposed Defense: Double-Keying: One solution that works
at a more fundamental level is to key the status of a link (visited
or unvisited) both by the origin URL (i.e., the domain in the
URL bar) and the link’s target URL. This approach offers an
additional layer of isolation, when compared to current practice,
which only uses the link’s target URL. In this way, a link’s visited
status would be enabled on a webpage only if that link was visited
in the past from that particular webpage. This approach does not
leak additional information, because the origin website could
know anyway if the user had already visited that target URL in
the past, for example by monitoring mouse click events on the
link element.

This solution has a long history of discussions by the W3C
standardization forum [32], and similar ideas have also been
discussed in the context of Firefox [31] (referred to as “first-
party isolation” (FPI) for :visited), Chromium [33] and We-
bKit [34], or proposed explicitly by the research community [4].

This solution is being revisited periodically in meetings of the
W3C CSS Working Group, where its benefits and drawbacks are
being discussed, together with considering paths to move closer

2By default, this flag is enabled, but it can be disabled by setting it to false.
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to adoption. Recently, an effort was started to deploy this solution
in Chrome [35], [36]. We summarize next these discussions.

Such a solution, if adopted by browser vendors, should be
effective against the attacks we disclose in this paper, especially
if the defense is implemented at the lowest level possible (i.e.,
do the filtering at the storage engine responsible for executing
history data queries, rather than at the renderer [32]).

Unlike other defenses that focus on addressing specific
flaws (e.g., adding resistance to browser fingerprinting in Fire-
fox [37]), this solution is a more robust solution and is more
provably correct than trying to patch individual flaws as they
appear.

The main drawback of this solution is that it may affect
usability, in that it would break certain use cases. If a user
visits a webpage linked from one website (or even directly by
providing the URL in the URL bar), and another website links
to that webpage, the links on the second website would appear
unvisited. This behavior would come apparent, for example,
when a user goes to some aggregator site and wants to see what
URLs are already visited (even if not from this aggregator site).
We note that if a user clicked on the results of a Google search
in the past, those links that were clicked would appear as visited
in a future Google search, since they are being accessed from
the Google search engine.

To reduce the negative usability impact, several situations
could be exempted from this double-keying policy, because the
visited status of a link could be exposed safely without having
a privacy impact. One such situation is same-origin links, i.e.,
links to URLs on the same domain. In this case, the visited
status can be reported, because the server can track its own
cross-links anyway. One other situation is to allow the user to
mark certain origins as “safe” to expose the visited status of a
link. For example, users can mark their favorite search engine
as “safe”, in which case if the user has already visited site A
directly and then searches for it on Google, the link to A in the
Google results would show as visited. This would be similar to
how browsers expose an option for allowing third-party cookies
in certain cases.

In our opinion, this solution provides a good trade off between
the value that visited links provide to users and stronger privacy
guarantees. We hope that our work, which we have reported to
browser vendors, provides additional data points to support the
case for adopting this solution.

B. Systematically Mitigating Side-Channel Attacks
in Web Browsers

The history sniffing attack presented here is only one example
of a side-channel attack which can be launched through a ma-
licious webpage. A defense that could systematically prevent
the browser from being used to launch any side-channel attack
would be highly desirable. Unfortunately, this is a highly chal-
lenging task, as the entire programming model of the web is
based on the ability of a remote, potentially untrusted server to
execute code on the user’s machine. To systematically prevent
side-channel attacks, the browser would either need to be able
to execute code in a way that is completely isolated from the rest
of the system, or otherwise to prevent the code from being able

to measure the side channel. Achieving total isolation is very
difficult, considering the significant amount of shared resources
between the browser and the rest of the system, including not
only CPU and GPU components, but also the network stack, the
file system, and other resources. In addition, such a defense must
isolate individual web pages, and even the sub-components of a
single web page, from each other, forcing a very uncomfortable
tradeoff between security and performance and ultimately in-
troducing measurable contention within the browser itself [38].
Systematically preventing side channels from being observed is
similarly challenging; side-channel attacks have been demon-
strated in cases where the attacker is prevented from accessing
memory, from taking timing measurements or even completely
prevented from executing code [39]. A defense which will be
able to overcome these challenges would be a significant step
forward in the field of web security.

VI. DISCUSSION

A. Limitations

Our work shows how both cache-based and GPU-based con-
tention channels can be used in a practical and effective side
channel attack which infers a user’s browsing history. We note
that we limit the evaluation of the attacks we introduced to the
Chrome web browser. Our attack claim does not include other
major browsers. Although we found evidence which suggests
that the Firefox browser leaks some information about a user’s
browsing history when confronted with our attacks, developing
this leakage into an attack that can be executed in a reliable fash-
ion remains an open challenge. We did not attempt the attacks
against the Safari and Edge browsers, although we hypothesize
that the Edge browser is also vulnerable due to its use of the
Blink rendering engine also used by Chrome.

We also note that we did not evaluate our attack through a
large-scale user study. In such a setting, the attacker will also
have to consider how to effectively trick users into visiting the
malicious website required to carry out the attack, and will also
have to contend with the variability stemming from the diversity
of hardware and software configurations that users have.

B. Related Work

We describe prior work related to the various techniques used
by the attacks introduced in this paper.

1) Browser History Sniffing Attacks: There is a line of direct
attacks that can leak the browser history by exploiting vulner-
abilities in the browser. These types of attacks usually have a
very high rate, of thousands of URLs/second. For example, as
recently as 2002, it was possible to obtain the visited status of a
link by simply defining a background URL for the CSS :visited
pseudo-class [40]. Or, an attacker could exploit an inadequate
implementation of the CSS Paint API in the Chrome browser [4].
Fortunately, such vulnerabilities are usually promptly fixed by
the browser vendors.

Mishra et al. [41] have shown an attack based on the browser
cache, more precisely on HTTP response headers that are cached
by a browser, which can reveal not only a user’s browsing history,
but also to build a timeline of a user’s visits. This attack is
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prevented after modern browsers have adopted browser cache
partitioning [42], [43].

There is another line of indirect attacks, such as those re-
lying on side channels, which affect the browser on a more
subtle level by exploiting contention to a computer’s resources.
Usually, the fix against this type of attacks is not always
straightforward to design or deploy, as it may require more
fundamental changes to the browser, which may affect perfor-
mance or even break backwards compatibility. The work of
Smith et al. [4] and Huang et al. [5] is closest to our work.
They apply heavy CSS styles on :visited pseudo-class and
count number of calls to requestAnimationFrame in a
specified interval as rendering performance side channel, and
learn indirectly if a site has been visited. In this paper, we
improve the speed and stealthiness of these indirect attacks by
introducing two new attack methods and using other types of side
channels.

Sánchez-Rola et al. [6], [44] introduce a history-sniffing
technique based on timing the execution of server-side request
processing code. Basically, if a user has cookies with a website,
it can reveal whether the user has visited that website and also
the user’s login status with the website. This type of attack
is executed over a network and depends on the server-side
configuration and on the network round-trip time between the
user and the website. As such, it is less reliable and has a lower
attack rate.

Karami et al. [45] showed that an attacker can misuse the
prefetching and caching capabilities of the Service Workers
technology to execute history sniffing attacks. Among the two
attacks they introduce, the one based on the Performance API
has been fixed by browser vendors.

An interactive history sniffing attack is a type of attack that
typically involves giving the user a task to complete, such as
a CAPTCHA, a game, or a puzzle, as described by Weinberg
et al. [46]. The interactive task is typically constructed from
hyperlinks to the sites the malicious page wants to probe, with-
out the user realizing it. Although these attacks require user
interaction, they are challenging to protect against, because web
browsers allow different styles to be displayed to the user for
visited and unvisited URLs. One potential solution to this type of
attack is to implement the double keying defense, as outlined in
Section V.

Recent research has presented significant improvements to
interactive history sniffing attacks. O’Neal et al. [47] and Za-
lewski [48] have demonstrated improved interactive attacks
using CSS mix-blend-mode to performXOR andAND operations
in order to increase the attack rate. These techniques allow more
efficient user-assisted history sniffing attacks.

Felten and Schneider [49] were the first to demonstrate the
potential for browser history sniffing attacks through timing
attacks on the web browser’s cache, which was later refined
by Zalewski [50]. When a resource is accessed for the first time,
it is stored in the browser’s cache for future use. If an attacker’s
page can retrieve a webpage or its embedded resources quickly,
it means that the resource was likely retrieved from the browser
cache, rather than from the server, which takes longer. This al-
lows the attacker to infer that the user has previously visited that
webpage. However, modern web browsers have implemented

TABLE VIII
COMPARISON OF DIFFERENT BROWSER HISTORY SNIFFING ATTACKS

cache partitioning [42], [43] as a protective measure against
these types of attacks.

Once a user’s history is leaked, a user’s history profile can
be used to track the user across the web, because a user’s
history profile provides useful information regarding the user’s
uniqueness and re-identifiability [1], [51].

Table VIII quantitatively compares the extraction rate of
several recent browser history sniffing attacks designed to work
under a threat model similar to ours. We note that several other
works did not report their attack rate [6], [47]. As the Table
shows, our attack is the fastest of all previously reported history
sniffing attacks, with the exception of the Paintlet attack of
Smith et al. [4], which has been mitigated in Chrome version 67,
and the Prime+Probe attack of O’Connell et al. [56]. In contrast
to the attack of O’Connell et al. which requires the victim to
dwell on the attack page for a minute or more while the eviction
set data structure is constructed, our attack can run immediately
as soon as the page is loaded. This makes the amortized running
time of our attack faster in practice in most situations. We also
note that both our attack and the attack of O’Connell et al.
are unique in being stealthy, since they run in the background
and do not interfere with the user’s browsing experience. Other
attacks work by artificially slowing down the browser’s ren-
dering engine, and measuring this slowdown through its impact
on the requestAnimationFrame function. This slowdown
noticeably affects the user’s browsing experience, making the
attack detectable.

2) Side Channel-Based Attacks Against Browsers: Lim
et al. [57] provide a systematic overview of the security land-
scape of modern web browsers, including their architectures,
bug reports, and common attacks and defenses. This work
names four sources of side channels that have been used to
leak sensitive information in browsers: microarchitectural state,
GPU, floating-point timing channels, and browser-specific side
channels.

Next, we review prior work that leverages side channels to
infer sensitive information in browsers.

Rendering-based side channels: Pixel stealing attacks [12],
[52] exploit a rendering performance side channel to extract
cross-origin content that is embedded in an iframe or an ob-
ject HTML tag. Normally, this type of access is forbidden by
the Same-origin Policy implemented in browsers. The main idea
behind these attacks is that different pixel colors take varying
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amounts of time to render in a browser, and this difference
can be magnified by expanding the target pixel. Particularly,
the floating-point side channel was leveraged to amplify this
difference [26], [52], [58]. These works also suggest using pixel
stealing attacks for browser history sniffing [12], [52], where a
custom style is applied to links on the sniffing page (e.g., using
the black color for visited links and white for unvisited ones),
and a single pixel of the link is read to determine its state.

Wu et al. [59] introduce a rendering contention side channel
that stresses the browser rendering resource to execute several
attacks, such as browser history sniffing, website fingerprinting,
and keystroke logging. This side channel is caused by contention
between the CPU, GPU and the screen buffer. Unlike other work
that focuses on rendering a single frame, this work measures the
time needed to render a sequence of frames. This, in turn, makes
this attack not particularly effective for browser history sniffing
attacks, as the attack rate is low.

CPU cache-based side channels: Zaheri et al. [24] leverage
CPU cache side channels to execute targeted deanonymization
attacks, in order to uniquely determine a user’s identity on the
web. Our goal in this paper is different, as we seek to infer the
user’s browsing history.

GPU-based side channels: Lee et al. [60] and Naghibijouybari
et al. [20] utilized the power of native APIs such as OpenCL,
OpenGL, and CUDA to assess the impact of a victim process
on a GPU, as well as to extract sensitive user data, such as their
visited websites. In contrast, our approach to the history sniffing
attack is different, as we execute it from an untrusted webpage
within the browser, without direct access to these native APIs.

Laor et al. [21] conducted experiments running WebGL code
on an attack page to discover the physical characteristics of
individual execution units of a GPU. They used this information
to build a unique profile for each device for the purpose of device
fingerprinting. Inspired by this idea, we have repurposed it to
learn about dynamic content processed in the GPU with the
goal of carrying out browsing history sniffing attacks.

VII. CONCLUSION

In this work, we showed how attackers who make use of
contention-based side channels can mount browsing history-
sniffing attacks which are both faster and stealthier than state-of-
the-art history-sniffing attacks based on rendering performance
alone. We also discussed several potential directions for coun-
termeasures.

Considering this attack from a wider context, it is clear that
the root cause of this privacy leak is the constant tradeoff made
by browser vendors as they balance convenience, speed and
privacy: The visited link styling feature was introduced to make
browsers more convenient to use, while the demand to make web
pages render faster caused browser vendors to introduce code
optimizations which resulted in non-uniform execution paths
for visited and unvisited link rendering. As a result, the users’
privacy was compromised.

Even if browser vendors fix the particular set of leaks we
exploited in this work, namely, visited link inference through
cache contention and GPU contention, the root cause of this
privacy leak remains, and novel side-channel attacks which may

emerge in the future could still be used to exploit it. We therefore
recommend that vendors adopt the double-keying approach for
storing browsing history. This countermeasure is a classical
example of approaches which stop privacy leaks at their source,
making it inaccessible to any kind of present and future attack.
Implementing it will push back against the constant drive to
make browsers faster and more engaging, giving a priority to
the user’s right to privacy. We hope that our work provides com-
pelling additional data points showing that piecemeal defenses
are insufficient, and will help tip the scale towards defending
user privacy at a more fundamental level.
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