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Abstract
Targeted Deanonymization attacks allow an attacker who controls
a website to infer the identity of specific target users browsing that
website. They are a severe privacy risk, as they can then be used to
carry out highly-targeted attacks against the inferred identities.

These attacks were previously shown to be practical in the desk-
top environment. In this work, we set to investigate the feasibility of
targeted deanonymization in a mobile setting, which presents new
opportunities but also new challenges for the attacker. We discover
a surprising reality: The attack surface for targeted deanonymiza-
tion on mobiles is larger than in the desktop setting. We replicate
successfully on the Android system all the scenarios that were pos-
sible in the desktop setting, and also introduce new attack variants
specific to the mobile setting. Notably, the app pop-up variant lever-
ages Android intents to bypass the need for web cookies altogether.

We present a decision tree that the attacker can navigate to
select the appropriate attack variant, depending on the specific
configuration on target user’s mobile device. We show that the
attacker can target an overwhelming majority of mobile users,
including multiple mobile browsers, in-app browsers embedded
into common apps, and many resource-sharing services, with attack
accuracies and times comparable to those in the desktop setting. We
also discuss defenses specific to the mobile setting, ranging from
those that can be enabled by users to those that can be deployed
by app developers, resource-sharing services, and mobile OS and
browser vendors.
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1 Introduction
Targeted deanonymization (TD) attacks [27, 28, 35, 36] allow an
attacker who controls a website to learn whether a specific target
user is browsing the website, by correlating the web session with a

This work is licensed under a Creative Commons Attribution 4.0 International License.
CODASPY ’26, Frankfurt am Main, Germany
© 2026 Copyright held by the owner/author(s).
ACM ISBN 979-8-4007-2562-3/2026/06
https://doi.org/10.1145/3800506.3803502

well-known public identifier of the target, such as their email ad-
dress or social media handle. These attacks pose a serious challenge
to the assumption of privacy on the web, which is critical for vulner-
able populations such as activists, journalists, and whistleblowers.
Furthermore, such attacks can also be used as a stepping stone
towards executing more sophisticated attacks, such as deploying a
zero-day exploit against the identified target [36].

The workflow of a TD attack is presented in Fig. 1. To mount the
attack, the attacker only needs to know the target through a public
identifier, such as an email address, a LinkedIn user identifier, or an
Instagram handle. The attack then leverages state-dependent URLs
(SD-URLs) — URLs which return different responses depending on a
user’s identity. An example of such SD-URLs are leaky resources [27,
35] such as images or videos, which are stored at resource-sharing
services such as YouTube, Google Drive or Dropbox. The attacker
creates an SD-URL correlated with the target’s public identifier,
for example by sharing a YouTube video with the target’s Gmail
address, and places it on an attack website together with code
that collects a side-channel trace. Users are then induced to visit
the attack webpage, for example through a phishing link or an
embedded advertisement. If a user currently visiting the attack
website can access the embedded resource, then this visitor is the
intended target.

The same origin policy should ostensibly prevent the attack web-
site from learning whether the resource was loaded successfully or
not. Several works, however, have shown how this protection can be
circumvented. Zaheri et al., in particular, showed that attackers can
break cross-site isolation and perform TD by using JavaScript-based
side-channel attacks1 [36]. Zaheri et al. showed that the combina-
tion of cache attacks and a machine learning pipeline enables the
attacker to execute the attack efficiently and scalably. Since side-
channel attacks exploit fundamental hardware characteristics, they
are much harder to defend against [5, 6]. In particular, side-channel
attacks work even if the resource-sharing service does not allow the
embedding of its resources, or when browsers disable third-party
cookies for embedded resources.

A common aspect in all prior work on targeted deanonymization
attacks is the focus on the desktop environment. In this setting, we
assume web content is typically consumed through the system
default web browser. This implies that the system default browser’s
“cookie jar” contains authentication cookies for the resource-sharing
service. Thus, when the attack page loads an SD-URL from the
resource-sharing service, it receives different content, depending on
the existence of these cookies, enabling targeted deanonymization.

This assumption, however, does not necessarily hold in the mo-
bile setting, which is the focus of this work. In contrast to desk-
top computers, mobile users do not typically use the default web
1The attack can also be executed via cross-site leaks (XS-leaks) [28], which are mecha-
nisms that exploit behaviors that bypass the same origin policy, such as status code
leaks, page content leaks, and header leaks [15]. XS-leaks are being gradually patched
by browser vendors and/or resource-sharing providers as they are being discovered.

https://doi.org/10.1145/3800506.3803502
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Figure 1: Workflow of a targeted deanonymization attack. In the Setup phase, the attacker privately shares a resource with
the target user. In the Attack phase, once a user gets lured to visit the attack page, the page attempts to retrieve and play the
shared resource. At the same time, the page takes cachemeasurements and uses them to decide if the current user is the target.

browser for all their Internet activities; instead, they often use ded-
icated mobile apps, such as Facebook or Instagram, to access social
media and resource-sharing services. Social media apps tend to
“keep” their users in the app, even as they click on links, by ren-
dering web content using an in-app browser (IAB), which is a full
browser environment inside the app. When users exit this captive
web session, they return to the app. Clearly, users are not expected
to log into resource-sharing services through these in-app browsers,
which are typically used for short, ephemeral browsing sessions.
Furthermore, some users do not log into their resource-sharing
services through the system default browser app at all; instead,
they only use dedicated apps, such as the Facebook app, to access
these services. This reality challenges the attack workflow in two
main ways: first, if a URL is shared with the target through a mo-
bile app, for example through a private message on Instagram, it
is not clear that the system default browser will be used to open
the URL; instead, it may be opened in the IAB. Second, even if the
URL is opened in the system default browser, it is not clear that
the browser’s cookie jar will contain authentication cookies for the
resource-sharing service, since the user may not have logged into
the service through the browser. As a result, it is tempting to think
that users are less vulnerable to TD attacks in a mobile setting.

In this work, we set to investigate the feasibility of targeted
deanonymization attacks in a mobile setting, focusing on the An-
droid operating system. We discover a surprising reality: the mo-
bile setting is, in fact, even more vulnerable to such attacks than
the desktop setting. More specifically, we discover that the in-app
browser of many popular mobile apps, including social media apps
such as LinkedIn, Teams, Discord, Snapchat and Slack, shares its
cookies with the system default browser. Thus, the “leaky resource”
attacks described in the desktop setting can also be executed in
this IAB with minimal modification. An exacerbating factor is that
Android users are all but forced to log into their Google account in
the system default browser, implicitly logging them into YouTube,
Google Drive, and other Google services as well. We note that users
cannot uninstall the Chrome and YouTube apps on an Android
phone, which puts all Android users at risk.

In addition, we discover than in many settings the attacker can
completely bypass the need for cookies: We describe a special

mobile-specific variant of the TD attack called the app pop-up vari-
ant, in which the attacker page can abuse the Android intent system
to cause a specific app to open an SD-URL, instead of the system
default browser. Through this variant, mobile TD attacks can ef-
fectively be run against many types of public identifiers, including
Facebook or Instagram handles, even if the user never logged into
the resource-sharing service through any browser.

A summary of our results is presented in Table 1, assuming
the default Chrome browser on a stock Android phone. As the
Table shows, all of the shared resources we tested can be exploited
through multiple delivery vectors.

We introduce three variants of the targeted deanonymization
attack on mobile devices. Each variant covers a specific mobile
environment that may be present on the target user’s mobile device.
Based on information about the web environment in which the
attack page is loaded, the attacker navigates a decision tree and
executes one of these variants.

The first attack variant, referred to as the embedding variant,
embeds the leaky resource into the attack page using an <iframe>.
This variant, which assumes the user has logged in to the resource-
sharing service using the system browser, is suitable for mobile
browsers that allow third-party cookies by default such as Chrome
and requires no additional interaction from the user beyond navi-
gating to the attack webpage.

The second attack variant, referred to as the app pop-up variant,
uses Android intents to open the leaky resource directly in a social
media app, while measuring the side-channel trace using an attack
webpage. Uniquely, this attack variant does not require the user to
be logged into the resource-sharing service through any browser,
as it leverages the app’s native authentication.

The third attack variant, known as the downgrade variant, presents
the user with the option to open the attack page in a different
browser, preferably one that allows third-party cookies. This essen-
tially downgrades the browsing environment to enable the embed-
ding attack variant; it is suitable for the Tor browser, which blocks
third-party cookies and does not allow opening new windows.

In summary, this work makes the following contributions:
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YouTube/Google Drive video           G# G# G#
DropBox video           G# G# G#
LinkedIn video post   #        G# G# G#
OneDrive video G# G# G# G# G# G# G# G# G# G# G# G# G#
Instagram profile G# G# G# G# G# G# G# G# G# G# # G# G#
Facebook video post G# G# G# G# G# G# G# G# G# G# G# # G#
Reddit video post G# G# G# G# G# G# G# G# G# # G# G# G#

Table 1: Exploitability of targeted deanonymization attacks for different shared resources (rows) and delivery vectors
(columns). : exploitable with no interaction;G#: exploitable but requires further interaction;#: not exploitable. We assume a
stock Android phone is used, with Chrome as the default browser app.We also assume that the target is logged in their default
browser app (Chrome) into the resource-sharing service leveraged for the attack.

We study the feasibility of cache side channel-based targeted
deanonymization attacks [36] in the mobile environment. This en-
vironment is much more fragmented than the desktop environment,
containing a complex ecosystem of apps, mobile browsers, and in-
app browsers. While this increases the mobile attack surface, it
also makes it more challenging to trigger the loading of the shared
resource, since mobile users have a variety of ways to access shared
resources. Based on an extensive exploration of the attack surface
on mobile devices, we identify and systematize relevant features
available on popular mobile browsers (including in-app browsers)
and on popular social media apps that can be leveraged to execute
the TD attack. We also identify popular resource-sharing services
that expose leaky resources which can be leveraged for the attack.
Putting all these together, we introduce three attack variants, each
of which can be effective depending on the target’s specific config-
uration (browser/in-app browser and leaky resource): embedding
variant, app pop-up variant, and downgrade variant.
We show how the attacker can use a decision tree algorithm to

dynamically generate the most effective attack page based on infor-
mation that can be practically extracted from the victim. This allows
the attacker to choose the most effective of the three attack vari-
ants, depending on the victim’s choice of mobile browser (Chrome,
Firefox, DuckDuckGo, Edge, Brave, Opera, Tor), in-app browsers
of popular social media apps (Gmail, LinkedIn, Teams, Discord,
SnapChat, Slack, Yahoo Finance, Google Discover, Facebook, Face-
book Messenger, Instagram, TikTok, Reddit), and resource-sharing
services (YouTube, Google Drive, DropBox, OneDrive, LinkedIn,
Instagram, Facebook, Reddit). Overall, the attacker can target an
overwhelming majority of mobile users.
We experimentally demonstrate practical end-to-end attacks for

the three attack variants, all of which run in under 3 seconds. We
also compare the attack’s stealthiness and feasibility among the
three attack variants.

We discuss several defenses that are specific to the mobile setting,
ranging from those that can be enabled by users to those that can be
deployed by app developers, resource-sharing services and mobile
OS and browser vendors.

2 Background
2.1 CPU Cache-based Side-Channel Attacks
Cache attacks leverage the fact that all processes compete for the
limited space available in the CPU cache. A malicious process can
exploit this contention to bypass software-based isolation mecha-
nisms and infer information about the internal state of other pro-
cesses. A popular approach to execute such attacks is based on the
Prime+Probe technique [21, 23]. In this method, the attacker first
“primes” the cache by loading their own data into specific cache
sets, which are regions of the cache that are shared between the
attacker and the victim processes. After the victim process executes,
the attacker ”probes” these sets to detect whether their data has
been evicted. A low access time indicates the attacker’s data is still
in the cache, whereas a high access time means that it was evicted
and replaced by the victim’s data. By repeating this process, the
attacker can infer the victim’s memory access patterns, potentially
learning sensitive information such as encryption keys.

Prime+Probe attacks require nanosecond-level measurements to
distinguish between cache hits and misses. Such timer resolution
is not typically available through JavaScript. Instead, the Cache
Occupancy variation [26] was introduced to enable the attack in
web browsers. The attacker allocates a large buffer that covers the
entire last-level cache (LLC) and accesses this buffer in the prime
step, bringing the entire LLC into a known state. In the probe step,
the attacker measures the time required to access the entire buffer
(i.e., the buffer access time). Cache contention caused by victim
process evicting the attacker’s buffer introduces measurable delays
when reading this buffer, allowing the attacker to detect victim
activity. By reading a large buffer, the cache occupancy attack can
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be executed based on coarse-grained timers which are available in
web browsers (i.e., millisecond accuracy).

Some browsers, such as the highly-secure Tor browser, only
provide an even coarser-grained timer of 100ms. Sweep Count-
ing [25] is a modification of the cache occupancy attack, designed
to work in such scenarios. The attacker counts the number of times
it can access the entire buffer in a fixed interval of time, rather than
measuring the time needed to read the buffer once.

2.2 The Targeted Deanonymization Attack
A targeted deanonymization attack [15, 27, 28, 31, 35] allows an
attacker who controls a webpage to infer if a specific individual (i.e.,
the target) is browsing that webpage. The attacker only needs to
know a public identifier of the target, such as an email address or a
social media handle. The attacker leverages the fact that the victim
has an account with a resource-sharing service that exposes state-
dependent URLs (SD-URLs) to reference its shared resources. When
a user makes a request to a state-dependent URL, the response
depends on the user’s identity, allowing the attacker-controlled
page to infer the user’s unique identity.

Many services were shown to enable target deanonymization
attacks, including generic storage sites, media sharing sites, code-
hosting repositories and social media sites. It is quite common for
users to remain logged into such services, and in particular to the
Google/YouTube ecosystem, for extended periods of time.

As illustrated in Fig. 1, the attack proceeds in two phases. In
the setup phase, the attacker uploads a resource to the resource-
sharing service, and then binds it to the victim’s identity. This
binding can be performed using one of two approaches. Notably,
for both of these approaches, the binding occurs stealthily, as the
target does not typically get a notification. In the sharing-based
approach [27], the attacker privately shares the resource with the
target. This works for services which allow to privately share their
resources, such as YouTube, Google Drive and DropBox. In the
blocking-based approach [31], the attackermakes the resource public
and then blocks the target from viewing any resources owned by
the attacker. This works for services which do not allow to privately
share their resources or ignore cookies from cross-site requests,
such as LinkedIn, Instagram and Facebook. The attacker also creates
an attack webpage that attempts to load the resource.

In the attack phase, the attacker first lures a user to visit the
attack page, and then determines if the resource loads or not. The
user is deemed to be the target depending on whether the resource
was successfully loaded (in the sharing-based approach) or was not
successfully loaded (in the blocking-based approach).

The attacker page cannot trivially determine the outcome of
loading the resource, as this constitutes a cross-origin information
leak, which should be normally prevented by browser security
policies [11, 12]. Such policies, however, have been shown to be
difficult to implement in practice, and can be bypassed by exploiting
software-based cross-site leak bugs (XS-leaks) [15, 27, 28, 35].

Simply fixing software-based XS-leaks is not enough to prevent
TD attacks: The attack can still be executed by using cache-based
side channels. Because these attacks operate on hardware-level
properties of the victim’s computer, they disregard any software-
imposed boundaries [36]. Specifically, while the attack page is ren-
dered by a user’s browser, the page can use the cache occupancy

method to determine if the resource was loaded. Essentially, longer
buffer access times indicate the shared resource was loaded.

3 Attack Techniques
3.1 Threat Model
Following the established threat model for targeted deanonymiza-
tion, we assume that there is a target user, known to the attacker
by a public identifier such as an email address, a LinkedIn user
identifier, or an Instagram handle. The attacker is capable of luring
the users to a website under its full or partial control, and further-
more has the ability to inject JavaScript code into this website. The
attacker seeks to discover whether the user currently browsing this
website is the target [27, 35, 36].

In this specific work, we assume the target has an Androidmobile
device. We further assume that the target has an account with a
resource-sharing service that exposes leaky resources, has installed
on their mobile device the dedicated app for this service, and has
logged in to the service using this app. Such services include, but
are not limited to, Gmail (which implies accounts with services
such as YouTube and Google Drive), Dropbox, OneDrive, LinkedIn,
Instagram, Facebook, or Reddit. We note that the attacker does not
need to control the resource-sharing service that is leveraged to
execute the attack, but only to be registered as a user of the service.

3.2 How do Users Access Resource-Sharing
Services on Android Devices?

In the desktop setting, all online content is typically consumed
through a single web browser application. The “cookie jar” of this
desktop browser naturally contains authentication tokens that au-
thenticate the user to all online services, including resource-sharing
services. On mobile devices, in contrast, users access online content
in a variety of ways.

The System Default Browser. On every Android phone, a single
app is designated as the default browser app, and is used to open
web pages by default. On the vast majority of Android devices,
this is the default Google Chrome browser app. Users can, how-
ever, install alternative browsers and configure them as the default
browsers. Examples of these alternative browsers include Firefox,
DuckDuckGo, Brave, Opera, Edge, and Tor. An important difference
among these browsers is their support for third-party cookies, a fac-
tor which affects the feasibility of the targeted deanonymization
attack, as we will see later.

In-App Browsers.Manymobile apps, especially social media apps,
prefer that the user does not leave the app when accessing web
content. Android supports this requirement by allowing apps to
implement what is called an in-app browser (IAB), which is essen-
tially a web browser embedded inside the app and sharing its user
interface. In these apps, whenever a user clicks on a link, the app
opens the link in the IAB, and when the user closes the IAB or hits
the “Back” navigation button, they are returned to the parent app.

Android offers two general approaches to implement an IAB,
each with its own characteristics that affect the feasibility of the
targeted deanonymization attack. The first approach is to use the
Custom Tabs feature, which creates an instance of the system’s
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App Name IAB Type Cookie Jar
Gmail, LinkedIn, Teams, Custom Tabs Shared
Discord, SnapChat, Slack,
Yahoo Finance, Google Discover
Reddit Web Embed Shared
Instagram, Facebook, Specialized PrivateFacebook Messenger, TikTok

Table 2: IABs for popular social media apps.

default browser app and embeds it inside the parent app. Signifi-
cantly for our attack, a Custom Tabs IAB shares cookies and other
authentication tokens with the default browser app2. Some apps,
such as Reddit and Groupon, do not directly use a Custom Tabs
implementation for their IAB. Instead, the app creates a wrapper
for a browser to run in, from which it can then implement its own
browser or instantiate the default browser. This approach allows an
app to have more control and to limit traffic from leaving the app.
The Reddit embedded browser, for example, treats opening new
windows as redirection and ignores sending Android intents. We
refer to these as “Web Embed” IABs, and note that they also share
their cookies with the default browser app. The second approach
is the specialized approach. Here, the app implements its own IAB,
typically based on the Android WebView component, allowing it
finer-grained control over the content being displayed. In the spe-
cialized approach, the IAB maintains its own cookie jar. Table 2
describes the types of IABs used by popular social media apps.

Dedicated Apps. Many resource-sharing services provide dedi-
cated mobile apps that users can install on their devices. This is
the most common and natural way for users to access social media
services such as Instagram, Facebook, TikTok, and Reddit. These
apps typically authenticate themselves against the online service,
independently of the installed browser app and its cookie jar. Thus,
even if a user has not authenticated against an online service using
the default browser app, the user may still be exposed to targeted
deanonymization, a fact that we will exploit later.
Intents and Intent Filters. An important component in our attack is
the intent filters feature in Android. This feature allows an app to
register itself at installation as the system’s default way of open-
ing resources following a certain URI pattern. The most common
filters are for https intents: Apps that handle a specific type of
resource define an https intent for that type of resource. The
YouTube app, for example, registers itself to handle all URLs starting
with youtube.com, youtu.be, and m.youtube.com. When a user
attempts to open a URL matching an intent filter from many apps,
including the system default browser and its Custom Tabs instan-
tiations, Android will pop up the registered app in a foreground
window and instruct it to open that URL.

We also found that some apps define non-https, vendor-specific
intents, such as vnd.youtube for the YouTube app or reddit for the
Reddit app. These can be leveraged to execute the app pop-up attack
variant when https intents cannot be used. The googlechrome
intent can be used to execute the downgrade attack variant.

2We observed that when the default browser does not support Custom Tabs (e.g.,
the DuckDuckGo and Opera browsers), apps open links using the standalone default
browser app instead of opening them in an IAB.

Social Media App Name Ways to access the IAB
Instagram Story, Bio, Ads, Messages
Facebook Comments, Bio, Posts, Messages, Ads
Reddit Posts, Comments, Ads
Snapchat Messages, Ads
LinkedIn Posts, Comments, Bios, Ads
Teams Messages
Gmail Emails, Google Chat
Discord Messages, Server Posts
TikTok Business Accounts

Table 3: Ways in which apps can open a URL in their IAB.

Resource Binding method

(privately shared) Youtube video sharing
(privately shared) Google Drive video sharing
(privately shared) DropBox video sharing
(public) LinkedIn video post blocking

Table 4: Resources usable for the embedding attack variant.

Visiting the Attack Page. Users can be lured to the attack page
from apps that have an IAB or from apps that do not have an
IAB. Table 3 shows that for ten popular social media apps, there is
a multitude of avenues to lure the user to open the attack page in
the app’s IAB. Apps that do not have an IAB can simply expose a
navigable URL to the attack page, which will then be opened in the
default browser app.

3.3 Attack Variants
Guided by themultiple ways in which users access resource-sharing
services on Android devices, we now identify three attack variants
that can be used to execute targeted deanonymization attack on
these systems. Next, we explain how the attacker chooses among
these variants based on the capabilities of the user’s browser, and
finally provide examples of some end-to-end attacks.

Embedding Variant. This attack variant is similar in design to
the one used in the desktop setting [36]. Here, the attacker places an
<iframe> HTML tag in the attack website, embedding in it one of
the resources shown in Table 4. A JavaScript script also present on
the attack page then takes cache measurements while the resource
is being loaded and rendered. The main advantage of this attack
variant is that it does not require any user interaction once the
user is lured to the attacker’s webpage. Its main disadvantage with
regard to the mobile setting is that it requires the user to be logged
into the resource-sharing service through the browser loading the
attack page. In addition, the browser must support third-party
cookies, so that the authentication cookies for the resource-sharing
service are attached to the request for the embedded resource. As
we show below, the most commonly used mobile browser, Google
Chrome, does support third-party cookies, while others such as
Firefox, DuckDuckGo, Edge, Brave, and Tor do not. We finally note
that some resource-sharing services ignore cookies from cross-site
requests, preventing this form of attack.

App Pop-up Variant. This variant, which is novel to the mo-
bile setting, leverages the existence of dedicated apps for resource-
sharing services on mobile devices, as well as the intents feature
of Android. The attacker first lures the victim to click anywhere
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Target visits
attack webpage

Leaky resource can be embedded and
browser allows third party cookies

Browser has same cookie 
jar with default browser

YES

Browser treats https intents as
redirection

NO

YES

Perform the app pop up
attack variant 

(using https intents)

NO

Perform the embedding
attack variant

NO

Browser allows
sending non-https

intents

YES

Attack cannot be
performed

NO

There is a filter that 
handles non-https intents 

for this resource

YES

Perform the downgrade
attack variant

Perform the app pop up
attack variant

(using non-https intents)

YES NO

Figure 2: The decision tree for a TD attack on mobiles.

on the attack page, and then uses the standard JavaScript API
window.open(SD-URL) to open a resource shown in Table 5, ei-
ther using an https intent or a non-https vendor-specific intent,
as described earlier. This request causes Android to load the shared
resource in a foreground window using the dedicated app for that
resource (e.g., a YouTube video is opened using the YouTube app).
The attack page remains active in the background, taking cache
measurements while the resource is being loaded and rendered in
the foreground app window. The main advantage of this variant
is that it does not require the user to be logged into the resource-
sharing service through the browser loading the attack page. Its
main disadvantage is its lack of stealth: the app pop-up attack vari-
ant requires user interaction, and additionally opens a new window
in the foreground on the user’s device. As we note in Section 3.6,
in the mobile setting this behavior is considered annoying, but not
unusual.

Downgrade Variant. There are some scenarios in which neither
the embedding nor the app pop-up attack variants can be performed.
For example, when using the Tor browser, third-party cookies are
not allowed, and the browser treats https intentsas redirection.
For such scenarios, we propose an approach to “downgrade” the
user’s browser to the Chrome browser, which is the most permis-
sive with regard to the targeted deanonymization attack. In the
downgrade attack variant, the attack page sends an intent using the
googlechrome scheme to re-open the attack page in the Chrome
browser. This can be done upon loading the attack page, by defin-
ing an event handler associated with the onLoad event, which calls
window.open(googlechrome://attack-page-URL). Tor then asks
the user to confirm opening the attack page in another app. If the
user agrees, the attack page will open in the Chrome browser app,
where both the embedding and the app pop-up attack variants can
be performed successfully.

3.4 Choosing the Right Attack Variant
We now describe how the attacker chooses among the three attack
variants based on the capabilities of the user’s browser, following

Resource Binding method

(privately shared) Youtube video sharing
(privately shared) Google Drive video sharing
(privately shared) Dropbox video sharing
(privately shared) OneDrive video sharing
(public) LinkedIn video post blocking
(public) Instagram profile blocking
(public) Facebook video post blocking
(public) Reddit video post blocking

Table 5: Resources usable for the app pop-up attack variant.

the decision tree shown in Fig. 2. The decision tree begins with the
attacker’s choice of leaky resource, which is pre-determined by the
target’s public identifier, and concludes with a choice of the most
effective attack variant to be used.

Generally, the embedding attack variant is the preferred choice
for the attacker, as it is the most stealthy — the resource can be
embedded using an invisible iframe (i.e., one that has a 0-pixel
height and width), and it requires no user interaction. There are,
however, several preconditions for choosing this attack variant:

First, the browser loading the attack page must support third-
party cookies. This support can be tested in real time using well-
known techniques [4]. Among the tested browsers, we found that
in the default configuration, Chrome and Opera support third-party
cookies, whereas other browsers such as Firefox block them.

The second precondition is that the user must be logged into the
resource-sharing service through the browser loading the attack page.
This happens naturally for Google services such as YouTube and
Google Drive when the default browser is Chrome, because Chrome
comes pre-installed as the default browser on Android devices
and Android users are strongly encouraged to “sign into Chrome”,
effectively causing the browser to log into all Google services. For
the other services, this assumption might be less natural.

Finally, the resource-sharing service must honor cookies from
cross-site requests. Notable services which ignore such cookies are In-
stagram and Facebook, as studied in more detail by Zaheri et al. [36].

If either of these preconditions is not satisfied, the attacker should
next consider the app pop-up attack variant. This attack works in
more settings, but it is slightly more intrusive, as it requires the
user to click once on the attack page, and also opens a new window
in the foreground on the user’s device. The following preconditions
must be satisfied for the app pop-up attack variant to be possible:

First, this variant requires that the target’s browser is able to
open the shared resource in a dedicated app. For a majority of
the attack scenarios, this can be done using https intents. How-
ever, some browsers, such as the Tor browser or the IABs of In-
stagram and Facebook, are configured to treat https intents as
a redirection in the browser to the intent’s URL. This will cause
the attack to fail, because the browser navigates away from the
attack page and cache measurements cannot no longer be taken.
Even in these scenarios, we found the app pop-up variant can
still be successful by using non-https intents, which will lead
to opening the leaky resource in its specific app. Specifically, we
identified two apps that define filters for such intents: YouTube
handles intents sent with window.open(vnd.youtube:ID) to open
the video identified by ID, and Reddit handles intents sent with
window.open(reddit://reddit/PATH) to open a Reddit resource.

googlechrome://attack-page-URL
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Embedding variant App pop-up variant Downgrade variant
Google Chrome Yes Yes N/A
Firefox No Yes Yes
DuckDuckGo, Edge, Brave No Yes No
Opera Yes Yes No
Tor No Yes* Yes

Instagram IAB, Facebook IAB, Yes* Yes* NoFacebook Messenger IAB, TikTok IAB
Reddit IAB Yes No No

Table 6: Attack variant availability in various browsers.

The second precondition is that the attack page must not be loaded
in the IAB of the dedicated app that is responsible for handling the
type of leaky resource used for the attack. For example, assume an
attacker wants to use a target’s LinkedIn user ID for the attack. If
the attack page is loaded in the LinkedIn IAB, then attempting to
open a LinkedIn post in a new window will result in the LinkedIn
app closing the IAB and opening the post directly in the LinkedIn
app. In this scenario, the attack will fail because the attack page
can no longer take cache measurements. The attacker can avoid
such scenarios by luring users to load the attack page in the IAB of
another app different from LinkedIn or in a dedicated browser app.

Finally, we make the natural assumption that the user is logged
into the resource-sharing service through the dedicated app for
that service installed on their mobile device.

The attacker’s final recourse, when neither the embedding nor
the app pop-up attack variants are possible, is to use the downgrade
attack variant. This variant causes the attack page to be re-opened
in the Chrome browser, where both the embedding and the app
pop-up attack variants can be used, depending on the properties of
the chosen leaky resource. Its only requirement is that the browser
loading the attack page allows sending googlechrome intents. This
variant is the least stealthy of the three, and requires user interac-
tion. It relies on luring less experienced users to give consent when
presented with a choice to re-open the page in a different browser,
especially when the attacker frames the choice accordingly (e.g.,
claim that some functionality only works in Chrome).

A detailed list of browsers (either standalone or IAB) and their
support for the different attack variants is provided in Table 6. For
the Chrome, Firefox, Edge, Brave, and Tor browsers, the table refers
to either a standalone browser app, or a Custom Tabs instantiation
of the browser as an IAB for apps such as Gmail, LinkedIn, Teams,
Discord, SnapChat, Slack, Yahoo Finance, Google Discover; for the
DuckDuckGo and Opera browsers, the table refers to a standalone
browser app. In the Table, the “Embedding variant” column indi-
cates whether the browser allows third-party cookies by default,
thus enabling the embedding attack variant. The four specialized
IABs (Instagram, Facebook, Facebook Messenger, TikTok) maintain
their own cookie jar, distinct from the default browser, and are
identified by “Yes*” in the table. The “App pop-up variant” column
indicates whether the browser allows sending an https intent to
open the resource in a new window, thus enabling the app pop-up
attack variant. For some browsers, the app pop-up attack variant
only works with specific non-https intents; these are identified
by “Yes*”. The “Downgrade variant” column indicates whether the
browser allows sending googlechrome intents.

Tables 4 and 5 list the resources which can be used for the em-
bedding and app pop-up variants, respectively. In both variants,
the attacker can bind a resource to the target’s identity either by
sharing it privately with the target (sharing approach), or by block-
ing the target (blocking approach). For resources that require the
blocking-based approach, Appendix B describes what it means to
block a user.

3.5 Examples of End-to-End Attacks
We now provide several attack scenarios, which together illustrate
the large attack surface for mobile targeted deanonymization.

Scenario 1 (embedding variant, system browser): To target a
user based on their Gmail account, the attacker privately shares
a YouTube video with the target using the target’s Gmail address
(which is implicitly a YouTube account). The attacker then em-
beds the shared YouTube video into an attack page. The target is
lured to click on a phishing URL, either in the Chrome browser
app or in an app that doesn’t have an in-app browser (IAB), such
as the Gmail client. In both cases, the target will load the attack
page in the default browser app on the Android device, which is
usually the Chrome browser. Since the target is logged by default
into their Google account in the system Chrome browser, and the
Chrome browser allows third-party cookies by default, the embed-
ded YouTube video will be successfully loaded only if the visiting
user is the target. Finally, the attacker uses a cache side-channel
attack to determine whether the video was loaded successfully, and
thus infer whether the visiting user is the target.

Scenario 2 (embedding variant, in-app browser): Let us as-
sume a situation similar to the previous scenario, but this time
the user is lured to the attack page through interaction with the
LinkedIn app, for example by clicking a link in one of app’s sections
that exposes clickable URLs, such as “Posts”, “Comments”, “Bios”, or
“Ads”. In this case, the attack page will be opened in LinkedIn’s in-
app browser (IAB), which is a custom tabs instantiation of Chrome.
Since LinkedIn’s IAB inherits the cookies from the Chrome browser,
the attack will also succeed.

Scenario 3 (app pop-up variant): Let us assume now that the tar-
get user is not identified by their Gmail account, but rather by their
Facebook account, and that the user only uses the Facebook app to
access their account, without ever logging into Facebook through
the system browser. The attacker makes a public Facebook post
containing a video, and then blocks the target on Facebook using
the target’s Facebook ID. The target is then directed to an attack
page using the Chrome browser and lured to click anywhere on
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the page. Using the Android intent system, the attacker causes the
Facebook post to be opened in the foreground using the Facebook
app, while the attack page remains in the background, taking cache
measurements. Since the Facebook post will be loaded for every-
one else except the target (who is blocked), the attacker can detect
whether the Facebook post video is playing in the app, leading to
a successful attack. This scenario also encompasses users who do
not log into their Google account through the system browser, or
who use browsers that block third-party cookies by default, such
as Firefox, Edge, or Brave. For these, a privately shared YouTube
video will be opened in the YouTube app, while the attack page will
take cache measurements.

Scenario 4 (downgrade attack variant): The target’s setup is the
same as in Scenario 1. However, the target loads the attack page
in a browser that prevents the embedding and app pop-up attack
variants. For example, the target uses the Tor browser when visiting
unknown websites or traveling to foreign countries, and loads the
attack page in Tor, which does not allow third-party cookies and
treats https intents as an in-browser redirection. Or, the target
loads the attack page in a specialized IAB, such as the Instagram
IAB, which also treats https intents as an in in-browser redirection.
In these cases, the attack page tries to “downgrade” the target’s
browser to Chrome by using non-https Android intents such as
the googlechrome intent to instead re-open the attack page in the
Chrome browser, and then proceeds as in Scenario 1.

3.6 Discussion
The Issue of Stealth. The app pop-up and downgrade attack vari-
ants presented above are far more intrusive than the attacks evalu-
ated in the desktop setting: they require user interaction, pop up
a window that covers the target website, and require additional
interaction to close. We argue that these attack variants are still
realistic in the mobile setting, despite their reduced stealth: In a
mobile environment, it is common for apps to open other apps or to
display ads in a new window; thus, a website that opens full-screen
windows in the foreground is not necessarily suspicious. To induce
the target to click on the attack page, the attack page can display
what looks like an advertisement that covers a significant portion of
the page and remains persistent on the screen even when the user
scrolls down, thus hindering the user’s ability to view the contents
of the page. The fake ad contains what looks like an “X” button and
the user is likely to click on it to close the ad and view the page
they were originally trying to visit. If a new window opens as a
result of that click, the user may not even view it as suspicious, as
they may assume they didn’t correctly click on the close button.
As another example, the attack page displays a fake button with
a convincing text to make the user click on the area of that fake
button. Suspicions can also be explicitly reduced by making the
user aware that a new app will be opened (e.g., “to continue, click
and a video will be shown about how to use the service”).

In some IABs, when the app pop-up attack is executed using non-
https intents, the user is presented with a dialog window informing
them that the website is attempting to open an external app and
asking them to confirm if they want to continue. Some users may
find this dialog suspicious and may not continue. This can again
be remediated by providing the user with relevant guidance. We

finally note that the attack often concludes in less than a second,
as we show in our evaluation section. Thus, it may not even be
relevant whether the victim becomes suspicious.

Specialized IABs. The four specialized IABs (we studied Insta-
gram, Facebook, Facebook Messenger, TikTok) allow sending third-
party cookies, but maintain their own cookie jar, distinct from the
default browser. As such, the embedding attack variant is possible
in these IABs under two scenarios: 1) the user has previously logged
into a resource sharing service in the IAB, or 2) the user is in the IAB
and uses her Google or LinkedIn credentials to log into a website.
In the second scenario, the attack leverages the IAB vulnerability
described in Appendix A. In all other settings the embedding attack
will not work on these IABs, requiring the attacker to select another
variant. To note the limited reach of the embedding attack variant
on these IABs, we mark them with a “Yes*” in Table 6.

4 Evaluation
4.1 Experimental Setup
Most of the attacks described in this section were performed on a
Google Pixel 6a phone running Android 16, with Google Tensor
chipset, 6GB RAM memory and 128GB storage. In Section 4.2.3, we
reproduce a subset of the results on another phone model (Samsung
Galaxy S25 FE), showing that the attack is not specific to a partic-
ular phone model or manufacturer. To run the attack and collect
the cache measurements, we used an automation framework based
on Selenium [3] and Appium [1] with the UIAutomator2 driver
running on a testing laptop. Selenium is a tool used to automate
browser interactions based on automation scripts written in Python.
Selenium interacts with Appium (a node.js application designed to
facilitate UI automation), which parses and applies the automation
scripts to the Android phone. Appium interacts with the phone
through the Android Development Bridge (ADB). ADB will inter-
pret commands received and execute them on the phone; it will
also read data from the phone screen and relay it back to Appium.
In our experiments, the phone was connected to the testing laptop
via a USB-C wire, but even a wireless connection to ADB will work.
The attack page leverages a leaky resource, corresponding to one
of the attack variants described in Sec. 3. We include the versions
used for browsers and apps in Appendix C.

AttackMethodology. The attack has two phases, a training phase
and an online phase. In the training phase, the attacker collects
cache traces that correspond to loading and not loading a leaky
resource, and uses them to train a machine learning classifier to
detect the cache signature that corresponds to successfully loading
the leaky resource. The attacker can run the training phase to
build machine learning models for a variety of combinations of
leaky resource, browser, and device hardware. The training phase
happens in advance, without involving the potential victims.

In the online phase, the attack page takes cache measurements
while the leaky resource is loaded and rendered by a user. These
measurements are then uploaded to the attacker’s server, where
they are passed through the trained classifier to determine whether
the user is the target. The attack accuracy depends on the attack
duration, which is the amount of time for which the attacker needs
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Resource Attack Attack Attack
accuracy duration variant

YouTube video 95%±4.47% 1s embedding
Google Drive video 100%±0% 1s embedding
DropBox video 97%±4% 1s embedding
LinkedIn video post 99.5%±1.5% 1s embedding
YouTube Video 92.5%±4.61% 1s app pop-up
Google Drive video 97.5%±3.35% 1s app pop-up
DropBox video 93.4%±5.83% 1s app pop-up
OneDrive video 97.5%±3.35% 3s app pop-up
LinkedIn video post 97.0%±2.45% 2s app pop-up
Instagram profile 96%±3.74% 3s app pop-up
Facebook video post 96.0%±3.0% 1s app pop-up
Reddit video post 92.5%±3.35% 2s app pop-up

Table 7: Experimental scenarioswith different resources and
attack variant combinations. In all scenarios, the attack page
was loaded in Google Chrome.

to collect cache traces in the online phase. For all tested attack
scenarios, the attack duration is under 3 seconds.

To take cache measurements, we use JavaScript code based on
the PP0 repository [22]. For most attack scenarios, we use the cache
occupancy method; for a small number of scenarios, such as those
involving the Tor browser which provides a coarse timer resolution,
we use the sweep counting method, as described in Sec. 2.1.

DataAnalysisMethodology.We follow the data analysis method-
ology used by Zaheri et al. [36]. Specifically, we use supervised ma-
chine learning to analyze the cache measurements. The classifier
used is logistic regression with 1000 max iterations. For each attack
setting, we collect a dataset of 200 samples (100 for the target and
100 for a non-target user). We train a classifier using a subset of the
collected samples, and then use the classifier to predict whether
the user loading the attack page is the target.

4.2 Experimental Results
4.2.1 Impact of Leaky Resource. We first tried to answer the ques-
tion “Do different leaky resources impact differently the TD attack
effectiveness (defined by attack accuracy and attack duration)?”. Since
some of the leaky resources could be used for both the embedding
and the app pop-up attack variants, we also tried to understand
whether the attack variant impacts differently the attack effective-
ness. For all scenarios in this experiment, the attack page was loaded
in the Chrome browser, but we varied the resource being leveraged
for the attack and we also varied the attack variant whenever pos-
sible. Table 7 shows the attack effectiveness for different resource
and attack variant combinations.

We observe that the attack accuracy is above 90% for all con-
sidered scenarios. In addition, the attack duration is under 1s for
a large majority of the considered scenarios. We notice that the
resource type does not significantly affect the attack duration, as
all the scenarios using the embedding variant are successfully per-
formed under 1s. For the app pop-up variant, the attack duration
seems to depend on the time to launch the respective dedicated
app, which increases the attack time up to 3s for some of the apps.

4.2.2 Impact of Browser. We now turn our attention to answering
the question “Do different standalone mobile browsers or IABs offer

Browser app Attack Attack Attack
accuracy duration variant

Chrome browser 95%±4.47% 1s embedding
Opera browser 100%±0% 1s embedding
Firefox browser 90.5%±6.5% 1s app pop-up
DuckDuckGo browser 95%±6.71% 3s app pop-up
Edge browser 89.5%±6.87% 3s app pop-up
Brave browser 93.5%±5.02% 2s app pop-up
Tor browser 94.5%±6.1% 3s app pop-up
Chrome as CT IAB 99.5%±1.5% 1s embedding
Firefox as CT IAB 96%±4.36% 2s app pop-up
Edge as CT IAB 90.5%±5.22% 2s app pop-up
Brave as CT IAB 97.5%±2.5% 2s app pop-up
Tor as CT IAB 96.5%±2.29% 3s app pop-up
Instagram IAB 91.5%±3.2% 2s app pop-up
Facebook IAB 90%±5.47% 2s app pop-up
Facebook Mssngr IAB 93.5%±5.02% 2s app pop-up
TikTok IAB 98%±3.32% 1s app pop-up
Reddit IAB 99.5%±1.5% 1s embedding
Reddit IAB 99.5%±1.5% 1s app pop-up

Table 8: Experimental scenarios with different browsers and
attack variant combinations. In all scenarios, the resource
used for the attack was a privately shared YouTube video.

increased resilience to the TD attack?”. For the scenarios in this
experiment, we used the same resource (a privately shared YouTube
video), but we varied the browser in which the attack page was
loaded. Table 8 shows the attack effectiveness for different browser
and attack variant combinations.

These results show that the choice of browser, including the
highly secure Tor browser, custom tabs instantiations of various
browsers and specialized IABs, does not provide additional protec-
tion. Otherwise, the embedding attack variant remains effective
at under 1s, whereas the app pop-up variant is comparable to the
earlier scenarios that use the Chrome browser app (in which the
increased attack duration is attributed to the time needed to open
the dedicated app).

4.2.3 Reproduction on Additional Phone Model. To show that our
attack is not specific to a particular phone model or manufacturer,
we reproduced a subset of the results on a Samsung Galaxy S25 FE
phone, running Android 16, with Exynos 2400 chipset, 8GB RAM
memory and 128GB storage. Table 9 shows the attack accuracy
for several scenarios selected from the previous experiments, each
representing a different attack variant: The embedding attack vari-
ant was evaluated using a YouTube video and reproduced both in
the standalone Chrome browser app, and in a Custom Tabs in-app
browser hosted inside the LinkedIn app. The app pop-up variant
was evaluated using a YouTube video and a LinkedIn video post,
and reproduced both in the standalone Chrome and Firefox browser
apps. Finally, the downgrade attack variant was for the Tor browser
using googlechrome intents. The results in Table 9 confirm that
the attack reproduces on the Samsung Galaxy device, with attack
accuracies comparable to the Pixel device for most scenarios.

5 Defenses
Several defenses have been proposed to counter or mitigate targeted
deanonymization (TD) attacks in the desktop setting. In this section,
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Browser app/ Attack Attack Attack
shared resource accuracy duration variant
Chrome browser/YTV 85%±5.48% 1s embedding
Chrome as CT IAB/LIVP 74.5%±6.50% 1s embedding
Chrome browser/YTV 96%±3.74% 2s app pop-up
Chrome browser/LIVP 99.5%±1.50% 2s app pop-up
Firefox browser/YTV 98%±2.45% 1s app pop-up
Firefox browser/LIVP 94%±7.68% 1s app pop-up
Tor browser/googlechrome verified downgrade

Table 9: Experimental scenarios reproduced on the Sam-
sung Galaxy phone, using either a YouTube video (YTV) or
a LinkedIn video post (LIVP) as a shared resource.

we review the main differences in the attack surface of targeted
deanonymization attacks between the mobile and desktop settings,
and discuss the effects of these differences on the efficacy of exist-
ing defenses. We then propose a defense strategy tailored for the
mobile environment. We note that since the targeted deanonymiza-
tion attack targets the browser’s rendering process, and not the
network stack, defenses against the attack must be deployed in the
application layer. Thus, network-level defenses such as the use of
a VPN service will be ineffective, both in the desktop and in the
mobile environment.

5.1 Challenges in Existing Approaches
One of the most significant differences between the desktop and
mobile environments is the decentralization of ways in which a
user can access a resource: On a desktop, users only access resource-
sharing sites through their browser. On the mobile phone, however,
in addition to using the system’s main browser, users can also ac-
cess the resource-sharing site through its own proprietary app,
and additionally through any other app which offers an in-app
browsing feature. An outcome of this difference is the limited effec-
tiveness of “incognito mode” in the mobile environment — in the
desktop environment, as soon as the user enters incognito mode,
any websites opened by the user, whether arriving by instant mes-
sage, email, or any other origin, are opened without access to the
user’s standard cookie jar. In the mobile environment, in contrast,
incognito mode does not apply to the resource-sharing site’s pro-
prietary app, which has its own authentication token independent
of the browser’s cookie jar, nor does it apply to in-app browsers,
which always have access to the user’s standard cookie jar, even if
the user has an incognito session open at the same time.

As a result, in the mobile setting, incognito mode will protect
only against embedding attacks on the system’s main browser. Em-
bedding attacks against any in-app browser, app pop-up attacks
against any browser, and downgrade attacks, will still be vulnerable
to targeted deanonymization. This situation also limits the effec-
tiveness of protections deployed as browser extensions: Zaheri et
al. [36] proposed such a defense, which detects if a webpage is
retrieved differently when the HTML request contains or does not
contain cookies, and offers the user a choice to reload the page with
cookies if they trust the page. Unfortunately, the most commonly-
used browser available for Android devices, Google Chrome, does
not currently support browser extensions. Even if the user installs
an alternative browser which does support extensions, such as
Firefox, the use of browser extensions would be challenging in

an IAB. In addition, the app pop-up attack variant relies on the
user’s authentication status in the dedicated app, bypassing any
browser-level protections.

Another approach explored in the desktop setting is the injec-
tion of noise into the CPU cache, to render cache readings useless.
Basak et al. [7] proposed such a defense, which was also imple-
mented as a browser extension targeting a desktop environment.
Such a defense could potentially be effective for mobile devices,
when implemented as a standalone app that runs in the background.
However, an approach based on injecting noise was found to im-
pose a significant overhead in the desktop setting, and is likely to
be impractical in a mobile setting, which has additional processing
power and battery constraints compared to a desktop environment.

5.2 Toward a Mobile-Centric TD Defense
An effective defense against targeted deanonymization must deal
with all of the challenges described above. First, to deal with decen-
tralization, both the main browser and the in-app browsers should
refrain from passing links to external apps during privacy-sensitive
situations. This defense seems possible to apply without fundamen-
tal changes to the Android mobile operating system. In fact, users
can simulate this behavior by manually editing the user settings
that define which apps should be used to open certain links. At
installation, an Android app can declare intent filters indicating that
the app should be launched to handle a subset of URIs that contain
specific network domains. Users can then disable this behavior by
manually entering the settings page for each app and unchecking
its “Open by Default” options.

This defense, however, only applies to https intent filters. For
known non-https intents that could be leveraged to execute the
pop up attack variant, such as YouTube and Reddit intents, an
effective defense is to disable the respective app. Users could deploy
this defense temporarily when faced with a potentially high-risk
situation, such as visiting an untrustworthy website or traveling to
certain regions, and then re-enable the app at a later time. Disabling
and re-enabling an app is straightforward, as an option available
under the “App info” screen. A more extreme option is to uninstall
the app completely, but this is not always possible. For example,
the YouTube app, which can leveraged to execute the pop up attack
variant using YouTube intents is installed by default on all Google
Android phones and cannot be uninstalled.

Another approach, which includes a slightly more elaborate
change to the architecture of the Android operating system, is to
define incognito mode as a device-wide state that applies to all apps,
and not only to the main browser. When incognito mode is en-
abled, all apps, including the main browser, IABs, and dedicated
apps, would refrain from using the user’s standard cookie jar (or
its app-specific equivalent) to authenticate to remote servers. A
simplified version of this approach would be to allow apps to con-
trol the incognito status and intent filter list of any IAB they create
via an extended API. An app can open links in its IAB instead of
opening them in the respective Android app, by controlling the
setSendToExternalDefaultHandlerEnabled option when creat-
ing a Custom Tabs intent [2]. This prevents the pop up attack
variant using https intents, greatly reducing the attack surface. As
a more extreme approach, an app’s IAB could choose to block cer-
tain non-https intents that can be leveraged to conduct the attack.
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For example, the IABs of Instagram, Facebook, Facebook Messen-
ger, TikTok and Reddit block googlechrome intents. Using these
settings, applications that deal with privacy-sensitive content, such
as finance or health apps, could create IABs that always operate in
incognito mode and never open links in external apps.

Finally, another possible security measure would to restrict the
ability of background processes to take fine-grained time measure-
ments, or even disable JavaScript for background processes. In
contrast to the desktop setting, where users often have multiple
windows open simultaneously, mobile users typically interact with
a single app at a time. Thus, restricting background processes could
be a viable defense which could deny the attacker page the ability
to collect useful data, while still preserving usability.

5.3 Designing TD-Resistant Websites
Resource-sharing services can take steps towards making their
resources less “leaky”. Because the attack relies on observing the
impact of loading a resource on the CPU cache, loading a resource
on failure can mitigate the predictive power of the attack. In other
words, resource-sharing services could return a result that does
not differ significantly in resources to display for both cases when
a resource can and cannot be displayed. This strategy is already
employed by TikTok which, upon failing to load a resource, loads
the user’s “for you page” that also contains videos and thus degrades
the usefulness of cache side channel. Including this failure behavior
would defend against both embedding and pop up attacks.

6 Related Work
6.1 Side channel-based attacks
CPU cache-based attacks on mobile devices have been conducted
as early as 2016 [20], such as inferring keystrokes and swipe actions
on the touchscreen, and attacking cryptographic implementations.
Most mobile devices use ARM CPUs, which have a different cache
organization and instruction set than Intel x86 CPUs. Thus, themain
challenge was how to adapt techniques known to be effective for
cache attacks from the desktop to the mobile setting. Gulmezoglu et
al. [13] show how an unprivileged, zero-permission app can use the
last-level cache of ARM processors to profile activity on Android
phones, such as detecting running applications, opened websites,
and streaming videos. To infer such information, they leverage deep
learning techniques that can overcome the inherent noisiness of
cache monitoring. Cronin et al. [10] propose an optimized cache
occupancy channel for ARM processors based on a System-on-a-
Chip design that uses the system-level cache to perform website
fingerprinting. We focus on executing targeted deanonymization
attacks in the browser, using JavaScript, as opposed to assuming
that users will install a malicious app. Also, our goal is to infer the
identity of a target simply based on their public identifier.

More recently, GPU-based side channels have also been used
to infer private information on mobiles. Karimi et al. [14] introduce
a timing side channel that exploits the GPU cache locality by cor-
relating the execution time with the number of unique memory
requests to recover an AES-128 encryption key. Cronin et al. [10]
introduce a GPU contention channel using the GPU.js JavaScript li-
brary to perform website fingerprinting. In doing so, they overcome
several challenges stemming from architectural details of GPUs

on various mobile devices, including the lack of a timer to mea-
sure the execution of GPU computational kernels. Yang et al. [34]
exploit GPU performance counters to infer the amount of screen
display changes at the granularity of individual pixels. This allows
an unprivileged attacking app to eavesdrop the user’s credentials
when typed on an on-screen keyboard. In the web context, Laor et
al. [17] showed how WebGL can be used to perform individual
device fingerprinting, by measuring the performance of individual
execution units in the GPU. Wu et al. [33] introduce a rendering
contention side channel that measures the time needed for a mobile
browser to render a sequence of frames. This channel is then used
to perform history sniffing, website fingerprinting, and keystroke
logging attacks. Our work focuses on exploiting CPU cache side
channels, but GPU side channels could be used as an alternative
mechanism to conduct targeted deanonymization on mobiles.

Other types of side channels exist that can be used to violate
user privacy on mobile phones. For example, the return values of
system calls can be collected over time and analyzed using deep
learning models to infer app launching and website browsing [8],
and even more fine-grained user behavior such as tapping, swip-
ing, scrolling, and other on-screen gestures [30]. Yan et al. [19]
use undocumented Android features to break Android’s app sand-
boxing and leak private information between apps. A malicious
unprivileged app can use a vulnerability in the dynamic code load-
ing mechanism using package context (DICI) to monitor runtime
behavior of other apps via a cache-based side channel and infer
driving routes taken by a navigation app and keystroke dynamics
of a communication app. However, this approach can be prevented
by fixing the vulnerability and is not applicable to apps that do not
use DICI. Taneja et al. [29] use CPU power, frequency and tempera-
ture measurements from internal sensors to perform browser-based
pixel stealing and history sniffing attacks on ARM System-on-a-
Chip mobile devices.

6.2 Privacy threats from in-app browsers
Several large-scale empirical studies reveal security and privacy vi-
olations when Android apps interact with web content. Kuchhal et
al. [16] examine if Android apps use WebViews and CustomTabs
in a manner that aligns with user security and privacy consider-
ations. They find several apps are misusing WebViews to show
arbitrary web content within the app while monitoring and modi-
fying the web content behavior without explicit consent from the
users. Weerasekara et al. [32] examine how app developers con-
figure WebViews to bypass default Android privacy protections
and facilitate user tracking through JavaScript code. These findings
are aligned with our findings that in-app browsing exposes a large
surface for privacy attacks.

6.3 Defenses against side channel-based attacks
In general, defending against side channel attacks is difficult, be-
cause such attacks take advantage of hardware-level properties of
the victim’s device and therefore bypass software-imposed bound-
aries. On desktops, there are two categories of defense approaches
against side channel attacks. The first tries to make the attack im-
practical by reducing the signal-to-noise ratio of the side-channel
trace. The second tries to make the attack theoretically impossi-
ble by removing all dependencies between the side-channel trace
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and any secret-bearing computation. In the first category, noise
injection was shown to be an effective defense [7, 18, 24] against
website fingerprinting attacks, even when faced with a strong ad-
versary that trains a machine learning model in the presence of
noise. However, this approach can introduce a significant perfor-
mance overhead. More so, it is unlikely that noise-based defenses
would be feasible on mobiles, which have additional computational
and power limitations compared to their desktop counterparts.

Cho et al. [9] propose a software-based cache side channel mit-
igation for ARM devices that ensures each process has a private
space to safely access private data. However, this approach requires
to identify, annotate, and recompile the sensitive code that needs
to be protected, which is not always feasible.

7 Conclusion
In this paper, we have seen that targeted deanonymization (TD)
attacks represent a significant threat to mobile devices. An attacker
has a plethora of avenues to conduct the TD attack, covering mul-
tiple mobile browsers, in-app browsers of multiple popular social
media apps, and multiple popular resource-sharing services. We
found that the attack surface even includes attack variants that
are not available in the desktop setting. Thus, an overwhelming
majority of mobile users are vulnerable to such attacks. The attacks
are straightforward to deploy and run under 3 seconds, with many
of the scenarios even running under 1 second.

We have also discussed several defenses, ranging from ones that
can be enabled right away by users, alas at the cost of sacrificing
some functionality, to defenses that could be deployed by the OS and
browser vendors, or by the providers of resource-sharing services.
It remains an open challenge to build a defense that is both practical
to deploy and that preserves current functionality. Ultimately, this
is made difficult by the fact that cache side channels take advantage
of hardware-level properties of the victim’s device and therefore
bypass software-imposed boundaries.

Our work has focused on Android devices and has demonstrated
end-to-end attacks targeting a single user. Future work includes
efficiently scaling the attack to target a large group of users and ex-
ploring attack feasibility as well as defense options on iOS devices.
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A Specialized IAB vulnerability to enable
embedding attack

Specialized IABs such as the Instagram, Facebook and Facebook
Messenger IABs allow sending third-party cookies, but maintain
their own cookie jar, distinct from the default browser. As such,
the embedding attack variant should normally be possible in these
IABs only if the user has previously logged into a resource sharing
service in the IAB. However, we found a vulnerability in these IABs
that opens additional avenues to execute the embedding attack
variant in the IABs.

Identity providers are systems that verify user identities and
allow them to sign on to other services. For example, users can use
their Google credentials to sign on to a third-party website. When
this option is selected, the user is redirected to Google, where
the user authenticates using their Google credentials, and then is
allowed to sign on to the third-party website based on an assertion
made by Google confirming the user’s identity. We found that
when a user is browsing in a specialized IAB and uses their Google
credentials to “Sign in with Google” to a third-party website, the
user is authenticated to both the third-party website and to Google,
and remains authenticated for the remainder of their IAB session.
This is an unintended side-effect, since the user’s original intention
was to log into the third-party website only. As such, the embedding
variant of the TD attack becomes now possible in the IAB, for
example using a YouTube or a Google Drive video. The requirement
for this is that the identity provider must also host resources that
can be leveraged for the embedding attack variantWe identified two
such providers, Google and LinkedIn, and experimentally validated
that this vulnerability exists for the specialized IABs we considered
(Instagram IAB, Facebook IAB, and Facebook Messenger IAB). We

have performed responsible disclosure regarding this observed
behavior.

B Blocking behavior for various services
For the blocking-based approach of the TD attack, the attack page
attempts to open a resource that the target cannot access because
they are blocked. In the app pop-up attack variant, assuming that
user A has blocked user B, when B tries to open one of A’s posts,
the blocking is handled differently depending on the service:

• Facebook app: B gets her standard Facebook feed instead of
A’s post.

• LinkedIn app: B gets a screen with an error message stat-
ing that the post is not available. In general, B cannot see
anything about A’s profile, bio or posts.

• Reddit app: B gets a screen with an image with an error
message stating that something went wrong.

• Instagram app: B gets a barebones version A’s profile, with-
out any pictures for A’s posts.

C Software Version Details
The following software versions were used on the Pixel device: An-
droid: version 16; Chrome browser: 142.0.7444.138; Firefox browser:
144.0.2; Brave browser: 1.84.136; DuckDuckGo browser: 5.256.0;
Edge browser: 142.0.3595.93; Opera browser: 43.0.4906.86186; Tor
browser: 15.0 (140.4.0esr); Instagram app: 406.0.0.58.159; Facebook
app: 538.0.0.53.70; Facebook Messenger app: 533.0.0.47.109; TikTok
app: 42.6.4; Reddit app: 2025.44.0; YouTube app: 20.46.37; DropBox
app: 450.2.2; LinkedIn app: 4.1.1138.1; Google Drive app: 2.25.450.0.-
all.aldpi; OneDrive app: 7.43.

The following software versions were used on the Samsung
Galaxy device: Android: version 16; Chrome browser: 143.0.7499.109;
Firefox browser: 146.0; YouTube app: 20.51.34; LinkedIn app: 4.1.1150.
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