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Sensor nodes deployed outdoors for field surveillance are subject to environmental detriments. In this
article, we propose a heterogeneous sensor network composed of sensor nodes with different environmental
survivability to make it robust to environmental damage and keep it at a reasonable cost. We, for the first
time, study the scheduling problem in such heterogeneous sensor networks for critical location surveillance
applications. Our goal is to monitor all the critical points for as long as possible under different environmental
conditions. We identify the underlying problem, theoretically prove its NP-complete nature, and propose
a novel adaptive greedy scheduling algorithm to solve the problem. The algorithm incorporates several
heuristics to schedule the activity of both regular and robust sensors to monitor all the critical points, while
at the same time minimizing and balancing the network energy consumption. Simulation results show that
our algorithm efficiently solves the problem and outperforms other alternatives.
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1. INTRODUCTION

Wireless sensor networks are tightly coupled with the physical world where they are
deployed for different applications, such as field surveillance. As a tiny electronic device
that usually operates outdoors, an on-duty sensor node is vulnerable to many environ-
mental attributes or detriments, such as rain or snow [Ruiz et al. 2004]. The problems
have been frequently cited as a vital reason for sensor nodes’ being unreliable, but
very few research efforts have been dedicated to addressing the problem directly or
fundamentally.

To increase the survivability of a sensor node outdoors, one way is to equip it with
additional protections to make it, for example, waterproof [Martinez et al. 2004]. How-
ever, this may greatly increase the cost of sensor networks, making them less applicable
[Selavo et al. 2007]. Also, many environmental conditions that can do harm to sensor
nodes only happen occasionally in an area. For example, when the probability of rain
is not high, to make all sensor nodes waterproof is not cost-effective. Hence, this article

This work is supported by the National Science Foundation grant NSF-1128369.

Authors’ address: J. Tian, T. Yan, X. Gao, and G.Wang, Computer Science Department, New Jersey Institute
of Technology, GITC Building, Room 4400, University Heights, Newark, NJ 07102-1982, USA; emails: {jt66,
ty7, xgb4, gwang}@njit.edu.

Permission to make digital or hard copies of part or all of this work for personal or classroom use is granted
without fee provided that copies are not made or distributed for profit or commercial advantage and that
copies show this notice on the first page or initial screen of a display along with the full citation. Copyrights for
components of this work owned by others than ACM must be honored. Abstracting with credit is permitted.
To copy otherwise, to republish, to post on servers, to redistribute to lists, or to use any component of this
work in other works requires prior specific permission and/or a fee. Permissions may be requested from
Publications Dept., ACM, Inc., 2 Penn Plaza, Suite 701, New York, NY 10121-0701 USA, fax +1 (212)
869-0481, or permissions@acm.org.

© 2015 ACM 1550-4859/2015/07- ART56 $15.00

DOI: http://dx.doi.org/10.1145/2764914

ACM Transactions on Sensor Networks, Vol. 11, No. 4, Article 56, Publication date: July 2015.



http://dx.doi.org/10.1145/2764914
http://dx.doi.org/10.1145/2764914

56:2 J. Tian et al.

proposes to construct a heterogeneous sensor network composed of both regular sensor
nodes lacking of protections and sensor nodes with additional environmentally robust
features, such as waterproofing [Tian et al. 2014b]. We call the latter environmentally
robust nodes, or robust nodes for short. The term environmental survivability charac-
terizes such heterogeneity, which is fundamentally different from the widely studied
heterogeneity in terms of computational capacity, energy, communication range, and
sensing range [Cardei et al. 2008; Du and Lin 2005; Wang et al. 2008, 2011]. To study
this type of problem, this article analyzes the most common environmental attribute,
rain, as an example, and robust sensors are assumed to be waterproof. The research
results of the article can be easily extended to other environmental survivability.

This article focuses on employing such kind of heterogeneous sensor networks for
outdoor field surveillance, an important application in both civilian and military sec-
tors. In particular, we target the critical points surveillance application [Cardei et al.
2005; Liu et al. 2005]. That is, in a target field, there are critical locations that need
constant monitoring by some sensors even though it is raining. Our goal is to schedule
the activity of both regular and robust sensors to monitor all the critical points as
long as possible under different weather conditions. Note that regular sensors can-
not work in the rain; otherwise they will be damaged permanently and cannot work
anymore though they still have energy left. Robust sensors should be conservative in
energy consumption such that they still have enough energy left and can work long
enough when there comes rain. On the other hand, regular sensors should not be overly
used considering rain may not come for a long time and overusing one portion of the
sensors can result in energy imbalance and shorter network lifetime. Because of this
additional dimension of complexity in sensor scheduling incurred by weather, previous
works [Cardei et al. 2005; Liu et al. 2005; Shih et al. 2009] in studying activity schedul-
ing for trade-offs between sensor coverage and network lifetime cannot be employed
here. To the best of our knowledge, this article for the first time studies the scheduling
problem in heterogeneous sensor networks regarding environmental survivability for
critical location surveillance applications.

We leverage the widely available weather forecast information, which provides the
probabilities of precipitation in coming time slots. Previous work [Kang et al. 2008]
shows that even by simply adopting an inaccurate weather forecast in the scheduling,
the network performance can be improved significantly. Based on the weather forecast,
we introduce the Poisson model of sensor nodes’ survivability under different weather
conditions. We then define a new metric called Critical Point Coverage Probability
(CPCP) to quantify the surveillance quality of a sensor network, which is the probability
that all the critical points are covered at the end of each time slot. More specifically,
assuming at the beginning of each time slot, all critical points are covered by some
sensors, CPCP measures the probability that the points are still covered by the same
or less number of sensors at the end of the time slot considering some sensors may
die. We want to maintain CPCP to a required level, and we define the network lifetime
as the duration that CPCP is kept at that level. The aim of this article is to schedule
sensors in each time slot based on the weather forecast information, such that the
network lifetime is prolonged as much as possible. To increase the network lifetime, in
each time slot, under the required CPCP, we minimize the number of selected on-duty
sensors while maximize the remaining energy of the scheduled sensors.

To tackle the problem, we first employ weighted bipartite graph as the data structure,
and formulate the problem as a B-Coverage Problem. We theoretically prove that the
B-Coverage Problem is NP-complete since the Set Cover Problem [West 2001], a well-
known NP-C problem, can be reduced to it. We then propose a novel adaptive greedy
scheduling algorithm to tackle our NP-C problem. Given the weather forecast, the
algorithm first filters out all the sensors that are likely to fail in the coming slot. Then,
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among all the remaining sensors, the algorithm always selects the one that covers
the greatest number of critical points. This procedure repeats until all the critical
points are covered by the selected sensors. If the selected sensors cannot provide a
required CPCP, several heuristics are employed to add as few as possible extra sensors
to the selection to increase the CPCP. For example, we check the coverage of all the
critical points, and always select the sensor that can cover the greatest number of
critical points, which need more sensors to cover. To balance the energy consumption,
we avoid overusing a single type of sensor. The algorithm will be launched multiple
times to calculate multiple sets of sensors that can provide a required CPCP. Among
all the selected sets, we only power on the one with the highest total remaining energy.
In this way, the overall network energy consumption is balanced. We execute the
algorithm periodically with a new incoming weather forecast. Simulation results show
that our adapted greedy heuristic solves the problem efficiently, and outperforms other
alternatives.
To summarize, our contribution in this article is threefold:

—We, for the first time, study the scheduling algorithm in a heterogeneous wireless
sensor network with sensors having different capabilities in withstanding a harsh
environment.

—We identify the underlying scheduling problem and theoretically prove it is NP-
complete.

—An adaptive greedy heuristic is proposed to obtain an efficient and effective solution
to the problem.

The remainder of the article is organized as follows. We present the assumptions
and models in Section 2. We formulate the problem and prove its NP-completeness in
Section 3. Section 4 describes the proposed adapted greedy heuristic and the algorithm
analysis is presented in Section 5. Section 6 reports simulation results. Related work
is discussed in Section 7. Finally, we conclude the article in Section 8.

2. ASSUMPTION AND MODEL
2.1. Weather Model

Current weather forecast techniques are mature and can provide accurate weather
forecast information of a given area [Lorenc 1986; Richardson 2007]. In the article, we
assume a weather forecast is available. Specifically, a weather forecast provides the
probabilities of precipitation in the next multiple time slots. Considering the weather
forecast is not always correct and the historical forecast accuracy is available, we also
assume the associated accuracy of the weather forecast estimated from the historical
data is available.

Consider a weather forecast with a precipitation chance f and its forecast accuracy
u. If f > 30%, “rainy” will be reported and “no rain” otherwise [Enyedi 2010]. The
forecast has a probability 1 — u to report no rain when the actual weather is rainy, and
reports rainy when there is no rain, which are Type I error and Type II error according
to statistical test theory [Peck and Devore 2013]. Incorporating both the forecast and
the potential errors, we use fu + (1 — f)(1 — u) > 30% as the condition to determine
an incoming rain in our algorithm. Note that, although a weather forecast serves as
an important parameter in our algorithm, our algorithm does not rely on a very high
accuracy of weather prediction, which is shown in the performance evaluation section
of this article.
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2.2. Sensor Model

We assume every sensor knows its location, which can be obtained by GPS or local-
ization methods [Chen et al. 2011b; Huang et al. 2010; Liu et al. 2012]. There are
two types of sensors in the network: regular sensors and robust sensors. A robust
sensor is reliable in both sunny and rainy weather. A regular sensor can only work
well when there is no rain and has a high probability to fail in the rain. If a sensor
fails, it cannot function again. An isotropic sensing model is adopted [Hu et al. 2014;
Chen et al. 2011a]. The sensing area of each sensor node is a circle with the same
radius. If the occurrence of the event is within the sensing range of a sensor node,
then tl}e event is assumed to be detected, otherwise not. It is also well known as 0/1
model.

We adopt the widely accepted Poisson distribution [Hoblos et al. 2000] to model the
survivability of a sensor. The survival probability? of a sensor at time ¢ is the probability
that it does not fail during time interval [0, ¢], as shown next:

wt) =e ™, (D

where A is the failure rate.
Sensor’s failure rate is a constant value provided by its manufactory [Aschenbren-
ner 2006; Goble 2002]. We assume such value can be obtained directly from sensor’s
manual. Since the survivability of a robust sensor in sunny weather and in rainy
weather is the same, a constant C denotes its failure rate A. For a regular sensor,
in sunny weather its survivability is the same as that of a robust sensor, while in
rainy weather, a different constant C’ represents its failure rate. Consider a weather
forecast with precipitation chance f and associated forecast accuracy u, based on
the previous discussion, a regular sensor’s failure rate is set in our algorithm as
follows:
- {C if fu+ 1 - )1 —u) < 30%, no rain @)
— ] C' otherwise, rainy.

When there are other environmental detriments, such as frozen and forest fire, we
only need to redefine the sensor failure rate and corresponding survival model for each
detriment. Then, the models under such detriment can be incorporated in the following
algorithm.

2.3. Surveillance Model

We concentrate on critical location surveillance in the article. In the monitored field,
there are known critical points where events of interest are expected to occur. To
capture all the events, regular sensors and robust sensors are deployed in the network
to cover all the critical points. For example, in Figure 1, regular sensor s; covers critical
points r; and ry, robust sensor se covers r; and r3, and regular sensor sg covers ro
and rs.

1For other models like probability sensing models, they still work effectively. One possible solution is to set
a threshold as the positive detection probability in the probability models, which can be used to determine
whether or not a critical point is covered.

2Throughout the article, we use “survivability” and “survival probability” interchangeably.

3When a sensor encounters a rainy period and a sunny period, the calculation procedure is as follows: the
failure probability under rainy/sunny weather based on a failure rate of C’/C is calculated. Two failure
probabilities are added to get the cumulative failure probability after the two periods. Then the failure rate
during these two periods is calculated based on the cumulative failure probability.
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Fig. 1. Example of sensor surveillance.

Since the deployment has redundancy, to cover all the critical points, it is unnecessary
to power on all the sensors at any time. Take Figure 1 as an example. Assume sy and
ss are powered on during a time slot, and their survivability is we and wg calculated
by Eq. (1). Since the critical point r3 is covered by both s; and s3, the probability that
r3 can be covered by at least one sensor during the time slot is 1 — (1 — w9)(1 — w3).
Similarly, the probabilities for r; and ro to be covered are wy and ws, respectively.

2.4. Our Goal

Given a surveillance area and its weather forecast, our goal is to select a set of sensors to
power on based on the survivability of each sensor, such that the following requirements
are satisfied: (1) At the beginning of a time slot, the set of sensors should cover all the
critical points. (2) The CPCP, the probability that all the critical points are still covered
at the end of the time slot, should be maximized. (3) To reduce the energy consumption,
the number of sensors selected to be on duty should be minimized.

Note that, it is impossible to have both maximized CPCP (requirement (2)) and
the minimized number of selected sensors (requirement (3)) at the same time. Thus,
we alter the requirement (2) to be the CPCP should be higher than a threshold. The
threshold is specified by the application. Different applications may have different
required CPCP. Also, the threshold can be adjusted to balance the CPCP and network
lifetime.

3. THE p-COVERAGE PROBLEM

In this section, we formally define the CPCP in Definition 3.1. Based on the definition,
we formulate the 8-Coverage Problem, and formally prove its NP-completeness.

3.1. Problem Definition

Definition 3.1 [CPCP]. Consider a set of critical points R, a set of on-duty sensors
Son, and a set W associated with S,,, where w; € W is the probability that sensor
s; € S,, can survive until the end of the time slot. For each critical point r, € R, we
have a subset of S,, (s1. 52, ...5,), which are all the on-duty sensors that cover r; at
this time slot. Accordingly, we have wi, we, ..., w, associated with sy, ss,...,s,. The
coverage probability of r; is defined as P, =1 — (1 — w1)(1 — wg)...(1 — w,). For all the
m critical points in R, the CPCP provided by S,, is defined as P" = P{ - P} - - - P}

Definition 3.2 [ B-Coverage Problem]. Given a weighted bipartite graph G = (V =
(S + R), E), which contains two set of vertices, S and R, S (= {s1, o, ..., S,}) is the set
of all the deployed sensors, and R (= {r1,re, ..., ry}) is set of all the critical points in
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the area. An edge (s;, ) € E (s; € S and r, € R) exists if and only if critical point ry, is
covered by sensor s;. W is a set of weights associated to each edge (s;, ) € E, which is
the probability that r; can be covered by s; (survivability of s;) at the end of a time unit.

Given a predefined threshold 8 (0 < 8 < 1), our problem is to select a set of minimum
number of sensors S’ C S, which is subjected to

—Subject (1): Vr, € R, 3s; € S’ such that (s;, ;) € E.
—Subject (2): The CPCP of R provided by S’ > 8.

3.2. NPC Proof

THEOREM 3.3. The B-Coverage Problem is NP-complete.

Proor or TurEOREM 3.3. To facilitate the proof, we formulate the decision version of
the B-Coverage Problem as, given an integer & < |S|, is there a set of vertices S' C S
that solves the problem with |S’| < &?

Prove to be in NP. Given a solution S’ of the 8-Coverage Problem, which is a subset of
vertices from S, to check the correctness of the solution, we need to determine whether
that subset satisfies both Subject (1) and Subject (2) and has a size less than or equal
to k. It takes O(|S’| x |R|) to verify Subject (1), O(]S’| * |R|) to verify Subject (2), and
0(1) to verify if |S’| < k. In total, it takes O(|S’| * | R|) to verify the solution, which is in
polynomial complexity, and thus g-Coverage Problem € NP.

Restriction. We reduce Set Cover Problem [West 2001] to 8-Coverage Problem by
applying restrictions to the problem. Given an original S-Coverage Problem, we restrict
all the values in set W to be 1, which means, at the beginning of a time slot, if a sensor
is selected to be on duty, it has probability 1 to survive till the end of the time unit.
Accordingly, we let 8 = 1 in Subject (2), which means we require all the critical points
to be covered at probability 1. In this case, Subject (2) becomes equivalent to Subject
(1), because Subject (2) is satisfied if and only if a set of sensors are selected, such that
the selected sensors cover all the critical points. Therefore, in the restricted B-Coverage
Problem, we only consider Subject (1).

Reduction. Let a set Bof melements and a collection A(= {A1, Ao, ..., A,}) of nsubsets
of B be an arbitrary instance of the Set Cover Problem. We construct the restricted -
Coverage Problem G = (S + R, E) as defined in Definition 3.2 with all the elements in
W equal to 1, as follows:

—R =B,
—s; has edges with {r;, 7, ..., rp}in G, if A; = {rj,rp, ..., 7p).

It is easy to see such construction can be done in polynomial time as it only requires
simple component replacements. We now claim the constructed restricted g-Coverage
Problem has a solution with S’ C S and |S’| < &, if and only if the Set Cover Problem
has a solution A’ € Aand |A| < k.

If there is a solution S’ C S to the constructed restricted 8-Coverage Problem with
Vr; € R, 3s; € S’ such that (s;,rj) € E and |S’| < k, we construct A’ C A to be a collection
of |S’| sets as follows: for every s; € S, pick all the vertices in R that s; connects to, and
add the set of the picked vertices to A'. Since B = R, we have Vb; € B, 3A; € A, such
that b; € A; and |A'| < k.

Conversely, if there is a solution A’ C A to the Set Cover Problem with Vb; € B,
JA; € A, such that b; € A; and |A'| < k, we construct S’ C S to be a set of |A'| vertices
as follows: for every A; C A/, pick a vertex s; € S, which connects all the vertices in A; in
graph G, and add s; to S’. Since B = R, we have Vr; € R, 3s; € S, such that (s;,r)) € E
and |S’| < k.
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Fig. 2. An example of bipartite graph.

Conclusion. Therefore, the Set Cover Problem is reducible to the restricted -
Coverage Problem. Since all the restrictions and reductions are done in polynomial
time, the original 8-Coverage Problem is NP-complete. O

Take Figure 1 as an example. The surveillance scenario can be formatted using a
bipartite graph as shown in Figure 2, where the survival probability of each sensor is
attached to the corresponding edge. If given § = 0.8 and & = 2, then the set {sg, s3} is a
“yes” instance to the problem, which yields

P =P .P.P;
=wz - w3z - [1 = (1 —w)(1—ws)l
=0.95x0.85 x [1 —(1—0.95)(1 — 0.85)]
=0.801.

3

3.3. Analysis of Potential Solutions

According to Theorem 3.3, the B-Coverage Problem has no polynomial solution unless
P = NP. We show that the Set Cover Problem can be reduced to the g-Coverage
Problem. However, Linear Programming [Cardei et al. 2005; Liu et al. 2005; Shih
et al. 2009], the most efficient and widely applied heuristics for solving the Set Cover
Problem, cannot be applied to solve the B-Coverage Problem. The reason is that in
the B-Coverage Problem, to compute the CPCP, we need to multiply the coverage
probabilities of all the critical points, and the coverage probability calculation for each
individual critical point further involves multiplication, addition, and subtraction. To
explain in detail, according to Definition 3.2, our goal is to minimize the number
of selected sensors subject to two conditions. The proposed problem can be formally
written in the following format:

Minimize: ) . ;x;,

Subject to: ;.. % > 1,Vr, € R,
x; €1{0, 1},
P> B,
Pr=1ln A -TT (1 - xiwgk)))’

where c;, is the set of sensors that can cover the critical point r, and wgk) is the weight
of sensor i that can cover the critical point r;. x; = 1 if and only if sensor s; is in the
selected set. Otherwise, x; = 0. To solve the problem using linear programming, P"
must be written in the linear format. By taking the logarithm of both sides, we have
log(P") = log(P]) 4 log(Py) + - - - +1og(P}). For each individual log(P}) (k= 1,2, ..., m),
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it must also be in the linear format. According to the formula of P}, we have 1 — P] =
(1 - xlw(lk))(l — xgw(zk)) (1 — x,w®). By taking the logarithm of both sides, we have

log(1 — P}) = log(1 — x;w'®) + log(1 — xw) + - - - + log(1 — x,w®). It is obvious that
log(1 — P}) cannot be linearly transformed to log(P]). Since the calculation embeds
nonlinear operations, it cannot be resolved by Linear Programming. In the next section,
we propose an adaptive greedy scheduling algorithm to solve the problem.

4. ADAPTIVE GREEDY SCHEDULING ALGORITHM

This section presents an adaptive greedy scheduling algorithm to solve the B-Coverage
Problem. We divide the time span into slots, and assume the weather forecast for the
next several time slots can be obtained beforehand. Based on the weather forecast, we
execute the algorithm to compute a schedule for each time slot, based on which, sensors
are scheduled to be on duty or off duty.

The algorithm has three phases: (1) Cover Selection, (2) CPCP Enhancement, and
(3) Energy Balance. We go through the first two phases iteratively to select multiple
candidate sets of sensors that can provide the required CPCP and then in the third
phase, pick one of them with the highest remaining energy as the output for one coming
slot. More specifically, in Cover Selection phase, we first filter out the sensors that are
likely to fail because of the weather. Then, among all the remaining sensors, we employ
a greedy algorithm to select sensors to cover all the critical points. If the selected sensors
together cannot provide the required CPCP, we move to the CPCP Enhancement phase
and select extra sensors to improve the coverage probability for the critical points with
weak coverage. We keep adding sensors until the required CPCP is reached. After that,
a candidate set of sensors are selected. We then repeat the first two phases to select
multiple candidate sets for one coming time slot. In Energy Balance phase, to prolong
the network lifetime, among all the candidate sets, we pick the one with the best energy
profile and schedule it in the next time slot. The details of the algorithm are presented
in the following sections.

4.1. Cover Selection

For a time slot, based on the weather forecast with the precipitation probability and the
associated forecast accuracy, we first determine whether it is going to rain in the slot.
If yes, we filter out all the regular sensors and only choose robust sensors as candidate
sensors; otherwise, every sensor is a candidate sensor.

We apply a greedy heuristic on candidate sensors to select a candidate set to cover
all the critical points. The rule is that the sensor that can cover most critical points
is always selected first. Then the sensor is deleted from the candidate sensors, and its
covered critical points are deleted from the group of critical points. The process repeats
until all the critical points are covered, and a candidate set of sensors that can cover
all the critical points are obtained.

We check whether the candidate set can provide the required CPCP. If not, we move
to the CPCP Enhancement phase to select more sensors from the candidate sensors to
increase CPCP to the required level. The procedure repeats to generate more candidate
sets.

Note that, in a redundantly deployed sensor network, it is highly possible that dif-
ferent sensors can cover the same number of critical points, which brings natural
randomness to the result of the greedy selection in this phase. To be more specific,
it is likely that multiple sensors cover the greatest number of critical points and the
number they cover is the same. Therefore, different sensors can be selected according
to the same greedy heuristic. If this phase is repeated and a different sensor is selected
each time, different candidate sets of sensors may be calculated. For example, in our
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experiments with 100 sensors and 10 critical points, when the selection is repeated five
times, five different sets are generated in most of the experiments.

4.2. CPCP Enhancement

In this phase, extra sensors are selected to meet the CPCP requirement. The selection
targets on both balancing energy consumption and minimizing the number of selected
Sensors.

This phase has two steps: (1) selecting group and (2) selecting sensors. The first step
aims at balancing the energy consumption between regular sensors and robust sensors,
and determines which group of sensors should be considered as candidate sensors. It
considers both historical and future weather condition to avoid overusing only one
type of the sensors for a long time. Once a group is chosen, the second step will run
iteratively until the required CPCP is reached. In each iteration, only one extra sensor
that can improve the CPCP the most is selected.

Step 1: Selecting Group. Intuitively, regular sensors should always be selected when
there is no rain so that robust sensors can be saved for rainy days. However, overusing
regular sensors may result in unbalanced energy consumption and shorter network
lifetime when there is no rain for a long time. Therefore, we introduce a dynamic
priority to balance the scheduling of regular sensors and robust sensors in different
weather conditions. The candidate sensors can only be the sensors from the group with
higher priority.

The priority value of robust sensors is always 1, which is used as a baseline. The
following function is used to model the priority of regular sensors.

T-a ifx <c
a otherwise,

4)

where a = 0 if the coming time slot is rainy, while a = 1 otherwise. In this way, regular
sensors will never be scheduled in a time slot with rain. ¢ is a positive constant, for
example, 20. x is a positive variable and initially set to be 1. x varies with the cumulative
weather conditions in the past time slots. If there is no rain in the past time slot, x
increases by 1 and the priority of regular sensors gets smaller; otherwise, x reduces
to half of its current value and a regular sensor’s priority doubles. This means, if the
weather has been sunny for more than ¢ consecutive time slots, x becomes larger than
¢ and the priority of regular sensors becomes the same as robust sensors. Then both
regular sensors and robust sensors can be scheduled to be on duty. Otherwise, it is
always regular sensors that will be scheduled to be on duty when there is no rain in
the coming time slot.

The detailed priority adjustment algorithm for regular sensors is presented in
Algorithm 1.

ALGORITHM 1: Priority Adjustment for Regular Sensor Group
1. if fu+ (1 - )1 —w) > 0.3 then

2:  Set x to be the half of its value;
3: Seta=0;

4: else

5. Increase x by 1;

6: Seta=1;

7: end if

8: if x > ¢ then

9: Setx =c;

10: end if
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Fig. 3. Example of minimizing number of extra sensors.

Step 2: Selecting Sensors. In this step, one sensor from the candidate sensors will be
selected to improve the CPCP. We introduce two heuristics for the selection: coverage
number based selection and coverage density based selection. The coverage number
based heuristic will be applied first. If multiple sensors are selected, then the second
heuristic will be applied to select only one from the multiple sensors.

Heuristic 1: Coverage Number Based Selection. For a critical point, we use coverage
number to represent the number of sensors that are selected in Cover Selection phase
to cover the critical point. We calculate the coverage number for all the critical points
in the network. Then, from the candidate sensors picked in Step 1, we select the
sensor that can cover most of the critical points whose coverage numbers are below the
average. If only one sensor is selected, the CPCP Enhancement phase ends; otherwise,
the selection is refined by applying the next heuristic.

Figure 3 shows an example with five sensors and three critical points. Suppose s3
and s5 are selected in Cover Selection phase to cover all the critical points. Since r; is
only covered by ss, its coverage number is 1. Similarly, we can calculate the coverage
numbers for ro and r3 are 1 and 2, respectively. r; and re are the critical points whose
coverage numbers are below average. Since all of s1, sg, 84 can cover both r; and ry, they
all can be selected.

Heuristic 2: Coverage Density Based Selection. We define coverage density of a critical
point as the ratio of its coverage number to the number of sensors that can cover it.
In this heuristic, among the group of sensors selected by Heuristic 1, we select the
sensor with the average coverage density of critical points that this sensor covers is
the lowest and the number of critical points that it covers is the highest. For example,
in Figure 3, the coverage density of r; is 1/4 since it can be covered by si, s2, s3, and
s4, and only s3 is selected. Similarly, the coverage density of ro and r3 is 1/4 and 2/3,
respectively. {s1, s2, s4} are selected in Heuristic 1. Now we have s; covers {ry,rs} and
its average coverage density (1/4 + 1/4)/2 = 1/4. sy covers {ri,ro} and its average
coverage density (1/4 + 1/4)/2 = 1/4. s4 covers {r1,re,r3} and its average coverage
density (1/4+1/4+2/3)/3 = 7/18. Since both s; and sp have the least average coverage
density, we randomly pick one from them, and add it to the candidate set selected in
Cover Selection phase.

We keep adding sensors by going through Step 2 until the required CPCP is reached.
After the CPCP Enhancement phase, a candidate set of sensors that can provide the
required CPCP are selected.

4.3. Energy Balance

Multiple candidate sets are selected after we go through Cover Selection phase
and CPCP Enhancement Phase iteratively. In this last phase, we select one set
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from the multiple candidate sets, such that the energy consumption is evenly dis-
tributed among all the sensors in the long run and no single portion of sensors are
overused.

To balance the energy consumption, among all the candidate sets generated in Cover
Selection phase and CPCP Enhancement phase, we always choose the set of sensors
whose energy profile is the best. Specifically, for each candidate set selected in the
previous two phases, we find the sensor that has the least amount of remaining energy
among all the sensors in the candidate set, and mark its remaining energy, e, as the
minimum remaining energy for this set. We pick the set that has the highest e,;, to be
on duty in the next time slot.

Algorithm 2 shows the whole adaptive greedy scheduling algorithm.

ALGORITHM 2: Adaptive Greedy Scheduling Algorithm

Input:
Required CPCP: 8.
Weather forecast information for next t periods.
Output:
Set’,: the set of sensors to be scheduled at jth time slot.
1: forj=1— tdo
2:  // Generate k candidate sets
3: fori=1—kdo
4: /I In Cover Selection phase
5: Filter out sensors and generate candidate sensors Sefcap.
6
7
8

From Setcap, apply greedy heuristic to select a set Set;.
if the CPCP provided by Set; > 8 then

record Set;.
9: continue.
10: else
11: /I In Energy Enhancement phase
12: Assign selection priority.
13: Select the group of sensors with higher priority as candidate sensors Setcap.
14: while CPCP of Set; < g do
15: Select sensors from Setcap by Heuristic 1.
16: if More than one sensor are selected then
17: Select one of them by Heuristic 2.
18: end if
19: Add the sensor to Set;.
20: end while
21: record Set;.
22: end if

23: end for
/l In Energy Balance phase
24: fori=1-— kdo

25: Record e’ ;.

26: end for

27:  Finde”, =max(e!, ,...,e* ).
28:  Set], = Sety.

29: end for

5. ALGORITHM ANALYSIS

In this section, we analyze the upper bound of the number of sensors selected to achieve
the required CPCP and the complexity of the proposed adaptive greedy algorithm.
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5.1. Upper Bound of Number of Sensors Selected

THEOREM 5.1. The number of sensors selected in the proposed adaptive greedy algo-
rithm is upper bounded by

In(1— Bn)

Sl e p—

(5)

where wpy,, is the smallest survivability of sensors.

Proor or THEOREM 5.1. According to Definition 3.1, as w; increases for any sensor i, P"
increases. As the number of critical points covered by a single sensor increases, P" also
increases. Then the worst case in the selection is the sensors with lowest survivability
are selected to cover critical points and each selected sensor only covers one critical
point. In this situation, the number of sensors selected is maximized.

Let w,,;, denote the lowest survivability of sensors, and d;, denote the number of
sensors required to cover critical point r,. For each critical point r, in the worst case,
we can obtain

Pl =1—(1— wun)* (6)
Moreover, according to the Heuristic 1 in CPCP Enhancement phase, the number of
sensors covering critical points is balanced. Hence, we can obtain d; = dy = -+ - = d),,.

Let d = d,, for any k. d is the number of sensors required to cover one critical point. To
reach required CPCP, the following equation can be obtained:

B=11P=0-0Q—wu)H™ (7
k=1
Solving the equation, we can have
In(1 — B7)
— In(1 — win)” ®
Then, the total number of the sensors selected is
In(1— B

In(1 — wpin)

Since the survivability of each sensor is at least w,,,, the total number of sensors is
upper bounded by R and the theorem is proved. O

The numerical results of R are shown in Figure 4. Because the value of R is deter-
mined by three parameters, m, 8 and w,;,, we set one of them to be constant and vary
the others in the comparisons. Figure 4(a) shows the results when m = 10, Figure 4(b)
shows the results when g = 0.9, and Figure 4(c) shows the results when w,;, = 0.8. It
is shown that R is largely affected by w,,;, and m. Moreover, a preliminary evaluation is
performed to observe the number of sensors selected in each selection and compare the
algorithm’s results with analytical results. Figure 5 shows the results by running the
proposed algorithm for 150 times. It can be observed that the number of selections un-
der the proposed algorithm does not exceed the theoretical results, which also verifies
Theorem 5.1.

5.2. Time Complexity

The time complexity of our algorithm largely depends on the time complexity of the
heuristics in Cover Selection phase and CPCP Enhancement phase (Algorithm 2).

ACM Transactions on Sensor Networks, Vol. 11, No. 4, Article 56, Publication date: July 2015.



Scheduling Survivability-Heterogeneous Sensor Networks for Critical Location Surveillance  56:13

>

SN
“‘
S

IR

085 . 0.80
0.90

30
Minimium Weight Minimium Weight %% Number of
of Sensors 100 0.99 of Sensors 100 10 Critical Points

50

(@) m = 10 () 8=10.9

30
Number of
Critical Points 10 099 B

(©) Wmin =0.8

Fig. 4. The values of R.

= Adaptive Greedy Scheduling Algorithm
Theoretical Analysis

Number of Sensors Selected
>

0 i i
0 50 100 150
Selection Rounds

Fig. 5. Greedy results vs. theoretical results.

The time complexity of the greedy heuristic in the Cover Selection phase is O(nm).

From previous analysis, the time complexity of heuristics in the CPCP Enhancement
1

phase is O(nR) = O(nm21=£")) Thus, the complexity of the proposed algorithm is

In(1—wpin)

m 1
O(tk(nm + nm24=£m) )y _ Q(tkumln(—p7)y

In(1—wpin) In(1—wpin)
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6. PERFORMANCE EVALUATION
6.1. Simulation Methodology and Setting

In this section, we evaluate our adaptive greedy scheduling algorithm. Our objective
in conducting the evaluation study is threefold: (1) Testing the effectiveness of our
scheme in providing required CPCP and prolonging network lifetime. (2) Evaluating
the performance of our scheme under different system parameters, such as the ra-
tio of regular sensors to robust sensors, different number of critical points, required
CPCP, and preloaded energy in each sensor. (3) Studying the sensitivity of the algo-
rithm to the weather forecast, including its accuracy, forecast period, and updating
interval.

We use network lifetime as the primary metric to evaluate our algorithm. When
there are not enough alive sensors to provide the required CPCP, we view the network
as dead and we record the network lifetime. In addition, we define another metric,
namely, CPCP ratio. To calculate CPCP ratio, we first calculate the CPCP provided by
the selected sensors at the beginning of each time slot and divide it by the required
CPCP. The ratio represents how redundant our selection is in this time slot. This ratio
for each time slot will be averaged and we obtain the CPCP ratio. We define this metric
to evaluate the effectiveness of our sensor selection. Ideally, we select a minimum
number of sensors to provide the required CPCP to reduce energy consumption and
the achieved CPCP is no more than and no less than the required one. However,
considering the NP-complete nature of the problem, the objective is not achievable
and we aim to reduce the ratio. The lower the CPCP ratio, the longer the network
lifetime. Moreover, the metric of event detection percentage is adopted to evaluate our
algorithm. The event detection percentage is defined as the number of total events
detected by the sensors to the number of total events that happened in the network.

We compare our algorithm with the MRSC algorithm [He et al. 2010], a random
algorithm, and a pure greedy algorithm. The MRSC algorithm is the closest work to
ours. It is an energy efficient scheduling algorithm targeting on covering all critical
points as well as maximizing network lifetime. It also incorporates sensors’ failure
model in the scheduling. Considering the weather information is not leveraged in
He et al. [2010], we modify the MRSC algorithm to utilize the information for a fair
comparison. We use a random algorithm and a pure greedy algorithm as a benchmark
to evaluate the performance of our algorithm. In rainy weather, the two algorithms
only schedule robust sensors, while in sunny weather, both regular and robust sensors
can be scheduled. To reach the required CPCP, the random algorithm randomly selects
sensors, while the pure greedy algorithm always chooses sensors that cover most critical
points. Both of the algorithms are aware of weather forecast. The same parameters are
used in all four algorithms.

By default, there are 10 critical points in a 100m x 100m square field in the simu-
lation, unless we study the impact of the number of critical points. 200 sensor nodes
are randomly deployed in the field. The ratio of the number of robust sensors to the
number of regular sensors is 1 : 3 considering a robust sensor is much more expensive
than a regular sensor. In each critical point, events happen randomly per time slot with
the probability of 0.2. Unless we study the impact of weather forecast, we assume a
weather report can be obtained every six hours. The report provides the precipitation
chance for the next six hours. We set the forecast accuracy for the immediate next hour
90%. The accuracy decreases by 4% for each hour after that. Specifically, a weather
forecast contains the precipitation chance for six hours. Its accuracies for the six hours
are 90%, 86%, 82%, 78%, 74%, and 70%, respectively. All the evaluation results are
the average of 100 experiments, each of which is on a different sensor distribution. The
setting of the simulation is listed in Table I.
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Network Lifetime (hours)

Table I. Simulation Configuration

Parameter Value
Sensing range (m) 20
Communication range (m) 40
Total number of sensors 200
Number of candidate sets selected in Cover Selection phase 5
Preloaded energy on each sensor (mAH) 1000
Energy consumption rate (on-duty) (mA) 8
Energy consumption rate (off-duty) (mA) 0.015
Number of critical points 10
Length of weather forecast 6
Frequency of weather forecast (per hour) 6
Accuracy of weather forecast 70% ~ 90%
Percentage of sunny periods and rainy periods in actual weather | 80%, 20%
Failure rate (1) of a robust sensor 1%
Failure rate (1) of a regular sensor in rainy and non-rainy time 50%, 1%
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6.2. Impact of Number of Critical Points

In this evaluation, we increase the number of critical points from 10 to 20. Figure 6(a)
shows the network lifetime under different number of critical points. From the figure,
we can see that when the number of critical points increases, the network lifetime
under all four algorithms decreases. The reason is obvious: a higher number of critical

14 16
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points demands more sensors to be on duty and thus the duration of being on duty for
sensors becomes longer and the network lifetime consequently becomes shorter. Among
the four algorithms, our algorithm has the longest network lifetime. For example, when
the number of critical points is 20, the network lifetime is 135 hours. It is 101.5% longer
than that under MSRC, which is 67 hours, 50.0% longer than that under the pure greedy
algorithm, which is 90 hours, and 62.7% longer than that under the random algorithm,
which is 83 hours.

Figure 6(b) shows that our algorithm achieves a lowest CPCP ratio among all algo-
rithms. When the number of critical points is 20, the CPCP ratio under our algorithm
is 1.05. It is less than that under the MSRC algorithm, which is 1.20. It is also less than
that under the random algorithm and pure greedy algorithm, both of which are 1.17.
As the number of critical points increases, the CPCP ratio decreases in our algorithms
but remains almost the same in the other three algorithms. The reason is that our
algorithm selects sensors based on the network topology. Thus, our algorithm performs
more efficiently than the other three algorithms.

We further evaluate the event detection percentage under different number of critical
points. Figure 6(c) shows that all four algorithms achieve a high event detection per-
centage, which is about 99%. Since the detection percentage always keeps a very high
value under different parameters, in the following evaluations, we omit the evaluation
of event detection percentage.

6.3. Impact of the Ratio of Regular Sensors to Robust Sensors

We vary the ratio of regular sensors to robust sensors from 5 : 1 to 1 : 5. Figure 7(a)
shows the network lifetime under different ratios. From the figure, we can see that
when the ratio is high, the performance of the four algorithms is close. This is because
if the number of robust sensors is too small, when there is rain, there are not many
options to schedule robust sensors. When the percentage of robust sensors increases,
we have more choices in scheduling sensors in both sunny and rainy weather, and
our algorithm can perform much better in prolonging the network lifetime. When the
ratio is 1 : 5, the lifetime under our algorithm is the best, which is 640 hours. It is
about 256% longer than the lifetime of the MRSC algorithm, which is 180 hours. It
is also about 73% longer than the lifetime of the random algorithm and pure greedy
algorithm, both of which are 371 hours. Since MRSC only schedules sensors based
on their failure probability instead of choosing robust and regular sensors according
to weather forecast, regular sensors fail more often in MRSC than in the other three
schemes, and thus its performance is the worst.
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Figure 7(b) shows the CPCP ratio. By default, the required CPCP is 80%. We can
see that our CPCP ratio is closer to 1 than the other three algorithms, which means
sensors are scheduled more efficiently in our algorithm than in the other algorithms.
When the ratio is 1 : 5, the CPCP ratio under our algorithm is about 1.13. It is less
than the CPCP ratio under the MSRC algorithm, which is 1.18. It is also less than the
CPCP ratio under the pure greedy algorithm and random algorithm, both of which are
1.21. From results in Figure 7, it is clear that our proposed algorithm performs more
efficiently than other algorithms in both network lifetime and CPCP ratio.

6.4. Impact of Required CPCP

We vary the required CPCP from 0.8 to 0.9. Figure 8(a) shows the network lifetime
under different CPCP. From the figure, we can see that when the required CPCP
increases, the network lifetime under all four algorithms decreases. The reason is
obvious: a higher required CPCP demands more sensors to be on duty and thus the
duration of being on duty for sensors is longer and the network lifetime consequently is
shorter. Among the four algorithms, the lifetime under our algorithm slightly decreases.
When CPCP is 80%, the network lifetime is 220 hours; when the CPCP is 90%, the
network lifetime is only 7% shorter. Moreover, the lifetime under our algorithm is twice
as long as MSRC, 70% longer than the pure greedy algorithm, and 85% longer than
random algorithm, when CPCP is 80%.

Figure 8(b) shows that as the required CPCP increases, the CPCP ratio decreases
in all four algorithms. The reason is that as the CPCP increases, more sensors are
needed in the scheduling. Then there are more selection options. Thus, the algorithm
performs more efficiently. It can also be observed that our algorithm still performs the
best. When required CPCP is 0.9, the CPCP ratio under our algorithm is 1.01. It is
less than the CPCP ratio under the MSRC algorithm, which is 1.03. It is also less than
the CPCP ratio under the random algorithm and pure greedy algorithm, both of which
are 1.07.

6.5. Impact of Preloaded Energy

We vary the preloaded energy in each sensor from 1,000mAH to 6,000mAH. Figure 9
shows the network lifetime and CPCP ratio under different preloaded energy.

From Figure 9(a), we can see that the lifetime increases from 220 hours to 290
hours in our proposed algorithm. The network lifetime does not increase much for the
other three algorithms. That is because, aside from drain of energy, a regular sensor
can die because of rain. Since the weather report is inaccurate, regular sensors may
be set on duty assuming no rain though it actually rains. The rain will destroy all the
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regular sensors still having energy left. When a sensor has a high energy level, the
weather forecast accuracy, instead of the energy consumption, starts to dominate the
network lifetime. The network lifetime provided by our algorithm is still longer than
the other three algorithms. When the preload energy is 6, 000mAH, the lifetime in
our algorithm is 290 hours. It is about 2.8 times the lifetime in the MSRC algorithm,
which is 105 hours. It is also about 2.1 times the lifetime in the random and pure
greedy algorithms, both of which are 140 hours.

From Figure 9(b), it can be observed that preloaded energy does not affect the CPCP
ratio, since energy is not considered in the sensors’ selection.

6.6. Impact of Weather Forecast

To show the impact of weather forecast, we evaluate both network lifetime and CPCP
ratio under different accuracies, forecast periods, and updating frequencies of the
weather forecast. We vary the accuracy of the weather forecast from 0.5 to 0.9 and
plot the corresponding results in Figure 10. From Figure 10(a), we can see that when
the accuracy increases, the network lifetime provided by our algorithm significantly
increases, especially from 50% to 60%, which is from 158 hours to 288 hours, while
the network lifetime provided by the other three algorithms barely changes. This
proves our algorithm can fully leverage the weather forecast information and is able to
correspondingly minimize and balance the network energy consumption. Our algo-
rithm has the longest network lifetime in this simulation. When the accuracy is 90%,
the lifetime under our algorithm is 330 hours. It is longer than the lifetime under the
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MSRC algorithm, which is 103 hours. It is also longer than the lifetime under the
pure greedy algorithm, which is 139 hours, and longer than that under the random
algorithm, which is 125 hours. Moreover, from Figure 10(b) it can be observed that the
CPCP ratio does not much rely on an accurate weather forecast.

We vary the length of the weather report from 6 hours to 12 hours. When the length
of the report is 12 hours, the report accuracy is 90%, 86%, 82%, 78%, 74%, 70%, 66%,
62%, 58%, 54%, 52%, and 50%, respectively. Figure 11(a) shows the network lifetime
under different lengths of weather report. From the figure, we can see that increasing
report length does not increase the network lifetime. That is because, the longer the
report length, the less accuracy it has, which can cause more regular sensors to be
scheduled in rainy time and thus failed. When the length of the weather forecast is
12 hours, our algorithm can achieve the lifetime for 201 hours, which is longer than
that under the MSRC algorithm, the lifetime of which is 95 hours. It is also longer than
the lifetime under the pure greedy algorithm, which is 128 hours, and longer than that
under random algorithm, which is 115 hours. From Figure 11(b), it can be observed the
CPCP ratio in our algorithm is still the one closest to the required CPCP. Besides, for
all four algorithms, their CPCP ratios are not affected by longer weather forecast.

We vary the updating interval of the weather forecast from 6 hours to 1 hour.
Figure 12(a) shows the network lifetime under different updating intervals. From this
figure we can see that the lifetime under our algorithm increases when the weather is
updated more frequently. This is because a more frequently updated weather forecast
is more accurate. The figure shows our algorithm can benefit from the accurate weather
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forecast and perform better in scheduling the activities of sensors. Especially when the
updating interval is 1 hour, the lifetime achieved by our algorithm is 372 hours, which
is more than that by the MSRC algorithm, the lifetime of which is 100 hours. It is also
longer than the lifetime under the random algorithm, which is 120 hours, and that
under the pure greedy algorithm, which is 151 hours. Since the other three algorithms
only use the weather information in the coming unit, their performance does not change
much. Moreover, Figure 12(b) shows that the frequent weather forecast updating does
not much affect the CPCP ratio in all four algorithms.

From all of the preceding results, we can conclude that our proposed algorithm can
perform much more effectively and efficiently with an accurate and frequently updated
weather forecast.

7. RELATED WORK

Duty-cycle scheduling in wireless sensor networks has been intensively studied in the
literature. Depending on the network architecture, existing works can be classified into
two categories: scheduling in homogeneous networks and scheduling in heterogeneous
networks. In homogeneous networks, scheduling algorithms are designed to maximize
the network lifetime given a set of critical locations to be covered [Cardei et al. 2005].
Under the assumption that a sensor can only cover a target at any time, the optimal
schedule for the longest network lifetime can be derived by using matrix decomposition
[Liu et al. 2005]. Scheduling mechanisms are also proposed in Tian and Georganas
[2002], Wang et al. [2003], Zhang and Hou [2005], and Zou and Chakrabarty [2005] to
trade the energy consumption for area coverage. Kasbekar et al. propose a scheduling
algorithm that guarantees to cover the entire area of interest with a lower-bounded
network lifetime [Kasbekar et al. 2009]. A scheduling proposed in Kumar et al. [2012]
is to increase the lifetime of the network by saving the energy used in transmitting the
redundant data from the nearby nodes. Paul et al. present a cluster-based scheduling
considering mobility of nodes in Paul and Sao [2011]. Tian et al. propose a dynamic
intruder detection scheme using mobile and static sensors to detect smart intruders
[Tian et al. 2014a]. Scheduling for barrier coverage is studied in Kumar et al. [2010]
and Tian et al. [2014c].

Different scheduling algorithms are designed in heterogeneous networks with re-
gard to communication/sensing range [Gao et al. 2011] and energy storage [Kumara
et al. 2009]. Lai et al. study heterogeneous asynchronous wake-up scheduling schemes
for maintaining network connectivity while minimizing energy consumption [Lai et al.
2010]. Given a coverage requirement, Gupta et al. propose a scheduling protocol to
identify redundant sensors to put into sleep [Gupta et al. 2013]. Ammari et al. propose
scheduling protocols to achieve k-coverage in heterogeneous sensor networks [Ammari
and Das 2011]. Shiha et al. consider each sensor equips multiple sensing units and
design a scheduling protocol in wireless heterogeneous sensor networks [Shih et al.
2009]. Considering heterogeneity of real-time traffic over wireless channels, Hou et al.
develop a general approach for designing scheduling policies [Hou and Kumar 2010].
Lee et al. propose a distributed scheduling for opportunistic forwarding under hetero-
geneous wake-up rate in each sensor to reduce end-to-end delay [Lee and Eun 2010].

In addition to scheduling, many other problems, such as coverage [Bartolini et al.
2012; Du and Lin 2005; Wang et al. 2011; Wu and Wang 2012], intrusion detection
[Lazos et al. 2007; Wang et al. 2008], and data aggregation [Cardei et al. 2008; Chitnis
et al. 2009], have been studied in heterogeneous networks. Machado et al. investigate
the resource planning and study the general architecture of the heterogeneous net-
works with sensors having different survivability [Machado et al. 2009]. The network
coverage is improved with mobility assistance in Wang et al. [2011]. The impact of
sensing range and deployment topology on network coverage is studied in Du and Lin
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[2005] and Wu and Wang [2012], respectively. An algorithm to reduce sensor coverage
redundancy through joint sensor activation and sensing radius adaptation is proposed
in Bartolini et al. [2012].

However, none of the existing works focuses on designing a scheduling algorithm
in heterogeneous networks with sensors having different environmental survivability.
While most of the existing scheduling works only consider the energy, none of them
considers environmental attributes, such as weather, which is an important factor
that determines the network lifetime. Without such consideration, the schemes cannot
schedule sensors to cope with different weather and thus cannot be directly applied to
solve the problem in this article.

8. CONCLUSION

In this article, we for the first time study the scheduling problem in heterogeneous
sensor networks regarding environmental survivability. We theoretically prove the
problem is NP-complete and propose a novel adaptive greedy algorithm to solve the
problem. The algorithm schedules sensors’ activities based on their survivability, re-
maining energy and coverage, and the weather forecast information.
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