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Single-Unicast Secure Network Coding and
Network Error Correction are as Hard as

Multiple-Unicast Network Coding
Wentao Huang , Tracey Ho, Senior Member, IEEE, Michael Langberg , Senior Member, IEEE,

and Jörg Kliewer, Senior Member, IEEE

Abstract— This paper reduces multiple-unicast network coding
to single-unicast secure network coding and single-unicast net-
work error correction. Specifically, we present reductions that
map an arbitrary multiple-unicast network coding instance to a
unicast secure network coding instance in which at most one
link is eavesdropped, or a unicast network error correction
instance in which at most one link is erroneous, such that a
rate tuple is achievable in the multiple-unicast network coding
instance if and only if a corresponding rate is achievable in the
unicast secure network coding instance, or in the unicast network
error correction instance. Conversely, we show that an arbitrary
unicast secure network coding instance in which at most one
link is eavesdropped can be reduced back to a multiple-unicast
network coding instance. In addition, we show that the capacity
of a unicast network error correction instance in general is not
(exactly) achievable.

Index Terms— Network coding, equivalence, security, error
correction, capacity.

I. INTRODUCTION

IN THE paradigm of network coding, a set of source nodes
transmits information to a set of terminal nodes over a

network with noiseless links; internal nodes of the network
may mix received information before forwarding it. This mix-
ing (or encoding) of information has been extensively studied
over the last decade (see e.g., [4]–[8], and references therein).
In particular, the problems of determining the capacity of the
network and designing optimal codes achieving the capacity
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are well understood under the multicast setting, where there
is a single source node whose information is demanded by all
terminal nodes. However, much less is known regarding the
multiple-unicast setting where there are multiple source nodes,
each of them demanded by a single and different terminal node
(the more general setting of multiple-multicast, where each
terminal node may demand the information from an arbitrary
subset of source nodes, can be converted to an equivalent
multiple-unicast setting using the constructions in [9], [10]).
Determining the capacity or the achievability of a rate tuple
in a multiple-unicast network coding instance remains an
intriguing, central, open problem, e.g., [11]–[13].

This work connects multiple-unicast network coding to two
other fundamental network coding problems, namely secure
network coding and network error correction, using the idea
of reduction. We focus on the decision problem of determining
whether a rate tuple is achievable in the network, as well as the
decision problem of determining whether a rate tuple is in the
capacity region of the network. Here a rate tuple is achievable
if there exists a code that exactly achieves it, and the capacity
region is the closure of the set of all achievable rate tuples.
Note that by definition, a rate tuple that is achievable is
always in the capacity region, and a rate tuple that is in the
capacity region is always asymptotically achievable but may
not be (exactly) achievable. We study these problems using
the technique of reduction. Loosely speaking, we say a class
of decision problems I can be reduced to a class of decision
problems J if there exists a scheme that maps any problem
instance in I to a corresponding problem instance in J , such
that the answers to the two instances are the same. In other
words, using such a reduction methodology, one may take
an instance of I , map it to a corresponding instance of J ,
solve the decision problem on the instance of J , and deduce
a solution for the original instance of I; implying that if there
is a way to solve the problems in J , then there is a way to
solve the problems in I .

In this paper we construct a reduction, i.e., a mapping,
from the problem of multiple-unicast network coding to the
problem of unicast secure network coding. Note that the latter
problem is asked under the simplest setting of unicast, where
there is a single source node and a single terminal node
in the network. Therefore under the unicast setting the rate
tuple degenerates to a scalar, which is referred to as rate.
Our reduction addresses the problem of determining whether
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a rate/rate tuple is achievable, as well as the problem of
determining whether a rate/rate tuple is in the capacity region.
Secondly, we construct another reduction from the problem
of multiple-unicast network coding to the problem of unicast
network error correction. Note that again the latter problem
is asked under the simplest setting of unicast. Surprisingly,
we show that our reduction only works for the problem of
determining whether a rate/rate tuple is achievable. In contrast,
for the problem of determining whether a rate/rate tuple is in
the capacity region, we show that the same reduction mapping
no longer guarantees that it does not change the answers to the
instances. An interesting consequence of this negative result is
that the capacity of a unicast network error correction instance
in general is not (exactly) achievable.

Compared to the standard network coding problem, secure
network coding and network error correction have additional
secrecy and reliability requirements, described in the following
subsections.

A. Secure Network Coding

Secure network coding is a natural generalization of network
communication to networks with eavesdroppers. Specifically,
in the secure network coding problem, a subset A ∈ A of links
may be eavesdropped, where A is given and is the collection of
all possible eavesdropping patterns. A valid code design for the
secure network coding problem needs to ensure the secrecy of
the source information. Namely, for any choice of A from A,
the mutual information between the set of signals transmitted
on the links in A and the source messages must be negligible.
The secure network coding problem is well studied in the
literature and in particular is well understood in the multicast
setting under the assumption that 1) all links have equal
capacities, and 2) A is uniform, i.e., A includes all subsets
of links of size zw, where zw is the number of wiretapped
links, and 3) only the source node can generate randomness,
e.g., [14]–[17]. In the cases that either link capacities are not
equal, or A is arbitrary, or non-source nodes may generate
randomness, determining the capacity or the achievability of
a rate in a secure network coding instance remains an open
problem, e.g., [18]–[22].

This paper shows that an arbitrary multiple-unicast network
coding instance I can be reduced to a particular unicast secure
network coding instance Is that has a very simple setup.
Specifically, the reduction mapping ensures that in Is : a) there
is a single source node and a single terminal node in an
acyclic network; b) all links have equal capacity; c) there is
a single wiretapped link and this link can be any link in the
network, namely, A is uniform with zw = 1; and d) non-source
nodes are allowed to generate randomness. The setup of Is is
simple in the sense that setup a) is the simplest connection
requirement, b) is the simplest assumption on link capacities,
and c) gives the simplest structure of a non-trivial A. Indeed,
under the setup of a) - c) the secure capacity of the network
is characterized by the cut-set bound and is achieved by
linear codes [14]. In this sense, our reduction suggests that
the addition of setup d) is critical; as the secure network
coding problem is simple and well understood under setting
a) - c), but under setting a) - d) we show that it is as hard as

the long standing open problem of multiple-unicast network
coding. We remark that allowing non-source nodes to gen-
erate randomness is realistic and preferable because this can
significantly increase the capacity of the network [21], [23].

Our reduction addresses the problem of determining the
achievability of a rate/rate tuple, as well as the problem of
determining whether a rate/rate tuple is in the capacity region.
Furthermore, our reduction holds for different types of security
requirements. Namely, in Is we may assume either perfect,
strong, or weak security.

Our reduction has an operational aspect. Namely, in our
reduction, from a code for Is one can construct a code for I.
Thus, using our reduction, to solve an instance of the multiple-
unicast network coding problem, one may first reduce it to
an instance of the unicast secure network coding problem,
then solve the latter, and finally use this solution to obtain a
solution to the original multiple-unicast problem. We conclude,
speaking loosely, that unicast secure network coding under
the simple setting described above is at least as hard as
multiple-unicast network coding. Our formal results are given
in Theorem 1 of Section III.

The hardness of general secure network coding prob-
lems are previously studied in [18] and [21]. Specifically,
Chan and Grant [18] show that determining the zero-error
achievability of a rate in the multicast secure network coding
problem with general setup (i.e., arbitrary edge capacities,
arbitrary A, and arbitrary nodes may generate randomness)
and with perfect security is at least as hard as determining
the zero-error achievability of a rate tuple in the multiple-
multicast network coding problem. Cui et al. [21] show that
determining the capacity of a unicast secure network coding
problem is NP-hard if either the edge capacities are arbi-
trary or A is arbitrary. Our work strengthens the result in [18]
by showing that the secure network coding problem under
an extremely simple setup (i.e., unicast, equal link capacities,
uniform A with a single wiretap link) is still hard, under
various definitions of achievability and security.

B. Network Error Correction

We now turn to the network error correction problem,
which is a natural generalization of network communication to
networks with adversarial errors. Specifically, in the network
error correction problem a subset B ∈ B of links may be
erroneous, where B is given and is the collection of all possible
link error patterns. A valid code design for the error correction
problem needs to ensure reliable communication between the
sources and terminals in the worst case no matter which set
B ∈ B of links are erroneous or which error has been imposed
on these links. Namely, in this context, the communication of
a message is successful if for any choice of B from B, and
for any (error) signals to be transmitted on the links in B ,
the message is correctly decoded at the terminal node. The
network error correction problem is extensively studied and in
particular is well understood under the multicast setting with
the assumption that 1) all links have equal capacities, and
2) B is uniform, i.e., B includes all subsets of links
of size ze, where ze is the number of erroneous links,
e.g., [24]–[29]. In the cases that either link capacities are
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not equal or B is arbitrary, determining the capacity of the
network or the achievability of a rate remains an open problem,
e.g., [30]–[34].

In a flavor similar to the reduction described in Section I.A,
we show that an arbitrary multiple-unicast network coding
instance I can be reduced to a particular unicast network
error correction instance Ic that has a very simple setup.
Specifically, the reduction mapping ensures that in Ic: a) there
is a single source node and a single terminal node in an acyclic
network; b) all links have equal capacity; c) there is a single
error link; and d) the error link can be any link in the network
except a given subset of (well protected) links. The setup of Ic

is simple in the sense that setup a) is the simplest connection
requirement, b) is the simplest assumption on link capacities
and c) gives the smallest number of error links. Indeed, if the
error link can be any one link in the network (namely if B is
uniform), then under the setup of a) - c) the capacity of the
network is characterized by the cut-set bounds and is achieved
by linear codes [24]. In this sense, our reduction suggests that
the addition of setup d), which will result in a non-uniform
B, is critical; as a network error correction problem is simple
and well understood under setting a) - c), but under setting
a) - d) we show that it is as hard as the long standing open
problem of multiple-unicast network coding.

Our reduction addresses the problem of determining the
achievability of a rate/rate tuple. Namely we show, using our
reduction, that one can determine the achievability of a rate
tuple in I by determining the achievability of a corresponding
rate in Ic. However, rather interestingly, the same reduction
(i.e., the same mapping) does not address the problem of
determining whether a rate/rate tuple is in the capacity region.
Specifically, we show that there exists a multiple-unicast
network coding instance I and a rate tuple, such that the
rate tuple is not in the capacity region of I, and that after
using our reduction mapping, the corresponding rate is in the
capacity region of the corresponding unicast network error
correction instance Ic. The fact that our reduction “works”
when considering (exact) achievability and does not “work”
when considering capacity, implies that in general the capacity
of a unicast network error correction instance is not (exactly)
achievable, which is a result of separate interest.

Similar to the previous discussion, our reduction has an
operational aspect that from a code for Ic one can construct a
code for I. Indeed, using our reduction, to solve an instance
of the multiple-unicast network coding problem, one may first
reduce it to an instance of the unicast network error correction
problem, then solve the latter, and finally use this solution
to obtain a solution to the original problem. We conclude,
speaking loosely, that unicast network error correction under
the simple setting described above is at least as hard as
multiple-unicast network coding. Our formal results are given
in Theorems 3, 4 and 5 of Section V.

C. Equivalence via Reverse Reduction

The above constructions reduce instances of the multiple-
unicast network coding problem to instances of the uni-
cast secure network coding or the unicast network error

correction problem. A natural and intriguing question is
whether these problems are equivalent, namely, whether it is
possible to construct the reverse reductions. Using the tech-
nique of A-enhanced networks [35], we show that an arbitrary
unicast secure network coding instance in which at most one
link is eavesdropped (i.e., A includes only singleton sets)
can be reduced to a multiple-unicast network coding instance,
thus implying an equivalence between the two problems. For
more complicated A whether a reverse reduction exists or not
remains an open problem. Similarly, the existence of a reverse
reduction from unicast network error correction to multiple-
unicast network coding remains open.

The paper is organized as follows. In Section II we introduce
the models and definitions. Section III reduces multiple-
unicast network coding to unicast secure network coding. The
reverse reduction is discussed in Section IV. In Section V
we reduce multiple-unicast network coding to unicast network
error correction. Section VI concludes the paper.

II. MODELS AND DEFINITIONS

A. Multiple-Unicast Network Coding

A network is a directed acyclic graph G = (V, E), where
vertices represent network nodes and edges represent links.
Each edge e ∈ E has a capacity ce, which is the number
of bits that can be transmitted on e in one transmission.
An instance I = (G,S,T , B) of the multiple-unicast network
coding problem, includes a network G, a set of source nodes
S ⊂ V , a set of terminal nodes T ⊂ V and an |S| by |T |
connection requirement matrix B . The (i, j)-th entry of B
equals 1 if terminal j requires the information from source
i and equals 0 otherwise. B is assumed to be a permutation
matrix so that each source is paired with a single terminal.
Denote by s(t) the source required by terminal t . Denote
[n] � {1, .., n}. Each source s ∈ S is associated with an
independent message, represented by a random variable Ms

uniformly distributed over [2nRs ]. A network code of length
n is a set of encoding functions φe for every e ∈ E and a set
of decoding functions φt for each t ∈ T . For each e = (u, v),
the encoding function φe is a function taking as input the
signals received from the incoming edges of node u, as well
as the random variable Mu if u ∈ S. φe evaluates to a value in
{0, 1}nce , which is the signal transmitted on e. For each t ∈ T ,
the decoding function φt maps the tuple of signals received
from the incoming edges of t , to an estimated message M̂s(t)

with values in [2nRs(t) ].
A network code {φe, φt }e∈E,t∈T is said to satisfy a terminal

t under transmission (ms, s ∈ S) if M̂s(t) = ms(t) when
(Ms , s ∈ S) = (ms, s ∈ S), namely, terminal t decodes
correctly when the message tuple takes the specific value
(ms, s ∈ S). A network code is said to satisfy the multiple-
unicast network coding problem I with error probability ε if
the probability that all t ∈ T are simultaneously satisfied is at
least 1 − ε. The probability is taken over the joint distribution
on (Ms , s ∈ S). Formally, the network code satisfies I with
error probability ε if

Pr
(Ms ,s∈S)

{⋂
t∈T

t is satisfied under (Ms , s ∈ S)
}

≥ 1 − ε.
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For an instance I of the multiple-unicast network coding
problem, the rate tuple (Rs , s ∈ S) is said to be achievable if
for any ε > 0, there exists a network code that satisfies I with
error probability at most ε. (Rs, s ∈ S) is said to be achievable
with zero error if there exists a network code that satisfies I
with zero error probability. (Rs , s ∈ S) is said to be asymptoti-
cally achievable if for any δ > 0, rate tuple ((1−δ)Rs , s ∈ S)
is achievable. Loosely speaking, under our definition, zero-
error achievability does not allow any slackness in neither the
probability of error nor rate; achievability allows slackness
in the probability of error but not in rate; and asymptotic
achievability allows slackness in both the probability of error
and rate. We remark that asymptotic achievability is the
most commonly used definition in the literatures. However,
in addition to asymptotic achievability, extra efforts will be
placed on exact achievability with vanishing error in Section V
because interestingly, the reduction therein allows slackness in
the probability of error but does not allow slackness in rate.

Without loss of generality, in the remaining part of the paper
we assume that all entries in the rate tuple are unit, i.e., Rs =
1, ∀s ∈ S, because a varying rate source s can be modeled
by multiple unit rate sources co-located at s. We say that unit
rate is achievable, achievable with zero error, or asymptotically
achievable if Rs = 1, ∀s ∈ S and (Rs , s ∈ S) is achiev-
able, achievable with zero error, or asymptotically achievable,
respectively.

B. Unicast Secure Network Coding

An instance Is = (G, s, t,A) of the unicast secure network
coding problem includes a network G, a source node s,
a terminal node t and a collection of subsets of links A ⊂ 2E

susceptible to eavesdropping. Each node i ∈ V generates an
independent random variable Ki .1 The source node holds a
rate-Rs secret message M uniformly distributed over [2nRs ].
A (secure) network code of length n is a set of encoding
functions φe for every e ∈ E and a decoding function φt . For
each e = (u, v), the encoding function φe is a function taking
as input the locally generated randomness Ku , the signals
received from the incoming edges of node u, and the message
M if u = s. φe evaluates to a value in {0, 1}nce , which is the
signal transmitted on e. The decoding function φt maps the
tuple of signals received from the incoming edges of t , to an
estimated message M̂ with values in [2nRs ].

A secure network code {φe, φt }e∈E is said to satisfy instance
Is with error probability ε if the probability that M = M̂ is at
least 1−ε, where the probability is taken over the distribution
on M and Ki , i ∈ V . For any edge e ∈ E , denote by
Xi (e) the signal transmitted on e during the i -th channel use.
For a subset of edges A, denote by Xn(A) = (Xi (e) : 1 ≤
i ≤ n, e ∈ A). The network code is said to satisfy the perfect
security requirement if for all A ∈ A, I (M; Xn(A)) = 0;
the strong security requirement if for all A ∈ A,

1We remark that in the secure network coding problem, allowing non-source
nodes to generate randomness can significantly increase the capacity [21], [23]
and therefore is preferable. In contrast, for simplicity in the multiple-unicast
problem and the network error correction problem we do not assume that
non-source nodes can generate randomness.

I (M; Xn(A)) → 0 as n → ∞; and the weak security
requirement if ∀A ∈ A, I (M;Xn (A))

n → 0 as n → ∞.
For a unicast secure network coding problem Is , rate Rs is

said to be achievable with perfect, strong, or weak security
if for any ε > 0, there exist network codes that satisfy
Is with error probability at most ε and the corresponding
security requirement. Rate Rs is said to be achievable with
zero error and with perfect, strong, or weak security if there
exists network codes that satisfy Is with zero error probability
and the corresponding security requirement. Rate Rs is said
to be asymptotically achievable with perfect, strong, or weak
security if for any δ > 0, rate (1− δ)Rs is achievable with the
corresponding security requirement. The capacity of Is under
perfect, strong, or weak security is the supremum over all
rates that are asymptotically achievable with the corresponding
security requirement.

C. Unicast Network Error Correction

An instance Ic = (G, s, t,B) of the unicast network error
correction problem includes a network G, a source node s,
a terminal node t and a collection of subsets of links B ⊂ 2E

susceptible to errors. An error occurs in a link if the output of
the link is different from the input. More precisely, the output
of a link e is the addition of the input signal and an error
signal re ∈ {0, 1}nce , and an error occurs in link e if and only
if re is not the zero vector.2 For a subset B of links, a B-error
is said to occur if errors occur in every link in B . The source
node holds a rate-Rc message M uniformly distributed over
[2nRc ], and the decoder of the terminal outputs an estimated
message M̂ .

Let r = (re)e∈E be the tuple of error signals,
called an error pattern. Denote by RB the set
of all possible error patterns, i.e., RB = {r :
non-zero entries in r correspond to B-errors, B ∈ B}.
A network code {φe, φt }e∈E , defined similarly as in
Section II-A, is said to satisfy Ic under transmission m if
M̂ = m when M = m, regardless of the occurrence of any
error pattern r ∈ RB. A network code is said to satisfy
problem Ic with error probability ε if the probability that Ic

is satisfied is at least 1 − ε. The probability is taken over
the distribution on the source message M . Note that our
model targets the worst-case (or adversarial) scenario, namely
the probability of error is upper bounded by ε even in the
occurrence of the worst case error pattern.

For a unicast network error correction problem Ic, rate
Rc is said to be achievable if for any ε > 0, there exists
a network code that satisfies Ic with error probability at
most ε. Rate Rc is said to be achievable with zero error if
there exists a network code that satisfies Ic with zero error
probability. Rate Rc is said to be asymptotically achievable
if for any δ > 0, rate (1 − δ)Rc is achievable. The capacity
of Ic is the supremum over all rates that are asymptotically
achievable.

2Note that our model and results can be generalized naturally to arbitrary
alphabets in which addition may not be defined, as long as we make the
convention that re = 0 if and only if the output of e is identical to the input.
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Fig. 1. In the unicast secure network coding problem Is , the source s communicates with the terminal t . N is the network on which I is defined. All
links outside N (i.e., links for which at least one end-point does not belong to N ) have unit capacity. The eavesdropper can wiretap on any single link in
the network. Namely, A includes all sets of a single edge. Note that there are k parallel branches in total going from s to t but only the first and the k-th
branches are drawn explicitly.

Fig. 2. A scheme of length n that asymptotically achieves rate k in Is . Fix any ε > 0, for node u, let Vu be a length-(1 − ε)n random vector generated by
node u. The Vu ’s are independently generated and are uniformly distributed over {0, 1}(1−ε)n . The source message is a k-tuple of i.i.d. uniformly distributed
length-(1 − ε)n vectors, i.e., M = (Mi , i = 1, . . . , k), where the Mi ’s are i.i.d. uniformly distributed over {0, 1}(1−ε)n . Since unit rate is asymptotically
achievable in I , node ti obtains V̂Bi such that V̂Bi = VBi with high probability. V̂Bi is then transmitted to node Ci for key cancellation.

III. REDUCING MULTIPLE-UNICAST TO SECURE UNICAST

Recall from Section II-A that in a multiple-unicast problem,
unit rate is asymptotically achievable if Rs = 1,∀s ∈ S
and rate tuple (Rs , s ∈ S) is asymptotically achievable.
The following theorem reduces the problem of determin-
ing the asymptotical achievability of unit rate in a general
multiple-unicast network coding instance to the problem of
determining the asymptotical achievability of a rate in a
particular unicast secure network coding instance that has
a very simple setup. We remark that although the theorem
addresses the achievability of unit rate instead of a general
rate tuple in the multiple-unicast network coding problem,
this is without loss of generality, because the problem of
determining the achievability of an arbitrary rate tuple with
rational entries in a multiple-unicast problem can be converted
to the problem of determining the achievability of unit rate
in a corresponding multiple-unicast problem, by modeling a
varying rate source s as multiple unit rate sources co-located
at s.

Theorem 1: Given any multiple-unicast network coding
problem I with source-destination pairs {(si , ti ), i =
1, . . . , k}, a corresponding unicast secure network coding
problem Is = (G, s, t,A), in which A includes all sets of
a single edge (i.e., all singletons), can be constructed accord-
ing to Construction 1, such that unit rate is asymptotically

achievable in I if and only if rate k is asymptotically achiev-
able in Is under either perfect, strong, or weak security.

Construction 1: Given any multiple-unicast network coding
problem I on a network N with source-destination pairs
{(si , ti ), i = 1, . . . , k}, a unicast secure network coding
problem Is is constructed as specified in Figure 1.

Proof (of Theorem 1): “⇒”. In this direction, we show
that the asymptotic achievability of unit rate in I implies the
asymptotic achievability of rate k in Is under perfect secrecy,
which in turn implies the asymptotic achievability of rate k in
Is under strong and weak secrecy.

The scheme asymptotically achieving rate k is described
in Figure 2. Specifically, the rate of the scheme is (1 − ε)k if
rate 1 − ε is achievable in I. Let εi = Pr{V̂Bi 
= VBi }, then
the probability of error in Is is upper bounded by

∑k
i=1 εi ,

which can be made arbitrarily small by choosing the εi ’s to be
small enough. Note that the scheme achieves perfect security,
since links in N are not downstream of s (and therefore the
signals transmitted on them are independent of the message),
and all other links are one-time padded by uniformly chosen
keys.

“⇐”. To prove this direction it suffices to show that asymp-
totic achievability of rate k in Is under weak security implies
asymptotic achievability of unit rate in I, because asymptotic
achievability of rate k in Is under perfect or strong security
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implies asymptotic achievability of the same rate under weak
security.

Suppose in Is rate k is asymptotically achieved by a code
with length n. Let M be the source input message, then
H (M) = kn. We use the notation of Figure 1. Our objective
is lower bound the mutual information between signals bn

i and
dn

i , for i = 1, . . . , k. Without loss of generality our analysis
will focus on the case of i = 1. We start with,

H (M|cn
1, dn

1 , f n
2 , . . . , f n

k )

(a)= H (M, cn
1 |dn

1 , f n
2 , . . . , f n

k )− H (cn
1|dn

1 , f n
2 , . . . , f n

k )

≥ H (M|dn
1 , f n

2 , . . . , f n
k )− H (cn

1|dn
1 , f n

2 , . . . , f n
k )

(b)≥ kn − H (cn
1|dn

1 , f n
2 , . . . , f n

k )

≥ kn − n = (k − 1)n, (1)

where (a) follows from the chain rule, and (b) follows from
our construction which guarantees independence between M
and {dn

1 , f n
i , i = 1, . . . , k}. On the other hand,

H (M|cn
1, dn

1 , f n
2 , . . . , f n

k )

≤ H (M, en
2, . . . , en

k |cn
1 , dn

1 , f n
2 , . . . , f n

k )

≤ H (M|cn
1, dn

1 , f n
2 , . . . , f n

k , en
2, . . . , en

k )

+H (en
2, . . . , en

k |cn
1 , dn

1 , f n
2 , . . . , f n

k )

(c)≤ nεn + H (en
2, . . . , en

k |cn
1 , dn

1 , f n
2 , . . . , f n

k )

≤ nεn + (k − 1)n, (2)

where εn → 0 as n → ∞ and (c) is due to the cut-
set {cn

1 , dn
1 , f n

2 , . . . , f n
k , en

2 , . . . , en
k } from s to t and Fano’s

inequality. We lower bound the entropy of cn
1 ,

H (cn
1) ≥ H (cn

1|dn
1 , f n

2 , . . . , f n
k )

= H (M, cn
1 |dn

1 , f n
2 , . . . , f n

k )

−H (M|cn
1, dn

1 , f n
2 , . . . , f n

k )

≥ H (M|dn
1 , f n

2 , . . . , f n
k )− H (M|cn

1, dn
1 , f n

2 , . . . , f n
k )

= H (M)− H (M|cn
1, dn

1 , f n
2 , . . . , f n

k )

(d)≥ kn − ((k − 1)n + nεn) = n − nεn, (3)

where (d) follows from (2). We next lower bound the entropy
of dn

1 ,

H (dn
1 ) ≥ H (dn

1 |cn
1 , f n

2 , . . . , f n
k )

= H (M, dn
1 |cn

1 , f n
2 , . . . , f n

k )

−H (M|cn
1, dn

1 , f n
2 , . . . , f n

k )

≥ H (M|cn
1, f n

2 , . . . , f n
k )− H (M|cn

1, dn
1 , f n

2 , . . . , f n
k )

(e)= H (M|cn
1)− H (M|cn

1, dn
1 , f n

2 , . . . , f n
k )

( f )≥ kn − nδn − H (M|cn
1, dn

1 , f n
2 , . . . , f n

k )

(g)≥ n − nεn − nδn, (4)

where δn → 0 as n → 0, (e) follows from the independence
between {M, cn

1 } and { f n
i , i = 1, . . . , k}, (f) follows from the

weak security requirement, and (g) follows from (2).
By the independence between {M, cn

1 , dn
1 } and { f n

i , i =
1, . . . , k} we have

H (M|cn
1, dn

1 , f n
2 , . . . , f n

k ) = H (M|cn
1, dn

1 ). (5)

By (1) and (2), the R.H.S of (5) is sandwiched by

(k − 1)n ≤ H (M|cn
1, dn

1 ) ≤ nεn + (k − 1)n. (6)

Now consider the joint entropy of M, cn
1 , dn

1 and expand
it in two ways

H (M, cn
1, dn

1 ) = H (cn
1 |M, dn

1 )+ H (M|dn
1 )+ H (dn

1 )

= H (M|cn
1, dn

1 )+ H (dn
1 |cn

1)+ H (cn
1)

≤ (k + 1)n + nεn,

where the last inequality holds because of (6) and H (dn
1 |cn

1) ≤
n, H (cn

1) ≤ n. Therefore

H (cn
1|M, dn

1 ) = H (M, cn
1 , dn

1 )− H (M|dn
1 )− H (dn

1 )

= H (M|cn
1, dn

1 )+ H (dn
1 |cn

1)+ H (cn
1)

−H (M|dn
1 )− H (dn

1 )

(h)≤ (k + 1)n + nεn − H (M|dn
1 )− H (dn

1 )
(i)= (k + 1)n + nεn − kn − H (dn

1 )
( j )≤ 2nεn + nδn, (7)

where (h) follows from (6) and H (dn
1 |cn

1) ≤ n, H (cn
1) ≤ n; (i)

follows from the independence between M and dn
1 ; (j) follows

from (4).
Now we have,

H (bn
1 |M, cn

1 )

= H (M, bn
1 , cn

1)− H (M|cn
1)− H (cn

1)

= H (cn
1|M, bn

1 )+ H (M|bn
1)+ H (bn

1)− H (M|cn
1)− H (cn

1)

≤ (k + 1)n + H (cn
1|M, bn

1 )− H (M|cn
1)− H (cn

1)
(k)= (k + 1)n + H (cn

1|M, bn
1 , dn

1 )− H (M|cn
1)− H (cn

1)

≤ (k + 1)n + H (cn
1|M, dn

1 )− H (M|cn
1)− H (cn

1)
(l)≤ (k + 1)n + 2nεn + nδn − H (M|cn

1)− H (cn
1)

(m)≤ n + 2nεn + 2nδn − H (cn
1)

(n)≤ 3nεn + 2nδn, (8)

where (k) follows from construction, i.e., H (cn
1 |M, bn

1 ) =
H (cn

1|M, bn
1 , dn

1 ); (l) follows from (7); (m) follows from the
weak security requirement; (n) follows from (3). Therefore,

H (bn
1|dn

1 )
(o)= H (bn

1 |M, dn
1 )

≤ H (bn
1, cn

1 |M, dn
1 )

= H (bn
1 |cn

1 ,M, dn
1 )+ H (cn

1 |M, dn
1 )

≤ H (bn
1 |cn

1 ,M)+ H (cn
1 |M, dn

1 )

(p)≤ 3nεn + 2nδn + 2nεn + nδn = 5nεn + 3nδn,

(9)

where (o) follows as M is independent of {bn
1 , dn

1 }, and
(p) follows from (8) and (7). (9) suggests that the signals
bn

1 and dn
1 are strongly dependent. Next we need to lower
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bound H (bn
1).

H (bn
1) = H (M, bn

1, cn
1 )− H (cn

1|M, bn
1 )− H (M|bn

1)

= H (bn
1|M, cn

1 )+ H (M|cn
1)+ H (cn

1)

−H (cn
1|M, bn

1 )− H (M|bn
1)

≥ H (M|cn
1)+ H (cn

1)− H (cn
1 |M, bn

1 )− H (M|bn
1)

(q)≥ kn − nδn + H (cn
1)− H (cn

1|M, bn
1 )− H (M|bn

1)
(r)≥ (k + 1)n − nεn − nδn − H (cn

1 |M, bn
1 )− H (M|bn

1)
(s)≥ n − nεn − 2nδn − H (cn

1 |M, bn
1 )

(t)= n − nεn − 2nδn − H (cn
1 |M, bn

1 , dn
1 )

≥ n − nεn − 2nδn − H (cn
1 |M, dn

1 )
(u)≥ n − 3nεn − 3nδn, (10)

where (q) follows from the weak security requirement; (r)
follows from (3); (s) follows again from the weak security;
(t) follows from construction; (u) follows from (7).

Finally, by (9) and (10),

I (bn
1 ; dn

1 ) = H (bn
1)− H (bn

1|dn
1 ) ≥ n − 8nεn − 6nδn,

The above argument extends to all other paths naturally (by
renumbering the notation accordingly), so

I (bn
i ; dn

i ) ≥ n − 8nεn − 6nδn, ∀i = 1, . . . , k. (11)

Lemma 1, stated below and proved in the Appendix, shows
that (11) implies the asymptotic achievability of unit rate in I,
which completes the proof of this direction. Intuitively, since
the mutual information between bn

i and dn
i is asymptotically n,

we can use a random coding argument similar to that used in
the proof of the channel coding theorem to show the existence
of a network code achieving unit rate asymptotically in I. The
reason that we do not use the standard point-to-point channel
coding theorem is that there are multiple interacting source-
terminal pairs in I and we need to make sure the existence of
a code that is good for all pairs.

Lemma 1: For any ε > 0, if there exists a network code of
length n for Is such that I (bn

i ; dn
i ) > n(1 − ε), then unit rate

is asymptotically achievable in I.
This completes the proof.

Theorem 1 can be easily adapted to the case of zero-error
communication.

Corollary 1: Given any multiple-unicast network cod-
ing problem I with source-destination pairs {(si , ti ), i =
1, . . . , k}, a corresponding unicast secure network coding
problem Is = (G, s, t,A), in which A includes all sets of a
single edge (i.e., all singletons), can be constructed according
to Construction 1, such that unit rate is achievable with zero
error in I if and only if rate k is achievable with zero error
in Is under perfect security.
The proof of Corollary 1 follows the same line as the proof
of Theorem 1, with the difference that all ε and δ become
strictly 0. For example, (9) implies that bn

1 is a function of dn
1 ,

and hence that it can be perfectly decoded from dn
1 .

We remark that our reduction has an operational aspect that
from a code for Is one can construct a code for I. Indeed,

using our reduction, to solve a multiple-unicast network coding
problem, one may first reduce it to a unicast secure network
coding problem, then solve the latter, and finally use this
solution to obtain a solution to the original multiple-unicast
problem.

Chan and Grant [18] previously show that determining
the zero-error achievability of a rate in a multicast secure
network coding problem with general setup (i.e., arbitrary
edge capacities, arbitrary A, and arbitrary nodes may generate
randomness) and with perfect security is at least as hard as
determining the zero-error achievability of a rate tuple in
multiple-multicast network coding. The result in this section
significantly strengthens the result in [18] by showing that
the secure network coding problem under a much simpler
setup (i.e., unicast, equal link capacities, uniform A with a
single wiretap link) is still hard, under various definitions of
achievability and security.

IV. REDUCING SECURE UNICAST TO MULTIPLE-UNICAST

In the previous section we have reduced an arbitrary
multiple-unicast network coding problem into a particular
unicast secure network coding problem with a very sim-
ple setup, in which at most one link can be eavesdropped.
Conversely, given an arbitrary unicast secure network coding
problem where at most one link can be eavesdropped, we can
reduce it into a particular multiple-multicast network coding
problem without security requirements (which can in turn be
reduced into an equivalent multiple-unicast network coding
problem [9]). A more general construction was first proposed
in [35] for the purpose of lower bounding the capacity of a
secure network coding instance by studying a corresponding
multiple-multicast network coding instance. In this paper we
simplify the construction to address the special case that
at most one link can be eavesdropped, i.e., A comprises
only singletons. Loosely speaking, we show that for this
special case the multiple-multicast network coding instances
not only lower bound but also upper bound the capacity
of the secure network coding instances, hence giving a
reduction.

Construction 2: Given a unicast secure network coding
problem Is on a directed graph G = (V, E) with source s,
terminal t, and a collection of wiretap sets A comprising only
singletons. We construct a corresponding multiple-multicast
network coding problem I on an augmented graph Ǧ =
(V̌, Ě). We define Ě and V̌ from E and V . In E , denote by
ce the capacity of link e, and by Eout(i) the set of outgoing
edges of node i .

1) For i ∈ V , add i to V̌ . For e ∈ E such that {e} /∈ A
(in the remaining part of this subsection we will write
e /∈ A or e ∈ A instead, because the elements of A are
singletons), add e to Ě .

2) For e = (i, j) ∈ E such that e ∈ A, create nodes ue, ve

in V̌; create edges (i, ue), (ue, j) and (ue, ve) in Ě , all
of capacity ce.

3) Create a key aggregation node vT in V̌ . For each
node i ∈ V , create a key source node v̄i in V̌ .
Create two links (v̄i , vT ) and (v̄i , i) in Ě , both of
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Fig. 3. An example of Construction 2. (a) A unicast secure network coding instance Is where s is the source, t is the terminal and A = {{e1}, {e2}}.
(b) The multiple-multicast network coding instance I obtained from Is according to Construction 2. In this problem, t demands the message originated from
vs ; ve1 and ve2 demand the messages originated from vs , v̄s , v̄A , v̄B and v̄t .

capacity

či =
∑

e∈Eout(i)

ce.

4) Create a virtual source node vs in V̌. For all e ∈ A,
create links (vs , s) and (vs , ve) in Ě , both of capacity∑

e′∈Eout (s) ce′ .

5) For all e ∈ A, create a link (vT , ve) in Ě of capacity∑
e′∈E

ce′ − ce.

In I, nodes vs and v̄i , i ∈ V are associated with independent
messages. Node t demands the message of vs . For all e ∈ A,
node ve demands the messages of vs and all v̄i . Note that in
I there is no security requirement.
Refer to Figure 3 for an example of Construction 2.

Denote for short čV = (či , i ∈ V). Consider any unicast
secure network coding instance Is = (G, s, t,A) such that
A comprises only singletons. Let I be the multiple-multicast
network coding instance obtained from Is according to Con-
struction 2. The next theorem reveals a connection between
Is and I.

Theorem 2: Rate R is asymptotically achievable in Is sub-
ject to the weak or strong security requirement if and only if

rate tuple (R, čV ) is asymptotically achievable in I, where R
is the rate of the message of vs , and čV is the rate tuple of
messages of v̄i , i ∈ V .

Proof: We first note that by [20], the capacity region of
Is subject to the weak security requirement is the same as
the capacity region subject to the strong security requirement.
Therefore, a rate is asymptotically achievable in Is subject to
weak security if and only if it is asymptotically achievable
subject to strong security. In the proof we assume that weak
security is imposed in Is , and the case of strong security
follows directly from the equivalence.

“⇐”. Assuming that rate tuple (R, čV ) is asymptotically
achievable in I, it is proved in [35] that rate R is asymptot-
ically achievable in Is under the weak security requirement.
Here we give a simplified proof of this fact for completeness.
By hypothesis, for any ε > 0 and δ > 0, there exists a network
code φ of length n that achieves rate tuple (R, čV )−ε in I with
error probability δ. In problem Is , we simulate the network
code φ. Specifically, the message originally associated with vs

is replaced by the secret source message, and the messages
originally associated with v̄i , i ∈ V are replaced by the
independent random keys generated at node i . Let every edge
e = (i, j) in E simulate the encoding function of edge e ∈ Ě
if e /∈ A or the encoding function of (i, ue) in Ě if e ∈ A;
then the terminal t , by simulating the decoding function, can
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decode the source message with error probability δ. Therefore
decodability is not a problem.

It remains to show that simulating the code φ meets
the weak security requirement. For an edge ě ∈ Ě , let Xě
be the signal transmitted on ě induced by φ. We denote by
M the message associated with vs , and by Ki the message
associated with v̄i . The for any e ∈ A, the inequality in (12),
as shown at the bottom of the next page follows, where
(a) follows from expanding I (M; X(vs ,ve)|X(ue,ve)) in two
ways; (b) follows from the construction that X(vs ,ve) is a
function of M; (c) follows form the chain rule; (d) follows
from the fact that H (X(ue,ve)) ≤ nc(ue,ve) = nce and
H (X(vT ,ve)|X(ue,ve), X(vs ,ve)) ≤ nc(vT ,ve) = n

∑
e′∈E ce′ − nce;

(e) follows from the chain rule; (f) follows from H (M, KV ) ≥
n R + n

∑
e′∈E ce′ − nε, where ε is the sum of the entries

of ε; and (g) follows from Fano’s inequality, where δ′ → 0
as δ → 0. (12) implies that I (M; X(ue,ve)) ≤ n(ε + δ′).
And because X(ue,ve) can be viewed as the observation of
an adversary eavesdropping on edge e, the weak security
requirement is met.

“⇒”. Assuming that rate R is asymptotically achievable in
Is under the weak security requirement, we show that rate
tuple (R, čA) is asymptotically achievable in I. For e ∈ E ,
denote by Xe the signal transmitted on edge e. By hypothesis,
for arbitrary εR > 0, εS > 0 and δ > 0, there exists a network
code φ with length n that achieves rate R−εR weakly securely
in Is with error probability δ, such that I (M; Xe) ≤ nεS , for
all e ∈ A. For arbitrary εE > 0, without loss of generality
we assume that H (Xe) ≥ n(ce − εE ), for all e ∈ E . This is
because if H (Xe) < nce, i.e., if Xe is not “almost” uniform,
then we can repeat φ for m times and perform a source code
of length m (over the supersymbol alphabet {0, 1}n) on edge
e to compress Xe by encoding only the typical sequences
[11, Sec. 3.2], and use the spare capacity of the edge to
transmit random bits. Meanwhile, source s and terminal t
perform an outer channel code of length m (also over alphabet
{0, 1}n) to keep the error probability small. For sufficiently
large m, the overall concatenated code asymptotically achieves
the same rate weakly securely as φ does, and such that
H (Xe)/mn, as desired, is arbitrarily close to ce due to the
asymptotic equipartition property.

Note that in general a node i ∈ V will generate an
independent random variable Ki as input to the encoding
functions. The rate of Ki is upper bounded by či , which is
the sum capacities of all outgoing edges of i .

We now turn to the problem I. We construct a network
code φ′ of a slightly longer length n′ = (1 + εL)n. In the first
n channel uses, φ′ simulates the operation of φ. Specifically,
node vs generates a random variable M uniformly distributed
over [2n(R−εR)], and transmit it to s via edge (vs, s). For i ∈ V ,
node v̄i generates a random variable Ki uniformly distributed
over [2nči ], and transmit it to i via edge (v̄i , i). The rate of M
(over code length n′) is 1

1+εL
(R − εR) and the rate of Ki is

1
1+εL

či . The rates of M and KV can be made arbitrarily close
to R and čV by choosing sufficiently small εR and εL .

To simulate φ, φ′ performs the same encoding function on
edge e ∈ E (if e remains in Ě) as φ did in Is . Otherwise if e
is replaced by (i, ue) and (ue, j), then φ′ performs the same

encoding function on (i, ue) ∈ Ě as φ did on edge e ∈ E .
The induced signal X(i,ue) is then relayed to edge (ue, j) and
(ue, ve). In the extra εL channel uses, these edges (from E)
keep silent (or simply transmit dummy zeros). At terminal
node t , by simulating the decoding function, it is able to
decode M correctly with probability of error δ.

We next show that (Ki , i ∈ V) and M can be decoded
at ve, for all e ∈ A. Note that ve has three incoming
edges, i.e., (ue, ve), (vs , ve) and (vT , ve). The signal X(ue,ve)

transmitted on (ue, ve), as described in the previous paragraph,
is the same as the signal Xe on edge e in the secure network
coding problem Is . Let edge (vs, ve) transmit M . Now con-
sider a distributed source coding problem with three correlated
sources (Ki , i ∈ V), Xe and M . Note the Xe and M are
available at ve by construction, and the question is that whether
ve can decode KV from Xe, M and the signal received from
edge (vT , ve). It follows that,

H (KV |Xe,M) = H (Xe, KV |M)− H (Xe|M)
= H (Xe|KV ,M)+ H (KV |M)− H (Xe|M)
(a)= H (KV |M)− H (Xe|M)
(b)= H (KV)− H (Xe|M)
≤ n

∑
e′∈E

ce′ − H (Xe|M)

= n
∑
e′∈E

ce′ − (H (Xe)− I (M; Xe))

(c)≤ n(
∑
e′∈E

ce′ − ce)+ n(εS + εE )

(d)
< n(

∑
e′∈E

ce′ − ce)+ nεL(
∑
e′∈E

ce′ − ce)

= n′(
∑
e′∈E

ce′ − ce), (13)

where (a) follows because Xe is a function of KV and M;
(b) follows from the fact that KV is independent of M; (c)
follows from the weak security requirement and that H (Xe) ≥
n(ce − εE ); and (d) follows by choosing a sufficiently small
εS and εE such that εS + εE < εL(

∑
e′∈E ce′ − ce), for all

e ∈ A. Note that
∑

e′∈E ce′−ce is the capacity of edge (vT , ve),
and so by (13) and the Slepian-Wolf Theorem of distributed
source coding, the rate tuple of the correlated sources are in
the achievable region. Therefore by concatenating a (outer)
Slepian-Wolf code with the (inner) network code φ′, for all e ∈
A, ve is able to decode (M, KV ) with vanishing probability
of error. This completes the proof. �

V. REDUCING MULTIPLE-UNICAST TO UNICAST

NETWORK ERROR CORRECTION

In this section we reduce instances of the multiple-unicast
network coding problem to instances of the unicast network
error correction problem. We start with the zero-error case.

A. Zero-Error Achievability

The following theorem reduces the problem of determining
the zero-error achievability of a rate in a general multiple-
unicast network coding instance to the problem of determining
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Fig. 4. In the unicast network error correction problem Ic, s is the source and
t is the terminal. N is the network on which I is defined. All edges outside N
(i.e., edges for which at least one of its end-point does not belong to N ) have
unit capacity. There is at most one error in this network, and this error can
occur at any edge except {ai , bi , 1 ≤ i ≤ k}. Namely, B includes all singleton
sets of a single edge in the network except {ai } and {bi }, i = 1, . . . , k (the
thickened edges). Note that there are k parallel branches in total going from
s to t but only the first and the k-th branches are drawn explicitly.

the zero-error achievability of a rate in a particular unicast
network error correction instance that has a very simple setup.
Recall from the remark before Theorem 1 that there is no loss
of generality in addressing the achievability of a rate instead
of a rate tuple in the multiple-unicast network coding problem.

Construction 3: Given any multiple-unicast network coding
problem I on a network N with source-destination pairs
{(si , ti ), i = 1, . . . , k}, a unicast network error correction
problem Ic is constructed as specified in Figure 4.

Theorem 3: Given any multiple-unicast network coding
problem I with source-destination pairs {(si , ti ), i =
1, . . . , k}, a corresponding unicast network error correction

Fig. 5. A scheme to achieve zero-error rate k in Ic given that unit rate is
achievable with zero error in I . M = (M1, . . . ,Mk ) and node Bi performs
majority decoding.

problem Ic = (G, s, t,B) in which B includes sets with at
most one edge can be constructed according to Construction
3, such that unit rate is achievable with zero-error in I if and
only if rate k is achievable with zero-error in Ic.

Proof: “⇒”. We show that the zero-error achievability
of unit rate in I implies the zero-error achievability of rate
k in Ic. A constructive scheme is shown in Figure 5. In Ic,
the source lets M = (M1, . . . ,Mk ), where the Mi ’s are i.i.d.
uniformly distributed over [2n]. In N , we simulate the network
code for I that achieves unit rate with zero error. Outside N ,
let the network code be ai(M) = xi (M) = yi (M) = zi (M) =
z′

i (M) = Mi , i = 1, . . . , k. Note that the signals on edges xi ,
yi and z′

i form a repetition code and node Bi , by performing
majority decoding, can correct any single error to obtain Mi .
Hence the scheme ensures that bi (M) = Mi under all possible
error patterns, and so rate k is achievable with zero error
in Ic.

H (M|X(ue,ve))
(a)= H (X(vs,ve)|X(ue,ve))+ H (M|X(vs,ve), X(ue,ve))− H (X(vs,ve)|X(ue,ve),M)

≥ H (X(vs,ve)|X(ue,ve))− H (X(vs,ve)|X(ue,ve),M)
(b)= H (X(vs,ve)|X(ue,ve))
(c)= H (X(vT ,ve), X(ue,ve), X(vs ,ve))− H (X(ue,ve))− H (X(vT ,ve)|X(ue,ve), X(vs ,ve))
(d)≥ H (X(vT ,ve), X(ue,ve), X(vs ,ve))− n

∑
e′∈E

ce′

(e)= H (M, KV , X(vT ,ve), X(ue,ve), X(vs ,ve))− H (M, KV |X(vT ,ve), X(ue,ve), X(vs ,ve))− n
∑
e′∈E

ce′

≥ H (M, KV )− H (M, KV |X(vT ,ve), X(ue,ve), X(vs ,ve))− n
∑
e′∈E

ce′

( f )≥ n R − nε − H (M, KV |X(vT ,ve), X(ue,ve), X(vs ,ve))

(g)≥ n R − nε − nδ′ ≥ H (M)− n(ε + δ′) (12)
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“⇐”. We show that the zero-error achievability of rate k in
Ic implies the zero-error achievability of unit zero-error rate
in I.

Suppose rate k is achieved with zero-error in Ic by a
network code with length n, and denote the source mes-
sage by M , which is uniformly distributed over [2nk].
Recall from Section II-C that, r = (re)e∈E is the tuple
of additive error signals called an error pattern, and RB
the set of all possible error patterns, i.e., RB = {r :
non-zero entries in r correspond to B-errors, B ∈ B}. For
any edge e ∈ E , we denote by e(m, r) : [2nk] × RB → [2n]
the signal received on edge e when the source message equals
m and the error pattern r occurs in the network.

Let b(m, r) = (b1(m, r), . . . , bk(m, r)), then because the
edges b1, . . . , bk form a cut-set from s to t , b(m, r) must be
injective with respect to m due to the zero error decodability
constraint. Formally, for two different messages m1 
= m2,
it follows from the zero error decodability constraint that
b(m1, r1) 
= b(m2, r2), ∀r1, r2 ∈ RB. Note that the codomain
of b is [2n]k , which has the same size as the set of messages
[2nk]. Therefore denote by b(m) = b(m, 0), then b(m) is
a bijective function. This implies that b(m, r) = b(m),
∀r ∈ RB, because otherwise if there exist m1, r1 such that
b(m1, r1) 
= b(m1), then there is a m2 
= m1 such that
b(m1, r1) = b(m2), violating the decodability requirement.
Similarly, let a(m, r) = (a1(m, r), . . . , ak(m, r)) and a(m) =
a(m, 0), then a(m) is a bijective function and a(m, r) = a(m),
∀r ∈ RB.

For any e ∈ E , denote e(m) = e(m, 0). We make the
following claim:

Claim: For i = 1, . . . , k and any two messages m1,m2 ∈
[2nk] such that ai (m1) 
= ai (m2), it follows that xi(m1) 
=
xi (m2), yi (m1) 
= yi (m2) and zi (m1) 
= zi (m2).

To prove the claim, suppose for contradiction that there exist
m1,m2 such that ai (m1) 
= ai (m2) and that the claim is not
true, i.e., xi (m1) = xi (m2) or yi (m1) = yi (m2) or zi (m1) =
zi (m2). First consider the case that xi (m1) = xi (m2).
Because of the one-to-one correspondence between m and
a, there exists a message m3 
= m1 and such that a(m3) =
(a1(m1), . . . , ai−1(m1), ai (m2), ai+1(m1), . . . , ak(m1)). Then
xi (m1) = xi (m3) because by construction xi (m3) = xi (m2),
and by hypothesis xi (m1) = xi (m2). Consider the following
two scenarios. In the first scenario, m1 is transmitted, and
an error turns yi(m1) into yi (m3); in the second scenario,
m3 is transmitted, and an error turns zi (m3) into zi (m1).
Then the cut-set signals a1, . . . , ai−1, xi , yi , zi , ai+1, . . . , ak

are exactly the same in both scenarios, and so it is impossible
for t to distinguish m1 from m3, a contradiction to the zero
error decodability constraint. Therefore xi (m1) 
= xi (m2).
With a similar argument it follows that yi (m1) 
= yi (m2) and
zi (m1) 
= zi (m2), and the claim is proved.

The claim above suggests that (the signals on) xi , yi and zi ,
as functions of (the signals on) ai , are injective. They are also
surjective functions because the domain and codomain are both
[2n]. Hence there are one-to-one correspondences between ai ,
xi , yi and zi .

Next we show that for any two messages m1,m2,
if bi (m1) 
= bi (m2), then z′

i (m1) 
= z′
i (m2). Suppose for

contradiction that there exists m1 
= m2 such that bi(m1) 
=
bi (m2) and z′

i (m1) = z′
i (m2). Then if m1 is transmitted and

an error r1 turns xi (m1) into xi(m2), the node Bi will receive
the same signals as in the case that m2 is transmitted and
an error r2 turns yi (m2) into yi (m1). Therefore bi (m1, r1) =
bi (m2, r2). But, as shown above, because bi (m1, r1) = bi(m1)
and bi (m2, r2) = bi (m2), it follows that bi (m1) = bi(m2),
a contradiction. This claim suggests that if z′

i (m1) = z′
i (m2)

then bi (m1) = bi(m2) and therefore bi is a function of z′
i . This

function is surjective because bi takes all 2n possible values.
Then since the domain and the codomain are both [2n], bi

must be a bijective function of z′
i . With the same argument it

follows that bi is also a bijective function of xi .
Hence zi is a bijection of ai , ai is a bijection of xi , xi is

a bijection of bi , and bi is a bijection of z′
i . Therefore for all

1 ≤ i ≤ k, zi is a bijection of z′
i , and therefore unit rate is

achievable with zero error in I. �

B. Achievability Allowing Vanishing Error

In this subsection we show that Construction 3 gives a
reduction from multiple-unicast network coding to unicast
network error correction not only in terms of zero-error
achievability, but also in terms of achievability that allows
vanishing error. Recall from Section II that we say a rate is
achievable if there exists a code achieving the rate with a
vanishing error probability.

Theorem 4: Given any multiple-unicast network coding
problem I with source-destination pairs {(si , ti ), i =
1, . . . , k}, a corresponding unicast network error correction
problem Ic = (G, s, t,B) in which B includes sets with at most
a single edge can be constructed according to Construction
3, such that unit rate is achievable in I if and only if rate k
is achievable in Ic.
We first prove the forward direction of the theorem, which
is simple and is similar to the proof of the zero-error case.
Proof: [Proof (“⇒” part of Theorem 4)] We show that if unit
rate is achievable in I, then rate k is achievable in Ic. Again
we use the constructive scheme in Figure 5. In Ic, the source
lets M = (M1, . . . ,Mk), where the Mi ’s are i.i.d. uniformly
distributed over [2n]. In N , we simulate the network code for
I that achieves unit rate. Outside N , let the network code
be ai (M) = xi (M) = yi (M) = zi (M) = Mi , i = 1, . . . , k.
Consider the Mi ’s as the source messages of the simulated I,
and denote by M̂i , i = 1, . . . , k the outputs of the decoders
of I. Let z′

i (M) = M̂i , i = 1, . . . , k, and let node Bi , i =
1, . . . , k performs majority decoding. The terminal t will not
decode an error as long as the multiple-unicast instance I does
not commit an error, i.e., M̂i = Mi . The error probability
of I is negligible, which implies the achievability of rate k
in Ic. �

In the remainder of this subsection we prove the other
direction of Theorem 4, i.e., that the achievability of rate k
in Ic implies the achievability of unit rate in I.

The main idea of the proof is as follows. In I the network
will simulate the given network code for Ic, and by doing
so the terminal ti will obtain the signal on z′

i in Ic. The
main task therefore is to estimate the signal on zi , which
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terminal ti demands, based on the observed signal on z′
i . This

task is accomplished by following two steps. In the first step,
we construct an explicit decoding function that, taking the
signal on z′

i as input, outputs the “most likely” signal to be
transmitted on bi under the given network code for Ic. We then
prove (by combinatorial arguments) that the probability of
error of this decoding function is small if the probability of
error of the given network code is small. In the second step,
we construct another explicit decoding function that takes the
signal on bi as input and outputs the “most likely” signal
transmitted on ai . Again we can prove that if the given network
code for Ic has a small probability of error then so does this
decoding function. Finally, terminal ti , by concatenating the
two decoding functions, is able to estimate the signal on ai

and therefore the signal on zi correctly with high probability.
We now proceed with the formal proof.

Suppose in Ic a rate of k is achieved by a network code
C = {φe, φt }e∈E with length n, and with a probability of
error ε. Recall that M is the source message uniformly
distributed over M = [2kn], and M̂ is the output of the
decoder at the terminal. Let Mgood = {m ∈ [2kn] :
C satisfies Ic under transmission m} be the subset of mes-
sages that can be decoded correctly under any error pattern
r ∈ RB. Denote by Mbad = M\Mgood, then for any
m ∈ Mbad, there exists an error pattern r ∈ RB such that the
decoded value M̂ differs from M when M = m and r occurs,
i.e., a decoding error occurs. Because C satisfies Ic with error
probability ε (recall from Section II-C that the probability
of error is taken over the distribution on the message M),
it follows that |Mbad| ≤ 2knε and thus |Mgood| ≥ (1−ε)·2kn .

We introduce some notation needed in the proof. In problem
Ic, under the network code C, for i = 1, . . . , k, let xi (m, r) :
M×RB → [2n] be the signal received from channel xi when
M = m and the error pattern r happens. Let r = 0 denote the
case that no error has occurred in the network. Let xi (m) =
xi (m, 0), x(m, r) = (x1(m, r), . . . , xk(m, r)) and x(m) =
(x1(m), . . . , xk(m)). We define ai , bi , yi , zi , z′

i , a, b, y, z, z′
for problem Ic in a similar way. Note that they are all functions
of m and r . We use the hat notation to represent a specific
value in the range of a function, e.g., âi represents a specific
output of ai . In other words, âi is a specific n-bit signal.

Notice that the set of edges a1, . . . , ak forms a cut-set from
s to t , and so does the set of edges b1, . . . , bk . Therefore
for any m1,m2 ∈ Mgood, m1 
= m2, it follows from the
decodability constraint that a(m1) 
= a(m2) and b(m1) 
=
b(m2). Setting Bgood = {b(m) : m ∈ Mgood}, it then follows
from |Mgood| ≥ (1 − ε) · 2kn that |Bgood| ≥ (1 − ε) · 2kn .
Setting Berr = [2n]k\Bgood, it follows that |Berr| ≤ 2knε.
Similarly, we define Agood = {a(m) : m ∈ Mgood}, and
Aerr = [2n]k\Agood, then |Agood| ≥ (1−ε)·2kn , |Aerr| ≤ 2knε.

Let M(ẑ′
i , b̂i ) = {m ∈ Mgood : z′

i (m) = ẑ′
i , bi (m) = b̂i }.

Intuitively, M(ẑ′
i , b̂i ) represent the set of outcomes (in Ic)

that will result in signal b̂i being transmitted on edge bi and
signal ẑ′

i being transmitted on edge z′
i . We define a function

ψi : [2n] → [2n] as:

ψi (ẑ
′
i ) = arg max

b̂i

|M(ẑ′
i , b̂i )| � b̂i,ẑ′

i
(14)

Function ψi will be useful later, when we design the network
codes in I. Intuitively, in the absence of adversarial errors, ψi

estimates the signal transmitted on edge bi given that the signal
transmitted on edge z′

i is ẑ′
i . In the following we analyze how

often ψi will make a mistake. Define Mψ
i = {m ∈ Mgood :

ψi (z′
i (m)) 
= bi (m)}. Notice that Mψ

i is the set of messages
for which when transmitted by the source, ψi will make a
mistake in guessing the signal transmitted on bi . Lemma 2
and 3 analyze the size of Mψ

i .
Lemma 2: Let M(ẑ′

i ) = {m ∈ Mgood : z′
i (m) = ẑ′

i }, then
for any m1,m2 ∈ M(ẑ′

i ) such that bi (m1) 
= bi (m2), there
exists an element of Berr that will be decoded by terminal t
to either m1 or m2.

Proof:
Consider any m1,m2 ∈ M(ẑ′

i ) such that bi (m1) 
= bi(m2).
Let r1 be the error pattern that changes the signal on
xi to be xi (m2), and let r2 be the error pattern that
changes the signal on yi to be yi (m1). Then if m1 is
transmitted by the source and r1 happens, node Bi will
receive the same inputs (xi (m2), yi (m1), z′

i (m1) = z′
i (m2))

as in the situation that m2 is transmitted and r2
happens. Therefore bi (m1, r1) = bi (m2, r2), and so
either bi (m1, r1) 
= bi (m1) or bi (m2, r2) 
= bi (m2)
because by hypothesis bi (m1) 
= bi (m2). Consider
the first case that bi (m1, r1) 
= bi (m1), then the
tuple of signals (b1(m1, r1), . . . , bk(m1, r1)) =
(b1(m1), . . . , bi (m1, r1), . . . , bk(m1)) will be decoded
by the terminal to message m1 because of the fact that
m1 ∈ Mgood which is correctly decodable under any error
pattern r ∈ RB. Therefore this tuple of signals is an element
of Berr since it is not equal to b(m1) = (b1(m1), . . . , bk(m1))
and it is not equal to b(m), for any m 
= m1, m ∈ Mgood,
because otherwise it will be decoded by the terminal to m.

Similarly in the latter case that bi (m2, r2) 
=
bi (m2), then (b1(m2, r2), . . . , bk(m2, r2)) =
(b1(m2), . . . , bi (m2, r2), . . . , bk(m2)) is an element of
Berr and will be decoded by the terminal to m2. Therefore in
both cases we are able to find an element of Berr that will be
decoded by the terminal to either m1 or m2. �

Lemma 3: |Mψ
i | ≤ 2ε · 2kn.

Proof: We can partition Mψ
i as

Mψ
i =

⋃
ẑ′

i

(
M(ẑ′

i )\M(ẑ′
i , b̂i,ẑ′

i
)
)
,

and so

|Mψ
i | =

∑
ẑ′

i

(
|M(ẑ′

i )| − |M(ẑ′
i , b̂i,ẑ′

i
)|
)
. (15)

Consider an arbitrary ẑ′
i and the set M(ẑ′

i ). We define an
iterative procedure as follows. Initialize W := M(ẑ′

i ). If there
exist two messages m1,m2 ∈ W such that bi (m1) 
= bi(m2),
then delete both m1,m2 from W . Repeat the operation until
there does not exist m1,m2 ∈ W such that bi(m1) 
= bi (m2).

After the procedure terminates, it follows that |W| ≤
|M(ẑ′

i , b̂i,ẑ′
i
)|, because otherwise by definition of b̂i,ẑ′

i
there

must exist m1,m2 ∈ W such that bi (m1) 
= bi (m2). Therefore
at least |M(ẑ′

i )| − |M(ẑ′
i , b̂i,ẑ′

i
)| elements are deleted from



4508 IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 64, NO. 6, JUNE 2018

M(ẑ′
i ). By Lemma 2, each pair of elements deleted corre-

sponds to an element of Berr. Also by Lemma 2 the elements
of Berr corresponding to different deleted pairs are distinct.
Summing over all possible values of ẑ′

i , it follows that the
total number of deleted pairs is smaller than the size of Berr:

1

2

∑
ẑ′

i

(
|M(ẑ′

i )| − |M(ẑ′
i , b̂i,ẑ′

i
)|
)

≤
∑

ẑ′
i

# of pairs deleted from M(ẑ′
i )

≤ |Berr| ≤ ε · 2kn . (16)

Combining (15) and (16) we have |Mψ
i | ≤ 2ε · 2kn . �

Next, let M(âi , b̂i ) = {m ∈ Mgood : ai (m) = âi , bi (m) =
b̂i }. Intuitively, M(âi , b̂i ) represent the set of outcomes (in Ic)
that will result in signal b̂i being transmitted on edge bi and
signal âi being transmitted on edge ai . We define a function
πi : [2n] → [2n] as:

πi (b̂i ) = arg max
âi

|M(âi , b̂i )| � âi,b̂i
(17)

Function πi will be useful later for designing the network
codes in I. Intuitively, in the absence of adversarial errors,
πi estimates the signal transmitted on edge ai given that the
signal transmitted on edge bi is b̂i . In the following we analyze
how often will πi make a mistake. Define Mπ

i = {m ∈
Mgood : πi (bi (m)) 
= ai (m)}. Notice that Mπ

i is the set
of messages for which, when transmitted by the source, πi

will make a mistake in guessing the signal transmitted on ai .
Lemma 4 and 5 analyze the size of Mπ

i .
Lemma 4: Define M(âi ) = {m ∈ Mgood : ai(m) = âi }.

If |{bi(m) : m ∈ M(âi )}| = L, then there exist (L−1)|M(âi)|
distinct elements of Berr such that each of them will be decoded
by terminal t to some message m ∈ M(âi).

Proof: Assume for concreteness that {bi(m) : m ∈
M(âi )} = {b̂(1)i , . . . , b̂(L)i }, then there exist L messages
m1, . . . ,mL ∈ M(âi) such that bi (m j ) = b̂( j )

i , j = 1, . . . , L.
For j = 1, . . . , L, let r j be the error pattern that changes
the signal on z′

i to be z′
i (m j ). Then if a message m0 ∈

M(âi ) is transmitted by the source and r j happens, the node
Bi will receive the same inputs (xi(m0), yi (m0), z′

i (m j ))
as in the situation that m j is sent and no error happens.
Therefore bi (m0, r j ) = b̂( j )

i , and so |{b(m0, r j )} j∈[L]| =
|{bi(m0, r j )} j∈[L]| = L. Since m0 ∈ Mgood, it is correctly
decodable under any error pattern r ∈ RB , and so all elements
of {b(m0, r j )} j∈[L] will be decoded by the terminal to m0.
Except the element b(m0), the other L − 1 elements of
{b(m0, r j )} j∈[L] are elements of Berr. Sum over all m0 ∈
M(âi ) and the assertion is proved. �

Lemma 5: |Mπ
i | ≤ 3ε · 2kn.

Proof: Define Aπ
i,1 = {âi ∈ [2n] : |M(âi)| ≤ 1

2 2(k−1)n},
and Aπ

i,2 = {âi ∈ [2n]\Aπ
i,1 : |{bi(m) : m ∈ M(âi )}| > 1}.

Then define Mπ
i,1 = {m ∈ Mgood : ai (m) ∈ Aπ

i,1}, and
Mπ

i,2 = {m ∈ Mgood : ai (m) ∈ Aπ
i,2}. Notice that by

construction Aπ
i,1 and Aπ

i,2 are disjoint, and Mπ
i,1 and Mπ

i,2
are disjoint. We claim that,

Mπ
i ⊂ Mπ

i,1 ∪ Mπ
i,2. (18)

To prove the claim, consider any m ∈ Mgood such that m /∈
Mπ

i,1 ∪ Mπ
i,2. We will show that π(bi (m)) = ai (m). Suppose

for the sake of contradiction that π(bi(m)) = âi 
= ai(m),
then it follows that

|M(âi , bi (m))| (a)> |M(ai(m), bi (m))|
(b)= |M(ai(m))| (c)> 1

2
2(k−1)n, (19)

where (a) is due to the definition of π , (b) is due to the
fact that m /∈ Mπ

i,2 and (c) is due to the fact that m /∈
Mπ

i,1. Let M(b̂i) = {m′ ∈ Mgood : bi(m′) = b̂i }, then
M(âi , bi (m)) ∪ M(ai(m)) ⊂ M(bi (m)). Since âi 
= ai(m),
M(âi , bi (m)) and M(ai(m)) are disjoint, and it follows that
|M(bi(m))| ≥ |M(âi , bi (m))| + |M(ai(m))| > 2(k−1)n .
However, because |{(b̂1, . . . , b̂k) ∈ [2n]k : b̂i = bi (m)}| =
2(k−1)n , by the pigeonhole principle there must exist two
messages m1,m2 ∈ M(bi (m)) such that b(m1) = b(m2).
This is a contradiction since the terminal cannot distinguish
m1 from m2. This proves π(bi (m)) = ai (m) as well as (18).

We next bound the size of Mπ
i,1 and Mπ

i,2. For any â′
i ∈

Aπ
i,1, by defnition {(â1, . . . , âk) ∈ [2n]k : âi = â′

i }\{(a(m) :
m ∈ M(â′

i)} is a subset of Aerr with size at least 1
2 2(k−1)n .

Therefore each element of Aπ
i,1 will contribute to at least

1
2 2(k−1)n distinct elements of Aerr. Hence |Aπ

i,1| · 1
2 2(k−1)n ≤

|Aerr| ≤ ε · 2kn , and so |Aπ
i,1| ≤ 2ε · 2n . It then follows that

|Mπ
i,1| ≤ 1

2 2(k−1)n|Aπ
i,1| ≤ ε · 2kn .

By Lemma 4, each elements of Aπ
i,2 will contribute to

at least 1
2 2(k−1)n distinct elements in Berr. Therefore |Aπ

i,2| ·
1
2 2(k−1)n ≤ |Berr| ≤ ε · 2kn , and so |Aπ

i,2| ≤ 2ε · 2n . It then
follows that |Mπ

i,2| ≤ 2(k−1)n|Aπ
i,2| ≤ 2ε ·2kn . Finally, by (18)

we have |Mπ
i | ≤ |Mπ

i,1| + |Mπ
i,2| ≤ 3ε · 2kn . �

We are now ready to prove Theorem 4. Proof:
[Proof (“⇐” part of Theorem 4)] We show the achievability
of rate k in Ic implies the achievability of unit rate in I.

Let {φe, φt }e∈E be the network error correction code of
length n that achieves rate k in Ic, with probability of error ε.
We assume that in this code edge zi simply relays the signal
from edge ai . This is without loss of generality because for
any network code that needs to process the signal on edge ai to
obtain the signal to be transmitted on edge zi , it is equivalent
to relay the signal on edge zi and perform the processing work
at the head node of edge zi .

Let EN ⊂ E be the set of edges of the embedded graph N .
For the multiple-unicast problem I, we define a length-n
network code {τe, τti : e ∈ EN , i ∈ [k]} as follows.

τe = φe, ∀e ∈ EN
τti = φzi ◦ πi ◦ ψi ◦ φz′

i
, ∀i = 1, . . . , k.

where ◦ denotes function composition; φzi and φz′
i

are the
encoding functions of edges zi and z′

i in problem Ic; ψi is
defined in (14); and πi is defined in (17). In the following we
show that {τe, τti : e ∈ EN , i ∈ [k]} achieves unit rate in I
with probability of error upper bounded by 6kε.

In problem I, let Mi be the random message associated
with source si , then Mi , i = 1, . . . , k are i.i.d. uniformly
distributed over [2n]. Denote for short M = (M1, . . . ,Mk),
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then slightly abusing notation we denote by τti (M) the output
of the decoder τti under transmission M . The probability of
decoding error is given by

Pr{
k⋃

i=1

τti (M) 
= Mi },

where the probability is taken over the joint distribution of the
random messages. Let m = (m1, . . . ,mk) be the realization
of M . We claim that if there exists a message m of problem
Ic (not to be confused with m, a message of I) such that
m ∈ Mgood, m /∈ Mψ

i , m /∈ Mπ
i and m = z(m), then

τti (m) = mi . To prove the claim, suppose m = z(m) is
transmitted in I. Notice that all edges in N perform the same
coding scheme in I as in Ic, therefore for terminal node ti ,
by invoking the function φz′

i
, it obtains z′

i (m). Then by the

definition of Mψ
i , it follows that ψi (z′

i (m)) = bi (m). And by
the definition of Mπ

i , it follows that π(ψi (z′
i (m))) = ai (m).

Finally since m = z(m), it follows that φzi (π(ψi (z′
i (m)))) =

φzi (ai (m)) = zi (m) = mi .
Therefore τti (m) = mi if m ∈ {z(m) ∈ [2n]k : m ∈

Mgood,m /∈ Mψ
i ,m /∈ Mπ

i }. The probability that τti makes
an error, i.e., Pr{τti (M) 
= Mi }, is upper bounded by the
probability of the union of the following three events.

E1 = {M = m : m /∈ {z(m) ∈ [2n]k : m ∈ Mgood}}
E2 = {M = m : m ∈ {z(m) ∈ [2n]k : m ∈ Mψ

i }}
E3 = {M = m : m ∈ {z(m) ∈ [2n]k : m ∈ Mπ

i }}.
We upper bound the probability of E1, E2, E3, respectively.

Pr{E1} = 1 − |{z(m) : m ∈ Mgood}|
2kn

(d)= 1 − |Mgood|
2kn

≤ 1 − (1 − ε) · 2kn

2kn
= ε, (20)

where (d) follows from the fact that z(m) = a(m) 
= a(m′) =
z(m′) for any m,m′ ∈ Mgood, m 
= m′. By Lemma 3,

Pr{E2} = |Mψ
i |

2kn
≤ 2ε. (21)

And by Lemma 5, we have

Pr{E3} = |Mπ
i |

2kn
≤ 3ε. (22)

Combining (20), (21) and (22), it follows that

Pr{τti (M) 
= Mi } ≤ Pr{E1} + Pr{E2} + Pr{E3} ≤ 6ε.

Finally, by taking the union bound over the k terminals,

Pr{
k⋃

i=1

τti (M) 
= Mi } ≤ 6 kε.

Hence the probability of error is arbitrarily small and this
establishes the achievability of unit rate in I. �

The proof above suggests that the achievability of rate k
with error probability ε in Ic implies the achievability of
unit rate with error probability 6kε in I. By setting ε = 0,
we generalize the result in Theorem 3 regarding the zero-error
achievability as a special case.

Fig. 6. Construction of Ic and I . In Ic, the source is s and the terminal
is t . B includes all singleton sets of a single edge except {ai } and {bi },
i = 1, . . . , k. In I , the source-destination pairs are (si , ti ), i = 1, . . . , k.
All edges have unit capacity.

Finally, we remark that our reduction has an operational
aspect that from a code for Ic one can construct a code for
I. Indeed, using our reduction, to solve a multiple-unicast
network coding problem, one may first reduce it to a unicast
network error correction problem, then solve the latter, and
finally use this solution to obtain a solution to the original
multiple-unicast problem.

C. Asymptotic Achievability and Counter Example

Theorem 3 and 4 show that Construction 3 gives a reduction
from multiple-unicast network coding to unicast network error
correction in terms of zero-error achievability and in terms of
achievability that allows vanishing error. In this subsection we
show that the same construction does not provide a reduction
in terms of asymptotic achievability (with vanishing error) by
presenting a counter-example.

Theorem 5: There exists a multiple-unicast network coding
problem I such that unit rate is not asymptotically achievable
in I, but in Ic, which is the unicast network error correction
problem constructed from I according to Construction 3, rate
k is asymptotically achievable.

Proof: The construction of I and the corresponding Ic

are shown in Figure 6. In I, {(C, D)} is a cut-set separating
all sources from the terminals. Therefore by the cut-set bound,
any rate R > 1/k is not achievable in I. This shows that unit
rate is not asymptotically achievable in I if k > 1.

We prove the remaining part of the theorem by describing
a network code with length n that achieves rate k − k/n
in Ic. First divide the source message of rate k − k/n into
k pieces M = (M1, . . . ,Mk), such that Mi , i = 1, . . . , k
are i.i.d. uniformly distributed over [2n−1]. We denote φe :
[2k(n−1)] → [2n] as the encoding function3 of edge e, which
takes the source message M as input, and outputs the signal
to be transmitted on e when there is no error in the network.

3This is called the global encoding fuction in the context of network coding.
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For all i = 1, . . . , k, we let

φai (M) = φxi (M) = φyi (M) = φzi (M) = φ(si ,C)(M) = Mi

Furthermore, we let

φ(C,D)(M) = φ(D,ti )(M) = φz′
i
(M) =

k∑
j=1

M j , ∀i = 1, . . . , k

where the summation is bitwise XOR. Note that the edges
ai , xi , yi , zi , (si ,C), (C, D), (D, ti ), z′

i each have the capacity
to transmit n bits. But we only require each of them to transmit
n − 1 bits. Hence each edge reserves one unused bit.

Node Bi , by observing the (possibly corrupted) sig-
nals received from edges xi , yi , z′

i , performs error detec-
tion/correction in the following way. If the signal (of n−1 bits)
received from xi equals the signal received from yi , forward
the signal to edge bi , and then transmit one bit of 0 using the
reserved bit. Otherwise, forward the signal received from z′

i
to bi , and then transmit one bit of 1 using the reserved bit.

Finally, terminal t recovers the source message in the
following way. Note that since there is only one corrupted
edge in the network, for i = 1, . . . , k, the reserved bit on bi

equals 0 only if both xi and yi are not corrupted and it equals
1 only if either xi or yi is corrupted. Therefore, if the reserved
bit on bi is 0 then the remaining n − 1 bits received from bi

is exactly Mi . If the reserved bit on bi is 0 for i = 1, . . . , k,
then M = (M1, . . . ,Mk ) is decoded correctly at the terminal.

Otherwise, among b1, . . . , bk , there is at most one bl such
that the reserved bit on bl is 1, because there is at most one
corrupted edge. The remaining n − 1 bits received from bl is
exactly

∑k
j=1 M j . This is because either xl or yl is corrupted

and so zl is not corrupted. Now note that the terminal t can
decode Mi , i 
= l correctly from the signals received from
bi , i 
= l. And so t can decode Ml correctly by evaluating∑k

j=1 M j −∑k
j=1, j 
=l M j = Ml . Hence M = (M1, . . . ,Mk) is

decoded correctly at the terminal. This shows that rate k −k/n
is achievable in Ic and so rate k is asymptotically achievable
in Ic, completing the proof. �

Combining Theorem 4 with Theorem 5, it follows that
in a unicast network error correction problem, the capacity
in general is not achievable. Recall that by the definitions
in Section II-C, we mean that the capacity is not exactly
achievable, and by definition capacity is always asymptotically
achievable.

Corollary 2: There exists a unicast network error correc-
tion problem for which the capacity is not (exactly) achievable.

Proof: The construction of the network error correction
problem Ic is shown in Figure 6. By the cut-set bounds,
the capacity of Ic is upper bounded by k. By Theorem 5,
rate k is asymptotically achivable in Ic, and so the capacity
of Ic is k. Also by Theorem 5, unit rate in not achievable in
I, and so by Theorem 4, rate k is not achievable in Ic. This
shows that the capacity of Ic is not achievable. �

Corollary 2 suggests that although the (unicast) network
error correction capacity is (by definition) asymptotically
achievable, in general it is not achievable. This is in contrast
to the scenario of network error correction with uniform B,
i.e., B is the collection of all subsets containing z links.

In this case the network capacity can be achieved by linear
codes. Unachievability of capacity is also studied for multiple-
unicast networks [36] and sum networks [37]. For both cases,
networks for which the capacity is not achievable are con-
structed using matriod theory.

VI. CONCLUSION

This paper presents reductions that map an arbitrary
multiple-unicast network coding instance to a unicast secure
network coding instance in which at most one link is eaves-
dropped, or a unicast network error correction instance in
which at most one link is erroneous, such that a rate tuple
is achievable in the multiple-unicast network coding instance
if and only if a corresponding rate is achievable in the unicast
secure network coding instance, or in the unicast network
error correction instance. Our reductions show that solving
seemingly very simple instances of the secure network coding
problem or of the network error correction problem are in
fact as hard as solving the multiple-unicast problem, a central
open problem. Conversely, we show that an arbitrary unicast
secure network coding instance in which at most one link
is eavesdropped can be reduced back to a multiple-unicast
network coding instance, implying an equivalence between
the two problems. In addition, we show that the capacity of
a unicast network error correction instance in general is not
achievable.

Several problems are left open. It would be interesting to
study whether the unicast secure network coding problem
with more than one eavesdropped links can be reduced to the
multiple-unicast network coding problem. Such a reduction,
if exists, will imply that the unicast secure network coding
problem with only one eavesdropped link is as hard as the
general unicast secure network coding problem with an arbi-
trary number of eavesdropped links. We also leave open the
possibility that the unicast network error correction problem
can be reduced to the multiple-unicast network coding prob-
lem. Similarly, such a reduction would imply an equivalence
between the two problems. Finally, it is an interesting fact
that in reducing multiple-unicast network coding to unicast
network error correction, our construction works for both zero-
error achievability and achievability with vanishing error, but
not for asymptotic achievability. A natural question is address-
ing the existence of a reduction for asymptotic achievability.

APPENDIX

A. Proof of Lemma 1

Our proof follows the same lines as the proof of the standard
point-to-point channel coding theorem. The differences are
that we need to translate the network code originally designed
for Is to a code for I, as well as taking care of the multiple
source-terminal pairs.

First consider problem Is . By hypothesis, let {φe}e∈E be
the network code for Is . Denote the edge (Bi , si ) by b′

i , and
denote the signal transmitted on it by b′n

i . By construction
we have the Markov chain bn

i → b′n
i → dn

i . Therefore it
follows that I (b′n

i ; dn
i ) ≥ I (bn

i ; dn
i ) > n(1 − ε). Denote the

distribution of the signal b′n
i (generated by node Bi ) by pi (x),
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x ∈ {0, 1}n , i = 1, . . . , k. Note that the set of signals {b′n
i }k

i=1
are independent because by construction they are generated by
different nodes.

In problem I we simulate the same network code {φe}e∈E
as in Is , and regard it as the inner code. We also generate
the randomness according to the same distribution as in Is .
Let x be a super symbol of n bits (i.e., same length as b′n

i ),
we independently generate k outer channel codes C1, . . . , Ck ,
each of 2m R codewords and each codeword consists of m
super symbols. Precisely, each of the 2m R codewords of
Ci is generated independently according to the distribution
pi (xm) = ∏m

j=1 pi (x j ). Namely, each super symbol in the
codeword is drawn independently according to the distribution
of b′n

i . Notice that the overall length of the codeword is
mn and the length of the network code for Is is n. k
messages M1, . . . ,Mk are chosen independently according
to the uniform distribution: Pr{Mi = wi } = 2−m R , wi =
1, . . . , 2m R . Then the Mi -th codeword of Ci , denoted by
Xm

i (Mi ), is transmitted by invoking the inner network code
for m times. Let Y m

i be the output of terminal ti using the
inner code m times on network N . The distribution of Y m

i
is statistically identical to that of (dn

i )
m obtained by using

the communication scheme for problem Is m times. Indeed,
in both cases N performs the same network code, generates
randomness according to the same distribution, and receives
the same input distribution by the codeword construction. In
problem I, ti is a terminal node and it performs jointly typical
decoding. Namely, the decoder at ti declares that the ŵi -
th codeword has been sent if: 1) (Xm

i (ŵi ),Y m
i ) is jointly

typical, and 2) There is no other index w′ 
= ŵi such that
(Xm

i (w
′),Y m

i ) is jointly typical. If no such ŵi exists, an error
is declared.

It remains to be shown that the probability of error Pr{Mi 
=
ŵi } vanishes for all i = 1, . . . , k for an appropriate choice of
R. As described above, Y m

i in I is statistically the same as
(dn

i )
m in Is . Therefore it follows that I (Xi ; Yi ) = I (b′

i ; di) >
n(1 − ε). As a result, we can apply the standard error
analysis for jointly typical decoding and standard probabilistic
argument (refer to, for example, [11, Chapter 7.7]) to show that
for R = n(1 − ε) and δ > 0, there exist a large enough length
m, such that Pr{Mi 
= ŵi } < δ, for i = 1, . . . , k. By the union
bound, Pr{∪k

i=1 Mi 
= ŵi } < kδ, which can be made arbitrarily
small by choosing a small enough δ.

All in all, combining the inner and outer code, we have
shown the existence of a coding scheme of length mn that
satisfies the multiple-unicast network coding problem I with
arbitrarily small error probability. The number of codewords
for each source-terminal pair is 2m R = 2mn(1−ε), and therefore
the rate of the scheme (over length mn) is 1 − ε. This implies
that unit rate is asymptotically achievable in I.

REFERENCES

[1] W. Huang, T. Ho, M. Langberg, and J. Kliewer, “On secure network
coding with uniform wiretap sets,” in Proc. IEEE NetCod, Jun. 2013,
pp. 1–6.

[2] W. Huang, T. Ho, M. Langberg, and J. Kliewer, “Single-source/sink
network error correction is as hard as multiple-unicast,” in Proc. Allerton
Conf. Commun., Control, Comput., Oct. 2014, pp. 423–430.

[3] W. Huang, M. Langberg, and J. Kliewer, “Connecting multiple-unicast
and network error correction: Reduction and unachievability,” in Proc.
IEEE Int. Symp. Inf. Theory, Jun. 2015, pp. 361–365.

[4] R. Ahlswede, N. Cai, S.-Y. R. Li, and R. W. Yeung, “Network infor-
mation flow,” IEEE Trans. Inf. Theory, vol. 46, no. 4, pp. 1204–1216,
Jul. 2000.

[5] S.-Y. R. Li, R. W. Yeung, and N. Cai, “Linear network coding,” IEEE
Trans. Inf. Theory, vol. 49, no. 2, pp. 371–381, Feb. 2003.

[6] R. Koetter and M. Médard, “An algebraic approach to network coding,”
IEEE/ACM Trans. Netw., vol. 11, no. 5, pp. 782–795, Oct. 2003.

[7] S. Jaggi et al., “Polynomial time algorithms for multicast network code
construction,” IEEE Trans. Inf. Theory, vol. 51, no. 6, pp. 1973–1982,
Jun. 2005.

[8] T. Ho et al., “A random linear network coding approach to multicast,”
IEEE Trans. Inf. Theory, vol. 52, no. 10, pp. 4413–4430, Oct. 2006.

[9] R. Dougherty and K. Zeger, “Nonreversibility and equivalent construc-
tions of multiple-unicast networks,” IEEE Trans. Inf. Theory, vol. 52,
no. 11, pp. 5067–5077, Nov. 2006.

[10] M. F. Wong, M. Langberg, and M. Effros, “On a capacity equivalence
between multiple multicast and multiple unicast,” in Proc. Allerton Conf.
Commun., Control, Comput., Oct. 2013, pp. 1537–1544.

[11] T. Cover and J. Thomas, Elements of Information Theory. New York,
NY, USA: Wiley, 2005.

[12] R. W. Yeung, S. R. Li, N. Cai, and Z. Zhang., Network Coding Theory.
Breda, The Netherlands: Now Publishers, 2006.

[13] T. Chan and A. Grant, “Dualities between entropy functions and network
codes,” IEEE Trans. Inf. Theory, vol. 54, no. 10, pp. 4470–4487,
Oct. 2008.

[14] N. Cai and R. W. Yeung, “Secure network coding,” in Proc. IEEE Int.
Symp. Inf. Theory, Jul. 2002, p. 323.

[15] J. Feldman, T. Malkin, R. A. Servedio, and C. Stein, “On the capacity
of secure network coding,” in Proc. Allerton Conf. Commun., Control,
Comput., Oct. 2004, pp. 1–10.

[16] S. Y. El Rouayheb and E. Soljanin, “On wiretap networks II,” in Proc.
IEEE Int. Symp. Inf. Theory, Jun. 2007, pp. 551–555.

[17] D. Silva and F. R. Kschischang, “Universal secure network coding
via rank-metric codes,” IEEE Trans. Inf. Theory, vol. 57, no. 2,
pp. 1124–1135, Feb. 2011.

[18] T. Chan and A. Grant, “Network coding capacity regions via entropy
functions,” IEEE Trans. Inf. Theory, vol. 60, no. 9, pp. 5347–5374,
Sep. 2014.

[19] T. Chan and A. Grant, “Capacity bounds for secure network coding,” in
Proc. Austral. Commun. Theory Workshop, Feb. 2008, pp. 95–100.

[20] S. Jalali and T. Ho. (Dec. 2012). “On capacity region of wiretap
networks.” [Online]. Available: https://arxiv.org/abs/1212.3859

[21] T. Cui, T. Ho, and J. Kliewer, “On secure network coding with
nonuniform or restricted wiretap sets,” IEEE Trans. Inf. Theory, vol. 59,
no. 1, pp. 166–176, Jan. 2013.

[22] W. Huang, T. Ho, M. Langberg, and J. Kliewer, “Reverse edge cut-set
bounds for secure network coding,” in Proc. IEEE Int. Symp. Inf. Theory,
Jul. 2014, pp. 106–110.

[23] N. Cai and R. W. Yeung, “A security condition for multi-source linear
network coding,” in Proc. IEEE Int. Symp. Inf. Theory (ISIT), Jun. 2007,
pp. 561–565.

[24] R. W. Yeung and N. Cai, “Network error correction, part I: Basic
concepts and upper bounds,” Commun. Inf. Syst., vol. 6, no. 1, pp. 19–35,
2006.

[25] N. Cai and R. W. Yeung, “Network error correction, part II: Lower
bounds,” Commun. Inf. Syst., vol. 6, no. 1, pp. 37–54, 2006.

[26] R. Koetter and F. R. Kschischang, “Coding for errors and erasures
in random network coding,” IEEE Trans. Inf. Theory, vol. 54, no. 8,
pp. 3579–3591, Aug. 2008.

[27] S. Jaggi et al., “Resilient network coding in the presence of byzantine
adversaries,” IEEE Trans. Inf. Theory, vol. 54, no. 6, pp. 2596–2603,
Jun. 2008.

[28] D. Silva, F. R. Kschischang, and R. Koetter, “A rank-metric approach
to error control in random network coding,” IEEE Trans. Inf. Theory,
vol. 54, no. 9, pp. 3951–3967, Sep. 2008.

[29] Z. Zhang, “Linear network error correction codes in packet networks,”
IEEE Trans. Inf. Theory, vol. 54, no. 1, pp. 209–218, Jan. 2008.

[30] O. Kosut, L. Tong, and D. Tse, “Nonlinear network coding is necessary
to combat general byzantine attacks,” in Proc. Allerton Conf. Commun.,
Control, Comput., Oct. 2009, pp. 593–599.

[31] D. Wang, D. Silva, and F. R. Kschischang, “Robust network coding in
the presence of untrusted nodes,” IEEE Trans. Inf. Theory, vol. 56, no. 9,
pp. 4532–4538, Sep. 2010.



4512 IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 64, NO. 6, JUNE 2018

[32] O. Kosut, L. Tong, and D. N. C. Tse, “Polytope codes against adver-
saries in networks,” in Proc. IEEE Int. Symp. Inf. Theory, Jun. 2010,
pp. 3308–3344.

[33] S. Kim, T. Ho, M. Effros, and A. S. Avestimehr, “Network error
correction with unequal link capacities,” IEEE Trans. Inf. Theory,
vol. 57, no. 2, pp. 1144–1164, Feb. 2011.

[34] P. H. Che, M. Chen, T. Ho, S. Jaggi, and M. Langberg, “Routing for
security in networks with adversarial nodes,” in Proc. IEEE NetCod,
Jun. 2013, pp. 1–6.

[35] T. K. Dikaliotis, H. Yao, T. Ho, M. Effros, and J. Kliewer. (Nov. 2012).
“Network equivalence in the presence of an eavesdropper.” [Online].
Available: https://arxiv.org/abs/1211.4081

[36] R. Dougherty, C. Freiling, and K. Zeger, “Unachievability of network
coding capacity,” IEEE Trans. Inf. Theory, vol. 52, no. 6, pp. 2365–2372,
Jun. 2006.

[37] B. K. Rai and B. K. Dey, “On network coding for sum-networks,” IEEE
Trans. Inf. Theory, vol. 58, no. 1, pp. 50–63, Jan. 2012.

Wentao Huang received his B.Sc. in electrical engineering from Nanjing
University of Posts and Telecommunications in 2008, the M.Sc. in communi-
cation and information systems from Shanghai Jiao Tong University in 2011,
the Ph.D. in electrical engineering from the California Institute of Technology
in 2017. He is now a security researcher at Snap Inc..

Tracey Ho received S.B., M.Eng and PhD degrees in electrical engineering
and computer science from the Massachusetts Institute of Technology. This
work was done while she was with the California Institute of Technology.
She is now with Second Spectrum Inc..

Michael Langberg (M’07–S’15) received his B.Sc. in mathematics and
computer science from Tel-Aviv University in 1996, and his M.Sc. and Ph.D.
in computer science from the Weizmann Institute of Science in 1998 and
2003 respectively. Between 2003 and 2006, he was a postdoctoral scholar in
the Electrical Engineering and Computer Science departments at the California
Institute of Technology, and between 2007 and 2012 he was in the Department
of Mathematics and Computer Science at The Open University of Israel. Prof.
Langberg is currently a professor in the Department of Electrical Engineering
at the State University of New York in Buffalo.

Prof. Langberg’s research addresses the algorithmic and combinatorial
aspects of information in communication, management, and storage; focusing
on the study of information theory, coding theory, network communication
and network coding, big data in the form of succinct data representation,
and probabilistic methods in combinatorics. Prof. Langberg was an Associate
Editor for the IEEE TRANSACTIONS ON INFORMATION THEORY during
the years 2012-2015 and Editor of the IEEE Information Theory Society
Newsletter during the years 2015-2018.

Jörg Kliewer (S’97–M’99–SM’04) received the Dipl.-Ing. (M.Sc.) degree
in electrical engineering from Hamburg University of Technology, Hamburg,
Germany, in 1993 and the Dr.-Ing. degree (Ph.D.) in electrical engineering
from the University of Kiel, Germany, in 1999, respectively.

From 1993 to 1998, he was a research assistant at the University of Kiel,
and from 1999 to 2004, he was a senior researcher and lecturer with the
same institution. In 2004, he visited the University of Southampton, U.K.,
for one year, and from 2005 until 2007, he was with the University of Notre
Dame, IN, as a Visiting assistant professor. From 2007 until 2013 he was with
New Mexico State University, Las Cruces, NM, most recently as an associate
professor. He is now with the New Jersey Institute of Technology, Newark,
NJ, as an associate professor. His research interests span information and
coding theory, graphical models, and statistical algorithms, which includes
applications to networked communication and security, data storage, and
biology.

Dr. Kliewer was the recipient of a Leverhulme Trust Award and a German
Research Foundation Fellowship Award in 2003 and 2004, respectively. He
was an Associate Editor of the IEEE TRANSACTIONS ON COMMUNICATIONS
from 2008 until 2014, and since 2015 serves as an Area Editor for the same
journal. He is also an Associate Editor of the IEEE TRANSACTIONS ON

INFORMATION THEORY since 2017 and a member of the editorial board of
the IEEE Information Theory Newsletter since 2012.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


