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Abstract—Keyless authentication is considered in an adversar-
ial point-to-point channel. Namely, a legitimate transmitter and
receiver aim to communicate over a noisy channel that may or
may not also contain an active adversary, capable of transmitting
an arbitrary signal into the channel. If the adversary is not
present, then the receiver must successfully decode the message
with high probability; if it is present, then the receiver must
either decode the message or detect the adversary’s presence.
Thus, whenever the receiver decodes, it can be certain that the
decoded message is authentic. The exact authentication capacity
is characterized for discrete-memoryless adversary channels,
where the adversary is assumed to know the code but not the
message. The authentication capacity is shown to be either zero
or equal to the no-adversary capacity, depending on whether the
channel satisfies a condition termed overwritability.

I. INTRODUCTION

Communication systems are often required to be reliable
even in adversarial environments, in which an attacker can
enter the medium, and inject unwanted, intelligently crafted,
malicious signals. To this end, coding strategies are necessary
that can overcome and adapt to the presence of an adversary.

The classical information theory model that captures an
adversary in a point-to-point communication system is the
arbitrarily-varying channel (AVC) [1], in which the decoder
receives a signal based on both the legitimate transmission
as well as the adversary transmission. In this problem, the
adversary is assumed be always present and able to transmit
an arbitrary signal across the coding block (subject to various
knowledge and power assumptions), and the goal is to recover
the legitimate message no matter what the adversary does.
Here, we consider the different but related problem of authen-
tication, based on the observation that it is better to know
what you do not know than it is to be wrong. We assume that
an adversary may or may not be present; if it is not present,
then the receiver should be able to decode the message at
the maximum possible rate; if it is present, then the receiver
should be able to detect the adversary, even if it cannot decode
the message. Thus, when a message is decoded, the receiver
can be certain that this message is authentic. Moreover, this
must be accomplished without any pre-shared key.

Authentication capacity has been previously considered in
[2], [3]. In [2], an inner bound is given when the adversary
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is assumed to know the code and the message in real-time. In
our previous work [3], the authentication problem appeared in
the context of establishing connectivity conditions in a joint
compound-channel/AVC network. In the latter, the adversary is
assumed to know the code but not the message. An alternative
model was considered in [4], wherein the decoder receives
either a noisy version of either the legitimate or the adversarial
transmission, rather than a combination.

In the present paper, we adopt the model of [3], wherein
the adversary knows the code but not the message, and ex-
actly characterize the authentication capacity for any discrete-
memoryless adversarial channel. Namely, we show that the
authentication capacity is either zero or equal to the no-
adversary capacity, depending on whether the channel is over-
writable. Overwritability, a condition that we introduced in [3],
is analogous to symmetrizability, which is a critical condition
found in [5] for the classical AVC problem. Symmetrizability
captures the condition wherein the adversary can inject a sec-
ond, legitimate-appearing message. In contrast, overwritability
captures the stronger condition wherein the adversary can
completely replace the legitimate message with a counterfeit,
without giving away its presence. Thus, authentication is
impossible for an overwritable channel. We further prove
that for any non-overwritable channel, authentication can be
achieved without any loss in capacity compared to the no-
adversary setting. Our achievability proof follows along the
lines of [6], which established that the AVC capacity is either
zero or equal to the random code capacity, since any positive
rate code can be used to establish shared randomness between
encoder and decoder. Similarly, we first show that for any non-
overwritable channel, the authentication capacity is positive;
this proof (Lemma 4) makes use of a technique similar to
[5]. Subsequently, we show that a small amount of shared
randomness is enough to achieve the no-adversary capacity,
so any positive rate code can be used to establish shared
randomness, and thereby achieve capacity.

II. PROBLEM DESCRIPTION

Notation: Sequences of length n are denoted by bold
symbols, such as x. The type of a sequence x ∈ Xn is denoted
Px(x) = 1

n |{i : xi = x}|. Type classes will be written in
terms of a random variable with distribution equal to the type.
In particular, given a random variable X with alphabet X and
distribution PX , where PX(x) is an integer multiple of 1/n



for all x ∈ X , we write τX as the type class corresponding
to PX , i.e., τX = {x : Px = PX}. Note that Px is the type
of the sequence x, whereas PX is simply the distribution of
the single-letter random variable X . For any distribution such
as PX or conditional distribution such as PY |X , let PnX and
PnY |X be the n-length memoryless extensions. The probability
measure is denoted P(·). All exponentials and logarithms have
base 2. For an integer n, [n] = {1, . . . , n}.

Consider a discrete adversarial channel given by W (y|x, s)
with finite alphabets X ,Y,S for input, output, and state (i.e.,
adversary signal) respectively. We denote a special symbol
s0 ∈ S as the no-adversary state. We define an (M,n)
authentication code as an encoder/decoder pair

f : {1, . . . ,M} → Xn (1)
φ : Yn → {0, 1, . . . ,M}. (2)

A decoder output of 0 indicates an error declaration; i.e., that
the decoder has detected the adversary. The goal is that if
no adversary is present (i.e., the state sequence is s = s0 :=
(s0, . . . , s0)), then the message should reliably decoded, but if
an adversary is present (i.e., if s 6= s0), then either the message
is decoded correctly or the adversary is detected. Thus, given
message i and state sequence s, we define the probability of
error for authentication code (f, φ) as

e(i, s) =

{
Wn(φ−1(i)c|f(i), s0), if s = s0

Wn(φ−1({0, i})c|f(i), s), if s 6= s0
(3)

where φ−1(A)c is the set of y ∈ Yn such that φ(y) /∈ A. The
average probability of error for state sequence s is

e(s) =
1

M

M∑
i=1

e(i, s). (4)

We say a rate R is achievable if there exists a sequence of
(2nR, n) authentication codes with

max
s
e(s)→ 0 as n→∞. (5)

Note the implicit assumption that the adversary’s choice of s
may depend on the code (f, φ), but not the specific message
selected at the encoder. The authentication capacity Cauth is
the supremum of all achievable rates.

III. MAIN RESULTS

The no-adversary capacity is given by

C = max
PX

I(X;Y |S = s0). (6)

The random code capacity for an AVC [1] is given by

CR = max
PX

min
PS

I(X;Y ). (7)

An AVC W (y|x, s) is symmetrizable [5] if there exists a
distribution PS|X such that∑

s

PS|X(s|x′)W (y|x, s) =
∑
s

PS|X(s|x)W (y|x′, s)

for all x, x′, y. (8)

An adversarial channel W (y|x, s) with no-adversary state s0
is overwritable [3] if there exists a distribution PS|X′ such
that∑

s

PS|X′(s|x′)W (y|x, s) = W (y|x′, s0) for all x, x′, y.

(9)
That is, in an overwritable channel, the adversary can make it
appear that it is not present, and that the input is whatever it
chooses. The following proposition, proved in the appendix,
gives simple relationships between these properties.

Proposition 1: The following properties are ordered from
strongest to weakest (i.e., each implies the next):

1) Channel W (y|x, s) has zero no-adversary capacity.
2) Channel W (y|x, s) is overwritable.
3) Channel W (y|x, s) has zero random code capacity.
4) Channel W (y|x, s) is symmetrizable.
The following is our main result, giving the exact authenti-

cation capacity.
Theorem 2: If the channel is not overwritable, Cauth = C;

if it is overwritable, then Cauth = 0.

IV. EXAMPLES

The following three example channels are each noiseless p-
ary channels if no adversary is present (thus the no-adversary
capacities are C = log p), but have different characteristics in
the context of the adversary.

Example 1: Let X = Y = {0, . . . , p − 1} and S =
{e, 0, . . . , p− 1}, where s0 = e. The output is a deterministic
function of the input and the state, where Y = X if S = e,
and Y = S if S 6= e. This channel is evidently overwritable,
as the adversary may simply take S = X ′. Thus, by Prop. 1,
CR = 0, and it also symmetrizable.

Example 2: Let X = Y = S = {0, . . . , p−1}, where s0 = 0
and Y = X +S mod p. This channel is not overwritable, but
CR = 0, so by Prop. 1 it is also symmetrizable.

Example 3: Let X = S = {0, . . . , p−1}, Y = {0, . . . , 2(p−
1)}, where s0 = 0 and Y = X + S with real addition.
This channel is not overwritable, and has positive random
code capacity CR = (1 − 1

p ) log p − 2
p2

∑p−1
j=1 j log j, but it

is symmetrizable.

V. PROOFS

We prove Thm. 2 via four lemmas, stated and proved below.
The structure of these lemmas is summarized as follows:

• Lemma 3 gives the converse for Thm. 2.
• Lemma 4 asserts the existence of positive rate codes for

non-overwritable channels. Despite the seeming simplicity
of proving the achievability of any positive rate, this lemma
is the core piece of the achievability argument.

• Lemma 5 shows that the no-adversary capacity C is
achievable with authentication if the encoder and decoder
have access to a small amount of shared randomness,
unknown to the adversary.

• Lemma 6 completes the achievability proof by using the
low-rate code of Lemma 4 to establish shared randomness,
and then the high-rate code of Lemma 5 to achieve C.



Lemma 3: For any adversarial channel, Cauth ≤ C. For an
overwritable channel, Cauth = 0.

Proof: An authentication code must be a standard error-
correcting channel code in the no-adversary case, so the
classical converse bound gives Cauth ≤ C.

Consider an overwritable channel. Let PS|X′ be the condi-
tional distribution asserted by (9). Consider any sequence of
(2nR, n) authentication codes. For any distribution QS on Sn,
we may bound maxs e(s) ≥

∑
sQS(s)e(s). Specifically, let

M = 2nR and QS(s) = 1
M

∑M
j=1 P

n
S|X′(s|f(j)). Thus

max
s
e(s) ≥

∑
s

1

M

M∑
j=1

PnS|X′(s|f(j))e(s) (10)

≥
∑
s

1

M

M∑
j=1

PnS|X′(s|f(j))
1

M

M∑
i=1

Wn(φ−1({0, i})c|f(i), s)

=
1

M2

∑
i,j

∑
s

PnS|X′(s|f(j))Wn(φ−1({0, i})c|f(i), s)

=
1

M2

∑
i,j

Wn(φ−1({0, i})c|f(j), s0) (11)

≥ 1

M2

M∑
j=1

∑
i 6=j

Wn(φ−1(j)|f(j), s0) (12)

=
M − 1

M
(1− e(s0)) (13)

where (11) holds by the overwritability condition (9). Rear-
ranging gives

(1 + M−1
M ) maxs e(s) ≥ maxs e(s) + M−1

M e(s0) ≥ M−1
M

so maxs e(s) ≥ M−1
2M−1 . In particular, for any R > 0, the

probability of error is bounded away from 0. Therefore,
Cauth = 0.

Lemma 4: For any non-overwritable channel, Cauth > 0.
Proof: Fix positive constant ε to be determined. Let PX

be any n-length type where PX(x) > 0 for all x ∈ X . We
construct a (2nε, n) code with vanishing probability of error
as follows.

Codebook: By Lemma 3 of [5], there exist codewords
x1, . . . ,xM of type PX , where M = 2nε such that, for any
x, s, and every joint type PXX′S ,

1

M
|{i : (xi, s) ∈ τXS}|≤exp{−nε/2} if I(X;S) > ε (14)

1

M
|{i : (xi,xj , s) ∈ τXX′S for some j 6= i}|

≤ exp{−nε/2} if I(X;X ′S) > 2ε. (15)

Encoding: Given any message i ∈ [M ], send xi.
Decoding: For any η, let

Cη = {PXSY : D(PXSY ‖PX × PS ×W ) ≤ η}. (16)

Given output sequence y, decode to message i if

1) the joint type Pxi,s0,y ∈ C2ε

2) For any other j 6= i for which Pxj ,s′,y ∈ C2ε for some
s′, we have I(XY ;X ′) ≤ 5ε where XX ′Y are dummy
variables with (xi,xj ,y) ∈ τXX′Y .

If there is no such message or more than one, declare an error.
Probability of error analysis: For any message i and state

sequence s, let e1(i, s) be the probability that message i does
not satisfy the decoding requirement assuming message i is
transmitted. Let e2(i, s) be the probability that some false
message j 6= i satisfies the decoding requirement assuming
message i is transmitted. We need to show the following:

1

M

M∑
i=1

e1(i, s0)→ 0 (17)

1

M

M∑
i=1

e2(i, s)→ 0 for all s. (18)

For each message i ∈ [M ], define the following events:

E1i = {Pxi,s,Y /∈ C2ε} (19)
E2i = {∃j 6= i, s′ : (xi,xj , s

′,Y) ∈ τXX′S′Y

where PX′S′Y ∈ C2ε and I(XY ;X ′) > 5ε}. (20)

Note that message i satisfies the decoding requirement iff Ec1i∩
Ec2i, we may rewrite the two error probabilities by

e1(i, s) = P{E1i ∪ E2i|X = xi} (21)

e2(i, s) = P

⋃
j 6=i

(Ec1j ∩ Ec2j)

∣∣∣∣∣X = xi

 . (22)

We define the following sets:

A1(s) = {i : (xi, s) ∈ τXS where I(X;S) > ε} (23)
A2(s) = {i : ∃j 6= i such that (xi,xj , s) ∈ τXX′S

where I(X;X ′S) > 2ε}. (24)

For any s, we may bound

1

M
|A1(s)| = 1

M

∑
PXS :I(X;S)>ε

|{i : (xi, s) ∈ τXS}| (25)

≤
∑

PXS :I(X;S)>ε

exp{−nε/2} (26)

≤ exp{−nε/3} (27)

where (26) follows from (14) and (27) holds for sufficiently
large n because there are polynomially many types. By similar
reasoning using (15),

1

M
|A2(s)| ≤ exp{−nε/3}. (28)

For any i /∈ A1(s), we have

P{E1i|X = xi} =
∑

PXSY /∈C2ε:
(xi,s)∈τXS

∑
y:(xi,s,y)∈τXSY

Wn(y|xi, s)

≤
∑

PXSY /∈C2ε:
(xi,s)∈τXS

exp{−nD(PXSY ‖PXS ×W )} (29)



=
∑

PXSY /∈C2ε:
(xi,s)∈τXS

exp{−n(D(PXSY ‖PX × PS ×W )− I(X;S))}

≤
∑

PXSY /∈C2ε:
(xi,s)∈τXS

exp{−nε} (30)

≤ exp{−nε/2} (31)

where (29) follows by basic facts about the method of types,
(30) follows because i /∈ A1(s) and PXSY /∈ C2ε, and
(31) holds for sufficiently large n because there are only
polynomially many types.

Following [5], for any random variables X,X ′, S, Y , i ∈
[M ], and s, let

eXX′SY (i, s) =
∑

y:(xi,xj ,s,y)∈τXX′SY
for some j 6=i

Wn(y|xi, s). (32)

By an identical argument as in [5],

eXX′SY (i, s) ≤ exp{−n(I(Y ;X ′|XS)− 3ε)}. (33)

For s = s0, and i ∈ A1(s0)c ∩ A2(s0)c we may now write

P{Ec1i ∩ E2i|X = xi} ≤
∑

PXX′SY :PXs0Y ∈C2ε

PX′S′Y ∈C2ε for some S′

I(XY ;X′)>5ε

eXX′SY (i, s0)

(34)

For any term in this sum, we may apply (33) for the case
S = s0 to find

eXX′SY (i, s0) ≤ exp{−n(I(Y ;X ′|X)− 3ε)} (35)
≤ exp{−n(I(XY ;X ′)− 4ε)} (36)
< exp{−nε} (37)

where (36) follows since i ∈ A2(s0)c, so I(X ′;X) ≤ ε; and
(37) follows since I(XY ;X ′) > 5ε. Thus, from (34), (37), and
the fact that there are polynomially many types, for sufficiently
large n,

P{Ec1i ∩ E2i|X = xi} ≤ exp{−nε/2}. (38)

Combining (27), (28), (31), and (38) proves (17).
It remains to prove (18). For any message i and state

sequence s, we may write

e2(i, s) ≤ P{E1i|X = xi}

+ P

Ec1i ∩⋃
j 6=i

(Ec1j ∩ Ec2j)

∣∣∣∣∣X = xi

 . (39)

The first term in (39) is bounded by (31). For the second term,
assuming Ec1i, in order for Ec2j to occur, it must be the case
that (xi,xj , s,y) ∈ τXX′SY where I(X ′Y ;X) ≤ 5ε. Thus
we may upper bound the second term in (39) by∑

PXX′SY :PX′s0Y ∈C2ε

PXSY ∈C2ε

I(X′Y ;X)≤5ε

eXX′SY (i, s) (40)

Assume i ∈ A1(s)c ∩ A2(s)c, and consider any PXX′SY

in the above sum. We claim that I(Y ;X ′|XS) ≥ 4ε for ε
sufficiently small. Suppose not. Then, putting together several
of the above, the joint distribution must satisfy

I(Y ;X ′|XS) < 4ε, PXSY ∈ C2ε,

I(X;X ′S) ≤ ε, PX′s0Y ∈ C2ε

I(X ′Y ;X) ≤ 5ε.

(41)

In the limit as ε→ 0, we would have

PXX′SY (x, x′, s, y) = PX(x)PX(x′)PS|X′(s|x′)W (y|x, s),
PX′Y (x′, y) = PX(x′)W (y|x′, s0).

These conditions are precisely those that define overwritable.
Since by assumption the channel is not overwritable, by
continuity, for sufficiently small ε, (41) cannot hold simul-
taneously. This proves that I(Y ;X ′|XS) ≥ 4ε, so by (33),
eXX′SY (i, s) ≤ exp {−nε} . Therefore, as there are polyno-
mially many types, for sufficiently large n the second term in
(39) is at most exp{−nε/2}. This proves (18).

Lemma 5: Fix a type PX , rate R < I(X;Y |S = s0), and
constant ε. Also let δ be a positive constant such that R+δ <
I(X;Y |S = s0). Let K be an integer such that

K >
2n

ε
(R+ log |S|). (42)

Let M = 2nR. There exist codewords xik for i ∈ [M ] and
k ∈ [K], all of type PX , such that the following holds. For
each k ∈ [K], define a decoder φk(y) as follows:
• if i is the unique integer such that (xi,y) ∈ τXY for

some PXY satisfying I(X;Y ) ≥ R+ δ, set φk(y) = i
• if there is no such integer or more than one, set φk(y) = 0

(i.e. declare an error).
The following hold:

1

K

K∑
k=1

Wn(φ−1k (i)c|xik, s0) ≤ ε for all i ∈ [M ] (43)

1

K

K∑
k=1

Wn(φ−1k ({0, i})c|xik, s) ≤ ε

for all i ∈ [M ] and all s 6= s0. (44)

Proof: We first prove that any rate R < I(X;Y |S =
s0) is achievable by an authentication code in which the
encoder and decoder have access to arbitrary amounts of
shared randomness, unknown to the adversary. We then use
a random code reduction, identical to that used for the AVC
(in particular, Lemma 12.8 of [7]) to show that the same rate
can be achieved with much less shared randomness.

We define a randomized code (F,Φ), independent of the
adversary, as follows. Let δ > 0 be small enough so that
R + δ < I(X;Y |S = s0). Let X1, . . . ,XM be drawn
independently and uniformly from τX . This random codebook
constitutes the shared randomness between encoder and de-
coder. Set F (i) = Xi for all i ∈ [M ] and let Φ(y) = i
if i is the unique integer for which (Xi,y) ∈ τXY where



I(X;Y ) ≥ R + δ; and Φ(y) = 0 if there is no such integer
or more than one.

Fix some message i and state sequence s. Let Y ∼
Wn(y|Xi, s). We will prove the following:

P{(Xi,Y) ∈ τXY where I(X;Y ) < R+ δ} → 0 for s = s0
(45)

P{(Xj ,Y) ∈ τXY where I(X;Y ) ≥ R+ δ

for some j 6= i} → 0 for all s. (46)

Letting s = s0, we may write the probability in (45) as∑
PXY :I(X;Y )<R+δ

∑
(x,y)∈τXY

|τX |−1Wn(y|x, s0) (47)

≤
∑

PXY :I(X;Y )<R+δ

∑
x∈τX

|τX |−1

· exp{−nD(PXY ‖PX ×WY |X,s0)} (48)

=
∑

PXY :I(X;Y )<R+δ

exp{−nD(PXY ‖PX ×WY |X,s0)} (49)

Note that if PXY = PX × WY |X,s0 , then I(X;Y ) =
I(X;Y |S = s0) > R + δ. Since the relative entropy and
mutual information are continuous functions of PXY , there
exists ε′ > 0 such that, if I(X;Y ) < R+ δ, then

D(PXY ‖PX ×WY |X,s0) ≥ ε′. (50)

Thus, since there are polynomially many types, for sufficiently
large n, the probability in (45) is at most exp{−nε′/2}. This
proves (45).

For any s, we may write the probability in (46) as∑
PXX′SY :I(X′;Y )≥R+δ

ẽXX′SY (51)

where the sum only includes joint types PXX′SY where PX′ =
PX (i.e., the type chosen at the outset), and where

ẽXX′SY =
∑

x1,...,xM

|τX |−M
∑

y:(xi,xj ,s,y)∈τXX′SY
for some j 6=i

Wn(y|xi, s)

≤
∑

x1,...,xM

|τX |−M
∑
j 6=i

∑
y:(xi,xj ,s,y)∈τXX′SY

Wn(y|xi, s) (52)

=
∑

x,x′,y:
(x,x′,s,y)∈τXX′SY

(M − 1)|τX |−2 Wn(y|x, s) (53)

≤ exp{n(R− 2H(X) +H(XX ′Y |S)−H(Y |XS) + ε)}
(54)

= exp{n(R− I(X;S)− I(X ′;XSY ) + ε)} (55)
≤ exp{n(R− I(X ′;Y ) + ε)} (56)
≤ exp{n(−δ + ε)} (57)

where in (55) we have used the fact that H(X) = H(X ′).
Since there are polynomially many types, (51) is vanishing in
n as long as δ > ε. This proves (46).

We have shown that the randomized code (F,Φ) has van-
ishing probability of error. Applying Lemma 12.8 of [7] to the
randomized code (F,Φ) completes the proof of the lemma.

Lemma 6: For a non-overwritable channel, Cauth ≥ C.
Proof: Fix any R < C and any ε > 0. Let M = exp{nR}

and K = n2. For sufficiently large n there exists an n-length
type PX where R < I(X;Y |S = s0). Also, for sufficiently
large n, (42) is satisfied by the choice of K = n2.

Codebooks: Apply Lemma 5 to assert the existence of
codewords xik for i ∈ [M ] and k ∈ [K], as well as the
associated decoders φk.

Encoding: Let the message consist of the pair (k, i) where
k ∈ [K], and i ∈ [M ]. Using any code of positive-rate
(whose existence is asserted by Lemma 4), first encode k.
Then transmit xij .

Decoding: Let k̂ be the estimate of k bound by the decoder
from Lemma 4. If k̂ = 0 (i.e., the code declares an error), then
declare an error for the overall code. Otherwise, let y be the
n-length sequence associated with the codeword xij , and find
î = φk̂(y). If î = 0 (i.e., the second code declares an error),
we declare an error. Otherwise the decoded message is (k̂, î).

Probability of error analysis: By Lemma 4, with high
probability, k̂ = k if no adversary is present, or an error is
declared. Assuming k is decoded correctly, the probability of
error for both the s = s0 and s 6= s0 cases are given by
the quantities in (43)–(44). Thus the probability of error is
bounded by ε.

APPENDIX: PROOF OF PROPOSITION 1

An AVC has zero no-adversary capacity if and only if there
exists a distribution PY such that W (y|x, s0) = PY (y) for
all x, y. Thus, if 1) holds, we may take PS|X′ = 1(s = s0),
so
∑
s PS|X′(s|x′)W (y|x, s) = W (y|x, s0) = W (y|x′, s0).

Thus, 1) implies 2). To prove that 2) implies 3), fix any x̃,
and let PS(s) = PS|X′(s|x̃). Thus

∑
s PS(s)W (y|x, s) =

W (y|x̃, s0). As the right-hand side does not depend on x, Y is
independent of X , and hence I(X;Y ) = 0. Thus the random
code capacity is zero. That 3) implies 4) is shown in [5], and
follows because (8) holds with the choice PS|X(s|x) = PS(s),
where PS is a distribution giving I(X;Y ) = 0.
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