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Abstract—We develop a continuous-time Markov chain model of a dependability system operating in a randomly changing

environment and subject to probabilistic cascading failures. A cascading failure can be thought of as a rooted tree. The root is the

component whose failure triggers the cascade, its children are those components that the root’s failure immediately caused, the next

generation are those components whose failures were immediately caused by the failures of the root’s children, and so on. The amount

of cascading is unlimited. We consider probabilistic cascading in the sense that the failure of a component of type i causes a

component of type j to fail simultaneously with a given probability, with all failures in a cascade being mutually independent. Computing

the infinitesimal generator matrix of the Markov chain poses significant challenges because of the exponential growth in the number of

trees one needs to consider as the number of components failing in the cascade increases. We provide a recursive algorithm

generating all possible trees corresponding to a given transition, along with an experimental study of an implementation of the

algorithm on two examples. The numerical results highlight the effects of cascading on the dependability of the models.

Index Terms—Availability, reliability modeling, Markov processes, trees, cascading failures.

Ç

1 INTRODUCTION

COMPLEX systems often suffer from cascading failures.
Specifically, the failure of one component causes others

to fail simultaneously; the secondary failures then lead to
further instantaneous failures, and the cascading can
continue for several iterations. For example, the failure of
one computer in a network may cause others to also fail.
Alternatively, in an electric power grid, a single failed
power line can touch off a string of failures of other power
lines and generators, leading to a blackout.

Mathematical modeling of systems suffering from cas-

cading failures is crucial for their design and operation, and

some previously developed stochastic models of this

phenomenon include [1], [2], [3], and [4]. In the current

paper, we consider a continuous-time Markov chain

(CTMC) model of a dependability system operating in a

randomly changing environment and having probabilistic

cascading failures; e.g., see [5, Chapter 8] for details on

CTMCs and [6] for CTMC solution techniques. The model

includes an environment variable that changes as a CTMC,

and this allows us to model randomly changing conditions

under which the system operates. For example, the operat-

ing environment may randomly move among high-load,

medium-load, and low-load conditions. The behavior of the

system depends on the environment since we assume that

the failure and repair rates of the components depend on the

current environment. In addition, we allow for probabilistic
cascading failures, where the failure of a component
probabilistically causes other components to simultaneously
fail with certain probabilities. Goyal and Lavenberg [7] and
Goyal et al. [8] also employ a CTMC model to evaluate the
dependability of fault-tolerant systems, but they only allow
for a single level of cascading failures to occur. In other
words, the failure of a single component might cause others
to fail simultaneously, but the secondary failures cannot
cause other simultaneous failures.

The current paper considers a model that allows for
unlimited cascading failures, which significantly compli-
cates the computation of the infinitesimal generator
matrix Q of the CTMC. The difficulty arises from the
exponential growth in the number of possible ways in
which the cascading can occur as the number of failures in
the cascade increases. For example, consider a system
having three components, labeled 1, 2, and 3. Suppose that
when any one of the components fail, it can cause each of
the other components to fail simultaneously, with each
successive failure having its own probability depending on
which component caused the failure of the next component.
In the resulting CTMC, consider the state x with all
components operational and the state y with all components
failed. To determine the transition rate of going from x to y,
we need to consider the following nine possible ways of
cascading: 1 first fails, then causing both 2 and 3 to fail
together; 1 first fails, then 2 fails, which causes 3 to fail;
1 first fails, then 3 fails, which causes 2 to fail; 2 first fails,
then causing both 1 and 3 to fail together; 2 first fails, then 1
fails, which causes 3 to fail; 2 first fails, then 3 fails, which
causes 1 to fail; 3 first fails, then causing both 1 and 2 to fail
together; 3 first fails, then 1 fails, which causes 2 to fail;
3 first fails, then 2 fails, which causes 1 to fail. The
components may have unequal failure rates, and the
probability of the failure of component i causing
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component j to fail may differ from the probability of the
failure of component j causing component i to fail. Hence,
each of the nine possible ways in which a cascading failure
occurs resulting in a transition from x to y has its own rate,
and the sum of all of these is the overall rate of moving from
state x to y. In general, for a failure transition in which
m components fail, there can be up to mm�1 trees that need
to be considered. This exponential growth is inherent to the
problem, and constructing the Q matrix requires examining
every tree.

We provide a recursive algorithm that determines all of
the possible ways in which cascading can occur for a given
set of failing components, which can then be used to
compute the overall infinitesimal generator matrix of the
CTMC. Once the infinitesimal generator matrix has been
computed, we can then compute various dependability
measures of the system. We have implemented a computer
program that does exactly this. Our program takes as input
a high-level description of the system and builds from it the
CTMC. We present results from running our program on
two examples to analyze the effects of cascading failures.
The first is a modification of a fault-tolerant computing
system previously considered in [8]. Our version of the
model includes significantly more complex cascading fail-
ures, which required enumerating and evaluating approxi-
mately 200,000 trees to construct the generator matrix of the
CTMC. The second model is an example of a search-engine
infrastructure. Our numerical results demonstrate the
significant degradation in dependability that can result
from the presence of cascading failures, thereby high-
lighting the importance of modeling this phenomenon.

Dependability models have traditionally been classified
[6] into two categories: non-state-space models and state-
space models. The first do not require enumerating the
entire state space of the underlying model, thereby often
limiting the scope of possible interactions among compo-
nents, such as shared repairmen or cascading failures.
Solution methods for these models include reliability block
diagrams (RBD), fault trees (FT), and reliability graphs
(RG). State-space models, such as CTMCs as we consider,
require enumeration of all possible combinations of states of
components, which grows exponentially in the number of
components in the system, but this allows for modeling
much greater complexity in component interactions. Other
previously developed software packages for computing
dependability measures of Markovian models include
SHARPE [9], SAVE [7], HARP [10], EHARP [11], SURE
[12], TANGRAM [13], SURF-2 [14], and HIMAP [15]. Other
packages use alternatives to Markovian modeling, such as
stochastic Petri nets, as in SNPN [16]. Also, Galileo [17]
incorporates dynamic fault trees (DFT), which can model
propagating failures by using functional dependency gates,
but since the package does not analyze the complete state-
space model of the entire system, it is limited in the types of
component interactions it can handle. OpenSESAME [18]
builds a stochastic Petri net from a high-level description of
the system, in which the user may use failure dependency
diagrams (FDD) to model cascading failures, but the models
considered do not include the complex types of cascading
failures we analyze. Another modeling approach is Boolean

logic driven Markov processes (BDMP) [19], which com-
bines concepts from fault trees and Markov processes. Also,
the idea of cascading failures is related to other modeling
techniques, including common-cause and common-mode
failures and coverage [20], [21], [22], which have been
incorporated in some of the aforementioned packages.
DRBD [23] is another tool allowing for common failure
modes by extending traditional RBD to dynamic RBD [24]
to allow for certain types of component interactions. Finally,
we note that Bayesian networks have also been used in
reliability analysis [25].

The remainder of the paper is organized as follows:
Section 2 describes the mathematical model, and the details
of the CTMC are given in Section 3. In Section 3.1, we discuss
the specifics of how our model incorporates cascading
failures, and we present an example in Section 3.2. Section 4
gives our tree generation algorithm, and we discuss its
performance characteristics in Section 4.1. Section 4.2 shows
how to use the tree generation algorithm to compute the
infinitesimal generator matrix of the CTMC, and once this
has been computed, we describe in Section 5 how it can be
used to compute various dependability measures of the
CTMC. We present some numerical results from running
our program on two examples in Section 6, and Section 7
provides concluding remarks.

2 MODEL

We now describe our Markovian dependability model.
Suppose that there are N types of components, labeled
1; 2; . . . ; N , and let � ¼ f1; 2; . . . ; Ng be the set of all
component types. Let ri be the number of components
(redundancy) of type i, for i 2 �, where 1 � ri <1. We
assume that all components of the same type are identical.

We allow the system to operate in randomly changing

environments, and the failure and repair rates of components

may depend on the current environment. For example, we

may have high-load and low-load environments, and failure

rates are higher in the high-load environment. We model the

environment at time t with an environment variable Z0ðtÞ
that takes on values within the set E ¼ f1; 2; . . . ; Lg and

whose value changes randomly over time in the following

manner. If the system has just entered environment e 2 E, it

stays in that environment for an exponentially distributed

amount of time with rate �e > 0 and then moves to

environment e0 2 E with probability �e;e0 . We assume that

�e;e ¼ 0 for all e 2 E, so the environment cannot stay the same

on an environment transition. Moreover, we assume that the

matrix � ¼ ð�e;e0 : e; e0 2 EÞ is irreducible in the sense that for

any e; e0 2 E, there exists k > 0 and a sequence e0 ¼
e; e1; e2; . . . ; ek ¼ e0 2 E such that

Qk�1
i¼0 �ei;eiþ1

> 0; i.e., if the

environment is currently e, the environment can eventually

change to e0 later on, and this is true for any pair of

environments e and e0. Thus, the environment process

ðZ0ðtÞ : t � 0Þ is an irreducible CTMC with infinitesimal

generator matrixQ0 ¼ ðQ0ðe; e0Þ : e; e0 2 EÞ, whereQ0ðe; e0Þ ¼
�e�e;e0 for e0 6¼ e, and Q0ðe; eÞ ¼ �

P
e0 6¼e Q0ðe; e0Þ.

If the environment is currently e, each component of
type i has a constant failure rate �i;e > 0. In the case there is
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only one environment 1, this means that the lifetime of each

component of type i has a lifetime that is exponentially

distributed with rate �i;1. Exponential distributions are

widely used to model lifetimes of hardware and software

components; e.g., see [26] for theoretical and practical

justifications of this assumption. We assume that all

nonfailed components of each component type are operat-

ing, and they also fail at the same rate �i;e. Thus, our model

assumes “hot spares,” and if there are currently

ni components operational of type i and the current

environment is e, the total failure rate of type i is ni�i;e.

(We could easily extend our model to allow for “cold

spares,” but for simplicity we did not.)
Failed components are repaired according to a processor-

sharing discipline (also known as random-order service).

Specifically, when there is only one failed component and it

is of type i and the current environment is e, the constant

rate of repair is �i;e > 0. When there are b total components

currently failed, the repairman devotes 1=b of his effort to

each failed component, so the repair rate of an individual

failed component of type i is �i;e=b when the current

environment is e. Because of the processor-sharing repair

discipline, components do not have to wait in a queue before

being fixed. For simplicity, we do not consider other repair

disciplines, such as first-in-first-out (FIFO). Assuming a

FIFO repair discipline leads to an exponential explosion in

the size of the state space, because then the Markov chain

would need to also keep track of the order of the types of

failed components in the queue. For this reason, the SAVE

package [7] also assumes a processor-sharing discipline.
We model cascading failures as follows. For each

component type i, let �i � � be the ordered set of

components that can fail instantaneously when a compo-

nent of type i fails. The order in which the elements in �i are

listed specify the order in which they can fail, which is

needed when considering the probability of a cascading

failure. Given a component of type i has failed, each of the

component types j 2 �i fail independently of each other,

with �i;j being the probability that the failure of a

component of type i causes a component of type j to

simultaneously fail; with probability 1� �i;j, a component

of type j does not simultaneously fail. A cascading failure

can be thought of as a rooted, ordered tree, with the

component that initially fails (the triggering component

failure) at the root, and the cascading failures are probabil-

istic. Although all of the components in the tree fail

instantaneously, we assume that the order in which they

fail is in the order of a breadth-first enumeration of the

nodes in the tree [27]. We assume that a component type j

can appear at most once in each �i. Section 3.1 provides

more details on cascading failures.

3 MARKOV CHAIN

We now explicitly describe the resulting CTMC resulting

from our model. Define the state space

S ¼ fðx0; x1; x2; . . . ; xNÞ : x0 2 E; 0 � xi � ri for all i 2 �g:

For a state x ¼ ðx0; x1; . . . ; xNÞ 2 S, the environment is x0,
and there are xi components failed of type i for each i 2 �.
The size of the state space is

jSj ¼ L
YN
i¼1

ðri þ 1Þ <1: ð1Þ

Thus, the state space grows linearly in the number of
environments in the model. Also, since ri þ 1 � 2, we have
that jSj � L2N , so S grows exponentially in the number of
component types.

Define ZðtÞ ¼ ðZ0ðtÞ; Z1ðtÞ; . . . ; ZNðtÞÞ, where Z0ðtÞ is the
environment at time t, and ZiðtÞ, i ¼ 1; . . . ; N , is the number
of failed components of type i at time t. Then Z ¼ ðZðtÞ :
t � 0Þ is the stochastic process keeping track of the
evolution of the system over time, and by our assumptions,
Z is a CTMC on the state space S. Let Q ¼ ðQðx; yÞ : x; y 2
SÞ denote the jSj � jSj-dimensional infinitesimal generator
matrix of CTMC Z, where Qðx; yÞ is the total rate of going
from state x to state y.

Consider states x ¼ ðx0; x1; . . . ; xNÞ and y ¼ ðy0; y1; . . . ;
yNÞ in S. Only certain pairs ðx; yÞ represent valid transitions
for our CTMC Z. We specify below the criteria that lead to
allowable transitions ðx; yÞ:

. y0 6¼ x0 and yi ¼ xi for all i 2 �. Then ðx; yÞ
represents a change in the environment from x0 to
y0, and Qðx; yÞ ¼ �x0

�x0;y0
.

. y0 ¼ x0, yi ¼ xi � 1 for exactly one i 2 �, and yj ¼ xj
for all j 2 �� fig. Then, ðx; yÞ represents a repair
transition, in which a single component of type i is
repaired, and Qðx; yÞ ¼ xi�i;x0

=ð
P

j2� xjÞ.
. y0 ¼ x0, and yi � xi for all i 2 � with yj > xj for

some j 2 �. Then, ðx; yÞ represents a failure transition,
in which yi � xi components of type i fail, for each
i 2 �. Section 3.1 provides details on computing
Qðx; yÞ. In the special case when cascading failures
are not possible (i.e., �i ¼ ; for all i 2 �), the rate
Qðx; yÞ ¼ niðxÞ�i;x0

, where niðxÞ � ri � xi is the
number of components of type i that are operational
in state x.

For any pair ðx; yÞ, x 6¼ y, that does not satisfy any of the
above conditions, the transition ðx; yÞ is not possible, so
Qðx; yÞ ¼ 0. Also, Qðx; xÞ ¼ �

P
y6¼x Qðx; yÞ.

Proposition 1. The CTMC Z is irreducible.

Proof. Let x0 ¼ ð1; r1; r2; . . . ; rNÞ denote the state in which the
environment is 1 and all components are failed, and recall
that we assumed that the matrix � is irreducible. Because
all operational components continue to fail in any state,
the state x0 is accessible from any other state x 2 S.
Moreover, our assumption of using a processor-sharing
repair discipline ensures that any state y 2 S is accessible
from x0. Hence, the CTMC Z is irreducible. tu

3.1 Cascading Failures

We now describe how cascading failures occur. We can
think of a cascading failure as a rooted tree of components
that fail in a single transition, with the root being the
component whose failure triggers the tree of failures in the
cascade. Since we will be working with trees, we now
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define some related concepts. The depth of a node in a tree is
the length of the path (i.e., number of edges) from that node
to the root. The set of all nodes at a given depth is called a
level of the tree. The root is at level 0, the children of the root
are level 1, and so on. In our tree corresponding to a
cascading failure, each node directly caused each of its
children to fail. So if a component of type i is the component
at the root that triggered the cascading failures, some subset
G of �i of types of components is going to fail immediately
after i fails, where the subset G is determined probabil-
istically using the probabilities �i;j for j 2 �i. Then for each
component of type j 2 G, a subset of the components in �j
will fail, where again the subset is determined probabil-
istically. This continues until the cascading stops. All of the
component failures in the cascading occur instantaneously.

Consider a rooted tree T ¼ ðV ;E; rÞ, where V is the set of

nodes, E is the set of edges, and r 2 V is the root of T . Each

node v 2 V has an ID �ðvÞ 2 f1; 2; . . . ; jV jg, which is unique,

and also a type �ðvÞ 2 �, which is the type of component

whose failure corresponds to node v. We assume that the ID

of a node is the order in which the node is visited in a

breadth-first enumeration of the nodes in the tree; i.e., the

root has ID 1, its children have IDs starting from 2 to 1þ
however many children the root has, and so on. All nodes at

the same level have IDs in increasing order from left to

right. Given a node ID i, let 	ðiÞ 2 � be the type of the

component that fails at the node having ID i. Let KjðT Þ be

the number of nodes that have type j in tree T ; i.e., KjðT Þ ¼P
v2V 1f�ðvÞ ¼ jg ¼

PjV j
i¼1 1f	ðiÞ ¼ jg, where 1fAg ¼ 1 if A

is true, and 0 otherwise. Hence, the collection f�ðvÞ : v 2
V g ¼ f	ðiÞ : i ¼ 1; . . . ; jV jg is a multiset in which the

number of copies of type j is KjðT Þ.
Suppose that the system currently is in state

x ¼ ðx0; x1; . . . ; xNÞ, and a cascading failure corresponding

to a tree T occurs. Algorithm 1 computes Rateðx; T Þ, which

is the corresponding rate, and the calculation works as

follows. The variable nfailed½i� keeps track of the number

of components of type i that are currently failed, which is

initially xi. The cascading failure begins with the compo-

nent at the root failing, and this component is of type 	ð1Þ.
This happens at rate n	ð1ÞðxÞ�	ð1Þ;x0

since there are

n	ð1ÞðxÞ components of type 	ð1Þ operational in state x and

each has failure rate �	ð1Þ;x0
. Consider the node having ID i,

which has type 	ðiÞ. When a component of this type fails, it

probabilistically causes components of types j 2 �	ðiÞ to also

fail simultaneously. When the failure of the component of

type 	ðiÞ at the node having ID i causes a component of

type j 2 �	ðiÞ to fail, we multiply the rate by �	ðiÞ;j. When the

failure of the component of type 	ðiÞ at node having ID i

does not cause a component of type j 2 �	ðiÞ to fail, we

multiply the rate by 1� �	ðiÞ;j, but only if there were still

components of type j operational at that point (i.e., if

nfailed½j� < rj).
For a tree T and state x, define xðT Þ ¼ ðx0ðT Þ; x1ðT Þ; . . . ;

xNðT ÞÞ with x0ðT Þ ¼ x0 and xiðT Þ ¼ xi þKiðT Þ for each
i 2 �. Thus, xðT Þ defines another potential state that would
be reached from x after a cascading failure corresponding to
tree T . If xiðT Þ > ri for any i 2 �, then the number of
components of type i that failed in the tree T is more than

the number operational of type i in state x, so xðT Þ is not a
valid state and ðx; xðT ÞÞ is not a valid transition. Otherwise

(i.e., if xiðT Þ � ri for all i 2 �), ðx; xðT ÞÞ is a valid transition.
For a given failure transition ðx; yÞ, there can be many

trees T , possibly with roots of different types, such that

xðT Þ ¼ y, so to compute Qðx; yÞ, we need to sum over all of
the rates of trees T with xðT Þ ¼ y to get Qðx; yÞ. Specifically,

Qðx; yÞ ¼
X

Trees T : xðT Þ¼y
Rateðx; T Þ:

The sum over the trees T includes all possible types for

the root.

Algorithm 1. Rate(x; T ), where x is a state and T ¼ ðV ;E; rÞ
is a rooted, ordered tree

1: for i ¼ 1 to N do

2: nfailed½i� ¼ xi;
3: end for

4: Rate ¼ n	ð1ÞðxÞ�	ð1Þ;x0
;

5: nfailed½	ð1Þ� ¼ nfailed½	ð1Þ� þ 1;
6: for i ¼ 1 to jV j do

7: for j 2 �	ðiÞ do

8: if i has a child of type j then

9: Rate ¼ Rate 	 �	ðiÞ;j;
10: nfailed½j� ¼ nfailed½j� þ 1;

11: else

12: if nfailed½j� < rj then

13: Rate ¼ Rate 	 ð1� �	ðiÞ;jÞ;
14: end if

15: end if

16: end for

17: end for

18: y ¼ xðT Þ; {Compute state y corresponding to the

transition from x on tree T }

19: Qðx; yÞ ¼ Qðx; yÞ þ Rate; {Add in rate of current tree into

current entry of Q-matrix}
20: return Rate;

3.2 An Example

We now consider an example. Suppose that there are three

types of components (N ¼ 3):

. Type 1 has redundancy r1 ¼ 3. When a component
of type 1 fails, it causes components of types 2 and 3
to fail with probabilities �1;2 and �1;3, respectively.
Thus, �1 ¼ f2; 3g.

. Type 2 has redundancy r2 ¼ 3. When a component
of type 2 fails, it causes components of types 1 and 3
to fail with probabilities �2;1 and �2;3, respectively.
Thus, �2 ¼ f1; 3g.

. Type 3 has redundancy r3 ¼ 5. When a component
of type 3 fails, it causes a component of type 2 to fail
with probability �3;2. Thus, �3 ¼ f2g.

Consider state x ¼ ðx0; x1; x2; x3Þ ¼ ð1; 2; 1; 4Þ. In this

state, the environment is 1, and

. type 1 has two components failed and n1ðxÞ ¼ 1
component operational,

. type 2 has one component failed and n2ðxÞ ¼ 2
components operational,
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. type 3 has four components failed and n3ðxÞ ¼ 1
component operational.

Also, consider the state y ¼ ðy0; y1; y2; y3Þ ¼ ð1; 3; 2; 5Þ, and

we want to determine the total rate for the transition ðx; yÞ.
Note that y� x ¼ ð0; 1; 1; 1Þ, so the environment stays the

same and a single component of each type fails in

the transition.
Consider the tree in Fig. 1. Let T1 ¼ ðV1; E1; 1Þ be the tree

consisting of only the nodes drawn with a double circle, and

this denotes a cascading failure corresponding to the

transition ðx; yÞ. The single-circled nodes correspond to

components that might potentially have failed in the

cascading (because they belong to a set �i of a component

type i that failed) but actually did not fail. Potential failures

may not have occurred because either the event probabil-

istically did not occur or there were no more components of

that type still operational at that point and so it could not

have failed. Let T 	1 ¼ ðV 	1 ; E	1 ; 1Þ be the supertree consisting

of all the nodes. Each node in T 	1 has a label ðz1; z2; z3Þ. For a

node that belongs to T1, the first label z1 is the node’s ID

within the tree T1; if the node does not belong to T1, then z1

is null and is denoted by a dash. We call z1 the tree ID of the

node. The second label z2 is the component type of the

node, and z3 denotes the node’s ID within the supertree T 	1 .

We call z3 the supertree ID of the node. The tree IDs and

supertree IDs give breadth-first enumerations of their

respective trees. For example, for the node in level 2, its

tree ID is 3, its component type is 2, and its supertree ID is 4.

For the left node in level 3, its tree ID is null, its component

type is 1, and its supertree ID is 5.
We now use Algorithm 1 to calculate Rateðx; T1Þ:

. Before the cascading failure begins, nfailed½1� ¼ 2,
nfailed½2� ¼ 1, and nfailed½3� ¼ 4.

. The cascade is triggered by a failure of a component
of type 1 at the node with supertree ID 1. Hence, we
include a factor n1ðxÞ�1;1 ¼ �1;1 in the rate, and
increment nfailed½1� to 3.

. The failure of the component of type 1 at the node
with supertree ID 1 can potentially cause failures of
components of types in �1 ¼ f2; 3g. The component
of type 2 at the node with supertree ID 2 does not
fail; since nfailed½2� ¼ 1 < 3 ¼ r2, there are still
components of type 2 operational at this point, so
the rate includes a factor of 1� �1;2. The component
of type 3 at the node with supertree ID 3 fails, so the

rate includes a factor of �1;3. Also, we increment
nfailed½3� to 5.

. The failure of the component of type 3 at the node
with supertree ID 3 can potentially cause failures of
components of types in �3 ¼ f2g. The component of
type 2 at the node with supertree ID 4 fails, so the
rate includes a factor of �3;2. Also, we increment
nfailed½2� to 2.

. The failure of the component of type 2 at the node
with supertree ID 4 can potentially cause failures of
components of types in �2 ¼ f1; 3g. The component
of type 1 at the node with supertree ID 5 does not
fail; since nfailed½1� ¼ 3 6< 3 ¼ r1, there are no
more components of type 1 operational at this
point, so the rate does not include the factor
1� �2;1. The component of type 3 at the node with
supertree ID 6 does not fail; since nfailed½3� ¼
5 6< 5 ¼ r3, there are no more components of type 3
operational at this point, so the rate does not
include the factor 1� �2;3.

Hence, the overall rate for tree T1 is

Rateðx; T1Þ ¼ �1;1ð1� �1;2Þ�1;3�3;2:

We then include Rateðx; T1Þ as a summand in the sum for

Qðx; yÞ.
Figs. 2, 3, 4, 5, 6 show all of the other trees T2, T3, T4, T5,

and T6 that correspond to a transition from x to y. Trees T2

and T3 have roots of type 1, trees T4 and T5 have roots of type

2, and tree T6 has a root of type 3. The rates for these trees are

Rateðx; T2Þ ¼ �1;1�1;2�1;3ð1� �3;2Þ;
Rateðx; T3Þ ¼ �1;1�1;2ð1� �1;3Þ�2;3ð1� �3;2Þ;
Rateðx; T4Þ ¼ 2�2;1�2;1ð1� �2;3Þð1� �1;2Þ�1;3ð1� �3;2Þ;
Rateðx; T5Þ ¼ 2�2;1�2;1�2;3ð1� �1;2Þð1� �3;2Þ;
Rateðx; T6Þ ¼ �3;1�3;2�2;1ð1� �1;2Þ:
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No other trees T with any type of root has xðT Þ ¼ y. Thus,

since y ¼ xðTiÞ for i ¼ 1; 2; . . . ; 6, we have

Qðx; yÞ ¼
X6

i¼1

Rateðx; TiÞ:

4 ALGORITHM TO GENERATE ALL TREES

We now provide a recursive algorithm to generate all

possible trees T for a given collection of component types,

possibly with redundancy. Specifically, fix a state x ¼
ðx0; x1; . . . ; xNÞ and consider a multiset M of component

types to fail in a cascade starting from state x. Let Mi be the

number of copies of type i in the multiset M, and define

state y ¼ ðy0; y1; . . . ; yNÞ with y0 ¼ x0 and yi ¼ xi þMi for

each i 2 �. We now want to compute the transition rate

Qðx; yÞ by generating all possible trees T that correspond to

failures of all components in M. There are well-known

algorithms (e.g., [28, Section 2.3.4.4]) for enumerating all

trees having a given set of labels without any required

structure. However, in our problem, the sets �i,

i ¼ 1; . . . ; N , which specify the possible cascading failures,

impose restrictions on a node’s possible children and their

ordering. Function Tree in Algorithm 3 accomplishes this

tree-generation task.

In the code in Algorithm 2, GenTreeðM;�Þ is the top-

level calling routine and serves as the wrapper function of

Tree, which is where all the tree generation work is

performed. GenTree takes as input M and �, which is the

collection of all of the �i. In Algorithm 3, function Tree

grows a tree under the type restrictions and types available

using breadth-first search (BFS) [27]. The nodes of the

generated tree can be labeled accordingly (e.g., by assigning

to them consecutive numerical values starting from an

arbitrary base value) and the tree can be represented

efficiently in sparse form through a parent array p [27],

where pðvÞ ¼ u if v is a child spawned by u (or equivalently,

u is the parent of v). We omit details about BFS in Tree. For

example, a BFS-related function BFSAssignedLabel that

assigns a numerical label to a node that signifies the order

of visit of that node is not explained; incrementing a counter

suffices to implement this function. We also do not provide

implementation-related details for Tree or GenTree as this

might complicate the exposition of our algorithm. For

example, Algorithm 1 requires an alternative representation

of a tree (other than the parent array p maintained by BFS),

such as in the form of a graph represented with an

adjacency matrix or an adjacency list. Implementationwise,

the conversion from one representation into another is

straightforward. To highlight this, function EvaluateRate

is used in Tree and GenTree to distinguish the former

from Rate defined in Algorithm 1. The distinction is that

EvaluateRate maintains a tree as a parent array p

whereas Rate expects (for efficiency purposes) a tree T

represented as a graph (as well as the state x that the system

is in before the cascading occurs). One can thus consider

EvaluateRate as a wrapper function for Rate: the first

step of the former is the conversion of the parent array p

into the form acceptable as input by Rate.

Algorithm 2. GenTree(M;�)

1: Mtype ¼ typesðMÞ;
2: Mtemp ¼M;

3: for j ¼ 1 to jMtypej do

4: Mtemp ¼Mtemp�Mtype½j�; {Remove a node of type

Mtype½j� from Mtemp}
5: root ¼ CreateNodeðÞ; {Create a node for the root of the

tree}

6: root.� ¼ 1; root.� ¼Mtype½j�; {Root has ID 1 and type

Mtype½j�}
7: if NotEmpty(Mtemp) then

8: Tree(Mtemp,�,root,root.�);

{Start a tree with root whose type is one of the

possible types of M}
9: else

10: EvaluateRate(); {Tree has only one node, its root}

11: end if

12: end for

13: return
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Algorithm 3. TreeðM;�; node; node:�Þ where node.� is the

assigned type of root node

1: Queue ¼ f g; Stack ¼ f g; EnqueueðQueue; nodeÞ;
2: while (NotEmpty(Queue)) jj ((Empty(Queue)) &&

(NotEmpty(Stack))) do

3: if (Empty(Queue) && NotEmpty(Stack)) then {A tree

T has been formed}

4: if (Empty(M)) then {If M is empty, then, T

utilizes all types. Run EvaluateRate}

5: EvaluateRateðÞ;
6: end if

7: goto line 27; {Proceed to generating/enumerating

another T }

8: end if

9: u ¼ DequeueðQueueÞ; {Pick next node from Queue to

expand using BFS}

10: X ¼ f g; {X will hold the types of us children}

11: Mtype ¼ typesðM); ntypes ¼ jtypesðMÞj;
12: for j ¼ 1 to ntypes do

13: if BelongsToðMtype½j�;�u:�Þ then

14: X ¼ X [ fMtype½j�g;
15: end if

16: end for

17: d ¼ jXj; {d is the maximum number of different types

of children u can have}

18: if (d ¼¼ 0) then (No type in M can be a child of u}

19: if Empty(M) then {Tree T is complete}

20: EvaluateRateðÞ;
21: hM;Queuei ¼ TopðhM;Queuei; StackÞ; {Reset M

and Queue for backtracking}

22: continue;

23: else

24: continue; {Current u cannot have children}

25: end if

26: end if {d might be 0 because u cannot be expanded

even if other siblings can}

27: Y ¼ EnumerateNextSubsetðu; d;XÞ for subsets of size

k ¼ 0 to d with increasing k; fY ¼ fj1; . . . ; jkg is the

next subset of types from X to be u’s children, where

j1; . . . ; jk are in the lexicographic ordering specified by

�u:�}

28: if FirstEnumeratedSet(Y ) then {Is the current Y the

first set to be generated?}

29: PushðhM;Queuei; StackÞ; {Remember state by

pushing M and Queue onto Stack}

30: else if LastEnumeratedSet(Y ) then {Is Y the last set,

i.e., is its cardinality d?}

31: PopðhM;Queuei; StackÞ; {Erase saved state}

32: continue;

33: else {Y is neither the first nor the last enumerated set}

34: hM;Queuei ¼ TopðhM;Queuei; StackÞ; {Reset M and

Queue from Stack}

35: end if

36: for t ¼ 1 to k do {Create nodes for the types in Y to be

the children of u}

37: vt ¼ CreateNode(); {Create node for the tth child of

u}

38: vt:� ¼ BFSAssignedLabelðÞ; vt:� ¼ jt; {Assign ID

and type to node vt}
39: TypeUpdateðM; jtÞ; {Remove from M type jt that we

just used}

40: EnqueueðQueue; vtÞ; {Insert node vt into Queue for

later expansion}

41: end for

42: end while

43: if (Empty(M)) then {This is similar to line 4 as Stack and

Queue are now both empty}
44: EvaluateRateðÞ;
45: end if

46: return

Functions GenTree and Tree utilize a variety of objects
and auxiliary functions. Several of them are self-explana-
tory; we provide some details below for the nonobvious
ones. Object Queue is an implementation of the abstract data
type of a FIFO (first-in, first-out) queue, and Stack is an
implementation of a LIFO (last-in, first-out) stack, with
operations Enqueue and Dequeue defined for Queue and
Push, Pop and Top for Stack. Operations Enqueue and
Push define an appropriate insertion and Dequeue and Pop

an appropriate deletion; Top is a probing operation that
returns the object at the top of the stack without removing it.
Function types return the distinct types of M into an array
Mtype, and ntypes denotes the length of Mtype. Function |
|
returns the cardinality of a set. In Algorithms 2 and 3,
attributes � and � denote the unique ID �ðuÞ and the type
�ðuÞ of a node u. In line 27 of Algorithm 3, u is the current
node to be expanded (i.e., assigned children), X is the
maximal set of types for the children of u, and d is the
cardinality of X. For a given ðu; d;XÞ, each successive call to
function EnumerateNextSubsetðu; d;XÞ returns the next
subset of X in lexicographic order (using the ordering given
in �u:�). The subset returned from EnumerateNextSubset

contains the types of the children of the node u in the current
tree that is being enumerated. Other functions are self-
explanatory (e.g., NotEmpty, Empty.)

As pointed out before, function Tree builds a tree using
BFS under the type restrictions specified by the �i. We
maintain information about this BFS operation through
Queue. A particular node u might get expanded in a variety
of ways depending on its type, and such an expansion also
affects BFS. To account for all possible alternatives, we use
Stack. Every time a node u is about to be expanded, the
algorithm pushes information onto Stack. Every time a
different subset of children is assigned to node u, informa-
tion stored in Stack is used to restore the values of M and
Queue that were changed since the previous expansion of u.
After all possible sets of children for u have been generated,
we pop from Stack the information used in the expansion
of u. In Stack, we maintain information about the current
state of Queue and the current M. Other information
pertinent to the generation might also be stored in Stack;
e.g., in the operations needed in line 27 in Algorithm 3,
information about the size k of Y might also be stored in
Stack, as well as information that will allow the labeling of
lines 38-40.

4.1 Performance Characteristics
of Algorithms 2 and 3

We first want to study the number of trees that Algorithm 2
produces. The number depends on the component types in
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multiset M, the number Mi of copies of component type i in
M, and the ordered sets �i, i 2 �, which restrict the possible
children of a node of type i. Recall N is the total number of
component types, and let m ¼

PN
i¼1 Mi be the total number

of components of all types in M. In general, it is difficult to
determine the exact number of trees that will be generated for
arbitrary sets �i. However, we can do this for the special case
when every component type can cause every component
type to fail, i.e., when �i ¼ � for each i 2 �.

Proposition 2. If �i ¼ � for each i 2 �, then the number of trees
produced by Algorithm 2 is mm�1=ð

Q
i2� Mi!Þ.

Proof. Suppose initially that each Mi is 0 or 1, i.e., there is at
most 1 component of each type in M. The number of
trees that Algorithm 2 will then generate is the number of
labeled trees on m nodes. Cayley’s formula (e.g., [28,
Section 2.3.4.4]) gives this number as mm�2 for unrooted
trees. Since we have rooted trees, the number of trees
generated by Algorithm 2 in this case is mm�1. More
generally, when each Mi can take on any value, the total
number of trees is mm�1=ð

Q
i2� Mi!Þ. tu

More restrictive sets �i reduce the number of trees
possible, and the number given in Proposition 2 then
provides an upper bound.

The space requirements for Algorithm 3 are polynomial
in the number of nodes of the generated tree, which is no
more than m. The Queue data structure maintains at most
m nodes. Each entry of Stack maintains information
related to the current state of the Queue, which is
proportional to m, and also to the current state of the
multiset M, which is proportional to N . Given that the total
number of nodes expanded determines the amount of
information maintained by Stack, this information is thus
proportional to mðN þmÞ.

4.2 Constructing the Q-Matrix

Algorithm 4 shows how to use functionGenTree to construct
the entire infinitesimal generator matrix Q. The algorithm
loops through all possible transitions ðx; yÞ. Line 4 handles the
case that ðx; yÞ corresponds to a change in the environment.
Line 6 handles the case that ðx; yÞ corresponds to a repair of a
component. Line 8 handles the case that ðx; yÞ corresponds to
a failure transition, possibly a cascading failure. Line 9
determines the multiset M of components that fail in the
transition ðx; yÞ, and function GenTree then generates all of
the trees having nodes with labels being the types in M. For
each of these trees, GenTree calls EvaluateRate to
compute the rate of the tree and add it to the current value
of Qðx; yÞ. Note that GenTree needs to be called for each
possible failure transition ðx; yÞ, and each of these calls
requires generating up to mm�1 trees, where m is the total
number of components that fail in the transition ðx; yÞ.

Algorithm 4. ConstructQmatrixðQÞ
1: for x ¼ ðx0; x1; . . . ; xnÞ 2 S do

2: for y ¼ ðy0; y1; . . . ; ynÞ 2 S, y 6¼ x do

3: Qðx; yÞ ¼ 0;

4: if y0 6¼ x0 and yi ¼ xi for all i 2 � then

5: Qðx; yÞ ¼ �x0
�x0;y0

; {ðx; yÞ is an environment-change

transition}

6: else if y0 ¼ x0, yi ¼ xi � 1, and yj ¼ xj for all
j 2 �� fig then

7: Qðx; yÞ ¼ xi�i;x0
=ð
P

j2� xjÞ; {ðx; yÞ is a repair

transition}

8: else if y0 ¼ x0 and yi � xi for all i 2 � with yj > xj
for some j 2 �� fig then

9: M ¼ multiset with yi � xi copies of i, for each

i 2 �;

10: GenTreeðM;�Þ; {ðx; yÞ is a failure transition, so
generate trees}

11: end if

12: end for

13: Qðx; xÞ ¼ �
P

y6¼x Qðx; yÞ;
14: end for

15: return Q;

Remark. Instead of filling in the entries in the matrix Q
corresponding to failure transitions as in Algorithm 4, an
alternative approach is as follows. First loop over all
states x. Each x corresponds to a certain collection CðxÞ of
components (with possible redundancies) that are opera-
tional in x and could fail. For each x, generate every tree
that could be constructed having all the components in
CðxÞ. Then, as each of these trees is being constructed,
evaluate the rate of each partially built tree and update
Qðx; yÞ as Qðx; yÞ  Qðx; yÞ þ rate(current partially built
tree), where y corresponds to the state we end in when
starting in x and having all components fail in the current
partially build tree. Implementing this idea requires
modifying Algorithm 3 so that it calls EvaluateRate in
different places. Specifically, eliminate all of the existing
calls to EvaluateRate and add a new one right after
line 41. We can think of this as being a “tree-based”
approach to constructing the Q-matrix, and it fills in each
row by jumping around to different entries correspond-
ing to the partially built trees. In contrast, the “state-
based” approach given in Algorithm 4 fills in Q in an
orderly fashion by generating all of the trees for one
failure transition ðx; yÞ before moving to the next entry in
Q. The tree-based approach may lead to improvement in
the time required to fill in Q, but the total number of trees
that need to be evaluated in both approaches is the same.

Now we examine the total number of trees generated by
Algorithm 4. Trees only need to be considered in failure
transitions, which account for less than half of the
jSj2 entries in the generator matrix Q. On any failure
transition, at most

PN
i¼1 ri can fail since this is the total

number of components in the system, so m �
PN

i¼1 ri in
Proposition 2. Thus, by (1) and since Mi! � 1, we obtain the
following crude upper bound of the total number of trees
needed to construct the entire Q-matrix:

1

2
L
YN
i¼1

ðri þ 1Þ
 !2 XN

i¼1

ri

 !ðPN

i¼1
riÞ�1

; ð2Þ

which is exponential in both the number N of component
types and the redundancies ri. As we will see in Section 6,
the bound in (2) can be very loose for models in which the
sets �i place restrictions on the possible cascading.
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Algorithm 1 is run on each tree generated. Consider a
tree T with jV j ¼ m nodes. Since �i � � and j�j ¼ N , we get
j�ij � N . Thus, Algorithm 1 requires OðmNÞ work.

5 DEPENDABILITY MEASURES

Once the infinitesimal generator matrix Q has been
computed, we can use it to compute various dependability
measures of the CTMC Z. Before we do this, we partition
the state space S into S1 and S2, where S1 (respectively, S2)
is the set of states in which the system is considered to be
operational (respectively, failed). (We discuss one way this
can be done in Section 6.) Let x	 2 S be the state with all
components operational and the environment is 1, and we
assume that x	 2 S1.

One dependability measure we can compute from Q is
the system’s steady-state unavailability U , which is the long-
run fraction of time that the system is in a failed state and
can be computed as follows. We first compute the stationary
distribution as the nonnegative solution 
 ¼ ð
ðxÞ : x 2 SÞ 2
<jSj to the set of equations 
>Q ¼ 0 and 
>e ¼ 1, where the
superscript > denotes transpose and e ¼ ð1; 1; . . . ; 1Þ> 2 <jSj
is the vector of all 1s; e.g., see [5, p. 410]. The irreducibility of
Z from Proposition 1 and finiteness of S guarantee the
existence and uniqueness of 
. Then, defining f ¼ ðfðxÞ :
x 2 SÞ with fðxÞ ¼ 0 if x 2 S1 and fðxÞ ¼ 1 if x 2 S2, we
compute the steady-state unavailability as U ¼ 
>f ; e.g., see
[5, p. 410].

Another dependability measure that can be computed
from Q is the mean time to failure (MTTF), which is the
expected amount of time until the system reaches a failed
state, given that it starts in state x	. First, define the
transition probability matrix P ¼ ðP ðx; yÞ : x; y 2 SÞ of the
embedded discrete-time Markov chain, where P ðx; yÞ ¼
�Qðx; yÞ=Qðx; xÞ for x 6¼ y, and P ðx; xÞ ¼ 0. Next, define the
matrix PR ¼ ðPRðx; yÞ : x; y 2 SÞ with PRðx; yÞ ¼ P ðx; yÞ if
y 2 S1 and PRðx; yÞ ¼ 0 if y 2 S2. Then, define the vector
h ¼ ðhðxÞ : x 2 SÞ with hðxÞ ¼ �1=Qðx; xÞ, which is the
expected holding time in state x for the CTMC Z. Letting
I denote the jSj � jSj-dimensional identity matrix, we then
define the vector g ¼ ðgðxÞ : x 2 SÞ as g ¼ ðI � PRÞ�1h, and
gðx	Þ is the MTTF; e.g., see [5, Section 7.9].

Of course, other dependability measures can also be
computed from Q. These include transient measures, such
as the reliability or interval availability. See [7] for details.

6 EXPERIMENTAL RESULTS

We developed a Java program (about 10,000 lines of code)
that implements Algorithms 1-4 to automatically construct
the Q-matrix from a system-level specification of a model,
which is input to the program. The input the user provides
includes the following information:

. the set E of environments and its associated
parameters: the rates �e of leaving environment e
and transition probabilities �e;e0 of moving from
environment e to e0, for all e; e0 2 E;

. for each component type i, the redundancy ri, and
failure rate �i;e and repair rate �i;e in each
environment e;

. the cascading failure parameters �i and �i;j, where
�i specifies, when a component of type i fails, the
ordered set of components that probabilistically fail
simultaneously, and �i;j is the probability of i
causing j to immediately fail, for each j 2 �i;

. conditions under which the system is considered
operational, where the conditions are given as a
Boolean expression on the number of components
operational of each type, using ANDs, ORs, and
comparison operators (< , � , > , � and ¼¼ ). This
allows for specifying system operational conditions
using series, parallel, and k-out-of-n subsystems. For
example, the expression “ððA � 1ÞANDðB � 1ÞÞ
ORðC � 3Þ” means that the system is operational as
long as there is at least one component operational of
each type A and B, or there are at least three
components operational of type C.

The program uses the last input to automatically
partition the state space S into operational states S1 and
failed states S2. Specifically, for each state x ¼ ðx0;

x1; . . . ; xNÞ 2 S, where xi denotes the number of compo-
nents failed of type i for i 2 �, the program evaluates the
Boolean expression to determine if x belongs to S1 or S2.

Once the Q-matrix has been computed, the program
then computes the unavailability and MTTF of the system
using the methods described in Section 5. Below we
describe the numerical results from running our program
on two examples.

6.1 Example 1

We ran our program on different versions of the system
depicted in Fig. 7, which is a modification of a fault-tolerant
computing system considered in [8]. The system consists of
N ¼ 6 component types A;B; . . . ; F . Types A and B are
processors, each having redundancy 2. Types C and D are
disk controllers, where C has redundancy 2 and D has
redundancy 3. Types E and F are disk clusters, each with
redundancy 2.

There are two environments, 1 and 2. If the environment
is currently 1 (respectively, 2) and there is a change in
environment, the environment becomes 2 (respectively, 1);
hence, �1;2 ¼ �2;1 ¼ 1 ¼ 1� �1;1 ¼ 1� �2;2. Once there is a
change in environment from 1 to 2 (respectively, 2 to 1), the
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environment 2, the failure rates are halved, but the repair rates remain

the same.
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environment remains as 2 (respectively, 1) for an exponen-
tially distributed amount of time with rate �2 ¼ 2 (respec-
tively, �1 ¼ 2). Taking the time units to be days, this means
that the environment changes twice a day on average.

When the environment is 1, the failure rates of the
components are �A;1 ¼ �B;1 ¼ 0:001, �C;1 ¼ �D;1 ¼ 0:004,
and �E;1 ¼ �F;1 ¼ 0:006. When the environment is 2, the
failure rates of the components are �i;2 ¼ �i;1=2 for each
component type i. The system is considered operational if
and only if at least one component of each type is
operational, so the Boolean expression for the system to be
operational is ðA � 1Þ ^ ðB � 1Þ ^ ðC � 1Þ ^ ðD � 1Þ^
ðE � 1Þ ^ ðF � 1Þ, where ^ denotes AND.

When a component of type A (respectively, B) fails, it
first causes a component of type C (respectively, D) to fail
with probability 0.2 and then a component of type D
(respectively, C) to fail simultaneously with probability 0.1;
hence, �A ¼ fC;Dg;�B ¼ fD;Cg; �A;C ¼ �B;D ¼ 0:2, and
�A;D ¼ �B;C ¼ 0:1. When a component of type C (respec-
tively, D) fails, it first causes a component of type E
(respectively, F ) to fail simultaneously with probability 0.2
and then a component of type A (respectively, B) to fail
simultaneously with probability 0.1; hence, �C ¼ fE;Ag,
�D ¼ fF;Bg, �C;E ¼ �D;F ¼ 0:2, and �C;A ¼ �D;B ¼ 0:1.
When a component of type E or F fails, it does not cause
any other components to fail simultaneously, so
�E ¼ �F ¼ ;.

We considered three different versions of our example
by varying the repair rates. (For simplicity, we specified
component repair rates that do not depend on the current
environment, so �i;e ¼ �i for all component types i and
environments e.) In Model 1, the repair rate is 1 for all
component types i. In Model 2, component types A-D have
repair rate 1, and component types E and F have repair
rate 8. In Model 3, all component types have repair rate 8.

For each of the three models, the resulting CTMC has
2� 3� 3� 3� 4� 3� 3 ¼ 1;944 states by (1). Also, the total
number of trees evaluated to construct the Q-matrix is
194,404, which is significantly less than the upper bound
given by (2). The average number of trees evaluated per
failure transition is 4.18, with 504 as the maximum number
of trees evaluated for any single failure transition.

Table 1 contains the results for the three models in the
columns labeled “Cascading.” As expected, the steady-
state unavailability U decreases and the MTTF increases as
the repair rates increase. However, the relative differences
in unavailability are larger than the relative differences in
the MTTF across the models, which we now explain. In all
three models, when one component fails, the chances that
other components simultaneously fail (and bring the
system down) are the same since we did not alter the
cascading failure probabilities in the different models.

Thus, there is not much change in the MTTF results for the
three models. But once the system is down, larger repair
rates lead to the system being down for shorter times, so
the unavailability is more affected by changes in the repair
rates than the MTTF.

For comparison, we also computed the unavailability
and the MTTF for the same models without cascading
failures, i.e., �i ¼ ; for all component types i. Table 1 gives
these results in the columns labeled “No Cascading.” For
Model 1, the unavailability and MTTF differ by factors of
5.5 and 3.7, respectively, from the case when there are
cascading failures. Thus, we see that cascading failures can
have a significant impact on a system’s dependability
measures, and the differences are even more pronounced
for Models 2 and 3. For Model 2, the unavailability and
MTTF differ by factors of 16.7 and 8.2, respectively. For
Model 3, the unavailability and MTTF differ by factors of
28.8 and 17.2, respectively. The reasons for the larger
differences between the results with and without cascading
failures for Models 2 and 3 than for Model 1 appear to be
as follows. Since Models 2 and 3 use larger repair rates,
failed components are repaired more quickly, so other
components have less chance of independently failing
during the shorter repair times. Because all components of
a type need to be failed to bring the system down, it is less
likely without cascading failures for both components of
one type to be simultaneously failed to bring the system
down. However, with cascading failures, it is possible for a
single failure to cause other components to fail simulta-
neously to bring down the system. Hence, changing repair
rates has a greater impact on the dependability measures
when there are no cascading failures.

6.2 Example 2

We also ran our program on the system depicted in Fig. 8,
which can be thought of as an example of a search-engine
infrastructure [29]. In this case, A1; . . . ; A5 represent query
servers, and B1; B2; B3 are network switches connecting the
servers to computational clusters C1; . . . ; C4, which resolve
the queries. Each of A1; . . . ; A5; B1; B2; B3; C1; . . . ; C4 is a
separate component type. Component type A3 has redun-
dancy 2 and all other types have redundancy 1.

In this model, there is only a single environment. The
failure rates of component types Ai, Bi, and Ci are 0.001,
0.002, and 0.001, respectively. The repair rates of component
types Ai, Bi, and Ci are 16, 8, and 2, respectively.
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Fig. 8. Diagram of system in Example 2 with probabilities of cascading

failures (dashed lines) and failure and repair rates.
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The possible cascading failures are denoted by dashed
lines in Fig. 8. When eitherA1 orA2 fails, it can cause the other
to simultaneously fail. A failure of aB-type of component can
cause each of the other B-types to simultaneously fail, and a
failure of aC-type of component can cause an adjacentC-type
component to simultaneously fail. Thus, �A1 ¼ fA2g,
�A2 ¼ fA1g, �A4 ¼ fA5g, �A5 ¼ fA4g, �B1 ¼ fB2; B3g,
�B2 ¼ fB1; B3g, �B3 ¼ fB1; B2g, �C1 ¼ fC2g, �C2 ¼ fC1;
C3g, �C3 ¼ fC2; C4g, and �C4 ¼ fC3g.

We considered two different versions of the system by
varying the cascading failure probabilities. In the first model,
we let �A1;A2 ¼ �A2;A1 ¼ �A4;A5 ¼ �A5;A4 ¼ 0:01; �Bi;Bj ¼ 0:05
for all i 6¼ j, and �Ci;Cj ¼ 0:02 for j ¼ i� 1 or j ¼ iþ 1 with
1 � j � 4. In the second model, we increased each of these
values by a factor of 4.

The solid lines in Fig. 8 show the interconnections among
the components. The query servers A1; . . . ; A5 are in three
different regions, withA1 andA2 in the first region,A3 in the
second region, andA4 andA5 in the third region. The system
is considered operational as long as each region has an
operational query server, and there are at least three
operational computational clusters that are accessible
(through operational switches) to the operational query
servers. We now want to give the corresponding Boolean
expression. To simplify notation, for T ¼ A, B, or C and
i1; i2; . . . ; in, let Ti1i2


in denote the Boolean expressionVn
i¼1ðTin � 1Þ. For example, A135 means ðA1 � 1Þ ^
ðA3 � 1Þ ^ ðA5 � 1Þ, and B3 means ðB3 � 1Þ. Also, let Tk:n

denote that at least k out of the n T -type components are
operational. For example, B2:3 means ððB1 ¼¼ 1Þ ^ ðB2 ¼¼
1ÞÞ _ ððB1 ¼¼ 1Þ ^ ðB3 ¼¼ 1ÞÞ _ ððB2 ¼¼ 1Þ ^ ðB3 ¼¼ 1ÞÞ,
where _ denotes OR. Then a Boolean expression for the
system to be operational is

ððA134 _A135 _A234 _A235Þ ^B2:3 ^ C3:4Þ
_ ðA134 ^B3 ^ C134Þ _ ðA135 ^B3 ^ C134Þ
_ ðA135 ^B1 ^ C124Þ _ ðA235 ^B1 ^ C124Þ:

Thus, the system is operational if there is at least one
operational query server available in each region, at least
two out of the three switches are operational, and at least
three out of the four computational clusters are operational.
Also, the system is operational if there is only one switch
(B1 or B3) operational but only for certain configurations of
at least three operational query servers and at least three
operational computational clusters.

The resulting CTMC has 211 � 3 ¼ 6;144 states. Table 2
gives the values of the steady-state unavailability and
MTTF. The column label “Cascading 1” (respectively,
“Cascading 2”) gives the results with cascading failures
having probabilities in Model 1 (respectively, Model 2). We
also ran the same model without cascading failures, and the
column labeled “No Cascading” contains the values of the
dependability measures in this case. Going from no
cascading failures to Model 1, the steady-state unavailability

(respectively, MTTF) degrades by a factor of 30.6 (respec-
tively, 53.0). The large differences in dependability can be
explained as follows. Without cascading failures, the failure
of the system requires at least two independent component
failures. However, with cascading failures, there are some
scenarios having not insignificant probabilities in which a
single component failure triggers a cascade that brings the
system down (e.g., a C-type failing causing another C-type
to fail simultaneously with probability 0.02). Quadrupling
the probabilities of cascading failures (i.e., going from
Model 1 to Model 2) leads to both dependability measures
degrading by a factor of 4.5. Thus, we see that increasing the
cascading failure probabilities can have a large impact on
the dependability measures. However, the degradation
from Model 1 to Model 2 is not as dramatic as going from
no cascading to Model 1 because (for our particular values
for the cascading probabilities) the introduction of cascad-
ing failures into the system has a larger impact on the
dependability than increasing the probabilities.

7 SUMMARY AND CONCLUSIONS

We presented a Markovian dependability model that
incorporates cascading failures, which we model as trees.
Computation of the infinitesimal generator matrix of the
CTMC poses significant challenges because of the exponen-
tial growth in the number of trees that need to be considered
as the number of failing components in a cascade grows.
Specifically, for a failure transition with m components
failing simultaneously, there are up to mm�1 trees. The
algorithms we provide are highly parallelizable with low
communication or synchronization overhead. Therefore, the
computation of the infinitesimal generator matrix can be
sped up, and problems with large state spaces can be solved
by parallelizing Algorithm 4 or even Algorithm 2.

Numerical results indicate that cascading failures can
significantly alter dependability measures of a system
compared to the same system without them. Hence,
incorporating cascading failures into models when they
can occur is extremely important for accurate evaluation of
system designs.
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