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Reading quiz (debugging part 1)

Q1: TRUE or FALSE: a hypothesis is a guess that can be tested to see
if it is true or not.

Q2: According to the author, the relationship between debugging
and science is:

A. good programmers are usually good scientists, too

B. debuggers (e.g., gdb) implement the scientific method internally
C. both sometimes involve rubber ducks

D. each step of debugging is a miniature science experiment
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Review: finding bugs

e Quality assurance is critical to software engineering

e We've discussed static (code review, dataflow analysis) and
dynamic (testing) approaches to finding bugs

e Key question for today: what happens to all of the bugs those
find?
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Terminology: what is a bug?

e “bug”’isan ambiguous termin common usage - it can refer to
either static or dynamic problems
e we'll use the following “standard” terms to disambiguate:

Definition: a fault is an exceptional situation at run time

e whenyou’re running a program and something goes wrong, a
fault has occurred

Definition: a is any characteristic of a product which hinders
its usability for its intended purpose
o cf. “design defect”. I'll use “bug” to mean “a defect in source code”
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Terminology: bug reports

Definition: a bug report provides information about a defect
e Created by testers, users, tools, etc.

e Often contains multiple types of information

e Often trackedin adatabase

Definition: A is a potential change to the intended

purpose (requirements) of software

e InCS:anissueis either a bug report or a feature request (cf.
“issue tracking system?”)
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Definition: the defect report lifecycle consists of a number of possible
stages and actions, including reporting, confirmation, triage,
assignment, resolution, and verification.
e Not every defect report follows the same path
e The overall processis not linear
o There are multiple entry points, some cycles, and multiple
exit points (and some never leave ...)
Definition: the status of a defect report tracks its position in the

N«

lifecycle (“new”, “resolved” etc.)
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e For example, Bugzilla (a
widely-used open-source
issue tracker) uses this —»
flow for issues

e GitHub's built-inissue
tracker is similar (less
structured)

o you should use anissue
tracker for the group
project (GitHub is okay)
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Quick demo: GitHub issue tracker

example: https://github.com/typetools/checker-framework/issues
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Writing a good defect report

e clearly explain:
o what you did
m ideally, by providing a set of commands that can be pasted
into a shell and reproduce the problem
o what the program did
m usually you should copy-paste output, but this could also
be screenshots, video, etc.
0 you believe that what the program did is wrong
o what you expected the program to do instead
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Defect reports: conversations

e Defectreports are not static
e |[nstead, they are updated over time
o Request more info
o Assigntoadev
o Discuss solutions
e Thereportisalog of all relevant activity
o e.g.
o https://github.com/typetools/checker-framework/issues/4838
o https://github.com/typetools/checker-framework/issues/3001
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Defect report lifecycle: triage

Definition: triage is the assignment of degrees of urgency to wounds
or illnesses to decide the order of treatment of a large number of
patients or casualties
e bug triage has the same definition, but with software defects
instead of wounds/illnesses
e there are always available
to address them
e we must do cost-benefit analysis:
o How expensive is it to fix this bug?
o How expensive is it to not fix this bug?
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Defect report lifecycle: severity

Definition: severity is the degree of impact that a defect has on the
development or operation of a component or system

e intuition: severity = “cost of not fixing the bug”

e BugZillaseverity levels (varies by company/tool, but these typical):

Severity Meaning
Blocker Blocks further development and/or testing work
Critical Crashes, loss of data (internally, not your edit preview!) in a widely used and important component
Major Maijor loss of function in an important area
Normal Default/average
Minor Minor loss of function, or other problem that does not affect many people or where an easy workaround is present
Trivial Cosmetic problem like misspelled words or misaligned text which does not really cause problems

Enhancement | Request for a new feature or change in functionality for an existing feature
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Definition: priority indicates the importance or urgency of fixing a
defect
e related to, but officially different from, severity
o intuition: if you have lots of high severity bugs, you need to
prioritize between them
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risk, etc.) to evaluate, prioritize and assign the resolution of
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Defect report lifecycle: priority

Definition: priority indicates the importance or urgency of fixing a
defect
e related to, but officially different from, severity
o intuition: if you have lots of high severity bugs, you need to
prioritize between them
e severity and priority are used together (along with complexity,
risk, etc.) to evaluate, prioritize and assign the resolution of
reports
o note that thisis a bit of an oversimplification:
“severity + priority = triage” is like “supply + demand = price”
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Defect report lifecycle:

resolution

e Key question: did we fix it?

Definition: a defect report
resolution status indicates the
result of the most recent
attempt to address it
Important: resolved need
not mean “fixed”
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UNCONFIRMED state

!

UNCONFIRMED

Y Developer akes
possession

Bug is reopened,
was never confirmed

NEW
Ownership
is changed Developer takes Development is
possession finished with bug
Pessible resolutions:
FIXED
DUPLICATE
WONTFIX ASSIGNED
WORKSFORME
INVALID
REMIND Development is
LATER finished with bug
Develcper R RESOLVED
possessio
ue 1s
) " A
QA nat satisfied QA verifies
with solution solution worked

REOPEN M VERIFIED

Bug is reopened
Bug is closed

( CLOSED




Defect report lifecycle: possible resolutions

Bug/Zilla resolution options:
e FIXED (give commit #)



Defect report lifecycle: possible resolutions

Bug/Zilla resolution options:

FIXED (give commit #)

INVALID (bug report is invalid)

WONTFIX (we don't ever plan to fix it)
DUPLICATE (link to other bug report #)
WORKSFORME (cannot reproduce, a.k.a. “WFM”)
MOVED (give link: filed with wrong project)
NOTABUG (report describes expected behavior)
NOTOURBUG (is a bug, but not with our software)
INSUFFICIENTDATA (cannot triage/fix w/o more)



Defect report lifecycle: possible resolutions

BugZilla resolution options: (Thought question: A
FIXED (give commit #) what fraction of bug
INVALID (bug report is invalid) reports end up with
WONTFIX (we don't ever plan to fix i{ @achresolution?
DUPLICATE (link to other bug report #)

WORKSFORME (cannot reproduce, a.k.a. “WFM”)

MOVED (give link: filed with wrong project)

NOTABUG (report describes expected behavior)
NOTOURBUG (is a bug, but not with our software)
INSUFFICIENTDATA (cannot triage/fix w/o more)




Defect report lifecycle: possible resolutions

A significant fraction of submitted bug reports are spuri-

ous duplicates that describe already-rgported defects. Pre-
vious studies report that as many a§ 36% Jof bug reports
were duplicates or otherwise invalid [2}-O1 the 29,000 bug

reports used in the experiments in this paper, 25.9% were
identified as duplicates by the project developers.

[ Jalbert et al. Automated Duplicate Detection for Bug Tracking Systems. DSN 2008. |
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Bug is reopened,
was never confirmed

) Developer akes
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Defect report lifecycle:
reopening

e Adefectreportthat was

New bug from a
user with canconfirm
or a product without
UNCONFIRMED state

!

UNCONFIRMED

Bug is reopened,
was never confirmed

previously resolved (e.g.

“FIXED”) may be if

later evidence suggests the
old resolution is no longer
adequate

Surely this only happens
rarely?

Ownership
is changed Developer takes Development is
possession finished with bug
Pessible resolutions:
FIXED
DUPLICATE
WONTFIX ASSIGNED
WORKSFORME
INVALID
REMIND Development is
LATER finished with bug
Developer takes

RESOLVED

QA nat satisfied
with solution

Bug is reopened
Bug is closed

( CLOSED




Defect report lifecycle: reopening

This paper presents a comprehensive characteristic study

on incorrect bug-fixes from large operating system code bases

including Linux, OpenSolaris, FreeBSD and also a mature e M any ﬁxes are wrong,
— commercial OS developed and evolved over the last 712 years, even on mature. critical

investigating not only the mistake patterns during bug-fixing ’

but also the possible human reasons in the development pro- SoftW a re!

cess when these incorrect bug-fixes were introduced. Our
major findings include: (1) at least 14.8%~24.4% of sam-
pled fixes for post-release bugs ' in these large OSes are
incorrect and have made impacts to end users. (2) Among
several common bug types, concurrency bugs are the most
difficult to fix correctly: 39% of concurrency bug fixes are
incorrect. (3) Developers and reviewers for incorrect fixes
—3usually do not have enough knowledge about the involved
code. For example, 27% of the incorrect fixes are made by
developers who have never touched the source code files as-
sociated with the fix. Our results provide useful guidelines
to design new tools and also to improve the development
process. Based on our findings, the commercial software




Defect report lifecycle: reopening

This paper presents a comprehensive characteristic study

on incorrect