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Abstract—In this paper we reduce the deterministic finite-state
automata intersection problem to the problem of deciding coob-
servability of regular languages using a polynomial-time many-
one mapping. This demonstrates that the problem of deciding
coobservability for languages marked by deterministic finite-state
automata is PSPACE-complete.
reduce the deterministic finite-state automata intersection prob-
lem to deciding other versions of coobservability introduced in
[17]. These results imply that the coobservability of regular lan-
guages most likely cannot be decided in polynomial time un-
less we make further restrictions on the languages.
sults also show that deciding decentralized supervisor existence
is PSPACE-complete and therefore probably intractable.

‘We use a similar reduction to

These re-

I. INTRODUCTION

There has been a lot of interest lately in concepts related to
the computational complexity of various system- and control-
theoretic properties in the field of discrete-event systems. See
for example [5, 10, 12,16]. Coobservability is an important prop-
erty related to the existence of supervisors for decentralized
discrete-event systems [2,13]. Rudie and Willems [12] showed
that we can decide coobservability for two-supervisor systems
in polynomial time. This result can be scaled to the problem of
deciding coobservability for a system where the number of su-
pervisors is bounded (in other words, there is an upper limit on
the number of supervisors), but no results are available in the
literature for the more general case where the number of super-
visors is unbounded. Building on the results in [12] and [13], we
show that deciding coobservability is PSPACE-complete, which
means that deciding coobservability is at least as difficult as all
NP-complete problems. This paper also extends some work in
[17] to show that deciding alternate versions of coobservabil-
ity are similarly PSPACE-complete. We note that in [15] it is
shown that a property similar to coobservability called “joint-
observability” is undecidable even for simple cases.

In Section 2, we review the definition of coobservability and
its relation to decentralized control. In Section 3, we present
a brief review of concepts related to computational complexity.
We present our main results in Section 4 where we show that
deciding coobservability is PSPACE-complete. In Section 5 we
extend our results to other properties and discuss decentralized
supervisor existence. We conclude the paper with a brief dis-
cussion of the implications of our results.

II. THE PROPERTY OF COOBSERVABILITY

The concept of coobservability, defined below, is central to the
existence of decentralized supervisors for discrete-event systems
(DES) [2,13]. Coobservability captures the notion for decen-
tralized control systems that if an illegal event is about to oc-
cur there is always a supervisor that knows to disable the illegal
event and can disable the illegal event. Coobservability is part
of the set of necessary and sufficient conditions for the existence
of decentralized supervisors in all known results in the literature
for various decentralized architectures. Different architectures
have different versions of coobservability; the version of coob-
servability in Definition 1 is for the “conjunctive” architecture
discussed in [13]. Later in the paper, in Section 5, we discuss
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other architectures and other versions of coobservability. We
assume the reader is familiar with supervisory control theory.
Please see Chapter 3 of [1] for background information.

Let X be the set of system events. Let ¥;; C ¥ and £, C X
be the locally controllable and observable events, respectively,
for the local supervisors Si,i € {1,...,n} for the system under
consideration. Let P; : ¥* — X7, be the corresponding natural
projections that “erase” locally unobservable events (see [1] for
a formal definition of the projection operation). Let M = M C
¥* be a prefix-closed language representing the system behavior.

Definition 1: A language K CX*is coobservable with respect
to M, P;, and X, ¢ = 1,...,n, if for all ¢ € K and for all
o€ z:c = Uz:lzc“

(to ¢ K) and (to € M) =

Ji € {1,...,n} such that P " [P;(t)]ocNK =0 and 0 € X;.

Coobservability is the decentralized generalization of “observ-
ability” [9] for control under partial observation. It is well
known that observability can be decided in polynomial time
[16]. Be aware that coobservability is not non-observability. In
this paper we use the terminology of control theory even though
it may be counter to naming conventions currently used in com-
puter science theory.

In [12], there is a construction called the M-machine for de-
ciding the coobservability of languages specified by finite au-
tomata in the two supervisor case. For the sake of completeness
we show this construction in the appendix. The M-machine
construction can be easily extended to the case of n supervi-
sors. We use the n-supervisor construction later in this paper.

A well known result related to coobservability is that for
a given DES modeled as a finite-state automaton G =
(XG, 28,32, 6¢ ) and a specification also modeled as a finite-state
automaton H = (X z¥ » §¥) such that § # L(H) C L(G),
there exists a set of partial observation supervisors for G that
can be realized as finite-state automata S;,4 € 1, ..., n and result
in

L((S1ll--[5n)/G) = L(H)

if and only if the following two conditions hold:

1. L(H)Xue N L(G) C L(H) (controllability).
2. L(H) is coobservable with respect to L(G), Pi,...
el Den-

This is a simplified version of the Controllability and Coob-
servability Theorem [13] for generated-language specifications.
This result says that a set of supervisors exists that achieve a
given non-trivial specification L(H) C L(G) if and only if the
system is controllable and coobservable. Therefore, deciding
decentralized supervisor existence is at least as difficult as de-
ciding coobservability. Note that controllability and language
inclusion can be tested in polynomial time for deterministic ma-
chines using standard automata algorithms.

,Pn and

III. A REVIEW OF COMPUTATIONAL COMPLEXITY

We present in this section a brief review of needed concepts
from the theory of computation. For a more thorough exposi-
tion of these topics, the reader is encouraged to consult one of
the standard texts in the field such as [3], [4] or [6].

Problems are said to be in class P if they can be solved in
polynomial time by a deterministic computation device such as
a deterministic Turing machine or a deterministic RAM ma-
chine. The exact type of computation device does not mat-
ter as long as it is a “reasonable” computation device. Simi-
larly, problems are said to be in class NP if they can be solved
in polynomial time by a nondeterministic computation device.
The class PSPACE includes all problems that can be solved in a



polynomial amount of space by a deterministic computation de-
vice and the class NPSPACE includes all problems that can be
solved in a polynomial amount of space by a nondeterministic
computation device.

By Savitch’s theorem [14] we know PSPACE=NPSPACE, but
a similar result is not known for time-bounded computation. It
is known that P C NP C PSPACE, but both of these inclusions
are thought to be proper. Proving or disproving P#ZNP and NP
# PSPACE are major open problems in computer science.

Suppose we have a problem C such that C € PSPACE. We
then know that C' € PSPACE where C' is the “complement”
problem of C. Showing a system is not coobservable (non-
coobservable) is the complement problem of showing that the
system is coobservable.

We use the concept of a “polynomial-time many-one reduc-
tion” to denote that one problem is “more difficult” than an-
other. For two problems C' C X7 and D C X}, we say that there
is a polynomial-time many-one reduction from C to D (denoted
C <P, D) if there exists a polynomial-time computable function
f 37 — 37 such that for each x € X7, z € C if and only if
f(z) € D [3]. Intuitively, it can be thought that if a polynomial-
time many-one reduction exists, we can use the more difficult
problem D to solve the easier problem C.

A different kind of polynomial time reduction based on Or-
acle Turing Machines (OTM’s) is the polynomial time Turing
reduction (denoted <%.) which is similar to the polynomial time
many-one reduction described in the preceding paragraph. Al-
though the distinction between many-one reductions and Turing
reductions is beyond the scope of this paper, it suffices for us
to state that a many-one reduction implies a Turing reduction
(i.e., A <P, B = A <J, B). Readers interested in more infor-
mation concerning details of Turing reductions should reference
the texts mentioned in the beginning of this section.

Problem D is called PSPACE-complete if it is in PSPACE and
all problems in PSPACE can be reduced to D using polynomial-
time many-one reductions. PSPACE-complete problems are
problems that are considered to be the “most difficult” of the
problems in PSPACE and are at least as hard as all NP-
complete problems. Showing a problem to be NP-complete or
PSPACE-complete is generally considered good evidence that
the problem is intractable. Given a PSPACE-complete problem
A, if we can show for another problem B that A <7, B, then B
is known to be PSPACE-hard by definition. Similar definitions
also hold for NP-complete and NP-hard problem classes.

Suppose we are given a set of deterministic finite-state au-
tomata {Aj1, As, ..., Ay} with a common alphabet ¥4 such that
for i € {1,...,n}, A; = (X4, gdi n4 54 XA). Suppose also
that Ay]|...]|Ar represents the parallel composition of the au-
tomata Ai,...,Ap and that L£,,(A;) represents the language
marked by the automaton A;. Readers unfamiliar with this no-
tation should consult the text [1]. Kozen [7] demonstrates that
the problem of deciding if £,,(A1]|Az|...]|Arn) = 0 is PSPACE-
complete. This problem is called the deterministic finite-state
automata intersection problem and is referred to as “DFA-Int”.
This problem has also been discussed in [4], [8] and [10].

IV. THE COMPLEXITY OF DECIDING COOBSERVABILITY

As was mentioned earlier, it has been demonstrated in [12]
that coobservability can be verified in polynomial-time if the
number of supervisors is bounded. However, the deterministic
algorithm demonstrated in [12] takes time exponential in the
number of supervisors and no space analysis is given. We can
show that verifying coobservability is PSPACE-complete by re-
ducing the DFA-Int problem to a problem instance of deciding

coobservability using a polynomial time many-one reduction.

Theorem 1: The DFA-Int problem can be reduced by a
polynomial-time many-one reduction to the problem of veri-
fying that £(H) is coobservable with respect to £(G), P;, and
Yeiy © € {1,...,n} where G and H are deterministic finite-state
automata.

Proof:  Consider an instance of DFA-Int as presented
earlier where we are given a set of deterministic automata
{A1, A2,...,A,} with a common alphabet 4 such that for
{ € {17“'an}7 Ai = (XAi7m;4i’EA’6Ai,X$i).

We show how to construct automata G and H, projection
P;, and the set of controllable events X, ¢ € {1,...,n} in
polynomial-time from {A;, As, ..., A} such that £(H) is coob-
servable with respect to £(G), F;, and X¢, 7 € {1,...,n} if and
only if L (A1 A2]l...||An) = 0.

Construct the automaton A’ = ({mf’},mf',EA,JAI,{wOAI})
seen in Figure 1 where 6% (z,0) = 2 for all ¢ € ©4. A’

marks all strings in (£4)".
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Fig. 1. The automaton A’.

Let us represent automaton A; in a conceptual manner as seen
in Figure 2 where only the initial state z7¢ and marked states
are shown. We do not show any more transitions or states in the
automaton because this portrayal of A; is used to present a sim-
ple graphical representation of the automaton’s initial state and
marked states. We assume that the marked states are reachable
from the initial state, but we make no further assumptions on
the structure of the automaton. The DFA-Int problem remains
PSPACE-complete under this assumption.

Fig. 2. A conceptual representation of A;.

We use the automata {A1, As,..., An, A’} to construct the
automaton G as seen in Figure 3. For this purpose, let us
define three new states z$, legal and illegal. We define
G = (X%,2¢,%,6%) where X¢ = (X*1U..UX4 UX* U
{z€,legal,illegal}).

Let ¥ be a set of symbols {e1,...,en,e',v} such that ¥ N
$4 = (. We define ¥ to be ©F U T4, Let B, = 2%\{es, e’}
and define P; to be the natural projection from %€ to X, for
it €{1,..,n}. Alsolet Yo1 =22 = ... = Yo = {7}

The transition function §% : X¢ x ¢ — X is defined as



[z if (z=2S)A (0 =e)
for 1 € {1,...,n}
zd if (z=2zS5)A(c=¢)
§i(z,0) if (x € XA) A (0 €24
a for 1 € {1,...,n}
(@) =9 gu (z,0) if (z € XA )A (0 € £4)
legal if (x € XA)A(o=7)
for i € {1,...,n}
illegal if (z € X,ﬁ') A (o =17)
| undefined otherwise

The trans1’c10n function of G is described as follows. From the
initial state £, transitions lead to initial states z2 or :J:OA on
the occurrence of events e; or €', respectively, for ¢ € {1,...,n}.
Behavior inside the A; and A’ modules for i € {1,...,n} occur
as normal except at the marked states. All marked states of
the A; modules have 7 labelled transitions to the state legal
for i € {1,...,n}. The state of the A’ module has a transition
labelled v to the state illegal.

tllegal

Fig. 3. A minimal representation of G.

We let H be the same as G except the state illegal is removed
along with the transition leading to state illegal. It should be
readily apparent that £(G)\L(H) = {e'}(Z*)" {y}. We let all
states of G and H be unmarked so we deal only with gener-
ated (i.e. prefix-closed) languages. This is consistent with the
definition of coobservability.

As can be seen from Figure 3, event v needs to be disabled
before state illegal is entered. If there is always at least one
supervisor that knows to disable v before an illegal state is en-
tered, then the system is coobservable. If at a given state «y
leads to an illegal state, but no supervisor knows to disable it,
the system is not coobservable. Suppose at a given state 7y is
legal, but no controller knows for sure if it should be enabled.
Due to our definition of coobservability, the system would not
become non-coobservable due to this case.

We now demonstrate that if there exists a string ¢ marked
by all automata {Az1, Az, ..., Ap} then L(H) is not coobservable

with respect to L(G), P;, and X, ¢ € {1,...,n}.
t € Lm(A1].--||Ar)
= (8 € Lm(A1)) A A(t € Lin(AR)) A
= (e1ty € L(H)) A ... A (enty € L(H))
= [P (Pu(est))y N L(H) # 0] A

A [Pt (Pa(ent))y N L(H) # 0]

A [PTHPuEY) = P (Palent)] A
A [P (Pu(€'t)) = P (Pu(ent))]
(because Tuoi = {es,€'})

= [P7H(Pu(e't))y N L(H) #0] A

A [P (Pa(e'D))y N L(H) # 0]
= (B € {1,..,n}) [(PTH(P0)y N L(H) = 0) A (7 € Bai)]

Therefore L., (A1]|.. ||A ) # 0 implies £(H) is not coobserv-
able with respect to £(G), P;, and ¥, ¢ € {1,...,n} since
(e't € L(H)), (e'ty € L(H)) and (e'ty € L(G)).

To prove the other direction, we assume that L(H) is not
coobservable with respect to £(G), P;, and X, 1 € {1,...,n}
and show that this implies L (A1]]...||An) # 0.

Suppose that string s is a string that violates the coobserv-
ability of L(H) with respect to £L(G), P;, and X, ¢ € {1,...,n}.
It must be that (s € L(H)), (s € L(G)) and (sy & L(H)) since
e = {y}. It should be apparent due to the construction of G
and H that s must be of the form e't. From the violation of
coobservability, we obtain that
(Bi€{1,...,n}) [(PT (Pi(e't))yn L(H) = 0)
= [PTU(Pu(e't))y N L(H) # 0] A

A [Pt (Pa(e't))y N L(H) # 0]
We also know that:
[P (Pu(e't)) = Pyt (Pu(et))] A
A [P (Pa(e't)) = Py (Pa(ent))]
= [{erity} NLH) A A ... AN[{eaty} N L(H
(from the structure of H)
= (exty € LIH)) A ... A (enty € L(H))
= (€ Ln(A))A .. At E Lm(Ar))
(from the structure of H)
=t € Lm(A1]]...]|Arn)-

Therefore, using the reduction described above, an instance
of DFA-Int is non-empty if and only if £L(H) is not coobservable
with respect to £(G), P;, and X¢;, 1 € {1,...,n}. It should be
readily apparent that the construction described can be built
in polynomial-time with respect to the size of the encodings of
{A1, Aa, ..., An}, so DFA-Int <}, coobservability for languages
encoded by deterministic finite-state automata. ]

(t € Lm(A")

A (’y € Eci)]

) # 0]

We now show that verifying coobservability is in PSPACE
using a nondeterministic path argument. This puts an upper
bound on the computational complexity of deciding coobserv-
ability.

Proposition 1: The problem of verifying that £(H) is coob-
servable with respect to £(G), P;, and X, ¢ € {1,...,n}, is
in PSPACE where H and G are deterministic finite-state au-
tomata.

Proof: It is sufficient to show that deciding non-
coobservability for a system is in NPSPACE because
PSPACE=NPSPACE [14]. We show an algorithm that
is essentially a nondeterministic search over the reachable
states of the M-machine presented in [12] and the appendix
for a marked state. If the M-machine constructed from
ety Loty -y Deny Don, G and H contains a reachable marked
state, the system is not coobservable.

We start our search over the reachable states of the M-
machine at the initial M-machine state and nondeterministi-
cally choose a string of state transitions in M. We follow the
path of states that the nondeterministic string of transitions



induces and if a marked state is ever reached by any possible
string of transitions then the system is not coobservable.

To run this nondeterministic search we need to store in mem-
ory only one state of the M-machine at a time if we update the
M-machine state as new transitions are nondeterministically
chosen. To store a state of the M-machine we need only store a
state of G and n+1 states of H, as seen in [12]. It should be ap-
parent that this nondeterministic search can be performed using
a polynomial amount of space with respect to the encoding of
the problem instance. Therefore, deciding non-coobservability
is in NPSPACE, which completes the proof. ]

The result in Proposition 1 also holds if we use the non-prefix-
closed marked language L., (H) instead of the prefix-closed gen-
erated language L(H).

There is a method in [14] to convert a nondeterministic poly-
nomial space-bounded computation such as the one described
in the preceding proof to a deterministic polynomial space-
bounded computation, so we know of a deterministic algorithm
using polynomial space to decide coobservability.

We have already shown in Theorem 1 that the DFA-Int prob-
lem can be reduced by a polynomial-time many-one reduction to
the problem of verifying the coobservability of languages spec-
ified by finite-state automata. DFA-Int is a known PSPACE-
complete problem [7]. Proposition 1 shows that the problem
of deciding if languages specified by finite-state automata are
coobservable is in PSPACE. These three statements are suffi-
cient to prove Corollary 1, our main result.

Corollary 1: The problem of deciding coobservability for
languages encoded by deterministic finite-state automata is
PSPACE-complete.

V. FURTHER RESULTS

We discuss in this section other versions of coobservability
for the different decentralized control architectures presented in
[17]. The concept we refer to as coobservability in this paper
up to now is called “C&P coobservability” in [17]. C&P coob-
servability is a property relevant for systems with decentralized
supervisors and fusion by union of locally disabled events. This
captures the notion that one supervisor always knows to disable
an event when needed. The dual property D&A coobservability
is relevant for systems with decentralized supervisors and fusion
by union of locally enabled events.

Definition 2: A language K is D& A coobservable with respect
to M, P;, and %, i = 1,...,n if for all t € K and for all
o €Y, =UL 13, to € K=

GeD[[(PHPM)NK)oNM CK]Alo € Zai].

In [17], a different type of coobservability that we call here
general coobservability is also introduced that combines C&P
coobservability and D&A coobservability. This is Definition 4
in [17]:

Definition 3: A language K is general coobservable w.r.t. M,
P;, Ycqi and Yees, 1 =1, ..., n if

1.K is C&P coobservable w.r.t. M, P; and Y¢ei, 1 =1, ..., n.

2.K is D&A coobservable w.r.t. M, P; and Y45, 1 = 1, ..., 1.

The methods used in the previous section to show decid-
ing coobservability is PSPACE-complete can also be applied
to these other decentralized observation properties.

To show D&A coobservability is in PSPACE, we can use a
nondeterministic path argument similar to the one employed for
C&P coobservability. To show deciding D&A coobservability is
PSPACE-complete, we can use the same reduction as for C&P
coobservability but swap the two states legal and illegal in the
construction of G. The automaton H is still the same as G with

state illegal removed. As the name implies, it should be read-
ily apparent that general coobservability is more general than
both C&P coobservability and D&A coobservability, but it is
easy to show using previously discussed methods that decid-
ing general coobservability is in PSPACE. Therefore, deciding
general coobservability is also PSPACE-complete.

VI. CONCLUSION

Because deciding coobservability is PSPACE-complete and
due to the Controllability and Coobservability Theorem men-
tioned above, deciding supervisor existence for a decentralized
control system is also PSPACE-complete. This demonstrates
that deciding decentralized supervisor existence is most likely
intractable when the number of supervisors is not bounded.
This result also holds for other decentralized control architec-
tures that correspond to more general forms of coobservability.

Because of the controllability and coobservability theorem su-
pervisor synthesis is at least as difficult computationally as de-
ciding coobservability. Therefore, supervisor synthesis for de-
centralized systems is PSPACE-hard. Using similar reasoning
we can also show that generating a maximal coobservable sub-
language is also PSPACE-hard.

The results shown here are particularly discouraging because
if a problem is found to be PSPACE-complete or PSPACE-
hard, this is generally considered good evidence that a polyno-
mial time algorithm to solve this problem does not exist. A
potential approach for future research in the area of decentral-
ized control might be for online methods such as discussed in
[11]. Another interesting area for future research might be to
investigate special cases where we can make assumptions on the
structure of the systems and specifications that might lead to
an easing of the computational difficulty.
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APPENDIX

Suppose we are given a specification automaton H =
(X", z{l,2,6%), a system automaton G = (X¢,z§,%,6%), ob-
servable event sets Y,1 and ¥,2 and controllable event sets X1
and X¢2 such that we wish to test if L(H) is coobservable with
respect to L(G), To1, Lo2, Le1 and Xc2. This can be done using
the M-machine construction shown in [12]. Let us define:

M= (XMt 2,6 X

where
XM o= X X" x x® xG%u{d},
mOM = (moHizOH’w0H7z0G)i
XM = {d}.

Let us define the set of conditions that together imply a violation
of coobservability. Note that these conditions are only defined
for the controllable events. For o € %', we call the following
set of conditions the (*) conditions.

¥ (z1,0) is defined if o € X1

6% (22,0) is defined if o € Bea

6% (z3,0) is not defined (+)
6%(x4,0) is defined

The transition relation §* is defined as follows.
For 0 € Y1 and o € Yoo,

6M(($1’$2, -7:3"774)7 U) =
(0% (z1,0), 22, 23, 24)
(21,6% (22,0), 23, 24)
(371, T2, 6H($37U)7 JG(x‘l: U))
(6H(‘1;170-),5H(1;2’ 0)76H($370)7 JG(w‘ia U))
d if (¥)

For o € 351 and o € Xo2,

6M(($17$27$37$4)7U) =
(0% (z1,0), 22, T3, 24)
(xlv6H(m270)a5H(m370)76G($47U))
(‘SH(ml’U)’(sH(x?’U))5H($3’U)a60(x4ao'))
d if (%)

For o € X1 and o & Xo2,

JM((zhm%z&m‘l)’ U) =
(271, ‘5H(x270-)7 T3, 'T4)
(JH(mho-)’m%5H(93370-)76G(m470-))
(JH($17U)75H(x27 0)76H($37U)7 Jc(x‘l: U))
d if (¥)

For 0 € ¥,1 and o € Y,2,

5M((1"17m271"37m4)’ 0) =

{ ((SH(mlvo')v&H(x?v U)"SH(mS’U)v 6G(x47 U))
d if (+)

For o € %, 6 (d, o) is undefined.

The state d is reachable from the initial state in M if and
only if £L(H) is coobservable with respect to £(G), o1, Xo2,
201 a.nd 202.

1This condition is not mentioned in [12].



