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CHAPTER 1

INTRODUCTION

Distributed systems are becoming increasingly more common and important in
the modern world. As such there has been considerable interest lately in both the
discrete-event systems and computer science communities in problems related to dis-
tributed systems. Examples of such systems include communication networks (wired
and ad hoc), sensor networks, intelligent transportation systems, automated man-
ufacturing systems and distributed software systems. In particular, computational
issues are becoming increasingly relevant to the control and verification of these
complex distributed systems. This thesis investigates the computational difficulty of
problems associated with verification and control of distributed systems modelled as
discrete-event systems and proposes methods for avoiding this computational diffi-
culty.

Straightforward procedures to solve many verification and control problems for
monolithic systems are well known in the discrete-event systems literature [10], but
the current standard methods for performing control and verification tasks on dis-
tributed systems generally involve converting the distributed system models into a
monolithic one through the use of composition operations. Unfortunately, the con-

version of distributed models to monolithic ones suffers due to the well-known “state



explosion” problem. That is, when several finite-state systems are composed, the size
of the state space of the converted system is potentially exponential in the number
of components. Therefore, it may be desired that the system models be kept mod-
ular whenever possible. However, control and verification problems for distributed
systems are poorly understood if the monolithic conversions are to be avoided by the
solution methods for these problems. Consequently, there are few known algorithmic
methods for control and verification specialized for distributed systems.

An important subclass of distributed system problems are decentralized control
problems where a (possibly monolithic) system is supervised by a set of controllers.
As system operation evolves, the local controllers make observations of the system’s
behavior and maintain estimates of the system’s state based on the events the con-
trollers observe. The controllers use their knowledge of the estimated system states
to determine their local control actions which are combined globally to determine
what system behavior is allowed. Local controllers usually do not have full knowledge
of the system’s behavior and must commonly decide their control actions after only
viewing an observable subset of the system behavior. Decentralized control is com-
monly the most efficient or only method to control a system too large or complex to
be controlled by a single centralized controller. Like the general class of distributed
system problems, there are many important and not well understood decentralized
control problems for which algorithmic methods need to be developed.

The first main contribution of this thesis is to show that many important and
seemingly simple verification and control problems for decentralized control and dis-
tributed systems are PSPACE-complete. This means that these problems are most
likely computationally intractable and therefore there are no time-efficient general

methods for solving these problems. However, because of the overriding importance



of many of these problems, efficient methods for dealing with these problems still
need to be developed. Therefore, with this groundwork on the fundamental diffi-
culty of these problems the rest of this thesis focuses on methods for avoiding the
computational difficulty of these problems.

The second main contribution of this thesis is a set of online decentralized control
protocols that have a common sufficient and easily testable safety condition. These
decentralized control protocols attempt to allow the controlled system to achieve
behavior that is safe and in a sense locally maximal with respect to a given specifi-
cation. There is no known method to synthesize safe globally maximal behavior for
decentralized control or even whether global maximal behavior is always possible.
The sufficient safety condition for this decentralized control protocol can be thought
of as a decentralized actuator selection problem. The control protocols shown here
are based on a new local observation state estimation procedure that accounts for
past local control actions and are developed for the general decentralized control
setting of [83]. In this setting controllable events are assigned to follow a “fusion by
union” or “fusion by intersection” global control policy.

The third main contribution of this thesis is to show heuristic methods for effi-
ciently approximating minimal sensor selections that are sufficient to solve controller
existence problems. These minimal sensor selections, even for centralized systems,
are shown to be computationally difficult to approximate as there are most likely no
polynomial time approximation methods. It is shown how to convert sensor selection
problems to a class of edge colored directed graph st-cut problems. Several heuristic
methods are shown that compute sufficient sensor selections given a system and spec-
ification. An open decentralized minimal communication controller problem is also

discussed and it is shown how to convert this problem to an edge colored directed



graph st-cut problem.

The fourth main contribution of this thesis is a method for dealing with dis-
tributed systems where the system modules are isomorphic to one another. A form
of symmetry called state permutation symmetry for distributed systems is introduced
where the modules are identical to one another except for a relabelling of state tran-
sitions. This symmetry definition induces the construction of a special reduced state
quotient automaton used for the verification of global p-calculus propositions when
the modules interact.

The fifth main contribution of this thesis is a discussion on a special subclass
of permutation symmetric systems where the subsystems are exact copies of one
another except for a relabelling of private events. These similar module systems
allow for a quotient automaton with an even more reduced state space for testing
state reachability properties. A decomposition procedure that efficiently converts
composed global models of these systems into their component subsystems is shown.
This special subclass of distributed systems has a concise set of necessary and suf-
ficient controller existence properties that allow for the time-efficient synthesis of
control policies for local and global specifications.

This thesis generally follows the framework of supervisory control theory for
discrete-event systems introduced in the seminal work of [54, 55]. The interested
reader may consult the text [10] for a general introduction to discrete-event systems
and supervisory controls theory. Because this thesis draws on several areas with
large and diverse literatures, a survey of previous relevant results is given in Chapter
II. A brief introduction to the necessary notation and background information is
presented in Chapter III. The computational complexity contributions of this thesis

are shown in Chapter IV. The decentralized online control protocols contribution is



discussed in Chapter V and the sensor selection methods are presented in Chapter
VI. The contributions on permutation symmetric systems are in Chapter VII and
the discussion of the similar module systems is in Chapter VIII. The thesis closes

with a general discussion of the results and areas for future research in Chapter IX.



CHAPTER 11

SURVEY OF PREVIOUS RESULTS

2.1 Chapter Overview

This chapter presents a survey of results in the discrete-event systems and com-
puter science literatures relevant to the work discussed in this thesis. First, a gen-
eral survey of earlier work on the supervisory control of monolithic and distributed
discrete-event systems is shown. Then, a survey of results related to connections
between distributed discrete-event systems and the theory of computation from com-
puter science is given. A survey of results related to supervisory control is given along
with a discussion of results related to sensor selection problems. This section closes
with a survey of results related to the exploitation of symmetry for the verification
and control of discrete state systems.

2.2 Supervisory Control and Distributed Discrete-Event Sys-
tems

The supervisory control of discrete-event systems framework used in this thesis
is based on a finite automaton modelling formalism that is generally considered the
simplest one for discrete-event systems that is expressive enough to model the behav-

ior of real-world systems in a reasonable manner. This framework was introduced in



the seminal work of [54, 55] and later innovative work includes [13, 43, 44, 68]. The
text [10] gives a general introduction to supervisory control and discrete-event sys-
tem theory. When discussing distributed systems, the parallel composition operation
is used to model interaction between these systems, which is currently the standard
method to model the interaction between automata in discrete-event system theory.

Distributed system problems are currently receiving much attention from the
discrete-event systems research community; see, e.g., [7, 11, 29, 31, 40, 41, 43, 45,
46, 52, 78, 81, 80]. Some of the earlier work related to the supervision of distributed
systems can be seen in [43, 45, 53, 81, 78]. Properties of distributed discrete-event
systems where the modules have disjoint event sets are investigated in [52, 53]. Vari-
ous local specification and concurrent supervision problems, respectively, are investi-
gated in [29, 31]. The supervision of distributed systems using specific architectures
is discussed in [40, 41]. A form of distributed control where each controller in a
distributed system has a different objective is discussed in [11]. Situations when
local non-blocking behavior implies global non-blocking behavior (a property later
called non-conflictingness) are discussed in [46]. Incremental system verification for
distributed discrete-event systems with special system assumptions are discussed in
[7].

There has also recently been a large volume of work investigating connections
between theoretical computer science and the supervisory control of discrete-event
systems. Many of the system models used in supervisory control are based on ideas
that originated from computer science. Some notable examples of crossover work
between control theory and theoretical computer science include [5, 6, 8, 19, 23, 47,

56, 67]. This thesis discusses and explores further connections between these fields.



2.3 Computational Complexity and Discrete-Event Systems

With the exception of [19], there has been little work investigating the compu-
tational complexity of distributed system supervisory control problems which shows
some NP-hardness results for distributed supervision problems. Some of the prob-
lems discussed in [19] (among others) are shown in Chapter IV of this thesis to be
PSPACE-complete. This gives a more exact understanding of the computational
complexity of these problems as PSPACE-complete problems are known to be NP-
hard, but not all NP-hard problems are PSPACE-complete. The complexity of ver-
ification for distributed systems using more complicated models such as temporal
logic and alternating tree automata are discussed in [22, 36, 37, 76]. Although re-
searchers in computer science have shown more complicated verification problems
are PSPACE-complete, Chapter IV shows that the supposedly simpler verification
problem for finite-state automata distributed systems is PSPACE-complete. Chapter
IV reports in part on work that was originally published in [58, 61, 64].

For a deeper introduction to the theory of computation and the properties of the
PSPACE problem class, consult one of the standard textbooks such as [15, 18]. Some
of the main proofs in Chapter IV are inspired by the automata intersection problem
initially investigated by Kozen [35]. Some other work on the automata intersection
problem is also shown in [3, 39]. Also from the computer science community, [9]
discusses the difficulty of coupled automata problems but does not discuss compu-

tational complexity nor the specific problems discussed here.

2.4 Decentralized Control

Several decentralized control laws for various discrete event systems have been

introduced in the literature. See for example [1, 13, 31, 38, 44, 48, 51, 68, 71, 78, 83].



Several investigations have addressed decentralized control in a similar manner as in
this thesis but by allowing the local controllers to communicate [4, 56, 79]. Online
supervision for monolithic systems is discussed in [20, 71] under assumptions different
from discussed herein. There has been little or no discussion in the control litera-
ture related to the online supervision of distributed systems. It has recently been
discovered in [38, 73] that the problem of synthesizing safe and non-blocking decen-
tralized controllers for a discrete event system is undecidable, so when discussing safe
controller existence and synthesis problems, this thesis focuses on the safe controller
problem.

In Chapter V several online decentralized control protocols are shown that use
a new state estimation function. Generally, the decentralized control framework of
[43, 68] is assumed throughout this thesis, but in Chapter V the general decentral-
ized control framework of [83] is used. The generalized framework of Chapter V
assumes that controllable events follow either a “fusion by union” or “fusion by in-
tersection” global control policy. This distinction between the two control settings
will be discussed further in Chapter V.

Several of the new decentralized control protocols of Chapter V attempt to maxi-
mize the set of locally enabled events. Ben Hadj-Alouane, et al. [20] have done work
with maximal online control policies for centralized control systems, but their work
has not yet been applied to general decentralized control framework as is done in
Chapter V. This chapter reports in part on work that was originally published in

[60, 63)].
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2.5 Sensor Selections

Variations of the sensor selection problem using frameworks similar to that of in
Chapter VI have been investigated in [12, 21, 30, 82]. The problem of designing an
observation function that is as coarse as possible is discussed in [12]. A projection
mapping is assumed in [12] that is different from the standard natural projection
operation used as the observation function in this thesis. Furthermore, optimiza-
tion and approximation methods are not discussed in [12]. The optimization of the
observable event set is discussed in [21] for achieving both observability and normal-
ity for a problem setting very similar to that discussed here. An exponential-time
algorithm is also shown in [21] for giving an optimal observable set.

It is shown in [82] that the decision problem version of the sensor selection prob-
lem is NP-complete, so there are most likely no algorithms to solve this problem in
polynomial time. Therefore, solving this optimization problem and finding the abso-
lute lowest cost observation set for large industrial systems cannot always be done in
a reasonable amount of time. An optimal sensor selection problem is also discussed
in [32], except that the observation function is different from the one assumed in this

thesis. Chapter VI reports in part on work originally presented in [33, 65].

2.6 Symmetric Systems

Many real-world distributed systems often exhibit a degree of similarity such that
they can be modelled as interacting distributed subsystems that are exact copies of
one another. Because it has been found that in general verification and control of
distributed systems is complicated if not impossible (see Chapter IV) one would
hope that if there is a degree of symmetry between the modules, control and ver-

ification problems would become simpler. Problems of interacting similar systems
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have received very little attention in the literature except for [17]. Group-theoretic
methods are used in [17] to define classes of states and transitions in centralized
systems that are equivalent under defined permutation operations. These classes of
equivalent states and transitions of a system are used to define a quotient automaton
that has a state space smaller than the original system. This quotient automaton
is used to perform various controller synthesis operations for the original system.
Unfortunately, finding the optimal partition of state equivalence classes as in [17] is
computationally difficult and is at least as difficult as the graph isomorphism prob-
lem [26]. This has induced several authors to attempt to design distributed systems
with special architectures so that certain types of symmetry are guaranteed to occur
a priori, therefore avoiding intensive symmetry optimality verification computations
(17, 62].

There are several definitions of the p-calculus, but for the sake of regularity, the
discussions in this thesis are based on the commonly accepted p-calculus in [14]. The
pu-calculus is a very general language for making specifications developed by the for-
mal methods community that is more general than many other common specification
logics such as LTL, CTL and CTL*. Researchers have begun to investigate uses of
the temporal logics in the field of discrete-event systems [34, 42, 72]. The verifica-
tion of LTL propositions for discrete-event systems is discussed in [72], and synthesis
methods for this setting are discussed in [42]. The decidability of testing whether
classes of temporal formulas within CTL* hold in a discrete-event system is discussed
in [34]. A version of the p-calculus that allows one to solve some supervisory controls
problems has also been presented in [1].

The use of symmetry for testing p-calculus propositions has been discussed in [16]

with a different system model and assumptions on the p-calculus propositions used.



12

It is discussed in [14] that there are most likely no polynomial time algorithms for
the p-calculus model checking problem, so any methods for reducing the difficulty of
testing p-calculus propositions are very useful.

Chapter VII introduces a symmetry definition for a special class of discrete-event
systems where the automata are isomorphic to one another. It is shown in this chap-
ter how to more efficiently perform verification tasks for these symmetric discrete-
event systems with respect to p-calculus specifications. The permutation symmetry
definition induces a state equivalence class that can be used to construct a quotient
automaton. This quotient automaton may not always be the most efficient structure
for performing verification, but generally offers large reductions in the difficulty of
verifying many system properties. The work in Chapter VII was originally reported
in part in [59].

Chapter VIII investigates a special case of the systems discussed in Chapter VII
where the event alphabets are partitioned into sets of global and private events.
These systems were briefly mentioned in [17], but Chapter VIII presents work that

was in part originally presented in [57, 62].



CHAPTER I11

NOTATIONAL AND BACKGROUND
INFORMATION

3.1 Chapter Overview

To aid the reader, this chapter reviews the notation used throughout this thesis.
First, the automata models used for distributed discrete-event systems are presented.
The supervisory control model is then shown, both in the standard setting of [43]
and in the generalized setting of [83]. A review of the theory of computational com-
plexity is presented and this chapter closes with a presentation of several results from
computer science on the computational difficulty of several important decision prob-
lems for automata. For more background information on discrete-event systems and
supervisory control, please consult [10]. See [15, 18, 27] for background information

on the theory of computation.

3.2 Distributed System Model

This thesis builds on previous work on automata problems from both the discrete-
event systems and computer science communities. Although the notation for au-
tomata problems used in computer science and discrete-event systems is similar,

there are subtle differences. In this thesis the notation of computer science theory

13
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is generally used when automata intersection problems are discussed and the nota-
tion of supervisory control is used when work related to discrete-event systems is
discussed.

The basic automaton system model G used in this thesis is defined is a 5-tuple
(XE 28 %¢ 6% X&) where X is the set of states, ¢ is the initial state, 3¢ is the
automaton event set, 6% : X% x ©¢ — X is the (possibly partial) state transition
function, and XG is the set of “final” or “marked” states.

Deterministic systems and specification automata are generally assumed in this
thesis. The motivation for this distinction is discussed in Section 3.4. However,
this thesis does make use of nondeterministic automata at times. In this case the
transition function 6¢ is defined such that 6¢ : X€ x ©¢ — 2X° where for a state
r € X% and an event 0 € X9, §%(x,0) C X represents the set of states G could be
in if a o event were to occur at state x. Also, the notation is sometimes used for both
deterministic and nondeterministic automata such that for two states z,y € X and
an event 0 € X, 1+>¢y denotes that there is a transition in G labelled by o from z
to y. These transition definitions are also extended in the usual manner for strings
of transitions with labelled with strings in ¥* instead of single transitions labelled
by events.

For an automaton G, in theoretical computer science, the language accepted
(L(G)) by the automaton G is the set of all strings that lead to a final state. L(G)
is equivalent to the language marked (L,,(G)) in discrete-event system theory. The
language generated in discrete-event system theory (L(G)) is the set of strings whose
state transitions are defined by the transition function §%(-). Note that a script £ is
used for discrete-event systems notation and a regular L for computer science nota-

tion. When 6(-) is a partial function, £(G) C ¥*. L(G) is a prefix-closed language
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in that it contains all the prefixes of all its strings. The languages £,,(G) and L(G)
are not prefix-closed in general. For a language K, K denotes the set of the prefixes
of the strings in K. An automaton that accepts a prefix-closed language is called a

prefiz-closed automaton. An automaton is said to be nonblocking if the prefix-closure

of its marked language is equal to its generated language, i.e., £,,(G) = L(G).

To review the parallel composition operation, consider G' as defined above to-
gether with another automaton H = (X 2 ¥H §H X)),

The parallel composition of G and H is denoted by G| H:

G||H := (X% x XH) (28, 2H), 2 usH §¢IH (XG x XH))

where

(
(629, 0),0% (", 0)) i §%xY o) A S (2, 0)!

$ (0, 4,y = § 7D it 9%, o) A (o ¢ )

(29,01 (21 0)) if §H(xf o)A (0 ¢ XY)

\ undefined otherwise )

Note that the unary operator ! for f(a)! returns true if f(-) is defined for input «,
false otherwise. It is sometimes assumed without loss of generality that the automata
in this thesis have a common event set X unless explicitly stated otherwise. Self-
loops can always be added at all states for all events not initially in an automaton’s
event set. The phrases “composed automata” and “intersected automata” denote
the same concept - a set of automata interacting through parallel composition.
Given a set of h modules modelled as automata {Hy, Hs,..., H,}, the script
notation H” denotes the set of the module automata {Hy, H, ..., H,} and the reg-
ular notation H" is used to denote the parallel composition Hi||Hsl| - ||H,. The

composed automaton H" accepts (generates) a string ¢ if and only if ¢ is accepted
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(generated) by all automata in H? = {H,, Hy ..., H,}. This implies that £,,(H}') =
L.,(Hy) NN L, (Hy). Similarly, for a set of k languages { K1, Ko, ..., K;}, the
script notation KV denotes the set { Ky, Ko, ..., K} and the regular notation K} to
denote the intersection of the languages K; N Ky N -+ N K. The notation £(H?)
and L,,(H") is also used for the sets of languages {L(H,), L(H>),...,L(H})} and
{L(Hy), Lon(H3), ..., Ln(Hp)}, respectively.

Given two deterministic automata H; and Hs, simple polynomial time methods
are shown in [27] for testing if L(H;) C L(Hs) or L(H) = L(H,). Also, with the
above definition of the parallel composition operation the automaton H;||Hs can be

constructed in polynomial time.

3.3 Supervisory Control Theory

Following the modelling formalisms of [54, 81], systems are modelled as finite-
state automata with external controllers. Control actions are enforced by selectively
disabling controllable events. Controllers are also realized as finite-state automata
that can observe some events and control a potentially different set of events. Con-
trollers should not be able to disable uncontrollable events and control actions should
not update on the occurrence of locally unobservable events.

Given a centralized controller S and a system G, the composed system of S
controlling G is denoted as the controlled system S/G. Furthermore, because parallel
controllers realized as finite-state automata are assumed, S/G is equivalent to S||G.
Controller S is said to be nonblocking for system G if S/G is nonblocking, i.e.,
it Ln(S]G) = L(S|G).

As stated above, a controller may only observe a subset of the system events

Y, € X. A natural projection operation P : ¥ — ¥, is traditionally used to model
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a controller’s observations of system behavior. For the empty event €, P(¢) = ¢, and
for a string of events s and an event o, P(so) = P(s)o if 0 € ¥, and P(so) = P(s)
otherwise. The inverse function P~1 : ¥ — 2% is defined such that P~1(s) is the
set of strings with s as its projection. As system behavior progresses and a string of
events s is generated by the system, a controller with natural projection observation
function P(-) would observe P(s). The controller would then use observation pro-
jection P(s) to estimate the current system state and determine its control action.
A controller is said to be admissible if it only attempts to disable controllable events
and updates its control action on the occurrence of observable events.

Usually controllers are pre-computed in order to satisfy some specification. For
example, given a system G and a language specification K, a control automaton
S may be computed such that the behavior of the controlled system matches the
specification (£,,(S/G) = K), or is included in the specification (£,,(S/G) C K).
If it is desired that £,,(S/G) = K, then K is called a matching specification. If
it is desired that £,,(S/G) C K, then K is called a safety specification. For a
precomputed controller, all control actions are predetermined before the controller
is used. However, there is a concept called online control discussed in Chapter V
where the control actions are computed as system behavior progresses and are not

known before run-time.

3.3.1 Decentralized Control

For the case of multiple controllers (i.e., standard decentralized control) in the
framework of [43] an event is disabled if it is disabled by at least one controller. In
this case the actions of local controllers are combined globally by a “fusion by inter-

section” policy. See Figure 3.1 for a schematic of a system with a set decentralized



controllers.

Global Control Actions

And
\ ST(s)
71(8) € Zer Yn(8) € Ben
Cs ) CS ) ©
Pl(S) Pn(s) 3
Observations

Figure 3.1: A schematic of a conjunctive decentralized control system

In Figure 3.1, the monolithic system G is controlled by n controllers, {S1, ..., S, }.
The controllers {51, . ..,S,} observe system events {31, ..., %, } and control events
{Xe1, ..., X} respectively. For every controller i there is also a defined local obser-
vation projection P; : ¥ — X,;. Decentralized controller S; makes observations of
the system behavior s and generates control actions «;(s). The local control actions
{71(5),...,7(s)} are combined using an intersection operation to form the global
control action that is enforced on the system (. Therefore, for this control system,
if an event is locally disabled by a controller S;, then it is globally disabled due to
the global intersections of control actions.

For a set of decentralized controllers {Si,...,Ss}, a similar notation for S§ =
{S1,...,5:} and S = Sy - - - ||Ss is used as seen above for H? and H'. Hence, a set
of controllers 87 controlling G is equivalent to Sj/G. For the set of control automata
{S1,...,Ss}, let ¥ and X,; be the sets of events that are respectively controllable
and observable by S;. In this decentralized control setting let ¥, = U ;3. and
Yue = 2\ X

Three important properties related to decentralized controller existence are con-
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trollability, co-observability and L,,(G)-closure.

Definition 1 [54] Consider the languages K and M such that M = M and the set
of uncontrollable events X,,.. The language K is controllable with respect to M and

Se if KSpeNMCEK.

Definition 2 Consider the languages K and M. The language K 1is M-closed

if K=KnNM.

Definition 3 [68] Consider the languages K and M such that M = M and the sets
of locally controllable, ¥..;, and observable ¥,; events such that i € {1,...,s}. The
language K is co-observable with respect to M, P; and ¥, i € {1,...,s} if for all
t e K and for all o € 3.,

(toc ¢ K) and (to € M) =

Ji € {1,...,s} such that P,  [Pi(t)]o N K =0 and 0 € .

The concept of co-observability captures the notion that one supervisor always
knows to disable an event when needed.! In the case of centralized control as dis-
cussed in [44], co-observability is called observability. The above system properties
are central in the following controller existence theorem called the controllability and

co-observability theorem.

Theorem 1 [68] For a system G and a specification H such that L£,,(H) C L,,,(G),
sets of controllable events {¥.1,...,%es} and sets of observable events {1, ..., Y0s}
there exists a set of partial observation controllers {Sh, ..., Ss} such that L,,(S;/G) =

L(H) and L(S;/G) = L,,(H) if and only if the following three conditions hold:

'In this thesis the terminology of control theory is used even though it may be counter to
naming conventions currently used in computer science theory. Namely, co-observability is not
non-observability.
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1. L,,(H) is controllable with respect to L(G) and ¥,..
2. L,(H) is co-observable with respect to L(G), o1, - ;%05 and 3eq,. . ., Ses.

3. Ln(H) is L,(G)-closed.

For languages generated by deterministic automata, controllability and £,,(G)-
closure can be decided in polynomial time using standard automata manipulation op-
erations. There is a method presented in [67] for deciding the co-observability of lan-
guages generated by deterministic automata. For the sake of the reader, this method
is shown in Appendix A for the two-controller case. The essence of this method is
that for a system G, a specification automaton H, sets of controllable events ¥ .1, .o
and sets of observable events X, X2, an automaton M is constructed. For this
method, £,,(M) = () if and only if £,,(H) is co-observable with respect to L(G),
o1, 22 and Xeq, Yo,

The construction of M takes polynomial time if the number of controllers is
bounded. Therefore, for deterministic monolithic system problems with a bounded
number of controllers, controller existence can be decided in polynomial time.

A less restrictive version of Theorem 1 also holds for the case of generated lan-
guage specifications (and hence prefix-closed specifications) where the L,,(G)-closure

condition is disregarded.

3.4 Computational Complexity

This section presents a brief review of needed concepts from the theory of com-
putation. For a more thorough exposition of these topics, please consult one of the
standard texts in the field such as [15, 18, 27].

Problems are said to be in class P if they can be solved in polynomial time
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by a deterministic computation device such as a deterministic Turing machine or a
deterministic RAM machine. The exact type of computation device does not matter
as long as it is a “reasonable” computation device. Similarly, problems are said
to be in class NP if they can be solved in polynomial time by a nondeterministic
computation device. The class PSPACE includes all problems that can be solved by
a deterministic computation device using a polynomial amount of space. Similarly,
the class NPSPACE includes all problems that can be solved by a nondeterministic
computation device using a polynomial amount of space.

It is known that NP C PSPACE, but the inclusion is believed to be proper.

The NP vs. PSPACE problem is a major open problem in computer science similar
to the P vs. NP problem. EXP is the class of problems that can be solved by a Turing
machine in an exponential amount of time. It is known that PSPACE#AEXP and it is
believed that the sets PSPACE and EXP are incomparable. This implies that there
may be some problems in PSPACE that cannot be solved in an exponential amount
of time, but deciding if PSPACE and EXP are incomparable is another major open
problem in computer science. However, a well known result from complexity theory
is that PSPACE=NPSPACE [69]. This means that a Turing machine bounded using
to a polynomial amount of space cannot solve more problems if it operates in a
nondeterministic manner.

If a problem C' is in PSPACE, it is then known that C’ € PSPACE where C’
is the “complement” problem of C'. In the discussions contained herein, showing a
language to be not co-observable (non-co-observable) is the complement problem of
showing that the language is co-observable.

The concept of a “polynomial-time many-one reduction” is used to denote that

one problem is “more difficult” than another. For two problems C' C I'} and D C '},
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there is a polynomial-time many-one reduction from C to D (denoted C' <P D) if
there exists a polynomial-time computable function f : I') — I'; such that for each

el

c?

x € C if and only if f(z) € D [15]. Intuitively, it can be thought that if
a polynomial-time many-one reduction exists, a solution method for problem D can
be used to solve problem C.

Problem D is called PSPACE-complete if it is in PSPACE and all problems in
PSPACE can be reduced to D. PSPACE-complete problems are problems that are
considered to be the “most difficult” of the problems in PSPACE and are at least
as hard as all NP-complete problems. Showing a problem to be PSPACE-complete
is considered strong evidence that the problem is computationally very difficult and
can be solved in polynomial time if and only if P=NP and NP=PSPACE.

Given a set of deterministic finite-state automata {A;,..., A, } with a common
alphabet ¥4 such that for i € {1,...,n}, 4; = (X% 2% ¥4 64 XA) Kozen
[35] demonstrates that the problem of deciding if £,,(A]|---||An) = 0 is PSPACE-
complete. This problem is called the deterministic finite-state automata intersection
problem and is referred to as “DFA-Int”.

It is well-known (cf. [18]) that the problem of showing the language equivalence of
two nondeterministic finite-state automata is PSPACE-complete. With this informa-
tion it is also easily shown that for two automata A and B, deciding L(A) C L(B) for
the nondeterministic case is also PSPACE-complete because verifying L(A) C L(B)
and L(B) C L(A) also verifies that L(A) = L(B), a known PSPACE-complete prob-
lem. Because of these discouraging results for simple nondeterministic automata
comparison problems, deterministic automata are generally used in the rest of this

thesis. In the deterministic case L(A) C L(B) and L(A) = L(B) can be tested in

polynomial time [27].



CHAPTER IV

THE COMPUTATIONAL DIFFICULTY OF
DISTRIBUTED SYSTEMS PROBLEMS

4.1 Chapter Overview

This chapter investigates computational issues associated with the supervision of
distributed discrete-event systems. It is shown that in general many problems related
to the supervision of these systems are PSPACE-complete. This shows that although
there may be space-efficient methods of avoiding the state-explosion problem inherent
to concurrent processes, there are most likely no time-efficient solutions that would
aid in the study of “large-scale” systems. Computational difficulty results are shown
using a reduction from a special class of automata intersection problem introduced
here where accepted behavior is restricted to be prefix-closed. Deciding if there
exists a controller for a modular system to achieve a global specification is shown
to be PSPACE-complete. Several controller verification problems are shown to be
PSPACE-complete, even for prefix-closed cases. Controller admissibility and online

control operations are also discussed.

23
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4.2 Complexity of Automata Intersection Problems

Computational complexity results for several important classes of automata in-
tersection problems are now shown. When given two sets of interacting deterministic
finite-state automata A% and BS, deciding L(A¢$) C L(B?) or L(A%) = L(B?) is in

PSPACE.

Proposition 1 Given an instance of two sets of interacting deterministic finite-state
automata A$ and BS accepting languages not necessarily prefiz-closed, the problem

of deciding the following expressions are in PSPACE:
1 L(A9) € L(BY)
2. L(A}) = L(BY)

Proof:

It is shown that the problem of deciding if L(A%) € L(B?) is in NPSPACE. A
well known result from complexity theory is that PSPACE=NPSPACE [69]. This
means that a deterministic Turing machine bounded to a polynomial amount of space
cannot solve more problems if it operates in a nondeterministic manner. Showing a
problem to be in NPSPACE is sufficient to show that problem is also in PSPACE.

A nondeterministic algorithm is presented that uses a polynomial amount of space
to decide if there is a string s accepted by all Ay, ..., A, that constitute A} but not by
all By, ..., By that constitute B%. Initially, marker tokens are placed on all the start
states of Ay,..., Ay, By, ..., By and events are generated nondeterministically from
the common alphabet Y. As the events are generated the markers are moved to hold
the places of the current states of Ay,..., A,, B1,..., By to simulate the occurrence

of those events in the automata. If a generated event is ever undefined at the current
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state of an automaton, operation halts. If a string of events is generated such that the
current states in Ay,..., A, are marked and a current state in one of the automata
in By,..., B, in not marked, it is consequently known that L(A¢%) € L(B?).

Keeping track of the current automata states and updating them as nondeter-
ministic events are generated requires less space than the encodings of A¢ and B so
this operation takes a polynomial amount of space with respect to the problem en-
coding. Therefore, deciding L(A¢) ¢ L(B?) is in NPSPACE. Therefore it is known
that deciding L(A%) C L(B?) is in coNPSPACE. Because PSPACE=coNPSPACE
15] deciding if L(A$) C L(B?) is also in PSPACE.

By a similar construction, it can easily be shown that deciding L(A%) = L(B?) is

also in PSPACE. u

The DFA-Int problem discussed in [35] is similar to the problem discussed in
Proposition 1. Kozen’s proof for DFA-Int depends on a reduction from the LBA
acceptance problem which is given a linear bounded automaton(LBA) ¥ and a string
x, to decide if ¥ accepts x. The LBA acceptance problem is a well-known PSPACE-
complete problem [27].

A linear bounded automaton W is a special type of possibly nondeterministic
Turing machine with a bounded tape defined as follows:

U =(Q,%,T,0,q,, B, F,p)

where

() is the finite set of symbols to represent the set of states of W,

Y. is the finite set of input symbols,

I' is the finite set of tape symbols,

d:Q x Y — QxX x{L,R} is the next move function,

¢, is the start state symbol,
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$ is a blank symbol,

F' is the set of accepting state symbols,

p is a polynomial function.

A linear bounded automaton operates in a manner similar to a regular Turing
machine except that the single input and work tape is constrained to use at most
p(n) cells where n = |z| is the length of the input z.

Kozen reduces the LBA acceptance problem to the DFA-Int problem by gener-
ating a set of automata By, that simulate the set of computations performed by ¥
for a given input . The string x is accepted by V¥ if and only if the automaton By ,
equivalent to the parallel composition of the automata in By, accepts a non-empty
language.

Many topics related to modular plants and specifications in discrete-event sys-
tems deal with the prefix-closure of languages so it would be advantageous for us to
investigate whether automata intersection problems are PSPACE-complete for the
special case of automata accepting prefix-closed languages. Therefore, this chapter
expands the work in [35] by exploring parallel composition properties of automata

generating prefix-closed languages.

Theorem 2 Given a finite-state automaton A and a set of interacting finite-state
automata By, ..., By all accepting prefiz-closed languages, the problem of deciding if

L(B%) = L(A) is PSPACE-complete.

Proof: This proof is a modified version of the proof in [35] that shows the DFA-Int
problem is PSPACE-complete. Because neither are the proof of DFA-Int nor the

present modifications trivial, Kozen’s work is replicated and altered as necessary.



27

Using the definition of ¥ seen above, the linear bounded automaton acceptance
problem for an instance of an LBA ¥ and a string x is reduced in polynomial time
to the prefix-closed case of deciding L(B%) # L(A) for a given set of automata
{Bi,..., By} and an automaton A. The comparison problems in Proposition 1 are
more general than the problem in this theorem so it is known that deciding L(B?) =
L(A) for the prefix-closed case is in PSPACE. It is therefore sufficient to demonstrate
that the deterministic LBA acceptance problem can be reduced in polynomial-time
using a many-one mapping to the problem of deciding L(B?) # L(A) for the prefix-
closed case.

Assume without loss of generality that ¥ has a unique accepting state ¢y and
that W erases its work tape and moves its read/write head all the way to the left of
the tape before accepting. Also assume that W takes an even number of steps before
accepting. These assumptions can be made without loss of generality because the
size of the Turing machine finite control will at most double with these modifications.

The instantaneous description (/D) of a Turing machine represents as a finite
string the current state of the Turing machine, the current contents of the work tape
and the location of the read/write head. Suppose y = y;y2 where y is the contents
of a Turing machine tape and y; represents the content of the tape to the left of the
read /write head, and let the rest of y5 be the content of the tape to the right of the
read/write head. Let the first letter of y, represent the tape cell being read by the
read /write head. If ¢ represents the current state, an effective representation of the
ID would be the string y;qy».

In this proof, the ID representation is padded with a string of normally unwritten
blank symbols $2(M~(v11+1¥2) t6 make explicit in the representation of the ID the fact

that the LBA has a work tape of size p(n) where n is the length of the input string.
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Therefore with y = 412, an ID of the LBA would be y; qy,$P(™)~(v1l+lv21).

If  is the input string to ¥, the initial instantaneous description (ID,) would be
¢ox$PM 17l Because of the previous assumptions on how W accepts a string, there is
a unique accepting instantaneous description I Dy = qf$p(”). The notation ID; Fy
ID; is used to represent that according to the transition rules of ¥, instantaneous
description ID; follows in one step from instantaneous description /D;. It should
therefore be readily apparent that [z € L(V)] if an only if [3(ID,,IDy,...,1Dy)
such that Vi € [1,..., f](ID;—1 k¢ ID;)]. This means that a string x is accepted by
U if and only if there is a sequence of instantaneous descriptions I D, Fy ID; Fyg
-+ g I Dy starting with the initial instantaneous description /D, and finishing with
the accepting instantaneous description IDy.

Let A = TUQU{S$} and let # be a previously unused symbol. To perform
this reduction from an instance of the LBA acceptance problem to an instance of
the prefix-closed automata intersection problem, a set of prefix-closed interacting
automata is constructed By, such that the automaton By, equivalent to the au-
tomaton formed by the parallel composition of the automata in By, accepts the
language
((AU{#FDI\N (AU {#4#H AU {#D))

US#IDo# I D1 - - - 41 Dytt} C (AU{#})"
if Vi e[l,...,flID;_1 kg ID;)],
((AU{#FDI\N ((AU{F#D {#4#H AU {#D))
otherwise.

By, always accepts all strings not containing ## and By, accepts a string

ending with ## if and only if there is a sequence of instantaneous descriptions from

ID, to ID; that represent a set of valid computations for V.
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An automaton Ay, can be constructed in polynomial time with respect to the
encoding of ¥ and x such that
L(Ayz) = (AU{#D )\ (AU {#D" {##} (AU {#})).

Note that L(By,) and L(Ay ) are both prefix-closed by construction. For this
reduction L(By,) # L(Ay,) if and only if x € L(V) where By, and A are con-
structed in polynomial time from z and W. Therefore deciding L(By ) = L(Ay ) is
PSPACE-complete because PSPACE = coPSPACE.

When the read/write head moves, the state updates, a symbol is written on the
current tape cell and the tape head should move exactly one cell to the left or the
right. Therefore, to verify that (ID; by 1D;), it needs to be verified that the tape
contents in I D; and ID; are identical except for where the read/write head wrote to
the tape during the transition and that the read/write head moved exactly one tape
square to the left or right according to the next move function 9. With this in mind,
given a three element string a;asas from I D; and a three element string (3, 3235 from
ID; both at the same relative locations in the instantaneous descriptions, it can be
verified in polynomial time that (3,333 can follow from ajasas. If this is verified
for all pairs of three element strings at the same locations in I D; and 1D;, it can be
verified in polynomial time that (ID; by 1D;).

Two sets of interacting automata, B*" and B°% are now constructed. The
automata in B verify for a sequence of instantaneous descriptions ID;, ..., ID);
that the instantaneous descriptions with odd indices follow from the instantaneous
descriptions with even indices. Similarly, the automata in B°% verify for a sequence
of instantaneous descriptions ID;, ..., ID; that the even instantaneous descriptions

follow from the odd instantaneous descriptions.
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With this in mind, B{"“" is constructed to accept the language

({F#A 1o AP T2 NG, 5y B AP T2 1= {4 1)

UAU{#D \ (AU{#D {##} (AU{#}))
where ajagas, 515205 € A% A string (i.e., #I1Do#ID1# - - - #1D#+4) containing
#4 is accepted by BfU*" only if the ith, (1 + 1)St and (7 + 2)nd symbols in the odd
instantaneous descriptions follow from the i'", (i+1)% and (i + 2)nd symbols in the
even instantaneous descriptions.

Similarly, let us also construct B4 to accept the language
({#HAPIHLLNT ) pomg AP =2 NI=10, 0, 03 APII=I=2 1 L AP

U(AU{D"\ (AU #D) (34 (AU {#D")
where 117213, 010205 € A3. A string containing ## (i.e., #I Do I Dy # - - - #1D p##)
is accepted by B¢ only if the i, (i + 1) and (i + 2)nd symbols in the even
instantaneous descriptions follow from the ith, (i + 1)% and (i + Q)Hd symbols in
the odd instantaneous descriptions. Remember that it is assumed without loss of
generality that f is odd.

Let us construct Bf**™’s and B?%’s for i ranging from 0 to (p(n) — 1). This
should take less than 6|A[*p(n) states each, so this construction can be performed
in polynomial time with respect to the encodings of ¥ and x. Note that by their
constructions, the languages accepted by the Bf**’s and B®’s are prefix-closed.

Define B« = {Bg"", ..., Beer |} and B = {Bg®, ... By |}, these com-

p(n)—
posed automata are respectively equivalent to the automata (B§*"|| - - - [| By(s)' ;) and
(Bg| - - - ||B;Ei;f)71). B accepts a string (such as #ID;#I1D; 1 # - - - #1D;#H#)
containing ## only if the odd instantaneous descriptions follow from the even in-

stantaneous descriptions. Likewise, B° accepts a string containing ## (notably

#ID;#1D; 1# - - - #1D;#+ ) only if the even instantaneous descriptions follow from
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the odd instantaneous descriptions.
A final automaton B/™ is constructed that accepts the prefix closure of the

following set of strings:

((AufFD N ((Au{#) {##} (AU {FD)

U ({(#IDH{#API T Y {HID i #44 )
Bl accepts a string of instantaneous descriptions ending with ## only if the first
instantaneous description is I D, and the final instantaneous description is /D. Note
that B/™a also accepts a prefix-closed language. Constructing Bf™® takes less than
6]A|>p(n) states, so this construction can be performed in polynomial time.

Let By, = {Bfmal} yBeven U B4, If there is a valid accepting computation for ¥
with input  then I Dy, ID;,..., 1Dy is a sequence of valid accepting computations
for U and
#HIDoH#ID1# - - - #1D 44 is accepted by By ,. Likewise, if a string containing ##
is accepted by By ,, it must be the string #1Do# 1D 4 - - - #1 D j#+ representing a
valid computation on W for accepting input x. A string containing ## is accepted by
all the automata in Bg g if and only if there is a valid computation for ¥ that accepts
x. It is therefore known [z € L(V)] <= [L(By.) # L(Ay)]. This completes the
many-one mapping.

Ay, and the components of By, can be constructed in polynomial time with
respect to the size of the encoding of z and W. Therefore, the problem of deciding

L(B%) = L(A) for the prefix-closed case is PSPACE-complete. ]

The primary alterations in the proof of Theorem 2 from the proof of DFA-Int
is that the automata in the Theorem 2 proof accept all prefix-closed strings not
containing the substring ## and they accept a string containing #+ if and only if

their parts of the LBA computation are valid. Therefore a string containing ## is
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accepted by the construction in Theorem 2 if and only if a string x is accepted by W.

The result of Theorem 2 is particularly discouraging. PSPACE-complete prob-
lems are thought to be rather difficult. However, it is well known that the problems
of deciding if L(A) C L(B) and L(A) = L(B) are in P for monolithic automata.

This observation prompts the following proposition.

Proposition 2 Given an instance of a deterministic finite-state automaton A not
necessarily accepting a prefiz-closed language and a finite set of interacting determin-
istic finite-state automata B® = {Bi,..., By} also not necessarily accepting prefiz-

closed languages, the problem of deciding if L(A) C L(B?) is in P.

Proof: This proposition is demonstrated by presenting a polynomial time procedure
to solve this problem.

Because the automata all have common alphabets

[L(A) € L(BY)] <= Vi€ {1,....b} [L(A) C L(By)]

L(A) C L(B;) can be verified in polynomial time with respect to the length of
the encoding of A and B;, so [V i € {1,...,b}, [L(A) C L(B;)]] can be verified in
polynomial time with respect to the length of the encoding of A and B%. Therefore

the problem of deciding L(A) C L(BY) is in class P. |

However, even with the positive results of Proposition 2, the converse problem is
very difficult. For the prefix closed case, given a finite set of interacting deterministic
finite-state automata B¢ = {Bi,..., By} deciding if L(B?) C L(A) is PSPACE-

complete.

Theorem 3 Given a finite-state automaton A and a set of interacting finite-state
automata BY = {Bi,..., By} all generating prefir-closed languages, the problem of

deciding if L(B%) C L(A) is PSPACE-complete.
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Proof: This problem is in PSPACE due to Proposition 1. The construction used in
this proof is identical to the proof used in Theorem 2 above. This construction is
not repeated for the sake of brevity. It can then be shown using By , and Ay , from
the construction in the proof of Theorem 2 that:

[z ¢ L(¥)] <= [L(Bya) € L(Av,a)]

Therefore, the problem of deciding L(B%) € L(Ay.) for the prefix-closed case
given {By, ..., By} and A is PSPACE-complete. Therefore, the problem of deciding

L(B?) C L(Ay ) for the prefix-closed case is PSPACE-complete. |

These complexity results can now be extended to the non-prefix-closed cases of

the problems discussed above.

Corollary 1 The problems of deciding if L(B%) = L(A) and L(B?) C L(A) given

BY and A for the non-prefiz-closed case is PSPACE-complete.

Proof: It is easy to see that these problems are a special case of the problem in
Proposition 1 above, so these problems are in PSPACE. It should also be apparent
that these problems are more general than the decision problems in Theorem 2
and Theorem 3 above so these problems are in PSPACE and are PSPACE-hard;

consequently these problems are PSPACE-complete. [

After Corollary 1 it should be readily apparent that the problems discussed in

Proposition 1 are PSPACE-complete.

4.3 Control of Discrete-Event Systems

The complexity results of Section 4.2 are now used to show complexity results

for several important supervisory control problems. First, the supervisory control
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theory concepts of controllability, M-closure, and co-observability in Section 3.3 are
extended to handle the cases where the systems and specifications are distributed.
Let IC’f and M7 be sets of languages. Let X and ¥,; be the locally controllable
and observable event sets respectively for ¢ € {1,...,s}. Let P, : ¥* — X% be the
natural projection that erases events in 3 \ X,,. Furthermore, let ¥, = U;_, > and

Se = 2\ T

Definition 4 Consider the sets of languages K¥ and MT such that My = M, My =
M,, ..., M, = M,, and the set of uncontrollable events ¥,.. The set of languages

K% is modular controllable with respect to M and 3. if K—fEuc NM"C ?{“

Definition 5 Consider the sets of languages K¥ and M. The set of languages Kk

is modular M7'-closed if K} = ?{“ N M".

Definition 6 Consider the sets of languages KF and M7 such that My = M, My =
My, ..., M,, = M,, and the sets of locally controllable, ¥.;, and observable X,; events
such that i € {1,...,s}. The set of languages K¥ is modular co-observable with
respect to MY, P; and ¥y, i € {1,...,s} if for all t € K_f and for all o € X,

(ta ¢ K—{“> and (to € M) =

Ji e {1,...,s} such that P [P (t)]o NKF =0 and o € 3.

The following theorem for the existence of controllers for modular systems can
now be demonstrated using the extended modular definitions of controllability, co-

observability and language closure.

Theorem 4 For a given set of finite-state automata system modules G and a set
of finite-state automata specification modules H" such that H} is nonblocking, there

exists a set of partial observation controllers {S1,Ss,...,Ss} such that
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Ln(S7/GY) = Ln(HY) and L(S}/G]) = L(HY)

if and only if the following three conditions hold:

1. L, (H?) is modular controllable with respect to L(G]) and E,..

2. L,(HY) is modular co-observable with respect to L(GY), Py,..., Py and

Zcl7 H '7268'

3. L, (HY) is modular L,,(G{)-closed.

The proof of this theorem is constructive and is a generalization of the proof of
the Controllability and Co-Observability Theorem discussed in [10]; it depends on
a sample-path argument not shown here. This result says that a set of nonblock-
ing controllers S;,Ss,...,S, that achieves a set of modular specifications H” for a
modular system G{ (i.e. £,,(S{/GY) = L,,(H}) and L(S;/G]) = L(H})) exists if
and only if the system is modular controllable, modular co-observable and modular
L,,(G?)-closed. These properties completely characterize necessary and sufficient ex-
istence conditions for controllers of modular systems. In turn, these properties can
play a role in safe controller synthesis when existence conditions are not satisfied for
a controlled system to match a specification. Safe controller synthesis for monolithic
systems is discussed in [10].

Given H?, deciding if H! is nonblocking is a PSPACE-complete problem. This
can be shown using a simple reduction from the automata intersection problem pre-
sented in [35]. However, there may be enough foreknowledge to decide this property
holds in a computationally feasible manner. It is assumed in this chapter that the
modular specifications are given such that H" is nonblocking. If the specification is

blocking, no nonblocking controllers that achieves the specification can exist.
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Similarly, the astute reader will note that L£,,(H!) C L, (GY) is a necessary
condition for both £,,(S{/GY) = L,,(H}") and L,,,(H?) to be modular £,,(G{)-closed.
If L,,(HM € L,,(G]), H? can be replaced with H" U G{ so that the specification
behavior is strictly smaller than the specification behavior. Hi|| - - ||Hp||G4]| - - - |G,
is the automaton equivalent of the new specification behavior. This substitution
will not alter the computational complexity of the problems discussed later in this
chapter.

It is also easy to show a more general theorem concerned only with prefix-closed

behavior when blocking is not a concern.

Theorem 5 For a given set of prefiz-closed finite-state automata system modules
G{ and a set of prefiz-closed finite-state automata specification modules H? such that
L(HM) # 0, there exists a set of partial observation controllers {Sy,Sa,...,Ss} such

that L(S;/GY]) = L(HN) if and only if the following three conditions hold:

1. L(HY) is modular controllable with respect to L(G]) and 3.

2. L(H") is modular co-observable with respect to L(G}), Pi,...,P, and

ch;- c 7205-
3. L(H}) C L(GY)

As with Theorem 4, if £,,(H) € £,,(GY), then H? can be replaced with H! U
GY. This substitution will not alter the computational complexity of the problems
discussed later in this chapter related to this theorem.

The following proposition can now be shown:
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Proposition 3 Deciding modular controllability, modular co-observability and mod-
ular MY -closure for sets of languages specified by sets of finite-state automata is in

PSPACE.

Proof: Proving this proposition relies on a “token” argument similar to that em-
ployed by Kozen in [35] for proving automata intersection emptiness is in PSPACE.
Given a set of events ¥, and two sets of automata H? and G{, it is shown that the
problem of deciding modular controllability of £,,(H?) with respect to £(G{) and
Yue is in PSPACE. Similar proofs exist to show deciding modular co-observability
and modular M'*-closure are in PSPACE but are not shown here due to space con-
siderations. Regarding controllability, it is sufficient to show the converse problem
of deciding non-controllability is in NPSPACE.

A nondeterministic string of events ¢ is generated one event at a time and used
to model the state transitions in the finite-state automata in G{ and H" starting
from their respective start-states. The current states of the automata in G and H”
need to be saved and updated as new events are generated. As each new event is
generated and added to ¢, it is tested if do € ¥, such that

Vje{l,....g}(toc € L(G;))| AN Vie{l,...,h}|(t € L(H,))|]

AL e {1,...,h}|(to & L.(H;))].

If this property ever holds then modular controllability does not hold. All of

these operations take a polynomial amount of memory with respect to the encodings

of G¥ and ‘H?. Because this problem is in NPSPACE, it is also in PSPACE [69]. m

It should be noted that if the number of controllers, plants and specifications are
bounded to be less than some constant k£, then modular controllability, modular co-
observability and modular M-closure can then be decided in polynomial time if the

modular systems and specifications are given as deterministic finite-state automata.
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4.4 Existence Problems for the Control of Modular Systems

In this section the computational complexity of deciding controller existence for
modular systems under various assumptions is explored. It is assumed that the spec-
ifications are nonblocking and that the uncontrolled systems allow at least as much
behavior as the specifications (i.e., for the system automata G{ and the specification
automata H?, L,,(H") C £,,(G]) and L(H) C L(GY) respectively). This section
shows one of the main contributions of this chapter: a large class of controller ex-
istence problems for modular discrete-event systems are PSPACE-complete. From
Theorem 4 and Proposition 3 demonstrated above, it is easy to see that deciding if

a decentralized controller exists for a modular specification and modular system is

in PSPACE.

Corollary 2 Given a set of finite-state automata system modules G, a set of finite-
state automata specification modules H, sets of observable events Yo, . .., Y,s and
sets of controllable events X1, ..., %, the problem of deciding if there is a set of
decentralized controllers 8§ such that £,,(S{/GY) = L,(HY) and L(S5/GY) = L(H})

1s 1 PSPACE.

Similar problems for prefix-closure specifications as seen in Theorem 5 and cen-
tralized controllers as seen in [10] can also be decided in PSPACE. A relatively simple
problem is investigated: given a modular system and monolithic specification mark-
ing prefix-closed languages, is there a single full-observation controller such that the
system satisfies the specification? It is shown that even for this restricted subclass

of problems are PSPACE-complete.

Theorem 6 The problem of deciding if there is a full-observation controller S with

controllable event set .. for a set of prefix-closed automata system modules G and
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a prefiz-closed specification automaton H such that L(S/G{) = L(H) is PSPACE-

complete even if it is known that L(H) C L(GY).

Proof: It is shown in Corollary 2 that this problem is in PSPACE. Here the problem
of deciding whether L(B%) = L(A) is reduced to this problem where A and B? are
given prefix-closed finite-state automata. Let X. = (). If there exists a controller S
such that £(S/B%) = L(A) then L(B%) = L(A). If there does not exist a controller
such that £(S/B?) = L(A) then L(B?) # L(A) because no event can be disabled.
Since deciding if L(B?) = L(A) is PSPACE-complete even if it is known that L(A) C
L(B?) from Theorem 2, the controller existence problem is also PSPACE-complete.

These results are particularly disappointing because they show that a relatively
large and simple class of controller existence problems involving modular system
automata is PSPACE-complete. Due to Theorem 6 it should also be apparent that
deciding modular controllability for languages specified by finite-state automata is
PSPACE-complete because modular observability and modular £,,(G{)-closure are
implied by full observation and prefix-closure, respectively.

For the case of full control (namely, ¥, = 3) and partial observation, a similar
proof method can be used to show that controller existence problem for a modular
system and a monolithic specifications is likewise PSPACE-complete. This implies
that deciding both modular observability and modular co-observability for languages
specified by deterministic finite-state automata is also PSPACE-complete.

If it is not known that L(H}) # () or that L(H") C L(GY), controller existence
problems remain PSPACE-complete. Likewise, a large class of nonblocking controller
existence problems for modular systems specified by finite-state automata are also

PSPACE-complete due to Theorem 4 because the nonblocking controller problems
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are known to be at least as difficult as prefix-closed specification problems.

An interesting related controller existence problem is also discussed in [66] where
it is shown that the problem of deciding co-observability as introduced in [68] is
PSPACE-complete if the number of controllers is unbounded even if determinis-
tic monolithic systems and specifications are used. Due to the controllability and
co-observability theorem [68], this result implies that deciding the decentralized con-

troller existence problem is likewise PSPACE-complete.

4.5 Admissible Controllers

As stated before, a controller is admissible if it updates control actions on lo-
cally observable events and disables only locally controllable events. Note that a
controller’s admissibility when operating on a system is not related to that system’s
specification. For a monolithic discrete-event system, deciding if a controller automa-
ton S is admissible for a given system automaton GG can be decided in polynomial
time. This is because testing admissibility of a parallel controller S is equivalent to
testing that all transitions occur on observable events and that £(S) is controllable
with respect to £(G) and ¥, [10]. This method of testing admissibility also holds
for modular systems. To test if a parallel controller S is admissible for a modular
system G it is first tested if state transitions occur only on the occurrence of ob-
servable events and then it is necessary and sufficient to verify that £(S) is modular
controllable with respect to £(GY) and X,.. Testing that all state transitions in
the controller occur on observable events takes polynomial time, but, as was stated
earlier in the chapter, testing modular controllability of a monolithic specification
with respect to a modular finite-state automata system is PSPACE-complete. This

prompts the following theorem whose proof was outlined above.
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Theorem 7 Verifying the admissibility of a single controller with respect to a mod-

ular finite-state automata system is also PSPACE-complete.

When testing the admissibility of a decentralized control system {Si, ..., S},
with respect to a modular system {G,...,G,} it needs to be verified first that all
state transitions in {Sy,..., S5} occur on locally observable events. It then needs to
be verified that each local controller disables only locally controllable events when the
other controllers are in operation. More formally, Vi € {1,...,s}, £(S;) is modular
controllable with respect to £(S; UG{ \ S;) and 3.

Besides having state transitions only on locally observable events, all local con-
trollers S; need to be controllable with respect the system it is modifying, i.e.,

S$UGY\ S;. The following corollary should now be evident:

Corollary 3 The problem of testing the admissibility of decentralized control systems
specified by finite-state automata is PSPACE-complete.

4.6 Complexity of Modular Controller Verification Prob-
lems

The computational complexity of the language matching verification problem for
distributed systems is now discussed. For this problem, if given a distributed sys-
tem controlled by an admissible controller it should be found if the behavior of this
controlled system matches the behavior of a specification. This problem is investi-
gated using reductions from automata intersection problems. Simple extensions of

the results from Proposition 1 are first shown.

Proposition 4 Given sets of finite-state automata S, G and H}, wverifying if

L(S3/GY) = La(HY), Ln(S3/G]) C Lin(HY) and L, (HY) C L(S3/GY) are all

problems in PSPACE.
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Proof: This proof is similar to the proof of Proposition 1 above. Using the previously
discussed definitions regarding controller operation for the supervisory control set-
up, the proof of this proposition should be apparent and is not included for the sake

of brevity. [

Using the results of Section 4.2 and Proposition 4 the computational difficulty of
verifying a large class properties of distributed supervisory control systems can be

found.

Theorem 8 Given controller automata S and S;, uncontrolled system automata G
and G{ and specification automata H and H?. Deciding the validity of each of the

following expressions is PSPACE-complete:
1. L£(S3/G) = L(H)
2. L(S)GY) = L(H)
3. L(S)G) = L(HD)
4. L(S7/G) € L(H)
5. L(S/GY) € L(H)

6. L(H}) C L(S/G)

Proof: The listed problems in this theorem are all special cases of the problems in
Proposition 4. Therefore these problems are in PSPACE.

The problem in Theorem 2 can be reduced to Problems 1, 2 and 3 in this theorem.
This reduction is not show for the sake of brevity, but should be readily apparent.

Therefore, Problems 1, 2 and 3 are PSPACE-complete.
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The problem in Theorem 3 can be reduced to Problems 4, 5 and 6 in this theorem.
This reduction is also not show for the sake of brevity, but should be readily apparent.

Therefore, Problems 4, 5 and 6 are like-wise PSPACE-complete. [

It can be easily seen that the problems listed in Theorem 8 above are special
cases of several other problems in PSPACE, notably problems where the marking
properties of controlled modular discrete-event systems are verified. These problems
are too numerous to conveniently list, but their computational complexity can easily
be found as a consequence of Proposition 4 and Theorem 8. Although the listed
completeness results deal only with problems where either the controller, plant or
specification are modular, these results can be easily extended to cases where two
or three of the controller, plant and specification are modular. It should be noted
that if the number of controllers, plants and specifications is bounded to be less than
some constant k, then all of the verification problems listed here can be decided in
polynomial time.

Despite the seemingly overwhelming number of PSPACE-complete verification
problems, there are several important verification problems that can be decided in
polynomial time even when there is no restriction on the number of modules. It
has already been seen in Proposition 2 that given the finite-state automata BY and
A, verifying L(A) C L(B?) is in P. This result can be used to prove the following

propositions.

Proposition 5 Given a controller automaton S, system automaton G and a set of

specification automata HY, the problem of verifying L,,(S/G) C L,,(HY) is in P.

Proof: Because it is assumed without loss of generality that S, G and H” all have

common alphabets, it is known that
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Ln(S/G) C Lu(HY) <= Vi€ {l,...;h} [Ln(S/G) C Lin(H)]]
L,,(S/G) C L,,(H;) can be verified in polynomial time with respect to the en-

codings of S, G and H;, so verifying £,,(S/G) C L,,(H}) is also in P. ]

By similar reasoning, the following proposition can also be shown:

Proposition 6 Given a set of controllers Sy,...,Ss, a set of finite-state automata
system modules G, ...,G, and a finite-state automata specification H, the problem

of verifying L, (H) C L,,(S5/GY) is in P.

Proof: Because it is assumed without loss of generality that S7, Gf and H all have
common alphabets, it is known that
Ln(H) C L(S71/GY) =
Vi€ (L. s} [Ln(H) C LS ALY G € {L,. ., 0} [Ln(H) C Ln(Gy)]
Ln,(H) C L,,(S;) and L,,,(H) C L,,(G) can be verified in polynomial time with
respect to the encodings of S;, G; and H, so verifying £,,(H) C L,,(S;/GY) is in P.

4.7 Online Control Actions

Previously there have been several attempts in the discrete-event systems com-
munity to use online control methods to synthesize controllers whose proper actions
are difficult to precompute. See for instance [83] and Chapter V where online meth-
ods for safe decentralized control are discussed. One might think that similar online
approaches might be used to synthesize safe controllers for modular systems that re-
strict behavior in a non-trivial manner, i.e., enable at least one event, but in general
this is not possible to do in an efficient manner. A further discouraging result of the

work presented earlier is that for a modular system GY and a modular specification
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H", calculating if a single controllable event is safe to enable from the initial state is

PSPACE-complete. This problem is called the single event problem.

Theorem 9 Given a set of modular finite-state automata Gy, a modular finite-state
automata specification H?, a set of controllable events ¥, and a set of observable
events ¥,, the problem of deciding if a controllable event o is safe to be enabled at

the initial state is PSPACE-complete.

Proof: It is first shown that this decision problem is in PSPACE. Let S be a
controller that enables only o at the initial state and disables all on the occurrence
of any more events. It has already been shown that verifying £(S/GY) C L(H}) is
in PSPACE, so the verification problem in Proposition 4 can be used to solve the
problem in this proposition.

It is now shown that this problem is PSPACE-complete. Suppose two arbitrary
sets of automata BS and A? are given. The PSPACE-complete problem of deciding
if L(BY) C L(A%) is reduced to the single event problem using a polynomial-time
many-one reduction. This will show that deciding if a single event is valid to be
enabled is PSPACE-complete.

Let ¥ be the alphabets for B} and A¢ and let o be an event not in . Suppose
for every B;,i € {1,...,b} an automaton B; is created from B; such that L(B;) =
{a}L(B;) in the following manner. Suppose xy; is the initial state of B;. B, is a copy
B; except a new start state Zo; is created and the only transition from zg; is on the
occurrence of a and leads to zo;. This procedure is repeated to create fvlj from A; for
je{l,...,a}. Let B® be the system and let A% be the specification. Let ¥, = {a}
and let X, be empty. It should be apparent that this construction can be completed

in polynomial time with respect to the encodings of B% and Aj¢.
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If L(B%) C L(A%) then it is known that o can be enabled at the initial state
and have a safe system because enabling « will not allow illegal behavior to occur.
Similarly, if L(B?) € L(A¢) then it is known that «a can not be enabled at the initial
state and have a safe system because enabling o will lead to further illegal behavior
because L(B?) ¢ L(A%). So, L(B?) C L(A%) if and only if o can be enabled at the
initial state and have a safe system with respect to l?ll’, u‘f, Y. and Y, This completes

the polynomial-time many-one reduction. [

Theorem 9 can be extended to show PSPACE-hardness or PSPACE-completeness
results for many common online control problems where multiple online control ac-

tions for safety or maximality are computed.

4.8 Discussion

It is shown in [19] that several controller existence problems with range specifi-
cations on distributed systems are NP-hard. The results of this chapter extend the
results in [19] using different reduction methods. This chapter has shown that a large
class of automata intersection problems are PSPACE-complete, even for supposedly
“simpler” prefix-closed cases. These automata intersection results were then used to
show many controller existence problems in the supervisory control of discrete-event
systems framework are likewise PSPACE-complete and with controller verification
problems. Deciding controller admissibility is also PSPACE-complete for modular
systems. Similarly, it is shown that in an online control setting that calculating safe
control actions for distributed systems are PSPACE-hard.

Despite the fact that there are most likely no time-efficient general methods to
solve many distributed systems problems (unless P=PSPACE), methods still need

to be developed to solve many of these problems. One possible solution might be
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to focus research efforts on important subclasses of these problems that might have
particular real-world relevance. For instance, it might be helpful to look at spe-
cific network architectures or at problems involving systems amenable to divide-
and-conquer approaches. The remainder of this thesis focuses on investigating these
special subproblems and other efforts to avoid the computational difficulty shown
in this chapter. Due to the results of [66] it is known that in general decentral-
ized control systems cannot be synthesized in polynomial time for systems to match
specification. The next chapter discusses methods for avoiding this computational
difficulty through the use of online decentralized control protocols for monolithic sys-
tems with easily testable sufficient safety conditions. Later chapters focus on other
ways of avoiding computational difficulty such as using heuristic methods to solve
difficult sensor selection problems as in Chapter VI and using symmetry reductions
when distributed systems contain a type of symmetry as in Chapter VII and Chapter

VIII.



CHAPTER V

ONLINE DECENTRALIZED CONTROL OF
DISCRETE-EVENT SYSTEMS

5.1 Chapter Overview

This chapter discusses several online decentralized control protocols that can be
used to control systems and attempts to achieve maximal subsets of safe system
behavior. These protocols have a common sufficient safety condition that is a form
of a sensor and actuator selection problem. A generalized control architecture is
used where controllable events are said to follow either “fusion by union” or “fusion
by intersection” policies. This generalized architecture allows for a larger class of
systems to be modelled. The new control protocols make use of a new state estimator
used with decentralized controllers that takes past control actions into account. This
new state estimator is then the basis of the several new control protocols. Two of
these decentralized control protocols generate maximal local control actions that
allow an amount of “steering” of the controlled system. Several properties of these

locally maximal control protocols are discussed.

48
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5.2 System Assumptions and General Decentralized Control

As previously stated, this chapter assumes a more general version of decentral-
ized control introduced in [83] where the controllable events ¥, are partitioned into
event sets Y4 and Y. that respectively follow either “fusion by union” or “fusion
by intersection” protocols. If a “fusion by union” event is enabled by any local con-
trollers, then it is enabled globally (hence the e subscript on ¥..). The X, events are
also called the “permissive” events. Conversely, if a “fusion by intersection” event is
enabled by at least one controller, then it is enabled globally. The set Y.; denotes
the fusion by intersection events and its events are also called the “anti-permissive”

events. See Figure 5.2 for a schematic of a system with general decentralized control.

Pi(s)
Behavior Observations

Figure 5.1: A schematic of a general decentralized control system.

The concept referred to as co-observability in Definition 3 is called “C&P co-
observability” in [83] and is relevant to events that follow the fusion by intersection
policy for locally enabled events. A dual property called D&A co-observability, de-
fined below, is relevant to events that follow the fusion by union policy for locally

enabled events.

Definition 7 [83] A language K is D&A co-observable with respect to M, P;, and
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Yei, i €{1,...,n} if for allt € K and for all ¢ € ¥, = U S,
to e K =

@ieD [[(PYP1)NE)onMC K] Ao € S]],

Similar to the M automaton method of [67], there is a method in [83] for deciding
the D&A co-observability of languages generated by deterministic automata. This
method is shown in Appendix B for the two-controller case. The essence of this
method is that for a system G, a specification automata H, sets of controllable events
Y1, 2o and sets of observable events X,1, Y42, an automaton M, is constructed and
L(Mg) =0 if and only if the £,,(H) is D&A co-observable with respect to L(G),
Yol 2oz and ep, Yeo.

In [83] the term general co-observability is introduced that combines C&P co-

observability and D&A co-observability.

Definition 8 [83/ A language K is has the property of general co-observability w.r.t.
M, P;, Yeqi and Xeei, 1 € {1,...,n} if
1.K is C&P co-observable w.r.t. M, P; and ¥.e;, 1 € {1,...,n}.

2.K is DEA co-observable w.r.t. M, P; and ¥4, i € {1,...,n}.

In [83] there is a version of the controllability and co-observability theorem (The-
orem 1) where general co-observability replaces co-observability in the set of nec-
essary and sufficient conditions for general decentralized controller existence. Like
C&P co-observability and D&A co-observability, general co-observability can be de-
cided in polynomial time for languages specified by finite automata if the number of
controllers is bounded. If given a system G, a specification automaton H, sets of con-
trollable events Yic1, Xeea, 2edl, 2eqz and sets of observable events ¥ ,1, X0, construct

M from G, H, ¥.o1, Yoz and X,1, X2 as in Appendix A and construct the automaton
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My from G, H, Yoq1, Beae and Y1, Yo as in Appendix B. Then, £,,(M) = 0 and
L (Mg) = 0 if and only if L£,,(H) is general co-observable with respect to L(G),
o1, Loz and Xeer, Leea, Ledl, 2eqz-  Lherefore, general co-observability can be tested
in the amount of time it takes to construct M and M.

This chapter deals exclusively with prefix-closed regular languages, so without loss
of generality, this chapter uses the terminology that as system behavior progresses,
the “state” of a system is the string of events generated by the system. Furthermore,
the actions of a control protocol are considered to be a function v : ¥* — 2%¢ of the
observed string of events generated by the system. However, due to the regularity
assumption, the local control actions can be calculated from the state of some finite
observer automaton when the control schemes are implemented. Also, because of the
prefix-closure assumptions, this chapter exclusively investigates the safety properties
of the control protocols when operating on a monolithic system G. The “possible”
system states are those states the system could eventually enter if no control is
present, i.e., all stings in £(G). A state estimate is a set of possible states the system
may be in at a given instance. A “state estimator” is a function that returns an
estimate of the current system state during system operation. For instance, using
standard notation, if P;"'(P;(s)) is a set of strings that an observer i considers could
have occurred in the system after observing string Pi(s), the set P, (P;(s)) is called
an estimate of the current system state. The control actions can be thought to be
indirectly functions of the string of events generated by the system.

Suppose during the course of controller operation the string of events s has oc-
curred in the system and that controller ¢ enables a set of events 7;(s). An event
o € 7(s) is called a “don’t care” event if the possible future behavior of the system

after s is not altered if o were to be disabled. That is, enabling o after s does not
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contribute to system behavior.

Due to the controllability and co-observability theorem, if a specification is con-
trollable and co-observable with respect to a system, then there exists a set of decen-
tralized controllers such that the controlled system can match the specification. If a
safety specification language accepted by a finite state automaton is not controllable,
an automaton accepting a maximal controllable sublanguage of the original language
can be found in polynomial time. However, if a language accepted by a finite state
automaton is not co-observable, there is no known method to find an automaton
accepting a maximal co-observable sublanguage of that language or even if such an

automaton exists at all.

5.3 Previous General Decentralized Control Work

There has been previous work in [83] on an online decentralized control protocol
called gdec in the general decentralized control framework. This control protocol is
formulated such that if a string s is generated by the system, each local controller ¢

enforces the control action 77%“(s) for a control specification K

¥W*(s) = {0€Swi: (PTY(P(s))NEK)oNLG) CK}U (5.1)

7

{0 €Seei : PTH(Pi(s))oNK #0} U

1

Euc U Ece \ Ecei-

Notice that in ~7%

99¢¢(s), the set P, '(Py(s))o is an estimate of what states the system
may be in immediately after event o has occurred (and before any unobservable
events have occurred).

In the definition of 7/%“(s), the set {0 € Seei : PH(Pi(s))o N K # 0} represents

7

all of the permissive events that i can control and leaves enabled. If P, *(P;(s))oNK
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is an empty set, then when the event o occurs in any of the current estimated states
(P7Y(Ps(s))), the resulting state of the system will not be in the legal set of states
(K). Naturally, if (P;/'(P;(s))o N K # 0) holds, then o can lead from a current
legal estimated system state to another legal system state and so, o is admissible as
a permissive event and should be enabled. If ¢ is never possible in any of the system

states, (P (Pi(s))o N L(G) = 0) holds. In this case, o is a “don’t care” event, and

o 1s not enabled because

(PHPi(s)o NL(G) = 0) = (P7H(Pi(s))o NK =0).

7

Also in 77%“(s), the set {0 €Swi: (P (P(s))NK)oNL(G)C K} identifies

the set of all anti-permissive events that ¢ can control and enables. (P '(P;(s)) N K)

identifies all estimated current system states that are legal. The set

(P (Pi(s)) N K) o N L(G)) identifies all possible and likely states the system could

(2

be in if the event o were to occur at a legal state. Note that (P '(P(s))NK) o
could be too large of a state estimate and might include behavior that is impos-
sible even in the uncontrolled system, so there are some system states which may
be disregarded. If a string is not possible, it will obviously not be legal, but un-
reachable system states need not be considered calculating a control strategy. If
(P (Pi(s)) N K)o N L(G) € K) holds it is known that any occurrence of o at the
current system state will not lead from legal to illegal behavior.

Note that it is possible that ((P;'(P(s))NK)oNL(G)=0). This happens
when o cannot occur in any legal system states and yet still leads to a possible
system state. In this case, anti-permissive events that lead to other illegal states

could be enabled using the 'yfdec(s) control protocol. This can be disregarded if o

is enabled or not in these “don’t care” situations if generating safe sublanguages of
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L(G) is the only concern because it is assumed the system is always in a legal state.

In this chapter online decentralized control protocols that improve upon ~9%(s)
are shown by upgrading the controller’s state estimation ability. For the general
decentralized control protocol described above, the expression P, '(P;(s)) operates

)

as a state estimate for the i'* controller. As was indicated above, P, '(P;(s)) may
include strings that are not possible in the uncontrolled system so P, *(P;(s)) could
be a generous overestimate of the current system state. Because P, '(P;(s)) is too
large, controller i, using the P, *(Pi(s)) state estimate, could disable anti-permissive
events unnecessarily. Intuitively, if a more accurate state estimate could be obtained,

a supervisor could enable more anti-permissive and hence achieve a larger legal sub-

language.

5.4 Improved State Estimator

A new state estimation function is now developed for use with decentralized con-
trol protocols. It is assumed that the state estimator makes observations of system
behavior with respect to observation function (P;(-)) and observes local control ac-
tions (7;(+)). No assumptions are made on the local control action ~;(-) or the actions
of other controllers except that all controllers are admissible. If an event is disabled
by the local controller that no other controller can enable, the local state estimator
could disregard behavior progressing from that event when calculating the controlled
unobservable reach from the current estimated states. Therefore, all unobservable
events that controller i enables at state s (7;(s)) should be considered possible.

When calculating the state estimate in this manner, the state estimator needs
to be sure that all events that could be enabled by other controller are considered

possible so that the true system state is guaranteed to be in a controller’s state
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estimate. This prompts the definition of a “valid” state estimate, seen below.

Definition 9 Valid State Estimate: A state estimate of a system such that the

estimate includes all states the system could be in.

It needs to be ensured that all state estimates used for control are valid. There-
fore, a state estimator needs to be as conservative as possible when deciding if an
event will be enabled by any other controller. For the rest of this chapter, the
simplifying definition of Ec_di = Ujer j£idedj 15 used.

In the framework of general decentralized control, any unobservable event in X4
that can be enabled by a local controller other than i (Ujes j22cq)should be con-
sidered possible. Even though a local control action 7;(s) may locally disable events
in Ec_di, other controllers may enable those events without ¢ observing. Furthermore,
unobservable events in the set ¥, U X, \ ¥ should also always be considered pos-
sible, but events in this set should also always be enabled by the local control action
vi(+) if @ is a valid controller and does not try to disable events it cannot control.
Because of the assumption of the admissibility of 7;(-), the set 3, U Xge \ Mg is
not included in the list of possible events the state estimate should consider possible
because ;(-) should already be included.

If any event in X is disabled by i, then no other controller can enable that
event and therefore, unobservable events in .. \ 7;(-) do not need to be consid-
ered possible because no other controller could enabled them globally. By similar
reasoning, unobservable events in .4 \ [%() U Ec_di] do not need to be considered
possible. Now, to combine all the statements just made about the unobservable con-
trolled reach of the system, the set of all events that are considered possible to be

enabled globally can be expressed as (7;(s) UX_]) N X, and the set of all strings
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that could occur after the last observable event without the knowledge of 7 is included
in [(%(s) U Zc_di) N Zum-]*.

The function PS; : ¥* — 2% is used to express this new state estimator con-
structed from controller 7;(-). The formal definition for PS;(s) can be seen below
and is necessarily recursive because the state estimate is continually updated as @

observes events and alters 7;(+) is updated.

Definition 10

*

[((€) USZ) N Z]

(PSi(s"Pi(0) [(vi(s'0) US)) NEues] ) NL(G) for s =s'o,s#¢
(5.2)

L(G —
P5i(s) = NL(G) fors=¢

Before any events have been observed, the set of all unobservable strings that
could have occurred with knowledge of the initial local control action v;(g) can be
expressed as PS;(e) = [(vi(e) US)) N Eum}* N L(G). It is assumed in this the-
sis that control actions can be updated instantaneously with respect to the occur-
rence of unobservable events. Therefore, local control actions can be calculated
before unobservable events occur. In the definition of PS;(-), the intersection of
[(u(e)uz )N Euoi]* with £(G) ensures that i considers only possible unobserv-
able strings likely to have occurred.

Now, suppose the system has been operating for a while and string s’ has occurred
in the system. Controller i would then have PS;(s') as a state estimate. Now
suppose an event o € 3,; were to occur. Because o is observable P;(0) = 0. After
o occurs, but before any unobservable events were to occur ¢ would believe the
system would be in a state in the set PS;(s')P;(c). After the control action takes
at affect at state s'o, controller ¢ knows only strings in [(%-(s’a) U Zc_di) N ZW-]*

can occur. So, controller 7 infers a string in (PSi(s/)B(a) [(%(3’0) U Ec_di) N Zuoi] *)
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could have occurred. Intersecting this set with the possible language, £(G) produces
the state estimate (PS;(s")P;(0) [(vi(s'0) UE) N Suoi] )N L(G). Therefore, if o is

observable to i,
PSi(s'a) = (PSi(s)Pi(o) [(v:(s'o) US) NEue] ) N LIG).

Suppose now that o is not observable to i. Therefore, P;(0) = ¢ and 7,;(s'0) =

7i(s"). With these facts, it should be evident that

(PSi(s)Pi(0) [(vi(s'o) US) N Eues] ) N L(G)
— (PSZ-(S/) [(%(s’) U Ec_di) N Eum}*) NL(G)

= PSz(SI)
So if ¢ is not observable to 1,
PSi<S/0') = (PSZ(S/)P1<O') [("}/i(S/O'> U Ec_dl) N Euoi}*) N E(G)

and PS;(s'c) = PS;(s’), which should necessarily true because a controller should
not change its state estimate on unobservable events.

It should be fairly intuitive from the above discussion that PS;(s) returns a valid
state estimate. The essence of the proof is that when calculating PS;(s), the only
events not considered possible to occur after the control action is updated are events
that are guaranteed not to occur.

Now that the PS;(s) state estimator has been introduced, it is shown that the set
of states considered likely by PS;(s) is always at least as small as P! (P;(s)). The
proof for this statement is based on the fact that P.S;(s) considers at most the same
number of unobservable events likely to occur as P, '(P;(s)) as system operation

7

evolves.
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Theorem 10 PS;(s) C P H(Py(s)).

Proof: PS;(s) represents all the strings i believes could have occurred when past
control actions are taken into account. P;'(P;(s)) represents all the strings i believes
could have occurred where control action is not taken into account. This lemma is
proved by induction on the length of the string s.
Base:
|s] =0, 0or s =c¢.
PSi(e) = [(1i(e) UZ]) N i "NLG).
P (Pi(e)) = i
[(i(e) USZ) N Buat] " N L(G) € B
PS;i(e) € P Y(Pi(¢)), which demonstrates the base of the induction proof.
Induction hypothesis:
For || =n — 1.
PSi(s') € P (Pi(s")).
Induction step:
For |s| = n.
Let s = s'oso |s'| =n— 1.
P7H(Py(s)) = P H(Pi(s) Pi(0) 25,
PSi(s) = (PSi(s")Pi(0) [(vi(e) US) N Tuei] ) NL(G).
PS;(s") C PS;(s'), by the induction hypothesis.
PSi(s')P,(0) € PTH(Pi(s')) Pilo).

P (P(s')) Pi(o)%;

uoT*

i
Si(s') Bi(
PSi(s')Pi(0) [(:(e) USZ) NBuas] " S PSi(s')Pi(0) i
PSi(s") Pi(

(PSi(s)Py(0) [(vi(e) UE) N Eues] ) N L(G).

)%,

uor —

o) [(vi(e) UE) N Suws]” C PTH(B()) Pi(0)

uot*
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5.5 Memory Based Non-maximal Control Protocol

Now that an improved state estimator for general decentralized control systems
has been defined, it shown how to use this estimator to devise an online decentralized
control protocol. The gdec protocol is first reviewed. Remember that this protocol

uses P (Pi(s)) as its state estimator:

iec(s) = {o €Tt (PTH(P(s))NK)oNLG) CK}U

3 3

{a € Yeei : PH(Pi(s))oNK # @} U

)

2uc U Ece \ Ecei~

Let s = s’a. The event @ may or may not be observable.

W(sa) = {0 €Sy (P (P(sa))NEK)oNLG)CK}U

(2

{0 €S : PN (Pi(sa))oNK #0} U

)

Zuc U Ece \ Ecei-
Therefore,

W (sa) = {0 €St (PTHPI()Pi()Sh; N K)o NL(G) C K} U

7

{0 € Seei : P (Pi(s))Pi()S 0 NK #0} U

3 uot

Euc U Ece \ Zcei-

When calculating 79%““(s), the possible uncontrolled and unobserved behavior of

the system after the last event is calculated in order to compute which events should
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be disabled. In [83] the set of strings ¥ . is used to represent the set of all strings

U0t
unobservable to ¢ that could occur after the last observable event if the system were

not controlled. As before, it is assumed that the control action is updated imme-

gdec

diately upon the observation of new events. Note that for ~;

79°(s), state estimate

PY(P;(s')) P;(«x) represents all states the system could be in immediately after the
last event has occurred and before any more unobservable events occur. This state
estimate does not change with the occurrence of unobservable events.

The gdec protocol is now modified to take advantage of the PS(-) state estimator.

For this control protocol, the P, '(P;(s')) state estimator from 99¢¢(s) is replaced

with the PS;(s") estimator. Then, for this new protocol, if after s’ has occurred

*
uot

in the system and the next event observed is «, strings in 37 . could occur if no

controllers were operating. Therefore, (PS;(s")P;(a)3%,;) would include all system

uot
behavior ¢ would need to consider as possible when calculating its local control action
after « is observed. This prompts the definition of PS; (s), as seen below. The set

(PS;(s)Py(a) X

uot

) is intersected with the uncontrolled system behavior £(G) to
assure that the controller only accounts for possible behavior. The projection P;(«)
is used instead of a to represent the last event to occur in the system because if «
were unobservable to 7, it must be true that PS;"(s'a) = PS;"(s'). This ensures that
control actions cannot be updated on the occurrence of unobservable events.

At initialization, ¢ is the current system state and ¥ . N £(G) includes all un-
observable and uncontrolled behavior of the system that needs to be accounted for
when calculating the initial local control action. Therefore, due to the recursive na-

ture of the PS;"(s) definition, PS; () is defined separately for deciding the initial

control action.
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Definition 11

¥ NL(G) fors=c¢

uot

PS(s) = (5.3)
(PS;(s")Py(0)X:,;) NL(G) fors=5o,sF#¢

The set PS;(s) represents all strings controller ¢ considers could have occurred
with knowledge of all past control actions taken by i. PS; (s) represents the set
of all strings controller ¢ considers could have occurred if no control action is taken
by i after the last observable event. The set PS;(s) can be used to determine
which events need to be disabled. The gdec control protocol is now rewritten to take

advantage of this improved state estimator.

Definition 12 gmdec: General Memory Based Decentralized Control Protocol

m(s) = {o€Swi: (PST(s)NK)oNL(G) CK} (5.4)

U {0 € Yei : PSS (s)oNK # (7)}

Uzuc U Z:ce \ 2cei-

The notation is used that Sgq.c(s) is the global control action generated by
combining all of the memory based local control protocols {79"%“(s), ... ~y9mdec(s)}
in the same manner that gdec combines all of its local control protocol s according

to the general decentralized control protocol. An anti-permissive event (g4 € ¥.y) is

gmdec

globally enabled by Sj4ec(s) if and only if there is some (i € I) such that o4 € 7;

A permissive event (o, € X..) is enabled by Sgmngec(s) if and only if there is no (7 € I)

such that o, € 7/

mdec The language generated by the global control protocol S gmdec
operating on the system G is represented as L(Sgmdec/G)-

Consider the following example of this gmdec control protocol being used with a

system and compared with the behavior of gdec.
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Example 1 Suppose there are two controllers for the uncontrolled system G seen
in Figure 5.2. Suppose further that K = L(H). The controllers have the following
properties:

Yo = {8}, Bo = 0, Zar = {a, 8}, Bea = {¢,0}, Tue = 0, Xee = {B,0,0},

ch = {Oé}

Figure 5.2: The uncontrolled system G and desired system H for Example 1.

The two languages L(Sgmdec/G) and L(Sgiec/G) are now compared as system

behavior is simulated:

To calculate L(Sgmaee/G) To calculate L£(Syaee/G) -

PS{(e) = {¢,0,0a,a, a0, apB} P (Pi(e) N L(G)

() = {8, 6,6} = {&,0,00,0,00,00/3}
PSi(c) = {¢,6} 7{*(e) = {8, 0,0}

PSf(¢) = {6, 95} P (Pi(9)) N L(G)

Y (g) = {a, B, 0,0} = {9,068, 00,008}

PS\(¢) = {¢, 95} W) = {a, 6,0}

PSS (e) = {e,6,68.0,00,a,0,a68} Py (Py(e)) N L(G)

18" () = {8, 0,6} = {,6,68,0,00, 0, a6, ad3}

PSy(e) = {e,,06,0,00,a,a¢,a68} 5% () = {8, 6,0}

Therefore, L(Sgmacc/G) = {€, ¢, 95,0}  Therefore, L(Syaec/G) = {e, ¢,0}.
These systems can be seen in Figure 5.3.

For this problem instance, L(Sy4ec/G) C L(Sgmaec/G). Using gmdec, controller
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1 remembers o was not enabled at the initial state and therefore knows the system is
not at state a¢ after ¢ is observed. Therefore, gmdec legally enables (B at state ¢,
but gdec cannot do this because controller 1 using gdec does not know if ¢ or ag has

occurred after ¢ has been observed.

Sgdec/G: ngdec/G:

O On®

Figure 5.8: Syqec/G and Symaec/G for Example 1.

5.5.1 Language Properties

Several properties of the language generated by systems using the gmdec control
protocol are now investigated. A sufficient safety condition is shown after demon-
strating several necessary lemmas. Let K represent the legal language to be achieved

by controlling the system G. As usual, L(G) represents the possible behavior of G.
Lemma 1 PS;(s) C PS;(s)

Proof: PS;(s) represents all the strings ¢ believes could have occurred where all
events are controlled. PS;"(s) represents all the strings i believes could have occurred
where all events after the last observed event are uncontrolled.
((s) US) N Euoi € S
[(i(s)U E;Z) N u]” € T
(PS o) [((s) USZ) N3] ) € (PSi(s') Pi(0) 7).
(PSi(s")Pi(o) [(7(s) USL) NBua] ) NL(G) €.

(PSi(s") Pi(0)%5,,) N L(G).
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PS;(s) C PSj(s). ]

Lemma 2 PS; (s) C P (P(s))

Proof: PS;"(s) represents all the strings i believes could have occurred where past
control actions are taken into account. P;'(P;(s)) represents all the strings i believes
could have occurred where the control action after the last observable event is not
taken into account. This lemma is proved by induction on the length of the string s.

Base:

|s| =0,0rs=c¢.

PSf(e) =3, N L(G).

P (Pe)) = %

Si 0 £(G) C T
PSHE) € PTAPA)).

Induction hypothesis:

for |s'| =n — 1.

PSF(s") € PTH(P(s).
Induction step:

for |s| = n.

Let s = s'oso || =n— 1.
P(Pi(s)) = PTH(P(S) Pi(0) X5,
PSf(s) = (PSi(s') Pi(0)X,) N L(G).
PS;(s') C PS;(s).

PS;(s")P;(o)%:

uot

C PSf(5)P(0)%;

U0t

C P (B(s))P(0)x;

uot*

(PSi(s") Pi(0)S55) N L(G) € P (Pi(s) Pil0) 2,

uot*

PS;t(s) € P/ '(Pi(s)) which completes the proof by induction. ]
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If K is controllable and co-observable, then K = L(Sgmdec/G). This statement is
proved later in this chapter because the proof depends on properties comparing the
languages L(Sgmdec/G) and L(Sggec/G). 1t is assumed without loss of generality that
K is controllable as an automaton generating the supremal controllable sublanguage
of the language specified by a finite state automaton can be computed in polynomial
time. Unfortunately, there is no known algorithm to compute a maximal controllable
and co-observable sublanguage of K if one exists. However, if K is controllable but
not co-observable, gmdec can be used to attempt to achieve as large a sublanguage
of K as possible, thereby satisfying the main safety condition.

A sufficient condition for the safety of the gmdec protocol when used with a
system G and a language specification K that is not co-observable is provided
here and is the same as the one in [68] for gdec. It is based on the fact that if
(Bter (L1 (M)) C Xq) holds then no permissive events will lead to illegal behav-
ior. To review, all events that lead to a marked state in the M automaton violate
C&P co-observability for the system if ¥ = X... If all events that violate C&P co-
observability from the M automaton are assigned to be anti-permissive, those events
will never lead to illegal behavior in the original system.

Anti-permissive events are enabled only when a controller is sure they will not
lead to illegal behavior. Therefore, anti-permissive events, by their very nature in
general decentralized control, never lead to illegal behavior. All permissive events
not identified by the M automaton will also not lead to illegal behavior because they
do not violate co-observability. There will always be at least one controller for those
valid permissive events that will know to and can disable those events in time if they
could lead to illegal behavior. Furthermore, because K is assumed to be controllable,

uncontrollable events will never lead to from legal to illegal states.
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Theorem 11 Y., (£, (M)) C Yeg = L(Symace/G) C K

Proof: It is sufficient to prove that (s € £(Sgmaec/G)) = (s € K) given the condi-
tion Yo, (Lo (M)) C Xeq. Without loss of generality, K is assumed to be non-empty
and controllable. This lemma is proved by induction on the length of the string s.

Base:

|s] =0, 0or s =c¢.

Because K can be assumed to be nonempty, so ¢ € K and ¢ € L(Sgmdec/G)-

Therefore, (¢ € L(Sgmaec/G)) = (¢ € K).

Induction hypothesis:

|| =n—1.

(8" € L(Sgmaec/G)) = (' € K).

Induction step:

Let s = s'oso |s'| =n —1 and |s| = n.

The induction step is broken down into three cases, o € Y., 0 € Y, 0 € Xeg.
Casel : g€,

For all &' € £L(G) and i € I, ¥ € 3i(5'), 80 ue C Symdec(s).
Therefore, if s'c € L(G), then s'0 € L(Symdec/G)-

Also, because K is controllable, s'c € £(G) and s’ € K, then s'c € K.
50, if 0 € Bye, (s € L(Symaec/G)) = (s € K).

The next two cases are proved by contradiction.
Case 2 :0g€ X,

Assume there exists a string s’ € L£(Symdec/G) N K and o € 3. such that s'o €

L(Symaee/G) and s'o ¢ K.
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Since Yo (L1 (M) C Xeg and Xog N X = 0, Sier (Lry (M) N e = 0.
Therefore, K is C&P co-observable w.r.t. £(G), X1, Seel, - - - » Lons Seen-
By definition of C&P co-observability:

(S €eK)A(so¢ K)=[Fiel) (P (Pi(s))oNK =0)A(0 € Seei)].

PS(s") € P (Pi(s).

= PS;(s')o C P (BA(s)o.

= PSH(s)oNEK C P (P(s))oNEK.

= (P! (P(s))o NK =0) = (PSf(s)onK = 0).

Therefore:

(3 € R) A (S0 ¢ K) = [Fi € I (PSH()o K =) A (0 € Su)].
= 0 & Symdec (5

= 5'0 & L(Sgmdec/G).

This contradicts the assumption that s'c € L(Sgmdec/G), so if 0 € X,
(S € ‘C(ngdec/G)) = (S c F) .
Case 3 : 0 € Xy

Assume there exists a string s’ € L(Sgmdec/G) N K and 0 € ¥4 such that s'o €
L(Symaec/G) and s'c ¢ K. It has been shown that (Vi € I) s’ € PS;j(s'). This
property follows from the fact that PS; is a valid state estimate, but for the sake of
brevity, this property is not demonstrated here.

Because s' € K, (Vi€ I) s’ € PSS (s')NK.

Therefore:(Vi € I) s'o € (PS;(s')NK) 0.

Furthermore, (Vi € I) (s'c € L(Sgmaec/G)) = (s'o € L(G)).

So, (Vi€ I) s'o € (PSF(s)NK)oNL(G) and s'o ¢ K.

= [(Viel)((PSf(s)NK)oNL(G) L K)].
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= [(Viel)((PST(s)NK)oNL(G)ZK)V(o¢ )
=0 §é ngdec (8,).
= 5'0 & L(Sgmdec/G).

This contradicts the assumption that s'c € L(Sgmdec/G), so if 0 € Xeq,
(S € 'C(ngdec/G)) = (S € F) .

So, for all cases (s € L(Sgmaec/G)) = (s € K), which concludes the induction

proof and demonstrates that
Zter (Em (M)) g Ecd = E(ngdec/G) g F

Note that the safety condition (3 (L (M)) C Xe) is in a sense a sensor
and actuator selection condition. That is, the sets of locally observable events
{Xo1,-..,2n} and the partition of controllable events {¥.., ¥4} need to be cho-
sen such that for the M automaton construction, the only state transitions into the
dump state are driven by events in X.;. This prompts the interesting subproblem of
finding the optimal cost sensor/actuator selection such that the safety condition is
satisfied. A simpler but computationally similar version of this problem is discussed
in Chapter VI.

It is shown in [83] that given a sufficient safety condition for £(S},.,./G) and

L(S21../G), X2g € By = L(Sp4ee/G) € L(S}4./G). This property states that if

dec
more events are assigned to be anti-permissive, the behavior generated by a system
controlled with the gdec protocol will be smaller. In other words, a more restrictive

event partitioning will lead to a smaller generated language using the gdec control

scheme. It would seem intuitive that this property would also hold for £(Smgec/G)-
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However, this is not always the case. In general, given a sufficient safety condition

for £(S!

gmdec

/G) and L(S5?

gmdec/G) ng C zl 7é> ‘C( /G) C E(‘S;mdec/G)‘

gmdec

Proposition 7 Given L£(S)},.4../G) € K and L(S

gmdec/G) g Ff ng g Etl’,‘d 7£>
( gmdec/G) C ‘C( gmdec/G>

Proof: This proposition is demonstrated by example. Suppose there are two con-
trollers (a and b) for the uncontrolled system G seen in Figure 5.4 and in the example

above. As before, K = L(H).

Figure 5.4: The system G and specification H for the proof of Proposition 7.

The controllers have the following properties:

Yoa = {0}, Top =0, Xea = {a,d}, ey = {a, 3,0}, Te = {0}

First, let’s construct the language generated by using the following partition on
the controllable events:

2L, = {a}, Tl = {6,3}.

L(S}4./G), the language generated using X}, and X}, was calculated in the

example above. L£(S},.4../G) = {e,a, ¢}

This system can be seen in Figure 5.5.

Now the language generated is calculated by using the following partition on the

controllable events:
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$2 =, 22, = {a,0, 5}

Note that X!, C %22,

To calculate £(SZ,,4../G), the language generated using ¥2; and X2,
PS#2(e) = {&,6,0a, 000, o, af, afa}.

Ya(e) = {¢}.

PS2(e) = {¢,6}.

PS;2(¢) = {4, 65}

Ya(®) = {9, B}.

PS;(¢) ={o, 98}

PS;2(e) = {2, 0,00, 000, o, b, aba, af, abB, b, B}

7€) = {6}

PS2(c) = {e,0, 00,000, a, af, afa, adp, abdB, b, pBY.

Therefore, £(52,4,./G) = {, &, $3}. This system also can be seen in Figure 5.5.

So, £(S1

gmdec

/G) L L(S},,4../G) in this case.

mdec/G gmdec/G
¢
)
~ -

Figure 5.5: Resulting systems when gmdec operates on system G of Proposition 7.

Therefore, given L(S}, 4../G) € K and L(S?,,4../G) C K
Z(2:d - Zid 7é> C( gmdeC/G) C ‘C(ngdec/G)‘ (55)
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At first, this result may seem counter-intuitive. A less restrictive control pro-
tocol should lead to a larger generated language, but this is obviously not the case
for gmdec. The reason for this lies in the calculation of the state estimate, P.S;(s).
When controller i calculates P.S;(s), (%(s) U Zc_di) N Yo are all events that could
have occurred without being observed by ¢ after the calculation of each control ac-
tion. Even though X2, C 3!, it may be the case that PS?(s) Z PS}(s) because
(22, C 2L # (7(s) Ujerjp E}zdj) N Xuoi C (V2(8) Ujer i Egdj) N Xu0i), as was seen
in the example above. If PS}(s) is not contained in PS?(s), anti-permissive events
that would be disabled in system 1 could be enabled in system 2. However, a con-
dition could be found that guarantees PS}(s) C PSZ(s) for all i, anti-permissive
events that are enabled in system 1 could be disabled in system 2, so L£(S;,,4./G)

would included in £(S?, 4../G). This curious property is discussed further later in

the chapter.

5.5.2 Language Comparisons

Now that some of the basic properties of the gmdec control scheme have been
introduced, it is interesting to see how the languages generated by gmdec compare to
the languages generated by the gdec control scheme. A controller that accounts for its
past control actions should be able to better control a system than a controller that
bases its control actions only on the inverse projection of the observed string. Given
that a sufficient safety condition has been met, a memory-based control protocol
generates a language at least as large as the language generated by a conventional

gdec protocol.

Theorem 12 Given that L(Sy4ec/G) is safe, L(Sgdgec/G) C L(Sgmdec/G)-
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Proof: This proof is based on induction on the length of the strings s to show that
given L(Sygec/G) is safe, (s € L(Sgaec/G)) = (s € L(Symdec/G))-
Base:
|s] =0, 0or s =c¢.
Assuming without loss of generality that neither language is empty,
(€ € L(Sgdec/G)) and (e € L(Sgmdec/G))-
Therefore, (€ € L(Sgdec/G)) = (€ € L(Sgmdec/G)).
Induction hypothesis:
|| =n—1.
(8" € L(Sgdec/G)) = (8" € L(Sgmdec/G))-
Induction step:
Let s = s'o so |s'| = n—1 and |s| = n. The induction step is completed in several

cases.
Casel :0€ X,

(0 € Xue) = (0 € Syaec(s)) N (0 € Symec(s)).

Because £(Sgdec/G) is controllable:

(5 € L(Syaee/ ) A (50 € £(G)) (5 € £(Syuee G)).
Because L(Sgmdec/G) is controllable:

(5 € £{Symiee/ G)) A (50 € L(G)) © (5 € L(Symace/ G)).

So, in this case, (s € L(Sggec/G)) = (s € L(Sgmdec/G))-
Case 2 : 0 € Xy

It was shown above that PS;F(s") C P71 Py(s')).

— )

= PSf(s)NK C P7Y(P(s) N K.



= (PS;’(S’) K)on
(B (P(s))NEK

(PSH(shYNK)oNL(G) CK)
(sla S 'C(Sgdec/G)) = (0’ c Sgdec(sl)),

= Fiel)[(PHP()NK)oNLG) CK)A (o€ Ze)].
= (Fiel) [(PST(s)NK)oNL(G)CK)A(c€Zu)

= (0 € Sgmdec(s"))-

= (s'0 € L(Sgmdec/G))-

So, in this case, (s € L(Sgdec/G)) = (s € L(Symdec/G))-
Case 3 : (0 € X,)

Viel:s e PSf(s),soViel:soe PS/(s)o.

Suppose (s'c € L(Sgdec/G)).

= s'0 € K by the safety condition

=Viel:soe PSS (s)onK.

=Vicl:PS/(s)onNK #0.

=Viel: (PS(s)onK #0).

= (0 € Symdec(s)).

= (s € L(Sgmdec/G))-

So, in this case, (s € L(Syaec/G)) = (s € L(Sgmdec/G))-

(5 € L(Sgdec/G)) = (5 € L(Sgmdec/G)) holds in all cases and this completes the

induction proof that given L£(Sg4ec/G) is safe, L(Sgdec/G) C L(Sgmdec/G). [

If £(Sy4ec/G) € K and after the string s illegal behavior were about to occur, it

may be the case that gdec would enable illegal events when gmdec would leave those
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events disabled which is why the safety condition is required for the above proof. An
intuitive corollary to the theorem just demonstrated is that if ¥, (£, (M)) C Xeq,
then the memory based control protocol will generate a safe language no smaller

than that generated by the standard general decentralized control protocol of [83].
COTOllary 4 Eter (ﬁm (M)) g Zcd = ‘C(Sgdec/G) g ‘C(ngdec/G) g F

Proof: The proof of this corollary is a direct consequence of the following:

Ster (L (M) C Seq = L(Sgmaec/G) C K.

Ster (L (M) € Zea = L(Sgaee/G) € K.

L(Sgaee/G) € K = L(Sy4ee/G) C L(Symaee/G). [ ]

For all of the comparisons between L£(Sg4ec/G) and L(Sgmaec/G), it has not been
demonstrated that L£(S,4e./G) is strictly smaller than £(S;m4ec/G). This property
does not hold, in general. There may be some problem instances where gmdec and

gdec generate the same language.
Corollary 5 (E(Sgdec/G) = F) = (L(Sgmdec/G) = L(Sgdec/G))

Proof: If £(S,4ec/G) = K then L(S,4e./G) is safe and (L£(Sygec/G) C L(Sgmdec/G))
holds by Theorem 12.
It remains to be shown that (L£(Sgmaec/G) € L(Sydec/G)). This property is shown

by contradiction. Suppose there exists ¢ = t'o such that
(' € L(Smicef C) A (1 € L{(Sptec) @) A (€ L(Symaec/ ) A (¢ ¢ L(Syaec] B))
This proof is broken down into three cases based on the event o.

Casel : o€ X,
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Because o is uncontrollable, (o0 € Sgpgec (1)) A (0 € Sgaec (1')).
(t € L(Symdec/G)) = (t € L(G)), but (t ¢ L(Sgaec/G)) and L(Sygec/G) is con-

trollable. This is a contradiction, so the assumptions do not hold in this case.
Case 2 :0g€ ¥y

(t" € L(Sgmaec/G)) N (€ L(Sgmaec/G))-

= (Jiel:((PSfE)NK)oNLG)CK)A (o€ D))
It must also be true that (f'o € L(G)) A (o ¢ K).
However,

Viel:((t e PS;) At €K))V(o¢Sa)
=Viel: (t' e (PSf¥)NK))V(c¢ )
=Viel: (loe (PS;t)NK)o)V (0 ¢ Sa)
=Viel: (loe (PS;t)NK)oNLG))V (0 ¢ Zea).
=Viel: ((PSfE)NK)oNL(G) LK)V (o0& Zeu)-

This contradicts the assumptions which do not hold in this case.
Case 3 : 0 €.

(t" € L(Sgmaee/G)) N (t € L(Sgmaec/G))-

= (Viel: (PSHt)oNK #0)V (0 ¢ o))

(t" € L(Sgaec/ G)) N (t ¢ L(Sgdec/G))-

= (Fiel: (PYP{H)oNK =0)A (0 €Zew)).
Vie I: PSH{t) C PHP()).
=Viecl:PSH{t)o C P (P(t))o.
=Viel:PS}{t)oNnK C P Y (P({t)oNEK.

Biel: (PHBMA)oNE =0)A(0 € Su)) =
=

(Biel: (PS;)oNK =0)A(0 € Ser))
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This contradicts the assumptions, which do not hold in this case and in all cases.
Therefore (L(Sgmdec/G) C L(Syaec/G)) which implies (L£(Sgmdec/G) = L(Sgaec/G))-

The above corollary can also be used to show that if K is controllable and co-

observable, then K = L(Symaec/G).
Corollary 6 (K controllable and co-observable )= (F = E(ngdec/G))

Proof: From [83], (K controllable and co-observable)=> (K = L(Sg4ec/G))

As has already seen in Corollary 5 that
(L£(Sgaec/G) = K) = (L(Symaec/ G) = L(Sgdec/ G)) -

Therefore, (K controllable and co-observable)=- (F = L(Sgmdec/ G)) [

As has already been shown, under some conditions £(Sg4ec/G) and L(S mdec/G)
are equal. However, what if (E(Sgdec/ G) # F)? Will the language generated by
gmdec always be larger than the language generated by gdec in this case? In short,
no. The state estimate PS;(s) used for the gmdec control protocol might gain an
advantage over P~1(P,(s)) only when PS;(s) can consider an anti-permissive event
not feasible to be enabled globally when calculating the unobservable reach of the
controlled system state.

Permissive events are disabled only when the local controller knows for sure they
will lead to illegal behavior, so those events are never disabled when they lead to
possibly legal behavior, and so, permissive events are never considered impossible in
estimating the unobservable reach of the system under control.

A sufficient condition for when the gmdec control scheme performs the same

as the gdec controller is shown below. The proofs of the lemmas and theorem are
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based on the intuition that permissive events could be considered possible by the
state estimate even though they may lead to illegal behavior. Therefore, for the
gmdec control protocol, the state estimate PS;(s) can only gain knowledge that
PY(P;(s)) does not have in the context of the control protocol only when there
are unobservable anti-permissive events that are privately controlled and disabled so
that those events are known to be disabled globally. This prompts the lemmas seen
below that show (Euoi NY = Do N Ecd) = (Pi_l(Pi(s)) NK = PSj(s)N F) A

(P (Pi(s))o N K = PS; (s)o N K). The intersection of the state estimates with K

7

demonstrates the “context” of the gmdec control protocol, i.e., it is used to pre-
vent the system transitioning from legal states to illegal states and hence it is only

concerned with behavior that occurs when the system is in a legal state.

Lemma 3 Given two sets of strings, A,B: ABNKBNK =ABNK.

Proof: This proof is broken down into two cases. First it is shown that
(ABNEBNE) C (ABNEK)).

and then it is shown that
(ABNE) C (ABNEBNE)).

Case 1 : (AB NKB ﬂf) - (AB HF)

This case is trivial and should be obvious.
Case 2 : ((AB HF) - (AB NKB ﬂf))

This case is proved by contradiction. There exists a string ¢ = t’s such that

(' € A)A (s € B). Suppose:
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(te ABNK)A(t¢ ABNKBNK).

= (te K)A(t ¢ KB).

= (e K)A(t ¢ KB).

= (s € KB) A (t ¢ KB).

= ('se KB) A (t's ¢ KB).

This is a contradiction and therefore ((ABNK) C (ABNKBNK)). This com-
pletes both cases of the proof that ABNKBNK = ABNK. |
Lemmma 4 (Buoi NE) = Buoi N Beq) =

(P (Pi(s)) N K = PSi(s) N K)

Proof: This proof is broken down into two parts. First it is shown that

(P7(P(s)) N K C PSi(s)NE).

1

and then it is shown that

Case 1 : To show (PS;(s)NK C P (Py(s)) NK) :

It has already been shown that PS;(s) C P, '(Pi(s)).
PSi(s) € P7(Ps).

= PS;(s)N K C P YP(s))NK.

so, this case holds.
Case 2 : To show (P '(P;(s))NK C PSi(s) NK) :

To start off with some preliminary simplification:
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{0 €S (PSf(s)NK)oNL(G) CK}U
(%‘(3) U Ec_di) = {0 € Yeei : PST(s)oNK # (Z)} U

2uc U E;dl ) Zce \ Zcei

For the sake of simplicity, the following functions are defined to represent a su-
pervisor’s local anti-permissive control action and local permissive control action

respectively.
Definition 13
v(s) = {0 € Seai : (PS(s)NK)oNL(G) C K} (5.6)

Definition 14

Yi(s) = {a € Yeei : PSS (s)oNK # @} (5.7)

(%(s) U Ec_di) N X0 can now be rewritten in the following manner:
(%(s) U Zc_di) N Xyoi = (vf(s) Uyd(s) U e USe \ Yees U Ec_di) N Xoi-
(5 () Ui (s) UZue U B \ i) N Buoi) U (B N Vo) -
((7(8) UYA(8) U B U e \ Beer) N Do) U (Sed N Suos) by the hypothesis.
= (7(5) Un{(5) UBue U Bea U Bee \ Beei) N B
(7(5) UZue U (7(8) U Bea) U e \ Beei) N Do
= (7 (8) UXue UBeg UXee \ Beei) N Bisor-
= (Y(8) U (Bue U Zeag Uee) \ Bei) N Lo
= (7(s) U\ Zeer) N Bor-
= (B\ (ZBeei \ % (5))) N Buoi-
Now, PS;(e) N K and PS;(s) N K can be rewritten as follows:
PSi(e) N K = [(Z\ (Zeei \ 7%(5))) N Duoi] N K.

PSi(s) N K = (PSi(s") Pi(0) [(Z\ (Beei \ 75 (5))) N Tuai] ) N K.
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Now, to demonstrate (P, (P;(s)) N K C PS;(s) N K), a proof based on induction
on the string s is used to show (¢ € P, '(P(s)) NK) = (t € PSi(s) N K).

Base:

|s] =0, or s =c¢.

The base case (t € P, '(Pi(e)) N K) = (t € PSi(e) N K) is proved by induction
on the length of string ¢.

Base (of the Base):

|t| =0, ort=c¢.

PSi(e) N K = [(2\ (Zeei \ 7(2))) N Buor] N K.

PPE)NE =55, N K.

Both PS;(¢)N K and P (Pi()) N K are prefix closed and without loss of gener-
ality, both languages are assumed to be nonempty. This implies (e € PS;(e) N K) A
(e € PY(P(e)) N K). Therefore (¢ € P7'(P(e))NK) = (¢ € PSi(e)NK) and
the base case of the base holds.

Induction hypothesis (of the Base):

[t'] =m — 1.

(' € P7H(Pi(e))NK) = (' € PS;(e) NK).

Induction step (of the Base):

Let t =toso [/| =m—1and [t| =m

The induction step (of the Base) is proved by contradiction.

Assume(tEP "Pye))NK) A (t ¢ PSi(e) N K).
(teP K)AN(teK)A(t¢ PSi(e)NK).
= (te Pt K) A (¢ € PTH(Pi(e)) NK) A (t ¢ PSi(e)).
(teP K) A (t ¢ PSi(e) A (' € PSi(e) NK).
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(te P7H(Pi(e))NK) A(t ¢ PSi(e)) A (' € PSi(e) NK) A

(0 & (BN (Beei \75(€))) NBuoi) A (0 € Loi)
because o must considered impossible in the unobservable reach of the system by

=

the initial assumptions.

(1,0 NK #0) A (t ¢ PSi(e)) At € PSi(e)) A

uom

N (0 ¢ (XN (Beei \ 7€) N Zouoi) A (0 € Duos)

= (85,0 VK #0) A (t & PSi()) A (t' € PSi(e)) A (0 € Beei\ Vi (€)).
= (Zhoi0 VK #0) A(t & PSi(e)) A (0 € Beei\75(€))-

= (8,0 N K #0) A (0 € Ee and not enabled by ).

= (1,0 NK #0) A (PSf(e)oNK = 0)

= (i, 0NK #0) A (25, NLG)) o NK = 0)

= (S50 NEK #0) A (S50 NL(G)oNEK = 0)

= (Sto NK #0) A (S0 NL(G)oNL(G)NK =)

= (Zr,0NK #0) A (Z,,0NLG)NEK = 0) by Lemma 3.

= (S50 NK #0) A (5,0 VK =0).

This is a contradiction, so the assumption does not hold, which completes the

proof by contradiction. Therefore,
(te PPH(Pi(e))NK) = (t € PSi(e) NK)
which completes the proof by induction for the base case of
(te PPH(Pi(s))NK) = (te PSi(s)NK) .

Induction hypothesis for the proof of:
(te P7H(Pi(s))NK) = (t € PSi(s)NK):
|s'| =n—1.

(te PTHP(s$))NK) = (t € PS(s)NK).
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Induction step for the proof of:
(te P7Y(Pi(s))NK) = (t € PS;(s)NK):

Let s = s'o such that |s'| =n — 1 and |s| = n.
PRUP(s) N E = PTHP(S) o) Sh N K.

PSi(s) VK = (PSi(s')Pi(0) [(7§(s) U X\ Teei) N V] ) N K.

The induction step needs to be proved for two cases, P;(0) = ¢, and Pi(0) = o.
Case 3 : Pi(o)=¢

This case is trivial. If Py(o) = ¢, then P, (P,(s)) N K = P7Y(P,(s')) N K and

PS;(s)N K = PS;(s") N K. By simple substitution with the induction hypothesis,

(te P7Y(Pi(s))NK) = (t € PSi(s) NK).
Case 4 : P(o)=o0

Let u = v/'o, v = v'a and t = wv such that P;(s’) = Pj(v') and Pi(v) =e. A u
and v exist for all ¢ such that ¢t € P, (Pi(s)) N K.
te PY(P(s)NK.
= uw'ov € P (P(s))o%t, N K.
te PSi(s)NK.
= (u’av € PS;(s')o [(%(s) U Ec_di) N Zum}* N F).
This case is proved by induction on the length of the string v.
Base:
|v| =0, 0rv=c¢.
wov=1uo.
(Wo e PTHP(s)o NK).

= (Wo € PTH(Pi(s)oNK) A (vo € K).
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uo € PTU(P(s)oNEK) A (u € K).
(D))o N K) A (o € Ko).
“(B(s)oNKoNK).
“Y(B(s"))o NEKo).

o e (PTU(P(s)NK)o).

)

= (

= (

= (

= (

= (

L (e (PR N ).
= (u' € (PS;(s) N K)) because |v/| < n and the (original) induction hypothesis.
= (Wo e (PSi(s)NK)o).

= (u'oc € PSi(s')o N Ko).

= (v'o € PSi(s)oNKoNK).

= (u'o € PSi(s')o N K) by the Lemma 3.

So the base case of the (original) induction step holds.

Induction Hypothesis (of the induction step):

V[ =q—1.

(Wov' € PTY(P(s)) NK) = (Wov € PSi(s) N K).

The induction step (of the Base) is proved by contradiction.
Let v =v'aso [v'| =¢—1 and |v| = q.

Assume (vWov € P (Py(s)) NK) A (wov ¢ PSi(s) N K).

= (vov € P71 (P(s))NK) A (dov € K) A (dov ¢ PS(s)).

(Wov e P (P(s))NK) A (Wov & PSi(s)) A

=
(W'ov' € PTY(P(s)) NK)
(Wov e PTHP(s)) NK) A (dov & PSi(s)) A
= (Wov' € PSi(s) NK) A because o must consid-

(@ & (XN (Beei \ 77(5))) N Duoi) A (@ € Eoi)

ered possible in the unobservable reach of the system by the initial assumptions.
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(P (Ps)an K #0) A(u'ov ¢ PSi(s)) A
(W'ov' € PSi(s)) A
(@ @ (BN (Beei \ 7 (5))) N Buoi) A (@ € Boi)
(PH(P(s")oSna N K £ 0) A (uov ¢ PSi(s)) A
(W'ov' € PSi(s)) A
(@@ (BN (Beei \ 77 (5))) N Buoi) A (@ € Buor)
(Fw € BH(PA(s))oX a0 NEK) A (wov & PS;(s)) A
(uW'ov" € PS;(s))
Aa @ (BN (Beei \ 77(5))) N Buoi) A (@ € Buoy)

(Jw € P7HP(8))oXs 0 N KoYt a N K) A

(W'ov & PS;(s)) N\ (vav € PS;(s)) A by the Lemma 3.
(@& (E\ (Beei \ 77 (5))) N Buoi) A (@ € Bor)

(Jw e (PTH(P(s)NK) oS ,aNK) A

(Wov ¢ PSi(s)) A (v'ov' € PS;(s)) A
(@& (B\ (Beei \ 77 (5))) N Buoi) A (@ € Buor)

(Jw e (PSi(s)) NK) 0%, NK) A

(Wov & PSy(s)) A (Wov' € PSi(s)) A
(@@ (B\ (Beei \ 77 (5))) N Buoi) A (@ € Euor)

(Jw € PSi(s))oS 0 N KoXi ,a NK) A
(Wov & PSy(s)) A (Wov' € PSi(s)) A by the induction hypothe-

(@& (XN (Beei \ 75 () N Buoi) A (@ € Xoor)

(Jw € PSi(s))o% 0 NK) A
(Wov ¢ PS;i(s)) A (u'ov' € PSi(s)) A by the Lemma 3.

(@& (BN (e \ 7(5))) N Boi) A (@ € Bosoi)
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(PSi(s"))oZs,,0 N K # 0) A
= (W'ov & PSi(s)) A (u'ov" € PS;(s)) A
(@ & (BN (Beei \ 7(5))) N Xuoi) A (@ € Eoi)

(PSi(s)os,,0 N K # 0) A (vov ¢ PSi(s)) A

uot

(W'ov' € PS;i(s)) A (a0 € Eeei\ V5 (5))
O-E;kmza/ N K 7é ®) (ulgv ¢ PSZ<S)) A (Oé S Zcei\/Yie(s))'

(8ot NK #0) A (o € E; and not enabled by i).
o¥iaNK #0) A (PSH(s)anK =0).
Si(s))oZianNKanK #0) A (PSf(s)anK =) by the Lemma 3.

(8ot aNL(G)anK #0) A (PSf(s)anK =0).

= (PSi(s))
= (PSi(s))
= (PSi(s))
= (PSi(s))
= (PSi(s))
= ((PSi())

S/

)t NL(G)) anK #0) A (PSH(s)anK =0).

= (PS}(s)anK #0) A (PS](s)anK =0).
This is a contradiction, so the assumption does not hold, which completes the
proof by contradiction. Therefore, (t € P, (P;(s)) N K) = (t € PS;(s) N K) which

completes the proof by induction for the induction hypothesis of
(te PTY(P(s)NK) = (t€ PSi(s)NK).
This completes the induction proof that
((te P (P(s)NE) = (t € PS(s)NE)).

It has now been shown that

PY(P(s)NEK = PSi(s)NK (5.10)
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which completes the proof of this lemma.

(Euoi N Zc_dl = Euoi N Ecd) =
Lemma 5

(P (P(s)) N E = PS}(s) N E)

7

Proof: It has already been shown that:
(Zuoi N Zc_dl = Yyoi N Ecd) =

(P7H(Pi(s)) N K = PSi(s) N K)

= (1;—1(1%(3 )NK) X, = (PSi(s) NK) 3.

i uot

= PY(P(s)S:,, NKS:. = PSi(s)Sr,, N KX

= PN (Pi(s))Sh,; N KX, N K = PSy(s)Sh, N KX, NK.
= P71 (Py(s))25,;, N K = PS;(s)5%,; N K by the Lemma 3.

NK=PS(s)x:,, NLG)NK.

uot

)
)
)
) _
)
)

This completes the proof of this lemma.

(Euoi N 2;; = 2um’ N Ecd) =
Lemma 6

(P7H(Pi(s))o NK = PS; (s)o NK)

7

Proof: This proof is broken down into two cases.
Case 1l : Pi(s)=¢

P Y P(s)oNK =% 0NK.

3 uot

PSF(s)oNK = (X, NLG))ocNK.

uot

PSF(s)oNK = (X, NL(G)ocNLG)NK.

ot

PSf(s)oNK =% 0NL(G)oNLGNK.

uot

PSH(s)o N K =X 0N L(G)N K by the Lemma 3.

uot

PSF(s)oNK =% ,0NK.

uot

So in this case, (P, '(P;(s))o N K = PS; (s)o N K).

1
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Case 2 : Pi(s) #¢

It has already been shown that:
(Zuoi N Zc_dl - Zuoi N Ecd) =

(PH(P(s) NK = PSi(s) N K)
= (P (Pi(s)) N K) 250 = (PSi(s) N K) 0.
= P (Py()) 8500 N KX ,0 = PSi(s)X5,0 N KX,0.
= P (P(s)Sr,0 NKY: .o NK = PSi(s)X: .0 N KX .o NK.
= P Y(P(s))%!,,0 N K = PSi(s)X%,,0 N K by the Lemma 3.
= P71 (P(s)Sr,0 N K = PSy(s)2:,,0 N L(G)NK.
= P (P(s)S!,,0 N K = PSy(s)2:,,0 N L(G)o N L(G) N K by the Lemma 3.
= P7YP(s))X, 0 = (PSi(s)X:,,NL(G)) e NLIG)NK.
= P Y (Pi(s)X 0 NK = (PSi(s)Z:,, NL(G)) o NK.
= P7Y(P(s))oNEK = PSi(s)o N K.

This completes the proof of this lemma.

With the above lemmas, the theorem below follows from simple manipulation of

the definitions.

(Vie]) (BuiNE,) =

E(SgdeC/G) =

Theorem 13

Proof: It has already been shown that:
(Vi€ ) (Buoi NS = Suoi N Zea) | =

("

)

(P(s))NK = PSf(s)NK)

Euoz’ N Zcd):| =

£<ngdeC/G)

[(¥i € I) (Suoi N B = Suoi N Zea)] =

and
(7

(2

By definition:

(P(s))o NK = PSf(s)o NK)
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gice ) {o € S : (P71 (P(s))NK) 0N L(G) C K} U
Vi (8) =

)

{0 €2 PH(Bi(s)o NK # 0} UDye ULee \ e

1

e g) _ {0 €% (PSS (s)NK)oNL(G)CK}U

{0 € Yeei : PSS (s)o NK # @} UXue UXee \ s

{o €S (P (P(s))NK)oNL(G)CK}U

(2

= by substitution.
{0 €Zei: PTHPiI(s))o NK # 0} USyue UZee \ Seei

— A0 (s),

So, gdec( ) = %gdec( ) for all i € I.
= Sydec(5) = Sgmdec(S).

= L(Sgtec/ G) = L(Sgmiec/ G)-

This completes the proof. [ |

It has previously been shown that Y., (£, (M)) C B2, € X3, 2 L(S),40./G) €

L(S2 1./ G), but if (L(Sgaec/G) = L(Sgmdec/G)) holds, then the implication will also

gmdec

hold. The previous theorem now prompts the following corollary.

Corollary 7 Given [(w € 1) (Buoi N X = Suoi N Tea) ] and $2, C B,

( gmdec/G) ( gmdec/G) K. Therefore [’( gmdec/G) C ‘C( gmdec/G)

5.6 VLP-GM Algorithm

An interesting deficiency of the gdec and gmdec control protocols discussed above
is that the local control actions are not always maximal with respect to a controller’s
state estimate. When computing a control action, gmdec looks at the uncontrolled
and unobservable reach of the system from the current set of estimated states. It
might occur that some of the events disabled by gmdec could be legally enabled.

This issue is illustrated by the example below.
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Example 2 Consider the uncontrolled system G and desired controlled system H

seen in Figure 5.6 such that L(H) = K.

Figure 5.6: Uncontrolled system G and desired system H for Example 2.

The system has two controllers and the following properties:

¥, = 0.

Year =0, Yeer = {8}, Year = {a, K}, Beer = 0.

The gmdec controller introduced above would have local control actions v, (€) =
{8} and v5 () = {B}. The global control action would be Symaec(c) = {B}.

Howewver, there is a valid control action the second controller might take that is
strictly larger than vo (¢) = {B}. Suppose controller 2 were to take the control action
12() = {8, K}.

Controller 2 knows that event « is globally disabled because only controller 2 can
enable ao. Therefore, controller 2 knows k is a valid event to enable. This control
action will result in a generated language that is larger than the language generated
by gmdec.

The resulting controlled systems can be seen in Figure 5.7. The controlled system
with the modified control action for controller 2 is denoted by S, ,1/G.

Obuviously, in this example, the gmdec control protocol does not generate maximal

local control actions for its given state estimate.
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ngdec/G: Smod/G:

1 '
K
e 55 =0
Figure 5.7: Symdec/G and Syge./G for Example 2.

Note that the gmdec and gdec control protocols locally enable all of their events
at the same instance, but what if a control protocol were to locally enable its events
one-by-one? It has already been seen in the example that the gmdec control protocol
might not enable all events locally possible. Might a new control protocol that enables
events one-by-one be able to generate local control actions that are locally maximal?

For this new scheme, a local controller could initially enable all events that are
required to be enabled no matter the situation: uncontrollable events and permissive
events the local controller cannot control. A local controller could then test to enable
locally controllable events sequentially. The controller would select an event to test
for enabling and if the event is admissible as an enabled event, that event would
be added to the control action and controller would move on to the next event.
As events are tested to be enabled, the unobservable controlled reach is likewise
expanded to include the behavior of the newly enabled events. To determine the
order in which events are tested to be enabled, the controllers could use an ordered
list of controllable events that might reflect the relative desirability of enabling those
events. Notice that this briefly outlined the control algorithm is a greedy algorithm;
as events are enabled locally, they are not disabled until the next control action is

calculated.
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A similar approach to developing a maximal control protocol for permissive cen-
tralized control under partial observation was developed by Ben Hadj-Alouane, et.al.
[10] and called VLP-PO for “Variable Lookahead Protocols under Partial Observa-
tion”. VLP-PO uses an iterative algorithm to generate maximal control protocols
that enable as many events as possible at each control step. VLP-PO also takes
an event ordering into account when determining the enabled events by attempting
to enable events one-by-one in a predetermined order. Furthermore VLP-PO is a
“oreedy” control protocol in that once an event is enabled, it is never disabled until
a new control action is calculated.

In this section of the chapter, the VLP-PO algorithm is extended to the general
decentralized architecture for a new algorithm called VLP-GM meaning “Variable
Lookahead Protocols for General decentralized Memory-based control”. VLP-GM
calculates a supervisor’s local control action based on a state estimate similar to
PS;(s) introduced in section 3 above.

VLP-GM is an iterative greedy procedure like VLP-PO in that events are enabled
one-by-one, but once an event is enabled, it is never disabled until another event is
observed and a new control action is calculated. VLP-GM necessarily accounts for
the possibility that the i controller might not be the only controller with authority
over some the controllable events similar to gmdec above. When a controller i uses
VLP-GM to calculate local control actions, it considers the possibility that other local
controllers may enable anti-permissive events that the i** controller would disable.
Furthermore, when a controller attempts to enable an event, the controller needs to
be sure that the unobservable behavior of all events previously enabled would still

be valid after that new event is enabled.
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Because of the prioritization of controllable events, when an event is enabled, it
could cause some already enabled to become illegal. This point is illustrated in the

following example.

Example 3 For this example, consider the branch of the uncontrolled system seen

mn Figure 5.8.

ROROSOZO

Figure 5.8: A branch of the automaton representing the system in Example 3.

Suppose X is observable to controller i, but o and 3 are not. Suppose that after
A occurs, controller i knows that the system could only be in system state 1. Suppose
further that all states are legal except for state 4 and that controller i places a high
priority on enabling the event «. Let 3 be a permissive event and « be an anti-
permissive event. Under the gmdec control protocol, controller i’s action would be
to enable B and disable o, but this would not be the case for VLP-GM. Because
controller v places a high priority on «, a would be tested to be enabled first.

Initially, B would not be enabled, so it would be valid for i to enable a. After a
1s enabled, the controller would then test 3. In itself, B would be a valid event to
enable because it leads to the legal state 3, but by enabling 3, a could then lead to an
illegal state. Therefore, B could not be enabled in this situation using VLP-GM, but

« could be.

As with the previously discussed gmdec control protocol, for VLP-GM introduced
below, PS; is an iteratively updated state estimate and represents all states that the

local controller estimates the system could be in after the control action is calcu-
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lated. On initialization, before any control action is taken, P.S; should be set to {e}.
As before, it is assumed that the controllers operate instantaneously with respect to
system operation so the controllers can be calculate control actions before any un-
observable events occur. The set N.S; represents all strings that could have occurred
if there were no unobservable events after the last observable event. Notice that for
initialization purposes, the last event to occur could be considered the empty event,
€.

After initialization, the VLP-GM algorithm for ¢ needs to be run only once after
events observable to ¢ occur because it is assumed that the local controllers have no
knowledge of the observations or control actions of the other controllers. The set
Yinit TEPresents the initial control action of 7, i.e., all events that need to be enabled
no matter what control action is taken. EwventOrdering is an ordered list of the
controllable events and represents the relative importance of enabling those events

The symbol ~v; represents the local control action taken by .

Algorithm 1 VLP — GM (o € ¥, U{e})
NS; = PS;o N L(G);
Vinit = (Zue U Zee \ Lees)
v = Control Action(Yini, N Si, EventOrdering);
PS;=NS;[(nuZy)n Zuoi]* NL(G);
RETURN ~y;

END

Inside VLP-GM, the algorithm Control Action calculates the next control action
to be taken by i after the event o observable to i occurs. Control Action can be seen

below and attempts to greedily enable the events ranked highest in FventOrdering
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first. Note that because of the ordering of the events in EventOrdering, a controller
could in a manner “steer” the system by allowing events with a higher priority more
chances to become enabled. The FventOrdering list does not necessarily need to
have the same ordering for all controllers in a set of decentralized controllers running
VLP-GM and differences in order may reflect some local control priorities. It is
always assumed that FventOrdering is constant for all local controllers, but the
results of this chapter hold for the more general event lists.

Seen below, the Control Action algorithm is the greedy iterative part of VLP-GM
that calculates what events can be enabled from an ordered lest of events EList.
NS, is the same variable as above in the VLP-GM algorithm and represents what
states the system could be in before any unobservable events occur. The set ACT;
represents all events that C'ontrol Action has already enabled and naturally ACT; is
initialized to 7;,;; in VLP-GM. After the Control Action algorithm has completed,
the final value for ACT; is used to update ~;. ControlAction is greedy in that once
an event is enabled and added to ACT;, that event is never disabled until the next
control action is calculated.

Control Action operates by cycling through all events in the event list, EList,
from high priority to low. If an event is enabled, it is added to ACT; and removed
from EList so it will not be considered again. If a high priority event is not enabled,
that event is skipped but left on the list for later consideration and the next lowest
priority event is tested.

If the lower priority event is enabled, it is added to ACT; and removed from
EList, but then ControlAction cycles back to the top of the EList to see if any

high priority events can be enabled due to the enabling of the lower priority event.

Algorithm 2 Control Action(v;nit, N S;, EList)
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ACT,; = Yinit;
EList = (EventOrdering — Yinit) N Xei;
Pt=1;
W hile(Pt < |EList|) do
{
If Admissible(NS;, EList.Pt, ACT;)
{
ACT; = ACT, U{FEList.Pt};
EList = EList — EList.Pt;
Pt =1;
}
FElse
Pt + +;
}
RETURN ACT;;

END

If an event is a “don’t care” it is not enabled by VLP-GM, so an event that is
initially “don’t care” could become viable as more events are enabled. Also, enabling
a lower priority event may cause a previously unenabled permissive higher priority
event to become legal, so Control Action needs to continually check its unenabled
high priority events as more low priority events are enabled. Consider the following

example.

Example 4 In Figure 5.9, let G be the uncontrolled system and H be the desired

controlled system for this example. The system could be controlled by several con-
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trollers, but only consider the actions of the i'" controller are considered. Suppose p,
T and p are permissive events and that controller © can observe no events. Suppose
further that p has a higher priority than pu. When VLP-GM executes for controller
1, the high-priority permissive event p is tested first and not enabled because p is
wnitially disabled and p will never lead to a legal state in this system. Next, the lower
priority event p is tested and deemed valid so it is added to AC'T;. Now p leads to at
least one legal system state in the unobservable reach of the system using the control
action ACT; U {p}. When p is retested, it can now be enabled and added to ACT;

even though previously it was inadmissible as an enabled event because of its “don’t

G: H:
Bcmo e

Figure 5.9: The uncontrolled system and desired system of Example 4.

care” status.

When VLP-GM enables events, VLP-GM needs to make sure that not only that
the event in itself is valid to be enabled, but VLP-GM also needs to make sure that
if an event is enabled that event won’t cause other, already enabled events to become

wllegal as with the system in Figure 5.9 above.

The function Admissible determines if an individual event o should be enabled
given a set of states that the control operation will be starting from, NS;, and the
set of events currently enabled by ¢, ACT;.

The algorithm Admissible tests to see that all events in (ACT; U {o}) N3, are

still validly enabled if o were to be enabled. To do this, Admissible looks at the
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state estimate RS;" which is constructed from NS; by calculating the unobservable
reach after N'S; if (ACT; U {o} UX_]) were enabled. RS;" represents what behavior
could occur in the system if o were added to ACT;.

Events in ACT;U{c} should be assumed to enabled when calculating RS;". To be
on the safe side, controller i also assumes that all events in X ] are enabled globally
when calculating RS;” because another controller could enable those events without
the knowledge of i. After RS;" has been calculated, the system looks to see that all
events in (ACT; U {c}) N3 lead at least once to legal behavior and that all events
in (ACT; U {c}) N X4 always lead to legal behavior. If this condition holds, then o
can be legally added to ACT;.

It is important to note that the Admissible algorithm does not label “don’t care”
events as admissible. If a “don’t care” event were enabled, it would add nothing to
the control action and could possibly hinder other events from being enabled. This
is reflected in the line = [0 C (RS;" N K) a N L(G) C K] for testing anti-permissive
events in Admissible. If (0 = (RS; N K) a N L£(G)) were true for an anti-permissive
event « then o would never lead from a legal state to another legal state using the
current control action. This test for “don’t care” events is an improvement over
the gdec and gmdec control schemes because they could enable “don’t care” events
unnecessarily.

Admissible returns true if o can be enabled and false if o should not be enabled.

The algorithm for Admissible can be seen below.

Algorithm 3 Admissible(NS;, 0, ACT;)
RS =NS; [(ACT; U{o} US)) NSus] N L(G);
Output = True;

For all o € (ACT; U{c})NX,
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{
If « is anti — permissive
{
If =[0c (RS NK)anL(G) C K]
Output = False;
¥
Else (a is permissive)
{
If [(RSfanK) =10]

Output = False;

}
RETURN Output;

END

It is now demonstrated that the VLP-GM protocol generates a local maximal

control protocol.

Theorem 14 FExcluding “don’t care” events, the local control action generated by

VLP-GM at s (v;) is mazimal.

Proof: The proof of this theorem is a direct consequence of the construction of the
VLP-GM algorithm. At every system state s, every event in ¥\ ACT; is tested for
inclusion in the final AC'T; and is rejected. If an event could be included in AC'T; and
is not, then that event is either not admissible or it would alter the admissibility of an
event already in AC'T}, so there is no control protocol strictly larger than VLP-GM.
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It can also be noted that supremal local control actions for VLP-GM do not exist

in general. This point is illustrated in the following example.

Example 5 For this example, consider a branch of the uncontrolled system seen in

Figure 5.10.

Figure 5.10: A branch of the automaton representing the system in Example 5.

Suppose X is observable to controller i, but o and 8 are not. Suppose that after
A occurs, controller v knows that the system could only be in system state 1. Suppose
further that all states are legal except for state 4. Let a and [ be anti-permissive
events that only © can control. VLP-GM would make two different control decision
for v depending on EventOrdering. If a were the high priorily event, then a would
be the only event enabled by i out of {a, B}, but if B were the high priority event, then
B would be the only event enabled by i out of {«, B}. It can therefore be seen that two
maximal control protocols exist for controller v and the choice of EventOrdering is

not trivial because supremal local VLP-GM control actions do not exist in general.

Another added advantage of VLP-GM is that when control actions are computed
in an online manner, the algorithm has polynomial time complexity at each step.
To see this, suppose the system G is a finite automata. This can be done because
as stated earlier in the thesis regular legal and possible languages are discussed
exclusively in this thesis. Let all states of the system G be included in the set X and as

usual, > and X; represents all system events and events controllable by i respectively.
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For this discussion of computational complexity, the states of the system in VLP-GM
are no longer the strings generated by the system, but the states of the automata.
Using standard algorithms for finite automata, the N.S; = PS;o0 N L(G) step, when
converted to an equivalent expression for automata is of the order O (|X|) and the
PS; = NS; [(% U Zc_di) N Zum-]* N L(G)step, also when converted to an equivalent
expression for automata is of the order O (| X| |X,0i)-

For the Control Action algorithm, in the worst case, the algorithm will always
enable only the last event on E List, and will continue to cycle through EList until
the list. In the worst case there will be |EList| x (|F List| — 1) /2 iterations of the
while loop. |EList| = |X|, so |EList|* (|[EList| — 1) /2 € O (|Eci|2) and the code
inside the while-loop will be executed on the order of O ( ]Zci\Q) times. Other than
the Admissible function, all steps in Control Action are of O (1).

In the Admissible function, the step

RS = NS; [ACT, U{c} US, NTuy] N L(G), when converted to a finite au-
tomata expression, as with the similar steps for VLP-GM discussed earlier, is of the
order O (|X||2ui|). There is another loop in the Admissible function that is iter-
ated at most |X;| times. The step to check the admissibility of permissive events,
[(PS;’ an F) = @}, when converted to equivalent expressions for finite automata, is
of the order O (| X|) because the concatenation and intersection operations are of the
order O (|X|) and performed sequentially, while the test for the empty set is an ele-
mentary operation. Similarly, the step to check the admissibility of anti-permissive
events, [ C (PS; NK) an L(G) C K], is also of the order O (| X|) because the con-
catenation, intersection and inclusion test operations are of the order O (|X]) and
performed sequentially, while the test for the empty set is an elementary operation.

Therefore, the Admissible function is of the order O (max (|X| X0, | X]|[Xe])) and
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ControlAction is computed on the order of O (|Eci|2max(|X| Soi | X Zail)) =
O (max (| X [Zuoi| [Zeil”, |X||Zail?)). Finally, the VLP-GM algorithm takes order
O (max (|X| Syl 1262 1 X |2l | X)) to complete. Therefore, the VLP-GM can

be run in polynomial time.

5.6.1 Language Properties

Now that the VLP-GM control protocol has been introduced, several properties
of languages generated by this control protocol are discussed. To start, a sufficient
safety condition is provided for VLP-GM given K, a legal sublanguage of £(G) where
G is the uncontrolled system.

The proof of the safety theorem seen below for VLP-GM is very similar to the
safety theorem introduced above for gmdec and relies on the fact that 3, (£, (M))
identifies all events that violate C&P co-observability when . = .. First, a
preliminary lemma needs to be proved that shows the incremental state estimates
used by VLP-GM are indeed at least as small as the traditional inverse projection

state estimate. This lemma is similar to Lemma 2 above where it was shown that

PS;f(s) € P (Pi(s)).

Lemma 7 For all ¥4, NS;[X4 N Y] N L(G) C P7HPi(s)) where NS; is the set
calculated in the VLP-GM protocol by the it" controller the last time VLP-GM was

run and s is the state of the system.

Proof: This lemma is proved by induction on the number of events observed by 1.
It is assumed that the system has passed initialization, so € € 3.
Base:
| P (s)| = 0.

s €Y .. Then NS; = {e} and P/ (P(s)) = X*

uot* uot*
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(Y40 Suoi]” € XF;, 80 NS; [Y4 N Suoi]” € P (Pi(s)) holds in this case.
Induction Hypothesis:
P (s)] =n — L.
NS; [24 N Yuei)” € P7(Py(s)) holds when s contains n events observable to i.
Induction Step:
|P; (5)] = n.

Let s = s’au where s contains n events observable to 7, « is observable to 7 and u €
St | P (s')] = n—1. Before o has occurred, PS; = NS; [(v: UX,)) N Euoi}*ﬂﬁ(G).
It should be noted that due to the induction hypothesis, PS; C P, (P;(s')).

After o has occurred, NS; is updated to NS; = PS;a N L(G).

PS, € PT(P(S))

PS;a C PTY(P(s))a.

PS;anNL(G) C P7HP(s))a.

NS, € P (B(s))a
NS5, € P(P())aShys

NS, [S4N Syl € NSTE .

NS [EaNZu] " NL(G) S NS; [XaNSuui™

P (P(s))a;

7 uot

= P (P(s'au)) = P (Pi(s)).

50, NS; [$4 N Xuei] " NL(G) € P7(Pi(s)) holds when s contains n events observ-

able to 7, which completes the proof by induction. [

The previous lemma is used in the safety proof below due to the condition that
VLP-GM enables events iteratively and so the PS; (s) C P, (Pi(s)) property could
not have been used previously in proving the safety of gmdec. Except for this distinc-
tion, the safety proof below is very similar to the safety proof for VLP-GM. Without

loss of generality K is assumed to be controllable.
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Theorem 15 %, (L, (M)) C Sy = L(Syrpan/G) € K

Proof: To prove this theorem, it is shown that given X, (£, (M)) C Sy, s €
L(Svrpan/G) = s € K. This statement is proved by induction on the string s.

Base:

|s] =0,s =¢.

L(Syrpau/G) and K are non-empty, so € € L(Syrpar/G) and e € K. There-
fore, e € L(Svrpan/G) = € € K is valid and the base case holds.

Induction hypothesis:

|s| =n—1.

Assume s € L(Syrpau/G) = s € K holds.

Induction step:

|s| = n.

Let s = d'o.

The induction step is broken down into three exhaustive cases based on the

classification of o: (0 € Xy.), (0 € Ee), (0 € Eee).
Casel : o€,

s'o € ‘C(SVLPGM/G) = (8,0' S E(G)) N (S, € ﬁ(SVLpGM/G)).
= (s'o € L(G)) A (s’ € K) by the induction hypothesis.
K is assumed to be controllable, so (s'oc € L(G)) A (&' € K) = (s'o € K).

Which completes the proof of this case that s € L(SyLpar/G) = s € K.
Case 2 :0g€ ¥y

Assume there exists a string s’ € L(Syrpey/G) N K and o € %, such that

s'oc € L(Syrpan/G) and s'o ¢ K.
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Intuitively, after s’ has occurred:

s’ e NS, [(% U{c}u Ec_di) N Euoir N L(G) for all controllers.

Let RS = NS; [(nU{c}UZ )N Eum]* N L(G) after s’ has occurred o first
needs to be tested if it is valid to be enabled by any controller.

Because s' € K, for alli € I, s’ € RS N K.

Therefore: s'c € (RS NK)o.

Furthermore, (s'oc € L(SyrLpem/G)) = (s'o € L(G)).

So, s'o € (RS (') NK) o NL(G) and s'oc ¢ K for all i € I.

If o were enabled, there must be some controller such that:

(RS NK)oNL(G) CK) A(c € Sey) holds, but:

(Viel) ((RSfNK)onL(G) ZK)].

= [(VieI) (RS NK)oNL(G)ZK)V (0 ¢Te)], so o is not valid to be
enabled by any controller after s’ has occurred.

=0 ¢ Svrpam ().

= s'o ¢ L(Svipam/G).

This contradicts the assumption that s'c € L(Syrparn/G), so if 0 € Xy,
(S S AC(SVLPGM/G)) = (S S F) .
Case 3 : 0 €.

This case is proved by contradiction.

Suppose s'o € L(Svrpan/G), s € L(Syrpam/G), o ¢ K, s' € K.
Since Lier (L (M)) C Zeg and Log N Eee = 0, Sier (Lo (M) N Eee = 0.
Therefore, K is C&P co-observable w.r.t. £(G), Y01, Xeel, - - - » Zons Seen-
By definition of C&P co-observability:

(S eK)AN(so¢ K)=[Fiel) (P (P(s))oNK=0)A (0 € Sei)].
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After s/ has occurred, for all controllers:

NS; [(3 U{o} U (33)) N Bua] "N L(G) S PTHR(S)).

Let RS = NS; [(vvU{c} U (Z,)) N Euai]* N L(G). The event o first needs to
be tested if it is valid to be enabled by at least one controller.

RS} C P7'(Pi(s')) by the Lemma 7.

= RS0 C P7Y(P(s))o.

= RS oNK C P (P(s)oNK.

= [(P7Y(P(s)onK =0) = (RSfoNK =0)].

(S eK)A (S0 ¢ K)= [(Fiel) (P (P(s)oNK=0)A(c € Ze)].

= [FieI) (RSfoNK =0)A (0 €Zu)], so o is invalid to be enabled by at
least one controller.

= 0 & Svrram (8).

= s'c ¢ L(Syrram/G).

This contradicts the assumption that s'c € L(Svipan/G), so if 0 € X,
(s € L(Svirem/G)) = (s € K)
which completes the proof by induction that (s € L(SvLpeun/G)) = (s € K), so
Ster (L (M) € Seg = L(Svrpan/G) C K. (5.11)

As an interesting side note, the VLP-GM protocol may use maximal local control
actions to generate sublanguages of K, but does the VLP-GM protocol necessarily
generate maximal controllable and co-observable sublanguages of K? In general, no.

Consider the following theorem which is demonstrated by example.

Theorem 16 The VLP-GM control scheme cannot in general generate a maximal



106

controllable and co-observable sublanguage of K over a system G if a sufficient safety

condition is satisfied.

Proof: To prove this theorem, let us examine the following example. Consider the

uncontrolled system GG and desired controlled system H seen in Figure 5.11.

Figure 5.11: Uncontrolled system G and desired system H for Theorem 15.

As before, L(H) = K.
Suppose two controllers using the VLP-GM control scheme attempt to achieve

K over G with the following properties:

Yo1 = 0.
Yeer = 0.
Year = {a, B},
Yoz = 0.
Yee2 = 0.
Yeaz = {av, B}

{o, B} = Eier (L (M) € Eeq = {a, B}, so this system is safe.
After using the VLP-GM protocol to calculate the control actions, for all per-

mutations of the event orderings, v1(¢) = 2(e) = 0, so Syrpeu(e) = 0 and

L:(SVLPGM/G) = {6}
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Two maximal controllable and co-observable sublanguages exist for this problem:;
Ly, ={e,a} and Ly = {¢,5}. The VLP-GM protocol does not generate a maximal
controllable and co-observable sublanguage for this problem for any event ordering,
so the VLP-GM control scheme cannot in general generate a maximal controllable
and co-observable sublanguage of K over a system G if a sufficient safety condition

is satisfied. ]

With the above theorem, an interesting open problem is to demonstrate a suffi-
cient condition such that a locally maximal control protocol will generate a maximal

controllable and co-observable sublanguage.

5.6.2 Language Comparison

Now that the VLP-GM control algorithm has been introduced and it has been
shown that the local enabling protocols of VLP-GM are maximal for the controllers’
given information, one would think that the languages generated using the VLP-
GM control algorithm would automatically be at least as large as the languages
generated by the gmdec and gdec protocols. However, this is not always the case. No
general statements can be made comparing the safe languages generated by VLP-GM
with those generated by gmdec and gdec. There are some problem instances where
VLP-GM generates larger safe languages than gdec and gmdec, but there are also
problem instances where the language generated by VLP-GM is incomparable with
the languages generated by gdec and gmdec. Surprisingly, there are also examples
where VLP-GM generates languages strictly smaller than the languages generated by
gdec and gmdec due to the fact that VLP-GM is only locally maximal in its control

decisions. Three examples are now shown to demonstrate these three cases.

Example 6 VLP-GM generates a language larger than the languages generated by
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gdec and gmdec.

Consider the uncontrolled system G and desired controlled system H seen in Fig-

ure 5.12.

G:(,zs % H:¢ Q
O OM0 B0
Q aQ Q 5

Figure 5.12: The uncontrolled system G and desired system H of Example 6.

The system has two controllers and the following properties:
So=0, L0 =0, Za ={, 3,0}, B2 = {0, ¢}, Eea = {e, B}, Zee = {0, 0}.
Yeat = {a, B}, Yeer = {0}, Beaz = 0, X2 = {0, 0},
EventOrdering = {«, 5,0, ¢}.
Note that e (L, (M) = {a, B}, so this system is safe.

The languages generated Sgmdec and Syqec are first investigated.
(o =0)= [(Vi € I) (Suoi N 2] = Suoi N Bea)] = (L(Sgaec/G) = L(Sgmaec/G)) -

A (2) = o7 () = {9}, 1" () = 157 () = {0).

Therefore, Sgmace (€) = Sgaee (£) = {0} and L(Symace/G) = L(Syaec/ G) = {e.6}.
Now to investigate the language generated by VLP-GM.

WEPGM (2) = {a, 0}, %M (e) = {4}.

Therefore, Svipear (¢) = {0, 8} and L(SyLran/G) = {e,a.6}.

L(Sviren/G) = (2,0, 6}, L(Symtee/G) = L(Spaee/G) = {c, 6}

So, for this problem, L(Svirpan/G) is larger than L(Sgmaec/G) or L(Sgdec/G).
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In the previous example, L(Sypaa/G) is larger than £(S mdec/G) or L(Sgdec/G),
which is what was hoped to have happened. Notice that in the previous example,
(Vi € 1) (Zuoi N Xy = Buoi N Eea)], but L(Syvrpeu/G) is larger than L£(Sgmgec/G)
or L£(Sydgec/G). This therefore implies that [(Vz el) (Euoi NIt = Ty N ch)} is not
a sufficient condition for L£(Svipcn/G) to be equal to L(Sg4ec/G). It would seem
that the property of VLP-GM to be locally maximal when enabling events would
lead to larger languages than gdec and gmdec. However, as will be seen in the next

example, this is not always the case.

Example 7 VLP-GM generates a language incomparable with the languages gener-
ated by gdec and gmdec.
Consider the uncontrolled system G and desired controlled system H seen in F'ig-

ure 5.135.

G: H:
OHO-0O+0O OO0

%@20@ »%ﬁ@&@

Figure 5.13: The uncontrolled system G and desired system H of Example 7.

The system has two controllers and the following properties:

S0 =0, Sue = {0}, S = {0, 8}, S = {1}, Sea = {47}, S = {0}
Yer = {0}, Zeer = {a}, Bz = {7}, Teea =0, EventOrdering = {~, 5, a}.
Yier (Lo (M) = {B,7}, so this system is safe.

The languages generated Symdec and Sggec first need to be investigated.

(Eo=0)= [(Vi € I) (Sui NE] = Suoi N Bed) | = (L(Sgaec/G) = L(Symaec/G)) -
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P () = 1 () = {o,a}, 1" (e) = 1" (e) = {0, a}.

Therefore, Sgmaec (€) = Sgaec (€) = {0, a} and L(Symdec/G) = L(S4aec/G) =
{e,a,0}.

Now to investigate the language generated by VLP-GM.

WM (e) = {0, B}, 7Y (e) = {0, a}.

Therefore, Syppaum (€) = {0, 8} and L(Svipam/G) = {e,B,0,005}.

L(Svrpam/G) ={¢,B,0,008}, L(Sgmdee/G) = L(Sgdec/G) = {e,a,0}.

So, for this problem instance, L(Svipam/G) is incomparable with L(Sgmdec/G)

and L(Sggec/G).

In the example above both the gmdec and gdec local controllers enable o because
« is permissive and leads to at least one legal state in the controllers’ unobservable
reach. [ is not enabled by gmdec or gdec because ( leads to an illegal state in
controller one’s unobservable reach and (3 is an anti-permissive event. On the other
hand, for VLP-GM, 3 is tested before a by controller one under the VLP-GM scheme.
Therefore, § gets enabled by controller one. When controller one tests event «, « is
inadmissible because if «, were enabled, 5 would no longer be a valid enabled event
by controller one. Because « is a permissive event and controller one disables it, a
becomes disabled globally. This example should show that VLP-GM can generate
a language incomparable to the languages generated by gmdec or gdec; controllers
using the VLP-GM protocol can enable high priority events that would normally
be disabled by the other control schemes and the high-priority events could cause
low-priority events that are normally enabled by gmdec or gdec to be disabled be-
cause enabling the low-priority evens would make the high-priority events to become

inadmissible.
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Now, to show an example where even though the languages are safe, the controlled

language L(Syrpau/G) is strictly smaller than L£(Sgmaec/G) and L(Sggec/G).

Example 8 VLP-GM generates a language strictly smaller than the languages gen-
erated by gdec and gmdec.

Suppose there are two controllers (1 and 2) for the uncontrolled system G seen
in Figure 5.14. Suppose further that K = L(H).

The controllers have the following properties:

o000 O

Figure 5.14: The uncontrolled system G and desired system H of Example 8.

Yor = {0} Y2 = {o} Tax = {a, B} Vo = {8} Bue = {9, 0} Bee = {a} Bea = {8}
EList = {0, a}.

First, the language K is controllable and co-observable. Therefore, by [83] and
Corollary 4, K = {¢, 3,80, ,a¢} = L(Sgiec/G) = L(Symaee/G).

For the language generated by the VLP-GM control scheme:

WM (e) = {¢,0,5}.

WM (B0) = {9, 0}

WM (e) = {¢,0,a,8}.

Svireu(€) = {¢.0, 5}

Sviram(88) = {0,0, 5}

L(Svrpem/G) = {¢, 3,50}
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From this example, it is evident that L(Svipam/G) C L(Sgaec/G). This is due
to the fact that the initial control action of 1, VLP-GM tests and enables event (3

before event o so that when « is tested, « is not valid to be enabled.

It should also be noted in the last example that the specification language is
controllable and co-observable, but £(Sypaa/G) # K. This should demonstrate a
further deficiency in VLP-GM. Not only will VLP-GM sometimes generate smaller
languages than gdec, VLP-GM will not always be able to achieve controllable and
co-observable sublanguages exactly.

Even though for some cases the controlled behavior £(Sypaar/G) may be strictly
smaller than L£(Sggec/G) and L(Sgmdec/G), the extra control to steer the system
granted by the VLP-GM scheme makes it advantageous to use at times. In the last
example, VLP-GM tries too hard to enable § at all local controllers at the expense
of no controller ever enabling «. This can be explained by the observation that
VLP-GM is trying too hard to enable the high-priority events at all local sites at the
expense of never enabling the low priority events.

The previous three examples showed that no general statements can be made
comparing L(Svrpam/G) with L(Sgmdec/G) and L(Sggec/G). There are problem
instances where VLP-GM generates a larger language than gmdec or gdec as there
may be problem instances where VLP-GM generates a smaller language than gmdec
or gdec. Except for the case where K is controllable and co-observable, it remains
an open problem to show when it might be better to use VLP-GM versus gdec or
gmdec. An improvement upon VLP-GM is now attempted using new algorithm that

will always generates control actions locally at least as well as gdec.
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5.7 VLP-GM2 Algorithm

It may be surprising and disappointing that the languages generated by VLP-GM
may be smaller than the languages generated by gdec, but is it possible to modify
the VLP-GM algorithm to get improved behavior? What if elements of the gmdec
protocol were to combined with elements of the VLP-GM algorithm? Would this
combination always give a larger generated language when controlling systems? As
a controller using this hypothetical protocol is given state estimates, the controller
would need to calculate safe control actions. The controller could start by enabling
all events that gmdec would enable for that state estimate. After removing all the
“don’t care” events from the gmdec control action that are guaranteed not to modify
the controlled behavior, the controller could then iteratively enable more events
in the same manner as VLP-GM. Might this control method have some desirable
maximality properties? This new outlined combination of control protocols is called

VLP-GM2 which can be seen below.

Algorithm 4 VLP — GM2 (o € ¥, U{e})
NS; = PS;o N L(G);
Vomdee = 1" (NSi);
Y = control Filter (N.S;, Ygmdec, 2ci)
v = Control Action (i, N.S;, EventOrdering);
PS;=NS; [(US)) Nl NL(G);
RETURN ~;;

END

VLP-GM2 calculates control action at initialization and on the occurrence of

locally observable events. P.S; is a state estimate very similar to the PS; used in
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VLP-GM. On start-up, PS; is set to {¢}. Also as before, NS; represents where
the system might be before any unobservable events occur. The state estimate N.S;

gmdec

is passed to ~;

; to calculate the initial control action - all events that gmdec

would enable if PS;"(s) = NS;¥* . N L(G) where s is the string of events generated
by the system. Because some of these events are “don’t care” they will not add
any extra behavior to the system. Therefore, these events need to be filtered from
the local control action in the control Filter algorithm discussed later. The filtered
initial control action is returned in the variable v¢;; and passed to Control Action.
Control Action then attempts to enable more events in the flavor of the VLP-GM
algorithm such that 7;;, is the initial control action and more events are iteratively
tested and possibly added to this active event set as discussed earlier.

The following algorithm calculates the control action of gmdec given the current

state estimate before unobservable events occur, N.S;

Algorithm 5 ’yigmdec (NS;)
V¢ = Bue U Bee\Dees;
P8I = NS, 0 L(G)
V= {U € Yeai 1 0 C <P55mdecmf> oNL(G) S F}
Ne = {0 € Veei 1 PSI" ™0 N K # Q)}

RETURN (7 U~fUAE)

The following control Filter algorithm filters out all of the “don’t care” events
from the ~+ control action. This ensures that all events that are locally enabled
could add to the behavior of the system. Notice that NS; [(7 U Zc_di) N Zuoi]* =
NS; [(fyfm U E;j) N Euoir. This statement is given without proof, but can be eas-

ily shown because (7 — i) contains only “don’t care” events for the given state
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estimate. The algorithm tests if an event ¢ should be filtered out by searching over
all states in V.S [(”y U Ec_di) N Euoir and making sure that o leads at least once to
another possible state. When implemented to control a finite automata system, the

control Filter algorithm is in O(| X | max(|Zuel, |2eil))-

Algorithm 6 controlFilter (N.S;, v, X)
Ve = {0 € S| NS; [(YUE]) NEuoi] 0 NL(G) # 0} Ui U See\ Seeis

RETURN Y it

As would be expected, VLP-GM2 can be run in polynomial time when the al-
gorithm is used to update a control action on the occurrence of a locally observable
event. The control Filter algorithm is in O(|X|max(|X.., [Xei|)). As discussed
earlier, 49"% is also in O(|X| max(|Suei, |Ze])) and updating N'S; and PS; are in
O(| X ||Zuoi|). As for VLP-GM, Control Action is in O(| X || |> max(|Zue, | Zeil))-

Therefore, VLP-GM2 is in O(|Z]? max(| X ||Zuoil, [ X||Zei])). As would be ex-
pected, VLP-GM2 would be exponential in | X| if used to calculate all possible local
control actions because control actions would be determined by an observer automa-

ton.

Theorem 17 Ezcluding “don’t care” events, the local control action generated by

VLP-GM?2 at s is mazximal for its provided state estimate.

Proof: The proof of this theorem is a direct consequence of the construction of the
VLP-GM2 algorithm. At every system state s, every event in 3.\ ACT; has been
tested for inclusion in the final ACT; and is rejected. If an event could be included
in AC'T; and is not, then that event is either not admissible or it would alter the
admissibility of an event already in ACT;, so there is no control protocol strictly

larger than VLP-GM2. [ |
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It should be noted that VLP-GM2 is similar to VLP-GM because both of these
control protocols enable a locally maximal set of events possible for its given state
estimate. Although it is not shown, supremal control actions can be shown to not
exist in general for VLP-GM2 by an example such as 5.

As will be shown later, by initially enabling all events that gmdec does, VLP-
GM2 partially avoids the pitfall of trying too hard to enable the high priority events
locally so that VLP-GM2 generates controlled languages always at least as large as

gdec if gdec generates a safe language.

5.7.1 Language Properties

Now to explore some properties of the languages generated by using the VLP-
GM2 algorithm to control a system G with specification language K. First a sufficient
safety condition is shown that is identical to the safety conditions of the previously
discussed control protocols in this chapter after some a necessary lemma used for

comparing the state estimators of gdec and VLP-GM2.

Lemma 8 For all ¥4, NS; [X4 N Yui]" N L(G) C P71 (Py(s)) where NS; is the set
calculated in the VLP-GM2 protocol by the it controller the last time VLP-GM was

run and s is the state of the system.

Proof: This lemma is proved by induction on the number of events observed by i.
It is assumed that the system has passed initialization, so € € s

Base:

P.(s)] = 0.

s €% .. Then NS; = {¢} and P/ (Pi(s)) = ¢,
(Y40 Suoi]” € F;, 80 NS; [Y4 N Tuoi]” € P (Pi(s)) holds in this case.

uot

Induction Hypothesis:
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|P; (s)| =n—1.

NS; [24N o] € P H(Pi(s)) holds when s contains n events observable to i.

Induction Step:

|Fi (s)| = m.

Let s = s’au where s contains n events observable to 7, « is observable to ¢ and u €
5% e | P (") = n—1. Before a has occurred, PS; = NS; [(v; U S.)) N Euoi] NL(G).

It should be noted that due to the induction hypothesis, PS; C P, (Py(s')).

After v has occurred,N.S; is updated to N.S; = PS;a N L(G).

PS, € P7(R(S))

PS;a C PY(P(s))a.

PS;an L(G) C PTHP(s))a.

NS: € POU(P(s))ar

NSt € P7UP())a%h,

NS [S4NEpo]” € NSTE .

NS (241 Sl N LG) C NSS4 1 Sl

P (P())as;

% uot

= P Y(Py(s'an)) = P (Pi(s)).

s0, NS [¥4 N Tuei] " NL(G) € P71 (Pi(s)) holds when s contains n events observ-

able to ¢, which completes the proof by induction. [

As before, it is assumed without loss of generality that K is controllable but not
necessarily co-observable. A sufficient safety condition for VLP-GM2 can now be

proved.
Theorem 18 Zter (Em (M)) C Ecd = E(SVLPGMQ/G) - F

Proof: To prove this theorem, it is shown that given e, (L, (M)) C Xy, s €

L(Svrparn/G) = s € K. This statement is proved by induction on the string s.
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Base:

|s| =0,s =e.

Without loss of generality, £(Sy paar2/G) and K are assumed to be non-empty,
so € € L(Syrpan/G) and € € K. Therefore, e € L(Syrpan/G) = ¢ € K is valid
and the base case holds.

Induction hypothesis:

|s| =n—1.

Assume s € L(Syrpau/G) = s € K holds.

Induction step:

|s| = n.

Let s = d'o.

The induction step is broken down into three exhaustive cases based on the

classification of o: (0 € Xyc), (0 € Ee), (0 € Eee).
Casel : g€ X,

s'o € ﬁ(SVLpGMg/G) = (S/U & E(G)) A (S/ c E(SVLPGMQ/G)).
= (s'o € L(G)) A (s' € K) by the induction hypothesis
K is assumed to be controllable, so (s'c € L(G)) A (s' € K) = (s'o € K).

Which completes the proof of this case that s € £(SyLpaue/G) = s € K.

Case 2 :0g€ Xy

Assume there exists a string s' € L(Syrpgue/G) N K and 0 € Yy such that
s'o € L(Syrpama/G), s'o € L(S/G) and s'oc ¢ K
First suppose o was enabled by the gmdec step of VLP-GM2.

Intuitively, after s’ has occurred, s’ € N S;.
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= (Viel)][s e NS;Xk ]

= (Viel)][s e NS;Xi, N L(G).

= (viel)|s e PSfmd“]

= (Viel) :s’ S (PSfmdeC N F)}

= (Vie ) :s’a € (Psgmd“ N F) 0]
NK

= (Viel) :s’a S <PSfmdeC ) on L(G)].

= (Viel) '(Psgmd“ N F) oNL(G) Z F} .

Thus, it is obviously impossible that ¢ is enabled by any controller at the gmdec
step of VLP-GM2.

Now suppose o was enabled by the AdditionalControl Action step of VLP-GM2.

Intuitively, after s’ has occurred, s’ € NS; [(% U{os}u (Ec_d’)) N Eum}* N L(G)
for all controllers.

Let RS} = NS; [(% U{o}tU (EC_d’)) N Eum}* N L(G) after s’ has occurred. We
need to test to see if ¢ is valid to be enabled by any controller.

Because s' € K, foralli € I, s’ € RS N K.

Therefore: s'c € (RS NK)o.

So, s'o € (RS (') NK) o NL(G) and s'o ¢ K for all i € I.

If o were enabled, there must be some controller such that
((RS; NK)oNL(G)CK) Ao € Zu).

holds, but:

[(Viel) ((RSfNK)onL(G) ZK)].

= [(VieI)((RSF NK)oNL(G)ZK)V (o ¢ )|, so o is not valid to be
enabled by any controller at the AdditionalControl Action step of VLP-GM2 after

s’ has occurred.
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= o & Svrramz (5).
= s'o §é E(SVLPGMQ/G).

This contradicts the assumption that s'c € L(Svrpane/G), so if o € ¥y,
(S € ﬁ(SVLPGMQ/G)) = (S < F) .
Case 3 : g€ X,

This case is proved by contradiction. Suppose s'c € L(Syrpamz/G), s €
L(Svipa/G), soc ¢ K, s € K.

Since Yyep (L (M) C Xpg and 3y N Be = 0, ey (L1y (M) N Epe = 0.

Therefore, K is C&P co-observable w.r.t. £(G), o1, Xeel, - - - » Lons Seen-

By definition of C&P co-observability,
(seK)AN(So¢ K)=[Fiel) (P (P(s)oNK=0)A(c €Ze)].

First suppose o was enabled by the gmdec step of VLP-GM2.

NS; [24N T NL(G) C PHPi(s)) for all ¥4 by Lemma 8.

= NSiZi, NL(G) C P (Pi(s)).

= PSI™ € P(P(s))

= PSY" "¢ C PY(Py(s"))o.

= PS94 K C P P(s'))o NK.

= (PYP(s)o NEK =) = (Psgmd% NEK = @).

Therefore, (5' € K) A (s'0 ¢ K) = [3i € I (PS™“0 N K = 0) Ao € Se)|.
Thus, it is obviously impossible that ¢ is enabled by any controller at the gmdec

step of VLP-GM2.

Now suppose ¢ was enabled by the AdditionalControl Action step of VLP-GM2.
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After s/ has occurred, for all controllers: N'S; [v; U{o} UX/ NE,] NLIG) C

P (P(s").

Let RS = NS, [(wU{oc}UZ])N Zuoi]* N L(G). The event o needs to be
tested to see if it is valid to be enabled by at least one controller.

RS} C P7'(Pi(s')) by the Lemma 8.

= RS0 C P7Y(P(s))o.

= RS oNK C P (P(s)oNK.

= [(P7Y(P(s)onK =0) = (RSfoNK =0)].

(S eK)A (S0 ¢ K)= [(Fiel) (P (P(s)oNK=0)A(c € Ze)].

= [FieI) (RSfoNK =0)A (0 €Zu)], so o is invalid to be enabled by at
least one controller in the AdditionalControl Action step of VLP-GM2.

= 0 ¢ Syrpame (8).

= s'o ¢ »C(SVLPGMQ/G)o

This contradicts the assumption that s'c € L(Svipaae/G), so if o € X,
(s € L(Svipam2/G)) = (s € K).
This completes the proof by induction. Therefore,
Ster (L (M) € Beq = L(Svireuz/G) C K. (5.12)

Now that a sufficient safety condition has been shown for VLP-GM2, it is demon-
strated that VLP-GM2 always generates a language at least as large as the one

generated by gdec.

Theorem 19 Given that L(S,4ec/G) is safe, L(Sgdec/G) C L(Svrrama/G).
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Proof: This proof is based on induction on the length of the strings s to show that
given L(Sygec/G) is safe, (s € L(Sgaec/G)) = (s € L(Sviramz/G)).

Base:

|s] =0, or s =c¢.

It is assumed that (¢ € L(Sy4ec/G)) and (e € L(Svrpamz/G)) without loss of
generality so that neither language is empty.

Therefore, (¢ € L(Sgaec/G)) = (¢ € L(Svipram2/G)).

Induction hypothesis:

|| =n—1.

(s" € L(Sgaec/G)) = (5" € L(Sviramz/G)).

Induction step:

Let s = s'o so |s'| = n—1 and |s| = n. The induction step is completed in several

cases.
Casel :0€ X,

(O‘ S Zuc) = (O’ S Sgdec<8/>) A (O’ S SVLPGMQ(S/)).

Because L£(Sy4ec/G) is controllable,
(8" € L(Syaec/G)) N (s'0 € L(G)) & (s'0 € L(Sgaec/G)) -

Because L(Svrpaia/G) is controllable, (s" € L(Syrpan/G)) A (s'o € L(G)) <

(S/U c E(SVLPGMQ/G)).
So, in this case, (s € L(Syaec/G)) = (s € L(Svrramz/G)).

Case 2 : g€ Xy

Previously, it was shown that N.S; [$4 N X" N L(G) C P7H(Pi(s)) for any X 4.
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Let PSI™"¢ = NG,>

uot

NL(G).
PSIme C P (P(s)).

= PSS NK C PYP(s) NK.

= (PSfmdec N F) o C (PUP(s)NEK) o

= (PSfmd“ N F) 0N L(G) C (P7YP(s)) NEK) 0N L(G).

)

7

(s'c € L(Sgaec/G)) = (0 € Sgaec(s’))-
= (Fiel) [(PHP()NK)oNLG) CK)A(0 € Zei)]-

- (((Pfl(Pi(s’)) NEK)onL(G) CK) = ((PSfmdeC N F) 0N L(G) C F)) .

= @iel [((PSfmdeCmF>om£ ) UEECdZ].
= @iel) (a € Hymdec (NSZ-)>.

Furthermore,

(S/ € ;C(SVLPGMQ/G)) A (S/ € NSl [(’}/gmdecz ) N Zum] ) (S/O' € ﬁ(Sgdec/G)) .

= (s’a e NS; [(ngdecz ) N Zum] N E(S/G)), so o is not removed by the con-
trol filtering operation.

= (0 € Svrpama(s)).

= (s'oc € L(Svipam2/G)).

So, in this case, (s € L(Sy4ec/G)) = (s € L(Svrpramz/G)).
Case 3 : (0 € X¢)

After the system has been operating and the string s’ has occurred, Vi € I : s’ €
NSt NL(G),soViel:soe PSIm* s

Suppose (s'c € L(Sgdec/G)).

= s'o € K by the safety condition.

=Viel:soe PSS sNK.
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=Viel: PSI "o NK # 0.
~Viel: (Psg"”d% NE +# (z)).
= (Viel) (a € e (NSZ-)).

Furthermore,
(S, S E(SVLPGMQ/G)) A (S/ S .]VSZ [('ngdeczc_di) N Eum‘} *) VAN (S/O' < ,C(Sgdec/G)) .

= (8’0 e NS; [(ngdecEc_di) N Eum}* N E(S/G)), so o is not removed by the con-
trol filtering operation.

= (0 € Syrpama($)).

= (s € L(Svirremz/G)).

So, in this case, (s € L(Sggec/G)) = (s € L(Svirama/G)).

(s € L(Sgaec/G)) = (s € L(Svipamz/G)) holds in all cases and this completes

the induction proof that given £(Sy4e./G) is safe, L(Sgdec/G) C L(Sviramz/G). M

This theorem can be used to prove another corollary very similar to one for gmdec.
Notably, is K is controllable and co-observable then K will be achieved exactly by

VLP-GM2.

Corollary 8 (F 1s controllable and co—observable)

= (ﬁ(SVLPGMz/G) = F) N (L(Svipemz/G) = L(Sgdec/G))

Proof: (F is controllable and co—observable).
= (Ete'r (,Cm (M)) Q ch) N (ﬁ(Sgdec/G) = F)
= (,C(SgdeC/G) Q »C(SVLPGMZ/G) Q F) A (E(Sgdec/G) = F)

= (L(Svirrama/G) = K) A (L(Syaec/G) = L(Svirama/G)). m

It should be apparent to the reader that many language properties are shared by

gmdec and VLP-GM2 as would be expected by their similar constructions.
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However, the languages generated by these two control protocols are not always
equal, as would be expected. For one, gmdec is not afforded a degree of steering as
with VLP-GM2 and furthermore, gmdec is never guaranteed to have a locally max-
imal control protocol like VLP-GM2. A natural question to ask when one considers
the “local maximality” properties of VLP-GM2 is whether VLP-GM2 generates a
language always at least as large as the language generated by gmdec. Sadly, this
is not always the case. As is shown in the next three examples, L£(Syrpan2/G)
may be strictly larger than L£(Sgmaec/G), L(Svipamz/G) and L(Sgmdec/G) may be

incomparable and L(Svpaam2/G) may be strictly smaller than £(Sgmdec/G).

Example 9 L(Sgnacc/G) C L(Svipam/G)
Remember Ezample 6 above. For this ezample £(Symaee/G) = {€, 6}
WM (e) = {a, 0}, 1 T2 (e) = {0}
Therefore, Syrpamz (€) ={a, ¢} and L(Svipam2/G) = {e, o, ¢}.
L(Svrram2/G) = {e, o, 0}, L(Sgmdec/G) = L(Sgaec/ G) = {e, ¢}

So, for this problem instance, L(Svrpamz/G) is strictly larger than L(Sgmdec/G).

Notice that in the previous example, if for all ¢+ € [ (Euoi N Zc_di = Yyoi N Ecd),
but L(Syrpamz/G) is larger than L£(Sgmgec/G) or L(Sggec/G). This therefore implies
that (Zm N Ec_di = Yuoi N Ecd) is not a sufficient condition for L(Sypau2/G) to be
equal to L(Sgaec/G). Because L(Svpam2/G) has been shown to always be at least
as large as L£(Sygec/G) when L(Sy4e./G) is safe, if (Euoi N E;di = Yo N ch) holds
for a problem instance, VLP-GM2 would be guaranteed to allow at least as much
behavior as gmdec. Therefore VLP-GM2 would be a good algorithm to control a

system when [(Vz el (Zum- N Zc’di = Yo N Ecd)].
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Now, to move onto the next example where L(Svpaimz/G) and L(Sgmdec/G) are

incomparable.

Example 10 L(Svipame/G) and L(Sgmdec/G) are incomparable

o f

Figure 5.15: The uncontrolled system G and desired system H of Example 10.

Suppose the system G in Figure 5.15 is controlled by the decentralized control
systems gmdec and VLP-GMZ2 with two controllers and the following properties:

Yue = {r}, Bea = {a, 8,9,0}, g = 0, B = {a, 8,0}, B2 = {0}, B = {x},
Yo = 0.

EList = [¢,a,3,0], K = L(H).

For the gmdec control scheme:

W (e) = (k).

V" (k) = {5, K}

A4(e) = {i}

Therefore, L(Sgmaec/G) = {€, &, KB}

With the V LPGM?2 control scheme:

W) = (1, 0}

AP ) = ).
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W) = (i),
Therefore, L(Svrpamz/G) = {e, K, ¢}.
Obviously, L(Svirpame/G) and L(Symdec/G) are incomparable.

An even more disappointing result with £(Syrpcame/G) is that there may be

times when the language generated by VLP-GM2 may be strictly smaller than the

language generated by gmdec. This possibility is demonstrated by the example

below.

Example 11 /C(SVLPGMZ/G) C ‘C(ngdec/G)

Figure 5.16: The uncontrolled system G and desired system H of Example 11.

Supposes the system G in Figure 5.16 is controlled by decentralized control system

with two controllers and the following properties

Yue =k}, Bea = {, 8,0,0}, Bea = 0, Yo = {a, 8,0}, T2 = {0}, X1 = {r},
Yoo = 0.

The control priority is EList = [a, ¢, 3,0].

For the gmdec control scheme:

() = ()

A" (w) = {6, K}
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7" (e) = {}.

Therefore, L(Sgmaec/G) = {€, k, kB}.

With the V. LPGM?2 control scheme:

W) = {0,

AWEPENR ) = ().

PO = ().

Therefore, L(Syrpam2/G) = {e,r} and L(Syrpemz/G) C L(Sgmdec/G)-

In this specific example, under the gmdec control scheme, controller 1 initially
disables the o event and can disregard any events that may occur after a could have
occurred. This s why controller 1 can disregard the illegal 5 event. For both control
schemes, neither controller communicates and controller 1 does not know that the 6
events have been disabled by controller 2, so controller 1 does not know to disregard
all events that could occur after 6. Therefore, when VLP — GM2 enables o, even
though event a will never happen, controller 1 needs to account for the behavior of

the illegal B event and hence disables 3 globally.

The languages generated by VLP-GM2 may be smaller than the language gener-
ated by gmdec for the same reasons that VLP-GM may generate smaller languages
than gdec or gmdec. Because the VLP-GM2 algorithm locally enables more events
early on compared to gmdec, local controllers using VLP-GM2 have a larger state
estimate than gmdec after more behavior has occurred. Because of its larger state
estimate, VLP-GM2 is less likely to enable as many anti-permissive events as gmdec
after system behavior has progressed. This could cause VLP-GM2 to generate a

language strictly smaller than the language generated by gmdec.
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5.8 Conclusion

In this chapter an improved state-estimator for general decentralized controllers
is introduced. The state estimator improves upon previous work because it takes
past control actions into account when calculating the set of likely current states.

This chapter also introduced several online decentralized control protocols that
attempt to generate maximal safe behavior with respect to a given specification that
may not be co-observable. These control protocols all have a testable sufficient safety
condition that can be used to aid in selecting the proper sensors and actuators. That
is, the sets of locally observable events {¥,1, . .., X,, } and the partition of controllable
events {X.., X4} need to be chosen such that for the M automaton construction the
only state transitions into the dump state are driven by events in ¥.4. It would be
interesting to find a method that minimizes the cost of this sensor/actuator selection.
A simplified but computationally similar version of this selection problem is discussed
in Chapter VL.

The gmdec control protocol is one of the new online protocols and is the result of
combining this new state estimator with the gdec control scheme of [83]. The gmdec
control method generates legal languages at least as large as the gdec controller
when gdec is safe, but under some conditions gmdec produces languages equal to
those generated by the gdec controller. In general, for the gmdec controller, allowing
more events to be labelled as permissive does not imply a larger legal language will
be generated.

Besides gmdec, another control scheme, VLP-GM, is introduced. VLP-GM is an
iterative, greedy algorithm that produces maximal local control protocols. VLP-GM

also has a sufficient safety condition similar to one for gmdec and gdec. The languages
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generated by VLP-GM are in general incomparable with the languages generated by
gmdec or gdec. It remains an open problem to develop sufficient conditions when
a maximal controllable and co-observable sublanguage can be achieved by general
decentralized control and to find sufficient conditions when a control scheme can
generate a maximal controllable and co-observable sublanguage on-line.

To attempt to make up for some of the deficiencies of VLP-GM, the VLP-GM2
algorithm was introduced. The VLP-GM2 algorithm combines parts of gmdec with
VLP-GM to create a “steerable” control algorithm that always performs at least as
well as gdec. VLP-GM2 has many beneficial properties similar to gmdec, but there
are times when gmdec could generate larger languages than VLP-GM2. It remains
an open problem to find when the languages generated by VLP-GM2 are at least as

large as gmdec.



CHAPTER VI

APPROXIMATING MINIMAL CARDINALITY
SENSOR SELECTIONS

6.1 Chapter Overview

This chapter discusses the approximation properties of a minimal cardinality sen-
sor selection that is sufficient for a specification language to be observable with re-
spect to a system. It is assumed that the specification language and system are given
as finite state automata. This sensor selection problem most likely does not have
provably accurate polynomial time solution approximation algorithms. A method
is shown to convert this minimal cardinality sensor selection problem into a type
of directed-graph st-cut problem. Several polynomial time heuristic algorithms are
shown for approximating solutions to this problem. It is then shown how these

methods can be used to solve a similar communicating controller problem.

6.2 Approximation Problems and Discrete-Event Systems

When synthesizing a controller for a system to achieve a specification, a control
engineer may be able to choose the set of sensors used by the controller. In the

framework of supervisory control, a set 3, C X is called a sufficient sensor selection

with respect to G, H and X, if L(H) is observable with respect to £(G), 3, and ...

131
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A sufficient sensor selection is also called an observability set. Therefore, if X, is a
sufficient sensor selection and L(H) is controllable with respect to £(G) and X, then
there exists an admissible controller S such that £(S/G) = L(H). Due to economic
reasons such as the cost of purchasing and installing sensors, the number of sensors
used by a controller should be kept to a minimum as long as the sensor selection is
sufficient. The problem of finding this minimal cardinality sufficient sensor selection

is called the minimal cardinality sensor selection problem.

Problem 1 Minimal Cardinality Sensor Selection: Given G, H and ¥, C %, find
a sufficient sensor selection 3™ such that for any other sufficient sensor selection

Do, [Z5] < [2Z0].

If there were some cost associated with selecting a sensor (as specified by some
cost function cost : ¥ — RT), a generalized version of Problem 1 would be to find
a sufficient sensor selection with minimal cost. Although this chapter exclusively
discusses the cardinality minimization problem, the methods shown here for dealing
with this problem can be easily extended to the sensor cost minimization problem.

A simple example of the sensor selection problem is now shown.

Example 12 Consider the system and specification seen in Figure 6.1. Suppose that
Y. = {a}. There are several sufficient sensor selections for this specification with
respect to the given system: {a},{5,7v}, {7, A\}, {0, A\}. However, {a} is the minimal
cardinality sufficient sensor selection.

Now suppose that the cost of using the sensors is non-uniform, such that
cost(a)) = 7, cost() = 4, cost(y) = 5, cost(\) = 2.

With these sensor costs, the minimal cost sensor selection that makes the specification

observable is {3, \}.
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G:

B A A
OanORBONONOS0
v A A

H:

BB A
OanORNORONO
U ~_7 ~_7 ~_7
0 A A
Figure 6.1: The system G and specification H of Example 12.

Because of the NP-completeness of Problem 1 the minimal cardinality sensor se-
lection can not always be found in a computationally efficient manner [84]. However,
a sufficient sensor selection ¥, may still need to be found reasonably efficiently such
that the cardinality of 3, is as close to |[X7"| as possible. Fortunately, some NP-
complete minimization problems have fairly accurate polynomial time approximation
algorithms [2, 77]. This means sufficient and approximate solutions can be found for
many computationally difficult problems in a reasonable amount of time. However,
not all NP-complete minimization problems are believed to have this property [2, 77].

To better quantify what is meant by an approximation to Problem 1, suppose
P is the set of instances of Problem 1. Let p € P be a specific problem instance
corresponding to the system G, the specification H and a set of controllable events ¥...
Let ™" (p) denote the solution of this problem instance. When an approximation
algorithm A is given an input p, A returns ¥4(p), a sufficient sensor selection with

respect to G, H and Y.. The measure the utility of the approximation ¥7(p) is the
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ratio |X2(p)|/|Xm" (p)| and this ratio should ideally be as small as possible. Problem

1 is said to have r-approximation algorithm if
vp € PS5 (p)/|Z5" (p)] < (6.1)

This r-approximation notation also holds for other approximation problems. For
a deeper discussion of these topics, see [2]. An important subclass of computation

problems in the NP-complete class is the APX problem class formally defined below.

Definition 15 The APX Problem Class: [2] A problem P is in APX if it is NP-
complete and there is some constant v € R, > 1 such that for all problem instances

there exists a polynomial time r-approximate algorithm for P.

6.3 The Complexity of Minimal Cardinality Sensor Selection
Approximations

It is now shown that the minimal cardinality sensor selection problem is not in
APX using the minimal set cover problem. The minimal set covering problem is a
fundamental problem in computer science used to show the computational difficulty
of many other problems. For this problem a set S = {71,...,7,} is given along with
a set of subsets C = {C,...,C,,} C 29 and the problem is to find a set covering
Crin = {Ciy,-..,C;. } € C such that C;, U---UC;, = S and for any other covering
subset C' = {Ck,,...,Cy} C C such that Cy, U---UCy, = S, |Cinin| < [C']. The set
Cinin is called the minimal set covering. It is known that the minimal set covering
problem is NP-complete [18], and this problem is not in APX [2]. This result can be

used to show that minimal cardinality sensor selection problem is also not in APX.

Theorem 20 The minimal cardinality sensor selection problem is not in APX.
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Proof: This theorem is demonstrated using a proof by contradiction. Suppose the
minimal cardinality sensor selection problem is in APX. Then there is an algorithm
A, that when given an instance of the minimal cardinality sensor selection problem,
returns an approximation of the minimal cardinality sensor selection whose cardinal-
ity is within a constant ratio r of the cardinality of the minimal cardinality sensor
selection in polynomial time. It is now shown how algorithm A, can be used to
construct an algorithm A,. that when given an instance of the set cover problem,
returns an approximation of the minimal set cover whose cardinality is within a
constant ratio r of the cardinality of the minimal set cover in polynomial time.

Given an instance of the set cover problem, ie., a set S = {v1,...,7,} and
a set of subsets C = {C1,...,C,} C 25 assume without loss of generality that
CiU---U(C,, = 8. Put an arbitrary ordering on the subsets of S such that C; <
... < C,,. For an element v; let C; = {C4, ..., C’;l} represent the subsets that contain
7. That is, VCf € Ci,v € Cj. Furthermore, assume that C} < ... < C’. Now,
for the sets {Cy,...,C,} construct the automaton G seen in Figure 6.2 where the ith
branch of the initial state represents the ordered list of sets that contain v; and « is
a symbol not already used.

The G automaton can be constructed in polynomial time with respect to the
size of the encoding of the set cover problem, and therefore G also has a polynomial
number of states. Note that the automaton G may be nondeterministic, but it can be
converted to a deterministic automaton accepting the same language by iteratively
merging state transitions with the same label at the same parent node until the
automaton is deterministic. That is, if :cll—JItiQ and xlggl'g such that C’j’? = CJZ- and
To # x3, then merge the states r9 and x3 and remove the x; »C—>§Gx3 transition. Because

the number of states is bounded by a polynomial, this determinization procedure will
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Figure 6.2: The GG automaton used in proof of Theorem 20.

halt in a polynomial amount of time.

Let H be a copy of automaton G with all occurrences of a removed except for
the a at the initial state. Let G be the system automaton, let H the specification
automaton and let X, = {a}.

Suppose there exists a string of events C{Cj...C% such that no events in this
string are observed. Then the system is unobservable because a controller would
not know to disable the a event after C{Cj5 ... Ci occurred. In this case L(H) is
not observable with respect to £(G), ¥. and X, where X, = {C}, ..., C?} and there
exists some event 7; such that for all C¢ € 3,, v; € C9. Therefore {C},...,C?} =’

does not form set cover for S.
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Similarly, if every string of events CiC%. .. C’;Z contains at least one event that
is observed, then a controller would always know to disable a after the string of
events C{Cj ... C5 occurs. Therefore, for every event 7;, there must be an event in
CiCs...C3 that is observable. Hence, if £L(H) is observable with respect to £(G),
¥, and ¥, where X, = {C!, ... CP}, then {C},... C?P} = (' forms a set cover for
S. This is because for any ~;, there exists a C? such that v; € C4.

Then, for the given construction of G' and H, a set of events ¥, € 2* is a sufficient
sensor selection with respect to GG, H and X if and only if the corresponding set C’ is
a set cover for S. Furthermore, the cardinality of the minimal sensor selection is equal
to the cardinality of the corresponding minimal set cover. Therefore, |7 | = |Cppinl-

Suppose algorithm A, is run with the construction of G, H and X, and the
observability set Y/ is returned. It is known that |X/|/|XZ™"| < r because of the
assumption on A,. The set ¥/ can then be used to calculate a set C' using the
construction above such that |C'|/|Cpin| < 7. The problem instance G, H and X,
can be constructed in polynomial time and it was assumed the algorithm A, can be
run in polynomial time. This implies there exists a polynomial time algorithm to find
an approximation to the minimal set cover such that the ratio of the cardinality of the
approximation to the cardinality of the minimal set cover is bound by a constant r.
This implies by definition that the minimal set cover problem is in APX, which forms
a contradiction. Therefore, there does not exist an algorithm 4, that when given
an instance of the minimal cardinality sensor selection problem, returns a set whose
cardinality is within a constant ratio r of the cardinality of the minimal cardinality
sensor selection in polynomial time unless P=NP. Finally, the minimal cardinality

sensor selection problem is not in APX. [
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This theorem shows that the minimal cardinality sensor selection problem is
difficult to approximate in a time efficient manner. It was also shown in [33] that
the sensor selection problem admits no 9log!~In approximation for any € > 0 unless
NP C DTIM E(nPY108 ) Tt follows from this result that if solutions to the sensor
selection problem can be found with better than a 9log! =9 "-approximation, then a
method has been found for solving NP-complete problems in quasi-polynomial time.
This lower bound on the ability to approximate minimal sensor selections is generally
considered to be a very poor lower bound in the computer science community because
as € approaches 0, then 9log!!~In approaches n. However, because of the fundamental
importance of this problem, usable methods need to be developed to approximate
the minimal cardinality sensor selections. This prompts the algorithms presented in
the rest of this chapter for approximating solutions to the minimal cardinality sensor

selection problem.

6.4 A Randomized Descent Approximation Algorithm

A randomized descent algorithm for approximating minimal cardinality sensor
selections is now shown. Consider the set of system events ¥ and its power set 2.
The process of finding the minimum cardinality sufficient sensor selection 7" C 37 is
effectively a search over the power set of 3, 2%. An interesting property of observable
systems is that for any set of observable events 3, C 3 such that £(H) is observable
with respect to L(G), ¥, and X, then for any ¥/ such that ¥, C ¥/ C 3, L(H) is
observable with respect to £(G), ¥/ and ¥, and |X,| < |¥/|. That is, all supersets
of sufficient sensor selections are also sufficient sensor selections.

Given a set of events X, such that £(H) is observable with respect to L(G), %,

and Y., it may be possible that there does not exist an event o € ¥, such that L(H)
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is observable with respect to £(G), £, \ {¢} and X.. In this case 3, is called a locally
minimal sufficient sensor selection. For a given system there may possibly be many
locally minimal sufficient sensor selections, but these locally minimal sufficient sensor
selections may not all be minimal cardinality sufficient sensor selections. Consider

the following example.

Example 13 Recall the system in Example 12. For this system and specification,
Yo =4{B,7} is a sufficient sensor selection if . = {a} and it is locally minimal, but

the minimal cardinality sensor selection is ¥, = {a} if ¥. = {a}.

Consider how the power set 2% forms a lattice with respect to the partial ordering
of the subsets of ¥. It is assumed that £(H) is never observable with respect to L(G),
() and X, (i.e. the trivial case). Let n = |X|. Therefore, for every path on the lattice
formed by 2* from X D ¥; D --- D ¥, D 0, there is a boundary observability set ¥;
such that for any ) O 3;, L(H) is observable with respect to £(G), 3} and ¥. and
for any ¥, C 3,11, L(H) is not observable with respect to £(G), X7, and X..

Therefore, for the sets of all paths ¥ 2 X; D --- D X, D 0 in the lattice
formed by 2%, the set of boundary sets of these paths forms a frontier between the
sets of events that make the system observable and the sets of events that make
the system unobservable. The minimum cost observability set is somewhere on this
boundary. Note that not all members of this set of boundaries are locally minimal

sensor selections.

Example 14 Figure 6.3 shows that lattice constructed for the system and specifica-
tion of Example 12. All of the sensor selections above the dotted line are sufficient,

but all of the sensor selections below the line are deficient.
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Figure 6.3: The sensor selection lattice of Example 14.

Finding a locally minimal sensor selection for a system is fairly easy. This could be
done by initializing the set of observable events to be X, and events could iteratively
be removed from the observability set until no more events could be removed without
the system becoming unobservable. This is exactly what is done in the following

randomized algorithm.

Algorithm 7 Randomized Local Minima Search Algorithm (RanLocMin):
Input: G, H, X..
Diest < 2]
Yo &= X
Repeat:

{

Randomly remove o € Yot from Yiesr and X,.

If L(G) is not observable w.r.t. L(H), ¥, and X,, return o to ¥,.
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}
Until Ztest = @

Return: 3,.

Starting with an observability set X, the algorithm randomly chooses an observed
event o and tries making it unobservable. It is assumed that the events have a uni-
form probability of being chosen on any iteration of the algorithm. If after removing
o the system is no longer observable, then ¢ needs to be observed no matter what
other events are removed. This is because if 3., is not an observability set, then any
¥! C 3, can not be an observability set. If after removing o the system is still ob-
servable, then ¢ is permanently removed from the observability set. This algorithm
is iterated until no events can be removed from the observability set. Because no
events can be removed from the returned observability set without violating system
observability, that observability set is a local minimum.

Suppose Algorithm 7 finds the global minimum with probability p, which may
be quite low, but it would be desired to find the global minimum with probability
r € (p,1). The probability of finding the global minimum using Algorithm 7 could

be boosted through iteration as in Algorithm 8 below.

Algorithm 8 Iterated Randomized Minima Search Algorithm (ItRanMin):
Input: G, H, X..
Yo 2
Repeat k times:
{
Y; < RanLocMin(G, H,X.)

Zf ‘Ef| < |20’, then ¥, < Ef
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}

Return: X,.

Algorithm 8 makes k calls to Algorithm 7 and hence takes k times as long as
Algorithm 7. This prompts the question of what value of k should be chosen such
that a global minima is found with probability at least r using Algorithm 87 It
would be helpful to have k as small as possible such that a minimal cardinality
sensor selection is found with high probability.

If Algorithm 7 finds a global minimum with probability p, this algorithm does not
find a global minimum with probability (1 —p). Hence, over the k trials of Algorithm
8, the probability that a global minimum is not found is (1 — p)*. It is well known
that (1 — p)¥ < exp(—pk) based on the convex analysis that exp(—z) — 1 +x >
0 Va € [0,00). So, if it is desired that the iterated randomized local minima search
algorithm returns a non-global minima with probability at most (1 — p)* < (1 —7),
then k needs to be found such that exp(—pk) = (1 —r), or k = ln(“;”).

Unfortunately, p may be very small in the worst case. Consider the situation
when |X| = n and n is even. As with the system in Figure 6.3, for all ¥, C 3 such
that |X,| > n/2, ¥, is a sufficient sensor selection and no other sensor selections are
sufficient except for exactly one subset, ™" C ¥ where |[X7"| = n — 1. Therefore,
for this example, during the operation of Algorithm 7, any set ¥, C X such that
|Xa] = n/2 can be selected as a sensor selection by this algorithm.

Notice that for this example there are exactly (n/2 + 1) sets ¥/ C ¥ such that

ymin < 3 and |X)| = n/2. Therefore, a set X! as discussed above has probability

n/2+1
(2)

Also notice due to the construction of Algorithm 7, for this example if during

of being used as a sensor selection in Algorithm 7.

the operation of Algorithm 7 one of these sets X! is selected as a sensor selection,
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then Algorithm 7 will necessarily return X7 upon termination. Furthermore, if

Algorithm 7 does not choose one of these sets X! as a sensor selection, then Algorithm

n/2+1

(n72)

7 will not return ™" upon termination. This means that 27" has probability
of being chosen for this example by Algorithm 7.

Therefore, for this construction, the probability that ™" is found by the ran-

n/2+1

(n72)

domized local minimum search algorithm is . Therefore, for n reasonably large:

n/2+1
p = /n
n 2)
< N
B (nn2)
B n
" (i)
(n/2)!(n/2)!
B n
- n—1 n—i n/2+1
”(n_/2"'(n/2+1)—i"' 2 >
B n/2 (n/2+1)—1 2
- \n—-1 n—i n/2+1

VIRES

Therefore, p is exponential in —n in the worst case and therefore in the worst case,
k would have to be exponentially large in order to obtain an arbitrarily high proba-
bility of finding a minimum cardinality sensor selection with Algorithm 8. However,
worst-case scenarios are rather unusual and this algorithm helps us gain insight into
the problem. The more iterations that are taken in Algorithm 8 the closer of an ap-
proximation is obtained of the global minimum. In the hypothetical example above
with the nearly flat frontier, a very close approximation to the global minimum is

obtained after one iteration of the randomized search algorithm.
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6.5 The Graph Cutting Problem

Observability can be tested using a method similar to the M construction seen
in Appendix A. This method was originally outlined for the case of observability
in [74] (without explicitly giving the M automaton construction), but a modified
version is shown below that can be used to convert sensor selection problems into a
special type of graph cutting problem called an “edge colored directed-graph st-cut
problem”.

For this edge colored directed-graph st-cut problem, assume an edge-colored di-
rected graph D = (V, A,C') where V is a set of vertices, A C V x V are directed
edges and C' = {cy,...,¢,} is the set of colors. Each edge is assigned a color in C.
The directed graph in Figure 6.4 is an example of an edge colored directed graph

where the edges are assigned colors {«, (3, ~, lambda}.

Figure 6.4: An example of an edge colored directed graph.

Let A; be the edges having color ¢;. Given I C C, let A; = U,,esA;. For two
nodes s,t € V such that there is a path of directed edges from s to ¢, then [ is a
colored st-cut if (V, (A \ Ar),C) has no path from s to t. As seen in Figure 6.5,
I ={p,~} is a colored st-cut for the graph in Figure 6.4.

The minimal colored cut problem for edge colored directed graphs can now be
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Figure 6.5: The colored cut I = {/3,~} for the graph in Figure 6.4.

defined.

Problem 2 Minimal Colored Cut: For an edge colored directed graph D = (V, A, C)
and two vertices, s,t € V, find a colored st-cut I™" C C such that for any other

colored st-cut I C C, |[I™"] < |1|.

It is now shown how to convert an instance of a colored cut problem into an
instance of a sensor selection problem. Suppose an edge colored directed graph

D = (V,A,C) and two vertices s,t are given. A system G, specification H and

controllable event set ¥ are now constructed from D. For the colors C' = {c1, ..., ¢},
let the event set ¥ include a corresponding set of events {01, ..., 0,}. such that color
¢; is paired with event o;. Let v be another event and define ¥ = {oy,...,0,,7}.

Also define X¢ =V U {s',s”,t'} where §',s",t" are states not in V. Let 2§ = s. To
define the state transition function, let vy, vo be any vertices except s. If (v1,v2) € A;,
then v1 75 quy. If (5,v9) € A;, then s75qus and 8”75 quy. If (vy, 8) € A;, then v 75 gs”.
For simplicity it is assumed that (s,s) € A. Also, transitions are added such that

srbas’ and trsgt’. Let H be a copy of G except that 67(t,7) is undefined. Let

Ec - {ry}
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An example of such a system construction for converting a directed graph D to

a system and specification G and H is given in Figure 6.6.

G: ‘° ) H: ‘° )

Figure 6.6: A directed graph D and the systems G and H constructed from it.

In the system above, v must be enabled at s and be disabled at t. There is
a control conflict if there is a path in G from s to ¢ where no event is observed.
Therefore, as system behavior progresses, if any event is observed, then ~ can be
disabled. Hence, a set of colors I = {c,,...,c,} is a colored cut for D if and only if
selecting the sensors {o,,...,0,} corresponding to I makes the system observable.
Therefore any approximation algorithm for the sensor selection problem can also be
used with the same absolute effectiveness for the colored cut problem.

The converse construction is now shown to convert an instance of Problem 1 to an
instance of Problem 2. Suppose H = (X 2l ¥ 6%), G = (X%, 2§,%,09), ¥, and
Y. are given and it is desired to test if £L(H) is observable with respect to L(G), %,

and Y.. This is done by constructing an automaton My, (XM=, :E(/)ME", YMzo §Mso)
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that is a modification of M automaton method for testing observability and co-
observability in [67, 74]. The My, automaton is effectively a nondeterministic sim-
ulation of estimates an observer may make of unobservable system behavior with
respect to a specification based on imperfect predictions of occurrences of unobserv-
able events (X \ X,) in the system.

Let ¥’ be a copy of the event set ¥ where for every event o € 3, there is a
corresponding event ¢’ € ¥’. The following are then defined, XM= := X x XH x
XCU{d}a)™ = (a8, 2l 2§)and M= =T U Y.

Suppose a string of events s has been simulated to occur in the system G by My,
and the simulation is at state (z1, 79, 23) € XM=, State w3 represents the true state
of the system G and x, represents the corresponding state of the specification H after
s has occurred. States zo and x3 always update simultaneously. However, as was
stated above, the observer attempts to predict the occurrence of system events and
the state x; represents the observer’s estimate of the possible state of the specification
based on imperfect predictions of the simulated system behavior s.

Furthermore, at state (x1, o, z3) of the simulation, if an event o is correctly pre-
dicted by the observer in the simulation, there is a transition from (x1, 22, x3) labelled
by o where all of the component states of (21,2, z3) update on the occurrence of o
according to the transition rules of H, H and G respectively. A correct prediction
may occur for either observable or unobservable events.

However, if an event ¢ occurs in the system that is not predicted correctly by the
observer in the simulation, there is a transition from (zy, zo, x3) labelled by ¢’ where
the xo, 3 component states of (1, g, x3) update on the occurrence of o according to
the transition rules of H and G respectively. Similarly, if an event o does not occur

in the system but is incorrectly predicted to occur by the observer in the simulation,
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there is a transition from (xy, 9, x3) labelled by ¢’ where the x; component state
of (z1,x9,x3) updates on the occurrence of o according to the transition rules of
H. Therefore, the My, simulation is nondeterministic in that unobservable event
occurrences cannot be perfectly predicted. In correct predictions only occur for
unobservable events.

If the My, simulation ever reaches a composed state where the observer believes
the occurrence of a controllable event is allowed by the specification due to the
properties of state x1, but in reality it is not due to s, yet still possible due to x3,
then there is a control conflict. This possibility is captured by the () condition such
that if the simulation could reach a state (z1,zs,x3) where (%) holds, then illegal
controllable behavior could occur in the system without an observer being able to
resolve the control conflict.

6 (z1,0) is defined if o € 3,

6 (z9,0) is not defined (%)

6% (z3,0) is defined
Vs
The nondeterministic transition relation §* is now more formally defined as fol-

lows.

For o ¢ ¥, and its ¥’ equivalent, o,

Mo (21, 29, 23), 07) =
(08 (x1,0), 29, 23)
(21,0% (29,0),0%(x3,0))
For o € 3,
Mo (21, 29, 23), 0) =
(67 (21, 0), 6% (x9,0),0%(x3,0))

d if (x)
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For 0 € %, 6= (d,0) is undefined. The My, automaton here is modified from
the original in [74] in that X’ transitions replace some X transitions. These o’ €
Y transitions correspond to transitions that would not exist if o € 3\ X, were
to be made observable. The My, automaton construction prompts the following

proposition which follows from the results in [74].

Proposition 8 The state d is reachable in My, if and only if L(H) is observable

with respect to L(G), X, and X..

An example is now given of an My, automaton construction.

Example 15 Recall the system and specification shown in Fxample 12. The My
automaton constructed for this system and specification with ¥. = {alpha} can be

seen 1n Figure 6.7.

In the My, simulation, a transition labelled by an event in X occurs if an event
occurrence in H and G is correctly predicted by the observer even if the event is not
observable, and a transition labelled by an event in ¥’ occurs if the prediction is not
correct. Therefore, if a My, automaton is constructed and a previously unobservable
event o is made observable, My, s could be constructed from My, by cutting all

o’ transitions, and corresponding to the o event.

Lemma 9 The automaton My, can be constructed from My by iteratively cutting

X! labelled transitions in My.

Proof: This lemma is shown by a proof by induction on the cardinality of X,.
Base: Suppose X, = (). This case is trivial as My, = M.
Induction hypothesis: For |3,| = n, the My, automaton can be constructed from

My by iteratively cutting X! labelled transitions in My.



150

R ﬁ

GG

,y/’)\/ /7A/
/ / /
510 @ﬁﬁ

Figure 6.7: The My machine constructed from G and H of Example 12.

Induction step: Let |X,| = n. From the induction hypothesis it is known that
the My, automaton can be constructed from My by iteratively cutting X! labelled
transitions in M.

Let o be some event in ¥\ X,. From the construction of My, and M s, (s}, the
only difference in the transition structure of these two automata is that transitions
labelled by ¢’ are absent in Mx, u(s}). Therefore the M u(}) automaton can be
constructed from My, by cutting all ¢’ labelled transitions in My, . Hence, the
M(3,0{0}) automaton can be constructed from My by iteratively cutting X U {0’}

labelled transitions in My. ]

Lemma 9 shows that the sensor selection problem is really a type of colored cut

problem. Suppose the automaton My is considered to be a colored directed graph



151

as introduced above such that the transition labels are defined to be edge colors. A
colored xéw‘” d-cut for My where only ¥/ transitions are cut corresponds to a sufficient

sensor selection for observability to hold. This prompts the following theorem.

Theorem 21 L(H) is observable with respect to L(G), ¥, and . if and only if

Y C Y is a colored x) " d-cut for M.

Proof: This proof is demonstrated in two parts. Suppose that £(H) is observable
with respect to £(G), ¥, and X.. Therefore d is not reachable in My, . From Lemma
9 the automaton My, can be constructed from My by iteratively cutting X/ labelled
transitions in My. Hence, 3 is a colored xévl”d—cut in My.

Now suppose that L(H) is not observable with respect to £(G), ¥, and X..
Therefore d is reachable in My, . From Lemma 9 the automaton My, can be con-
structed from My by iteratively cutting X! labelled transitions in My. Hence, 3/ is

a not a colored z,""d-cut in My. [

The My cut problem is not in the same form as in Problem 2 as > labelled
transitions will never be cut in the My automaton of Theorem 21 by making events
observable. To counter this difference, the following construction is used which per-
forms a form of state condensation and hides the ¥ transitions in M.

To start, construct My, from H, G, ¥, and X,. Define:
XMso — {yMEOEIt € ¥* such that M rLMEOyMEO} :

Notice the z subscript on X2, The set X2 represents all states that could be
reached from x™=o in My, if only X transitions were allowed. These are the same
transitions in My, that could not be cut by making more events observable. Due to
this, the states in X2 would be reachable from M=o according to the transition

rules of My, no matter what events are made observable.
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With this in mind, the following nondeterministic automaton My, is constructed
from My, such that if there is two states 2%, y™=o and some string of transi-

tions labelled by so’ € 3*¥' such that according to the transition rules of My, ,

xMZofﬁ;MEoyMzo, then according to the transition rules of /\;lgo, Mo ’U_,)MZOQMEO'
This construction effectively condenses all My, states reachable by X transitions.
However, it is assumed that d ¢ XQ\DAEO. Let My, = (XMEo,thEO,EMEO,éMEo),
where XMso .= XH x XH x XC¢ U {d},xé\hz" = (zH 28 2§) and LMz = ¥,

The transition relation 6% is defined as follows. Suppose there exists three
states Mo yMso M2 ¢ XM and ¢ € ¥ such that if zM € X;;MZ" and

Ms, 7 M
z EO’_)MEO?/ Zo

Y

. M
50 (M50 ) yMeo i d g X,
o l‘ 07 O- —

d if d e X,

An example is now given of an My, automaton construction.

Example 16 Recall the system and specification shown in Example 12 and the re-
sulting Ms, automaton seen in Figure 6.7. The corresponding M@ automaton con-

structed for this system and specification with ¥. = {alpha} can be seen in Figure

6.8.

The j\;lgo automaton is really a colored directed graph where states are vertices,
transitions are directed edges and the transition labels are the colors. This prompts

one of the main results of this chapter.

Theorem 22 Given an My automaton constructed from H, G, . and 0 as the set
of observable events, L(H) is observable with respect to L(G), X, and . if and only

if X 18 a colored :L"OM@d—cut in the colored directed graph M.
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Figure 6.8: The My machine constructed from G and H of Example 12.

Proof: It has already been shown that £(H) is observable with respect to L(G),
¥, and X, if and only if > is a colored a:(/)w‘”d—cut in the colored directed graph M.
Therefore it is sufficient to show that X, is a colored xé\;l@ d-cut in the colored directed
graph My if and only if ¥! is a colored :Eéw‘”d—cut in the colored directed graph M.

Define a natural projection operation P’ : YUY’ — ¥'. Also define the translation
operator ¥ : ¥/ — X such that ¥(c') = o. Both of these functions are extended in
the usual manner to be defined over strings. Also define the function P : YUY — %
that is the composition of P'(-) and U(-), i.e., P(¢) = ¥(P'(0)). These functions
also have the normally defined inverse operations.

First, suppose that ¥/ is not a colored xé\/l”d-cut in the colored directed graph
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My. Then there exists a string of transitions labelled by s € (X U X')* such that
xé\/l“’»ide. Due to the construction of My, xof\;l‘”%)/\;l@d.

Now suppose that >/ is not a colored xé\hwd—cut in the colored directed graph M@.
Then there exists a string of transitions labelled by s € ¥* such that x(j)\;l”ri M@d' Due

to the construction of M@, there exists some string t € ]5_1(5) such that :U(/)V[‘Z’ILM@d.

With the shown conversions between the graph cutting problem and the sensor
selection problem any methods developed to calculate approximate solutions to one
problem can be used to calculate approximate solutions to the other problem.

Due the construction of the My, automaton, it should be apparent that |XM| <
| XY % | X2 + 1. Furthermore, at each state x5! € X!, the number of state
transitions is at most three times the maximum number of output state transitions
in any state of G or H. If EY is the set of state transitions in G and E is the
number of state transitions in H, let e = max{|EY|,|E*|}. Therefore My, can be
constructed in time and space in O(e * | X¢| * | X#|?) using standard breadth-first
digraph construction algorithms. Therefore, because reachability can be tested in
polynomial time, the observability of £(H) with respect to £(G), ¥, and X, can be

tested in polynomial time [74].

6.6 A Deterministic Greedy Graph Cutting Method

An algorithm is now shown for approximating the solution to the minimal sensor
selection problem. This algorithm is based on the My construction seen above for a
system G, a specification H and a set of controllable events .. After constructing
My, events are made observable in order to cut all paths from a:on to d in M.

A utility function is now used to decide which events to make observable deter-
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mining the relative desirability of cutting a set of transitions associated with an event
in M@. Starting with a trim version of My, suppose in this automaton it is desirable
to find the “probability” P(c, M) that a “randomly” selected path from xé\;{@ to d
contains an edge labelled by ¢. The term “probability” and “randomly” are used
in a loose and intuitive manner in order to develop an understanding for the solu-
tion method for this problem while avoiding the explicit definition of a probability
distribution function at this time. Naturally it would be desirable to cut transitions
associated with events that have the highest probability of occurrence as specified
by P(o, M@) If an event has a high probability of occurring on a run of the Mj
automaton leading to the d state, then it is desirable to observe occurrences of that
event as observing that event would cut the “most” paths to the d state in My that

should be avoided. This prompts the following greedy approximation algorithm.

Algorithm 9 Deterministic Greedy Approximation Algorithm (DetGrAprx)
Input: G = (X% %,6% 25), H= (X" 2 61 2l ¥.C¥;
Yo 0;
1 1,
Construct M, ;
./\;lgo — Trim(Ms,);
While L,,(ME ) # 0;
{
0; < arg MaXyex\s, (77 <a, /\?150»,
pi — P <0i,/\;l§0>,'

EO — Zo U {O’i},'
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Construct My, ;
]\;l:go — Trim(Msg,);
}

Return %,;

The relative probabilities {p1,. .., pr} associated with the events {oy,...,01} as
the events are selected are stored for later analysis of the accuracy of the found
approximation |Y,|. It now needs to be shown how P (0, /\;lgo> is calculated. This
is done by converting /\;lgo into a stochastic automaton. At each state r € X /\?@D’
suppose there are x, output transitions. Note that there may be multiple transitions
with the same label. Assign the probability é to each output transition of . That
probability assignment models that all the output transitions of a state have the same
probability of being followed. Therefore, using standard methods from stochastic

systems theory [25], P(o, ./\;lgo) denotes the probability that a random walk in the

: . ~ . . . . . ME
stochastic version of Mgo with uniform probability assignments starting at z, ~°,

traverses a ¢ transition on its way to d. It should be noted that this probability can
be computed in polynomial time using standard methods [25].

Algorithm 9 iteratively chooses events with the highest probability of occurrence
in /\;lgo over the sets of all xé\;@"d paths, adds that event to X, and removes all
transitions associated with that event. The /\;lgo automaton is trimmed as events
are made observable until there is no path from the initial state to the marked state
d. Therefore, as 3, is updated, the next /\;l:go can be calculated in polynomial time.
Algorithm 9 runs in polynomial time with respect to the size of the encodings of G
and H and the algorithm iterates at most k£ < |X| times.

The deterministic greedy algorithm is now analyzed to obtain a bound on the

ratio of the cardinality of the sensor selection ¥, returned by Algorithm 9 to the
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cardinality of the minimal observability set. This analysis relies on the {p1,..., px}
probabilities saved during the operation of Algorithm 9. The set 3™ denotes the
minimum cardinality observability set that could be chosen at iteration ¢ given that

events in ¢ are already selected to be observed. Naturally, ¥2in = ymin,

Lemma 10 In Algorithm 9, on the ith iteration,
1
P <0i7 MZ@)

Proof: Let X" = {4} ... 4/}, Also, for v/, ML, j € {1,... Kk}, let values of

<z

1 e (0, P (75 , ./\;lzé ﬂ be chosen such that 251:1 ozf = 1. Because Algorithm 9 is a
greedy algorithm, o; has the highest probability of any event not previously chosen

for observation on round i, i.e.,

vj e {1 kit (P (o0 Msy) 2 P (7, Msy) )

. 1 1

= Vje{l,... Kk} > (%MEZ) < 77(75,/\;123,)
. 1 1

= Vje{l,... k} P(Ui,/\;lgg) Sa_{

= Vje{l,... k} O‘—g<1

P(O’i,/\;lz;g) B

k; j ki

= 1

=1 P (017 Mzz) j=1

= of < [smin|
oo )Z
1 .
S
P <O’i,./\/l2§‘)>
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Lemma 10 can now be used to show the following result on the closeness of the

cost of the approximation to the minimum cost observability set.

Theorem 23 For the observability set 2, returned by Algorithm 9 and the minimum
sensor selection Y™,

2o
1|

< :
S| = Zp

where {p1,...pr} are the iterative probabilities stored during the operation of Algo-

rithm 9.

Proof: It has already been shown in Lemma 10 that:

1 . . -
< = 1< [P (0, My )
P (U,Mgg)

= 1< 50" p;
2o .
=[S < m
=1
2ol
b
s B
o =1

Because of Theorem 23, a bound on the closeness of the approximation returned
by Algorithm 9 can be calculated. Unfortunately Zle p; can be on the order of n—e
in the worst case where n is the number of system events and € is some constant
greater than 0. A lower bound on the closeness of the bound on the approximation

ratio shown in Theorem 23 is now shown.

Theorem 24 From a set {pi,...,pr} calculated from a running of Algorithm 9,

k
Z pi > Hy,
i1

where Hy is the sum of the harmonic series k=1, (k— 1)1, ... 1.
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Proof: Suppose the events chosen to be observable by Algorithm 9, the events in X,

are chosen in the order oy,...,0,. In the automaton Mzé , the transition labelled

My
by o; has probability p; of occurring on a random path from z, ~° to d. Before the

event o; is chosen, there are k — i+ 1 events left to be chosen in the set {o;,...,0%}.

My . ~ . ..
All unique paths from z, *° to d in My must contain at least one state transition
with a label in {0y, ..., 04}

Therefore,

k

ZP(UﬁMEg) 2 1.

j=i

My
Because o; has the highest probability of occurring on a path from z, ~ to d in

Mzga
> Ploj, Ms) N 1
e R

1 1 1

= >3
PILED Doy
i=k i=k
k

= ZPiZHk-
i=1

Although Theorem 24 puts a lower bound on the guarantee of the approxima-
tion ratio show in Theorem 23, it is not implied that Algorithm 9 cannot have an

approximation ratio better than Hy.
6.6.1 A Randomized Greedy Algorithm
A randomized greedy minimal sensor selection algorithm is now given that com-

bines elements of Algorithms 7 and 9. As with Algorithm 7, this new algorithm ran-

domly enables events to be made observable, but uses the utility function P(o, ./\;tzo)
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to weight the probability distribution of a sensor being selected. Therefore, an event
with a relatively high probability of occurring over the set of all paths to d in /\;lgo
will have a higher probability of being added to the observable events when sensors

are being selected.

Algorithm 10 Randomized Weighted Observability Set Search Algorithm (Ran-
WObs):
Input: G = (X% %,89 2§), H=(X",%, 6% 2l1), ¥, C X

Yo — 0;

Construct My, from G, H, . and ,;

i 1;

ME, — Trim(ME,);

While L.,(ME ) # 0;

{

For allo € ¥\ %,

{
P(U’Mgo) .
Yoemz, (POWME, )’

Pr(o) «
}
Randomly select o; € ¥\ 3, according to probability distribution Pr(o);
k «—i;
Remowve o; labelled transitions in /\;lgo ;
Yo — X, U{oi};
1—1+1;
WA, o Trim (VL)
}

Return 3,;
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Algorithm 10 can be iterated multiple times using a method similar to that in
Algorithm 8 to obtain multiple approximations to the minimum cost observability
set. Unlike the deterministic approximation algorithm, Algorithm 9, Algorithm 10

may not always return the same approximation.

6.7 Integer and Linear Programming Methods

Another approach to approximating the minimal sensor selection is to use integer
programming based methods. This section discusses how to convert the minimal
cost sensor selection problem to an integer programming problem. First the integer

programming problem is introduced.

Problem 3 The Integer Programming Problem: Given a z element row vector C,
ay X z matriz A and a y element column vector B, find a z element column vector

7 € {0,1}* that minimizes CT subject to AT > B.

The integer programming problem is known to be NP-complete, but there is a
vast literature on efficiently calculating approximate solutions to this problem as
outlined in [49, 77]. Once the sensor selection problem is in the form of an integer
programming problem, these already developed methods can be used to find solutions

to the sensor selection problem.

6.7.1 Problem Conversion

It is now shown how to convert the sensor selection problem to an integer pro-
gramming problem. Suppose a system automaton G, a specification automaton H
and a set of controllable events ¥, are given. From this the automaton My and
.A;lzo can be constructed for some Y, C ¥. Note that for the sets of reachable states,

XMzo C XMo, That is, some reachable states in My may not be reachable in ./\;lzo.
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To convert a sensor selection problem to an integer programming problem, the
events in ¥ and states in XM are be treated as binary variables. The events in
the set 3, C ¥ are all assigned 1, 0 is assigned to all events in ¥ \ X,, and for all

0

states z € XM such that z is reachable from 2" according to the transition rules

of My, , then 2 = 1. Note that w0 = wé\hz".

To express the validity of variable assignments as a set of inequalities, suppose
that in My there is an event o;, € ¥ and two states z;,,z;, € XMo such that
xZQUr—l> N Tis- Therefore, using the variable assignments described above, this transi-
tion can be written as an inequality z;, > x;, — 0;,. This represents the property for
the automaton My, , if z;, is reachable in My, and there is a transition caused by
an unobserved event o;, that leads to z;,, then x;, should also be reachable. This
inequality can be manipulated so that z;, — x;, + 0;, > 0.

Therefore, if all of the state transitions in My are expressed as integer inequalities

and the initial state xé\/l“’

is constrained to be reachable (that is, assigned to be 1),
then the problem is to find the minimal cardinality set of events assigned to be
observable (that is, assigned to be 1) such that the d state does not have to be

assigned 1. This set of conditions can now be converted into an integer programming

problem. Let a vector # be defined such that if ¥ = {oy,...,04} and XMo =
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{xOMIIa s 7xn—17d}:

01

O

Zo

81
Il

T

Tn—1

Therefore, z = k + n.
The row vector C can be a z element constant vector such that for all ¢ &€

{1,...,k}, the ith entry of C is 1 and all other entries of C' are 0.

C=|1.-.- 100 --- 00

Therefore, minimizing C'Z is equivalent to minimizing the cardinality of a sensor
selection.
For the constraint matrices, suppose there are e transitions in My. Let y = e+ 2.

Therefore, let B be a column vector of (e + 1) 0’s and a 1 at the row corresponding
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to :USM‘”.
0
0
B=11
0
0

With the constraint matrix A below, the element assigned 1 in the B vector ensures
that the initial state is forced to be reachable and the last 0 element ensures that
the dump state is constrained to not be reachable.

The constraint matrix A is a y X z matrix and encodes the state reachability
conditions depending on the observability of events. Let the transitions be ordered
from 1 to e, such that transition [ is from the [oth state to the I[3th state on the
occurrence of the lyth event. Then, entry (I,[;) is assigned to be 1, entry (I, (k +(3))
is assigned to be 1 and entry (I, (k + l2)) is assigned to be —1. All entries of A not
corresponding to a transition are assigned 0. This ensures the constraint equation
AZ > B satisfies that for all transitions, x;, —x;, +0;, > 0. The bottom two rows of A
is all zeros, except for the (y, z) element which is assigned to be —1, and (y —1,1 x,)

To

» state.

is assigned to be 1, if lw s, represents the row of Z corresponding to the a:f)\;l
0
This constrains the d state to not be reachable and the initial state to be reachable.
That is, the xé% >1and —d > 0, so that d < 0.
Using this formulation of A, B, C' and Z, the sensor selection problem is now in

the form of an integer programming problem such that C'z is minimized as long as

Ar > B.
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As a simple example of how to convert a graph cutting problem into an integer

programming problem, consider the My automaton seen in Figure 6.9.

Figure 6.9: An example of a My automaton.

It is assumed that the system events have uniform cost of being observed. There-

fore,

1
Il
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6.8 Applications to Minimal Communication Decentralized
Control

An approximation problem for communicating decentralized control systems is
now investigated where several controllers make local observations of a system and
enforce local control actions that are combined globally using an intersection opera-
tion. That is, if an event is disabled by any one controller, then it is disabled by all
controllers. It is assumed that the controllers communicate such that the occurrence
of a subset of the system events observed by the controllers are communicated to the
other controllers, and the problem is to find the minimal cardinality set of events
that need to be communicated in order to solve a control task. This is a special case
of the communicating controller open problem discussed in [75]. The computational
methods developed for the centralized control problem discussed in the sections above
can be intuitively applied to the communicating controller problem discussed here.
This sections investigates two controller systems, but the results presented can be
generalized to n controller systems.

For this problem a system GG and a specification H are given with sets of events
Y1, 2o locally controlled by the controllers and events X,;, Y, locally observed
by the controllers. Suppose that £(H) is not co-observable with respect to L(G),
Y1, 22 and X1, Y. Therefore there does not exist a pair of controllers Si, Sy such
that £(S1 A Sy/G) = L(H).

However, it may be possible that controller 1 might be able to communicate its
observations of a subset of the locally observable events ¥,5 C ¥,; to controller 2
and controller 2 might be able to communicate its observations of a subset of the
locally observable events ¥,9; C Y55 to controller 1 such that £(H) would then be co-

observable with respect to L(G), (X1 U Xp21) , (Zp2 U Xp12) and Xoq, Xeo. Then, if the
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occurrence of all ¥ ,9; events are communicated to controller 1 and the occurrence of
all ¥,12 events are communicated to controller 2, there would exists communicating
controllers Sy, Sy such that £(S; A S2/G) = L(H).

Using this intuition, the sets of communicated events .19, X501 are called suffi-
cient if L(H) is co-observable with respect to L(G), (X1 U Xp21), (X2 U Xp12) and
Y1, Xe2. As above in this chapter, it is generally assumed that L(H) is controllable.

This prompts the following communication minimization problem definition.

Problem 4 Minimal Cardinality Communication Selection: Given a system G, a
specification H and controllable events .1, C X, find a sufficient communica-

tion selection X019, Y08 such that for any other sufficient communication selection

Z]0127 20217
S| | B < Sora] + [ Doz -

It is assumed that £(H) is always co-observable with respect to the system £(G),
the observed events with full communication (X,; U X,2), (X, UX,2) and the con-
trollable events Y., .. If this does not hold, then there are no solutions to the
communicating controller problem. It is now shown how to convert Problem 4 into

a type of graph cutting problem.

6.8.1 Graph Cutting for Communication Selection

Problem 4 is a modification of Problem 1 and there exists a similar /\;1201272021
construction for converting the communication selection problem to a type of graph
cutting problem. Consider the following construction for the two controller case that
can be extended for the n controller case.

The My, ,,5,,, automaton is effectively a nondeterministic simulation of a pair

of observers predicting unobservable system behavior with respect to a specification
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and the communicated events Y12, Xy01. These estimates are based on imperfect
predictions of occurrences of locally unobservable and uncommunicated events (3 \
(301 U Xp21) for observer 1) in the system.

Let X1, ¥y and X’ be copies of the event set 3 where for every event o € X, there
is are corresponding events o, € X1, 09 € Y5 and o’ € ¥'. The following can then be

defined.

M201272021 =

(XM2012,2021 , xﬁ/l201272021’ (E U 21 U 22 U 2/>’ 6_/\/1201272021 ’ XT-/:LAEDI%EDQI)
where

XMso25021 = XH  XH « X7 « GC U {d},

H  H _H _G

Ms012,5001
xy T = (zy,xy X, Ty ),

XT'/:LAE()leEle = {d}

Suppose a string of events s has been simulated to occur in the system G by
Ms, ., 5., and the simulation is at state (zy, z9, 3, 14) € XMze12:¥e21 State x4 rep-
resents the true state of the system G and x3 represents the corresponding state of the
specification H after s has occurred. States z3 and x4 always update simultaneously.
However, as was stated above, the local observers attempt to predict the occurrence
of locally unobserved and uncommunicated system events. States x; and x5 rep-
resents the estimates of the possible state of the specification based on imperfect
predictions of the simulated system behavior s for observer 1 and 2 respectively.

Furthermore, at state (z1,x2, 23, x4) of the simulation, if an event o is correctly

predicted by both observers in the simulation, there is a transition from (z1, o, 3, x4)
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labelled by o where all of the component states of (zy,xs,x3,14) update on the
occurrence of o according to the transition rules of H, H and G respectively. A
correct prediction may occur for either observable or unobservable events.

However, if an event o occurs in the system that is not predicted correctly by ei-
ther of the observers in the simulation, there is transition from (z1, z9, x5, x4) labelled
by ¢’ where in the resultant state the x3, x4 component states of (x1, zy, x3,4) up-
date on the occurrence of o according to the transition rules of H and G respectively.
This can only occur if o is in X\ (2,1 UX,2). Similarly, if an event o € X\ (3,1 UX2)
does not occur in the system but is incorrectly predicted to occur by an observer
in the simulation, there is a transition from (1, zs, x3,z4) labelled by ¢’ where the
x1 component state of (xy,x9, x3,x4) updates on the occurrence of o according to
the transition rules of H. Also, there is a transition from (zi,zs,x3,x4) labelled
by ¢’ where the x5 component state of (x1, z9,x3,x4) updates on the occurrence of
o according to the transition rules of H if observer 2 predicts incorrectly. In the
My, 12, 2p21 construction the Y’ transitions would not be removed by having the
controller communicate more events.

Similar to the X’ transitions, the Y; and Y, transitions are those transitions
that correspond to events are respectively observed by controller 2 and 1, but not
observed by both and would be removed if those events were communicated between
the controllers.

Therefore, if an event o occurs in the system that is not predicted correctly by
controller 1, but is observed by controller 2, there is a o; labelled transition from
(21, T2, 3, x4) where in the resultant state the xs, x3, x4 component states update on
the occurrence of o according to the transition rules of H and G respectively. This

can only occur if ¢ is in o \ (X1 UXs21). Similarly, if an event o € X5\ (o1 UX001)
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does not occur in the system but is incorrectly predicted to occur by observer 1 in
the simulation, there is a transition from (x1, xs, z3,x4) labelled by o1 where the x;
component state of (z1,xs,23,z4) updates on the occurrence of o according to the
transition rules of H.

If an event ¢ occurs in the system that is not predicted correctly by controller 2,
but is observed by controller 1, there is transition from (x4, e, x3, z4) labelled by oy
where in the resultant state the x, x3, z4 component states of (z1, zs, x3, 4) update
on the occurrence of o according to the transition rules of H and G respectively. This
can only occur if o is in Xy \ (X2 UXp12). Similarly, if an event o € 3,1\ (L2 UX012)
does not occur in the system but is incorrectly predicted to occur by observer 2 in
the simulation, there is a transition from (z1,xs, x3, x4) labelled by oy where the x5
component state of (z1,xs, 23, z4) updates on the occurrence of o according to the
transition rules of H.

If the My 12, Y21 simulation ever reaches a composed state where both observers
believe the occurrence of a controllable event o € Y. is allowed by the specification
due to the properties of states x; and x5, but in reality it is not due to x3, yet still
possible due to x4, then there is a control conflict. This possibility is captured by
the (%) condition such that if the simulation could reach a state (z1,x2, z3,x4) where
(*) holds, then illegal controllable behavior could occur in the system without either

observer being able to resolve the control conflict.

)
6 (x1,0) is defined if 0 € 3

(x5, 0) is defined if 0 € Xy

6 (z3,0) is not defined

§Y(z4,0) is defined

/

The transition relation 6M=o12:%021 is defined as follows.
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For o € X,

5M2012a2021 ((gjh To, T3, ;[4)7 0‘) —
(5H(x17 0)7 5H<m2a 0)7 6H(*r37 O)a 56’(1,4’ 0))
d if (%)

For o € ¥\ (X, UZXp),

(SMEOH’EOZl ((mla X2, T3, $4)7 U,) =
(5H(ZU1, 0), T2, T3, Ty)
(ﬂjl, 5H(x27 U)? x3, SC4>

(x'la X2, 5H(‘T37 0)7 5G(I47 U))

d if (%)

\

For 0 € X5 \ (X4 UX421) and the corresponding oy € ¥y,

5/\42012,2021 ((gjl’ Ty, T3, x4)7 01) =
(6H('I17 O)a T2, T3, $4)

(21,09 (29, 0), 0% (23,0),0% (24, 0))

For 0 € ¥4 \ (302 U Xp12) and the corresponding oo € Yo,

MEa122001 (11, Lo, 3, 4), 0) =
(21,0 (29,0), 13, 24)
(67 (zy,0), 22,0 (23,0),0% (24, 0))
For o € %, M=a12.2021 (d, ) is undefined.
The construction for My, ,, s.,, is different from the one in [67] in that oy and o9
transitions correspond to state estimation updates that could be removed if o obser-
vances would be communicated between the controllers. The My, , s.,, construction

prompts the following corollary to the main result of [67].
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Corollary 9 The state d is reachable from the initial state in Ms, , s ,, if and only
if L(H) is co-observable with respect to L(G), (X1 U Xo1), (o2 UXp12), X and

Yeo.

Note that the M(s, ,,u{0}),5.,; automaton can be constructed from the My, s ,,
automaton by cutting all transitions labelled by o and the My, , .,,0{s}) automa-

ton can be constructed from the My, ,, » ,, automaton by cutting all transitions la-

021
belled by o5. Therefore, the act of controller 7« communicating all occurrences of event
o to controller j corresponds to trimming all o; labelled transitions in My, ,, s.,,-

For the set of events ¥,;; C X, let Z;ij C ¥, represent the corresponding set of
events such that o € ¥,;; if and only if 0; € Z?ij. A set of events 292! U912 is a
2" d-cut in My if and only if £,,(Ms,,,5.,,) = 0 and consequently L(H) is co-
observable with respect to L(G), (X1 U Xpa1), (Zo2 U Xp12), X1 and Yo, Therefore,
the pair of sets (275 ¥} is the smallest cardinality communication selection if
and only if the corresponding events 3¢2min  yg12min C 33, U ¥y is the smallest
cardinality xé\/lm’od—cut in Myg when restricted to cutting transitions labelled with
events in X7 U Xs.

As with the My, construction given above this realization converts the commu-
nicating controller selection problem into a type of graph cutting problem as long
as only events in »; and X5 are cut. There is a Mzom,zom construction that can be
used to convert this graph cutting problem into a true edge-colored directed graph

st-cut problem.

Define:
M t
X, 012,021 _ {yM2012,2021 |E|t c (E U Z/>*’ xMZolg,Eogl HM2012»2021 yMEol%Ele } .

Ms = .
X T2 represents all states that could be reached from 2M®o12%021 in My, 51,
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X
o12%e2l would be reachable from

if only ¥ transitions were allowed. The states in X, ;Vl 5
aMZo12 5021 in My, 52,,, 10 matter what events are communicated between the con-
trollers because only transitions labelled by events in >; UY; can be cut in My, 5.,
through the communication of events. With this in mind, the following nondeter-
ministic automaton J\;lgomgoz,l is constructed from My, ,x.,,. It is assumed that
d ¢ X;\:EOH’EOQI . Let ./\;1201272021 = (XMEou»Eozl , xé\;tz"lz’z"m , ZM201272021 , 5/\;1201272021 )7
where XMz zon = XH 5 XH x XH x XC U {ci},z(/)\;lzf’”’zf’g1 = (xll 2kl 2l 2§)
and Y Moz %001 1= > U 2.

The transition relation 0™=e12:021 is defined as follows. Suppose there exists
three states £M5o12:%021 yM012.5021 2M3012.%021 € XMZo12.%021 and o € ¥ such that

M .
2 Ms510,5001 c X, 2012’2"21, 2 Ms510,5001 &Mz Ms,15.5001 where o; € X1UX,. Then7

012»2021y

. M
: yM2012,2021 if d ng Z012:%021
SMSo12. 5021 (;pMEomEozl , Ui) =

. M
d it de x; et

The /\;12012,2021 automaton is really a colored directed graph where states are vertices,
transitions are directed edges and the transition labels are the colors. This prompts

another of the main contributions of this chapter.

Theorem 25 Given an M(M) automaton constructed from H, G, X1, Yoz, Ye1, Le2
and 0,0 as the sets of communicated events, L(H) is co-observable with respect to
L(G), (Zo1UXp21), (Ze2 UXg12) and 3o, Xeo if and only if 3¢ U XS is a colored

a:g/l”’@d-cut wn the colored directed graph /\;1@7@.

Proof: L(H) is co-observable with respect to L(G), (X, U Xp21), (Xe2 U Xp12) and
Y1, Leo if and only if 921 U5 is a colored xé\/lm’wd—cut in the colored directed graph

M. Therefore it is sufficient to show that $92! U $312 is a colored z, "®d-cut in
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the colored directed graph /\;l@,@ if and only if 392 U 35! is a colored a:(/)wm’@d—cut in
the colored directed graph Mg

Define the natural projection Pjp : X U X1 U Xp U Y — 3 U X,. Suppose that
$9%1 U 92 is not a colored xé\/l@’wd—cut in the colored directed graph Myg. Then
there exists a string of transitions labelled by s € (X U X; U X9 U X)* such that
xéwm’obiMmﬂwd. Due to the construction of My, xg\;lm,mPu'_(f)Mwywd.

Now suppose that $92! U 392 is not a colored xé\;‘@’wd-cut in the colored directed
graph Mgy. Then, there exists a string of transitions labelled by s € (292" U X%§'2)"

Mgy s

such that z; "' vy md‘ Due to the construction of ./\;lm, there exists some string of

transitions labelled by t € P! (s) such that :B(/)w@’@ @M@’Qd. [ |

With the shown conversion between the graph cutting problem and the sensor se-
lection problem the methods outlined above to approximate minimal solutions to the
graph cutting problem can be used to approximate solutions to the communication se-
lection problem. The /\;l@,@ automaton shown above can be constructed in polynomial
time, but this most likely does not hold if the number of controllers is unbounded.
This is due to the result in [66] that the problem of deciding co-observability for

systems with an unbounded number of controllers is PSPACE-complete.

6.9 Discussion

This chapter has shown results related to the approximation of minimal sensor
selections for centralized supervisory control synthesis. It was shown that minimal
sensor selections cannot be approximated within a constant factor in polynomial
time unless P=NP. It was shown how to convert the sensor selection problem into an
edge colored directed graph st-cut problem. Several deterministic and randomized

heuristic approximation methods for this directed graph problem were shown and a
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conversion of the directed graph problem to an integer programming problem was
given. An open communicating controller problem was also discussed and it was
shown how to convert this minimal communication decentralized control problem
into an edge colored directed graph st-cut problem. Therefore the methods discussed
in this chapter for dealing with the edge colored directed graph st-cut problem can

be used to solve the minimal communication problem.



CHAPTER VII

SYMMETRIC DISTRIBUTED
DISCRETE-EVENT SYSTEMS

7.1 Chapter Overview

This chapter discussed issues related to the verification of distributed discrete-
event systems composed of isomorphic modules. A finite state automaton system
model is assumed where a set of atomic propositions are defined on the states. A
type of symmetry is defined for these modular systems and a restriction of the u-
calculus designed for these modular systems is introduced. A procedure is shown to
reduce the time and space complexity of testing if states of these symmetric modular
systems satisfy propositions in this p-calculus. An example of a symmetric modular

UAV platoon leader system is then discussed.

7.2 Chapter Assumptions

As many distributed systems problems have already been found to be generally
computationally difficult as shown in Chapter IV, this chapter investigates an impor-
tant special case where the various system modules are exact copies of one another
except for the renaming of events. Systems modelled this way could be thought of

intuitively in the context of the object orientation paradigm in computer science.

176
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Each system module is an instantiation of a generic system object. The scope of
some of the behavior of the modules is private and does not affect the other mod-
ules, while each of the modules might have some public behavior with global scope
that is relevant to other modules. The system events may or may not be renamed in
the various instantiations of the modules in order to reflect if behavior is coordinated
among several modules on the occurrence of that event. These models can be used
to represent several important systems such as swarms of Unmanned Aerial Vehicles
(henceforth called UAV’s), computer networks and resource sharing manufacturing
systems.

The models used in this chapter are generalized from the standard model intro-
duced in [54] to permit more atomic propositions on the module states than state
marking. This model extension is inspired by the work in the formal methods com-
munity in computer science. See [14, 28] for an introduction to formal methods.

A method is given for reducing the inherent complexity of testing the specialized
p-calculus propositions for permutation symmetric systems by constructing quotient
structures that are equivalent with respect to p-calculus propositions for symmetric
systems. Previously, group-theoretic methods have been used in [17] to define classes
of states and transitions in a system that are equivalent under defined permutation
operations. Finding classes of equivalent states as in [17] is computationally rather
difficult and is at least as difficult as the graph isomorphism problem [26]. This has
induced several authors to attempt the design distributed systems with special archi-
tectures so that special types of symmetry are guaranteed to occur a priori, therefore
avoiding intensive symmetry verification procedures [17, 62]. This chapter expands
on this approach by discussing classes of distributed systems that are assumed to

contain a type of symmetry called “permutation symmetry”. The quotient automa-
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ton presented here for verifying properties on permutation symmetric systems was

also discussed in [62], but for a more restricted class of systems.

7.3 Specialized Modelling and Notational Definitions

This chapter uses a distributed system model called an “isomorphic module sys-
tem” that is a modification of the standard supervisory control discrete-event system
model used above. The distributed systems are composed of sets of interacting au-
tomata {G1,...,G,}, and each automaton G; = (X, o, AP, L,%;,0;) models the
behavior of a single module in the system. The set X is a set of system states and x
is the initial state. AP is a set of atomic propositions and L : X — 247 maps a state
to the set of propositions that hold at that state. X; is the set of events relevant to
the behavior of module G; and ¢§; : X x X; — X is the state transition function. The

isomorphic module systems can now be formally defined.

Definition 16 Suppose a set of automata {G1,...,G,} are given such that Vi €
{1,...,n},G; = (X, 20, AP, L, %, ;). The automata {G1,...,G,} form an isomor-
phic module system if the automata are isomorphic to one another when the state

transition labellings are disregarded.

As stated, the system modules, {G1, ..., G, }, are isomorphic to one another, but
that isomorphism does not extend to transition labelling. That is, the module G is a
copy of GG; except that the local transition labels ¥J; are replaced with the respective
events from X; according to a predefined translation mapping ¥,; : 3; — ;. The
function W;;(-) translates a string of events relevant to module i to a string of events
relevant to module j. To formalize, for x € X,y € ¥, the transition function is
defined as 0;(x,y) = 0;(x, ¥;;(y)). The function U,;(-), which is assumed to be

one-to-one, is also extended in the usual manner for strings and languages.
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The inverse translation function is defined as \1151() = Uj;(-). Note that it is
possible that o € ¥; N3, but ¥;;(0) # 0. For an event o; € ¥;, the notation o; is
used to represent W;;(o;) when it can be done without ambiguity.

Note that the set of system states, X, is not indexed nor are the atomic propo-
sitions AP or the state labelling function L. Therefore, when two modules are at
the same local system state, the same atomic propositions hold at both states. If
the system state labels are restricted to a binary state marking (i.e., to AP = {m}),
then this model is equivalent to the commonly used model in supervisory control
theory [54].

An extended parallel composition operation, denoted by ||, is used to model the
interaction between modules. For a set of isomorphic modules {Gy,...,G,}, the

interaction of these modules is the system

Gl = Gy||--||Gy

= (xI 2l ap Ll %, 6.

The X1, xl(l) and ! components are defined in the usual manner for the parallel
composition operation. Let ¥ = X, U---UZX,. The states of the composed system
Gill--- |Gy (ie., 2 € XU} are called composed states. The individual states of a
module (i.e., z € X) are called module states. The composed states are n-tuples of
the module states.

For a composed state n-tuple z!, the ith module state is represented as 2l A
transposition operator ¢;; : X — X is defined where ¢;;(z!) is 2/l with the ith and
jth module states swapped. The composed state labelling function LIl : X1 — 247

is not predefined except to require that for

dij(oh) = 2 = L(al) = L (). (7.1)
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A fundamental result of group theory [24] is that any permutation operator can
be constructed from the composition of transposition operators. Therefore, a state
permutation operator is constructed as follows from a set of transposition operators

for a given input z!l € XI:

D511 i) (i) () = Giy (i (- i (21))) (7.2)

Given a state zll, the set of all possible permutation operators ®..1(+) can be
used to define the set of composed states that are permutations of the components
in the n-tuple z!l. These states are called the permutation equivalent states of z!.
Given a state space X = {z1,...,x;} for an isomorphic module system Gy, ..., Gy,
an arbitrary ordering can be placed on the states in X such that z; < 2o < -+ < 4.
Therefore, for any set of permutation equivalent states from X/, there is always one
state such that the module states of the composed states have the correct relative
order with respect to the ordering zlI' < zI? < ... < 2" This state is called the
standard permutation of all states in its equivalence class. A function SP : X —
XI'is defined such that when given an n-tuple composed state zl, SP(z”) =yl is
another composed state with the same module states as z/ in the correct order, i.e.
{20 202 o lny = Lyt 2 oo ylnd and ¢t < g2 < ..o < yl". Hence, SP(.) is
called the standard permutation operator.

Let X = {zl € X[zl = SP(zl)} be the set of standard permutations. The
inverse function SP~!: X — 2% returns the set of states that has the input as its
standard permutation. Note that the initial state £C|(|) is its own standard permutation
because xg = (wo,..., o). Also note that using the notation just defined, the above
mentioned requirement on the composed state labelling function that for xl, $L| e xI

i,j €{L,...,n}if ¢ (:cﬂ) = :CL', then Ll (xlll) =L (x,!)[Equation 7.1] can be rephrased



181

G T, Ty Go: T, Ty
T2 7 21 23
RO OO0 =00
Tl TQ

T2t 73t T12 782

Gs Ty, 15
T3l T32
Tlg, T23

Figure 7.1: Modules G4, Gy, G3 for Example 17.

as follows for all # € X and 2/l € X!
ol e sSP~Yz) = LIz = LI(2). (7.3)

For all 2l € X!l there is a (non-unique) string of index pairs
2l gy ol gl 2l gl
(5805 5") -+ 32| sueh that @

string of index pairs defines a permutation operator ®_;(-) : X! — X/ such that

}(:1:”) = SP(zl). This

el el el ozl Ll
g gy gl g )izl jelhy

(1) = q)[(ﬁ”j%”)(ig”js”)---(zﬁl'jfi‘ ) (). Therefore, &, (a!) = SP(zl).

7.4 Modular Symmetry

A special symmetry property for isomorphic module systems is now defined. Con-

sider the following simple example.

Example 17 Consider the set of isomorphic token passing modules {G1, G5, G}
shown wn Figure 7.1.
This example can be thought of as a controller for resource sharing modules

{G1, Gs, G5} where module G; would have exclusive access to a resource if and only
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b TV
12
\T?’l
Figure 7.2: The composed G||Gs||G3 for Example 17.

if it possesses the token. A module possesses a token if and only if it is in state 1.
At initialization, all of the modules are at state 0 and no modules possess tokens. On
the occurrence of event T;, a token is given to module G; and module G; enters state
1. The other modules enter state 2. The token is passed from module G; to module
G; on the occurrence of event T" so that module G; enters state 2 and G; enters
state 1. The composition G1||Gs||Gs can be seen in Figure 7.2.

For G1||Gs||G3 there are two classes of states that could be considered equivalent
with respect to permutations of the component states. The two sets of equivalent
state classes are {(0,0,0)} and {(1,2,2),(2,1,2),(2,2,1)}. A wvalid state labelling
for the G1||G2||Gs automaton might be that states {(1,2,2),(2,1,2),(2,2,1)} have
proposition labelling T to signify there is exactly one token in the system and the
state (0,0,0) has proposition labelling F' to signify that no modules possess tokens.

Note that there is a transition §/(z,,0) = xy if and only if for all state permutation
operators ®(-), there exists an event o’ such that §1(®(z,),0") = ®(x3,). More specif-

ically, consider the state transitions §1((0,0,0),Ty) = (1,2,2) and §1((0,0,0),Ty) =
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(2,1,2). For this pair of global transitions the starting and ending states are permu-
tation equivalent. Also, the events that drive these transitions are the same event
with different indices. Now consider the state transitions 6/((1,2,2),T*?) = (2,1,2)
and 61((2,2,1),T3") = (1,2,2). Note that the initial and final composed states in
both of this pair of transitions are also permutations of each other and the events

that drive these transitions are the same event with different indices.

The intuition gained in Example 17 is that for some special isomorphic module
systems, there is a type of symmetry such that there is a transition 6l(z,,0) = x,
if and only if for any state permutation operator, ®(-), there exists exactly one
transition labelled by an event g such that §ll(®(z,),04) = ®(x3). Therefore,
corresponding to ®(-) there should be an event translation operator Ilg : ¥ —
Y to calculate Ilg (o) such that §l(®(z,),IIg(0)) = ®(z;) for any other transition
Mz, 0) = x4,

Consequently, for systems containing this kind of symmetry, if there is a transi-
tion between two states labelled by an event (that is 6/(z,,0) = 2;), then for any
permutation on those states (®(-)), another unique transition exists labelled by event
(IIp(0)) that can be computed by a translation operator (Ilg(-)) such that there is
a transition between the permuted states driven by the computed event (that is,
S(®(z,),He(c)) = ®(x3)). The definition of the event translation operator Ilg(-)
should also be able to be extendable to strings of arbitrary length. This intuition
is used to define a property below called permutation symmetry below that forces a
large class of global properties to hold at states independent of the composed state
orderings.

Let there be a set of permutation operators { (i, ;,)(iajs)-(imj)] (-)} for the indices

W1, J1y - - > bms Jm € {1,...,n}. Suppose there is a class of doubly indexed functions
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{mi;(-) : ¥ — Xli,5 € {1,...,n}} and define the composition of these functions as

was done above for the transposition operations. Namely:

{(i1j1) o) (imgn)] (T) = Ty (i (- Wi (0))) - (7.4)

Definition 17 Modular State Permutation Symmetry: Suppose there is a set of
functions {m;;} such that for all strings of module index pairs (i1j1)(i2j2) - - - (4mim)

and (y71)(i575) - -+ (il gl ) such that

(‘D[(im)(i2j2>~-~<i,njm>}(') = Qi) ,j;ﬂ,)](‘)> (7.5)
then

(H[(ilm<i2j2>~-~(imjm>}(') = Wi s, /j;n,)](')> : (7.6)
A system composed of {Gy,...,Gy,} is said to have modular state permutation

symmetry with respect to {m;;} (or permutation symmetry for short) if Vi,j €

{1,...,n},xll‘,x£ e Xl
(3l o) =) = (81(u(al), mij(o)) = 6ii(ad) ). (7.7)

It is now discussed how the token passing system in Example 17 has permutation

symimetry.

Example 18 Consider the set of isomorphic token passing modules {G1, G, G}
discussed in Example 17. According to Definition 17, it is required to define the

event translation function in order to demonstrate permutation symmetry for this
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system. Suppose i, j, k € {1,2,3} such that i,j and k are not equal:

_ roor -
T, — T,
T, — 1T
Tii T

Tij Tk _, ik
T — TY
Tik ik
Tk, Tk
Tk _, ki

With this definition of the {m;;(-)} mapping, it is straightforward to verify that
the system G1||G2||Gs is permutation symmetric with respect to {m;;(-)}.

As a demonstration of the symmetry exhibited by the transition structure in this
example, consider the ¢13(+) transposition operator. For the string of transitions

labelled by T1T13T35T39T51, due to the m3(-) mapping as defined above,
Tg(T1 T30 Ts50To1) = T3 151 Th9Th2T03.
Also,

¢13((07070>> = (07070)7
¢13((17272)> = (272?1)'

Because G1||Gs||G3 is permutation symmetric with respect to {m;;},

6219 ((0,0,0), T T3 Ty ThoTon) = (1,2,2),

620G ((0.0,0), Ty Ty TioTiaThs) = (2,2, 1).
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The intuition behind the definition of permutation symmetry for GIl is that for
any state transition in GG I between two states wu, xLl on the occurrence of an event o,
such that 5”(IQ, o) = J;L', then for any state transposition operator ¢;;(-), there is an
event translation function ;;(+) such that &/ (¢;; (:L‘l‘z), mij(0)) = ¢ij (xLl)

Also, because all permutation operators are compositions of transpositions oper-
ator, for any state permutation operator ®(g,;,)(isjs)-(imsm)] (), COrresponding event

permutation operator g, ;,)(izjo)(imim)] (*), and permutation symmetric system G I

then Vxﬂ,xﬂ e Xl g exll
(5”(:41,0) - xi,‘) — (7.8)
_ I
(5” (@170 ) (s Migia 1) i) (7)) = CI)[(iljl)'“(imjm)](Ib)) :
Furthermore, due to Equations 7.5 and 7.6, the definition of permutation sym-

metry ensures that for any two strings of module index pairs (i171)(i2j2) - - * (imfm)

and (iy71)(i545) - - - (i,,7/ /) that define the same permutation operators

Qi) i) (imiml ) = Pliasin g it )] )
then for the strings of pairs (i171)(i272) - - (mJm) and (i451)(i57%) - - - (i, 4..,) and an
event o there will be exactly one transition labelled by an event ¢’ such that
0" = MiGasjn)ia2) - (omm) (0) = Wi ity iy i) oo ](9):

Furthermore, the event ¢’ ensures that

(ko) = 2}) = (8 (il @) 0") = Pl (@)

If in the definition of state permutation symmetry Equation 7.5 did not im-
ply Equation 7.6, then it would be ambiguous if the unique transition correspond-
ing to 4l (x!,a) = :UL' from <I>[(i1j1)‘..(imjm)](xll) to <I>[(Z-1j1)...(imjm)](x,‘)|) is labelled by

I3 j1)e(imgun)) () OF H[(z"lj;)---(i;nj;n)](g)-
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Note that for a permutation symmetric system with a set of event translation

-1

functions {m;(-)}, the inverse functions II;; .oy iy

() Can be easily found

because ®}

i) (i) (i) () = Pllimon)(i2j2)(1231)] (+). Therefore, due to the definition

of permutation symmetry, Hiilljl)(inQ)'“(imjm)](‘) = (i j)-(inga) (i12)] () -

The subscripts [(i1/1)(i272) - - - (imJm)] on the functions @i, )(isja)-(imjm] () and

(i j1) (i)~ (imim)) () are sometimes dropped when it can be done so without ambi-

guity. If ©,(-) = Pii,51)(rag2) (i) () then define Ty () = T, 1) o) (imgon)] ()
Using the notation of [17], a language £(G) has a symmetric group of operators

Sy, = {m: ¥ — X} if Vrr € Sy, then £(G) = 7(L(G)). This prompts the following

lemma and theorem.

Lemma 11 Suppose {G1,...,G,} has permutation symmetry with respect to {m;;}.

Then
5 € L(GY) = i, ji)iazo) i) (5) € LIG). (7.9)
Proof: From the definition of permutation symmetry,
(ko) =ab) <= (M@l mi(0)) = di(a}))
With the construction of ® and II and due to Equation 7.8,
(5”(:132,0) = xﬂ) =
(@027 ) T35 (9)) = Pl iz (1)) -

The rest of this lemma is shown with proof by induction on the length of s that if

(5”(%', s) = 37\”5\’ then

H _ ||
O (P1(a1 1) 22 i) (T0)s (i1 )322) Cimgn)) (8)) = Ri10) d22)Cimgin)) (T15))



188
and

s € L(G1) = 11 (o) (imim)) (5) € L(G1).

Base of induction: Suppose s = o.
From above, if 5”(1:0, o) = xl, then
(D G5152) 127} (€0 i1 2) o) (0)) = Pli0) i)} (1)

Therefore,
o € L(GN) = (i, 1) (1ajo)imin)) (0) € LIG).

Induction hypothesis: Suppose |s| = [. If there exists a state xy such that

5”(:50, s) = $l| then
I _ I
SN (@3, 0) (i) i )] (T0)s T2 ) i) i) (5)) = Pl s (i) (T1 )
and

5 € L(G) = (i) (iago)(imin)(5) € LIGT).

Induction step: Suppose |s'| =1+ 1 and s’ = so. Suppose there exists a state

yﬂ such that §! (ZEO, "= myH Then there is also a state xy such that §! (:EO, s) = xy

and ol (:El, o) = :ULI From the induction hypothesis it is known that

I _ I
SN (@i, ) (i) o)) (T0)s L6110 i) (i) (5)) = P(a270) ) (i) (T])

and from Equation 7.8

H _ I
SN (@i, ) () o) (1) W10 22 (i )] (0)) = P27 272) (i) (T )
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Therefore, by combining these two results,

I _ I
SN (@3, 0) (i) (i )] (T0)s W11 g)) (87)) = Pl(i170) ) (i) (T 1)

s € L(GN) = i1 iga)iminy) (8) € LIGV).

Theorem 26 The set of operators {11, j,)(izjo)(imjm)]} CONStructed from {m;;} forms
a symmetric group for the language L(G) if {G1,...,G,} has permutation symmetry

with respect to {m;;}.

Proof: 1t is first shown that £(Gl) C (g, ) (ajo) i (L(G)). Suppose s €
L(G). This implies that I, j1)(iaja)(imjr) (5) € L(G) from Lemma 11. Therefore,
s € Hilijl)(i2j2)'”(im]‘m)} (L(G")). This implies that £(G) C T, o) (inja) i) (L(G)).
The reverse inclusion can be shown to hold by similar methods. [

Theorem 26 shows that the language generated by an isomorphic module system
with state permutation symmetry also contains a type of language symmetry with

respect to the event translation operators {m;;(-)}. That is, for any i, j, 7;;(L(G)) =

L(G!) even though the ;;(+) function is not an identity map in general.

7.5 Permutation Symmetric y-Calculus

In the most commonly accepted version of the p-calculus as discussed in [14], a
transition system M = (S, T, AP, L) is given where S is a set of states, T is a set of
transition classes T C 2°%% AP is a set of atomic propositions and L : S — 247 ig

a state labelling function. A transition class T,,, € T, T,, C S x S can be thought of
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as the set of all transitions of the same “type”, similar to how transitions might be
labelled in discrete-event systems. The p-calculus system also uses a set of relational
variables VAR = {Q1,Qs, ...} where each relational variable @; € VAR can be
assigned a subset of S. Alternatively, a relational variable can be thought of as a
variable set of states ); C S. Following the notation used in [14], ¢ : VAR — 27
denotes an environment where states are assigned to the relational variables. Let @)
be an arbitrary element of {Q1,@Qs,...}. The notation e is used to denote a
new environment that is the same as e except ejg_w(Q) = W. That is, with ejg_wy,
the states in W are assigned to Q.

The p-calculus can be used to express a set of formulas and a p-calculus formula
f can be said to hold at some states in .S, but not in others. The notation used is
that M,s |= f if the formula f holds at state s in M. The set [f]ae denotes the
states in M where f holds with environment e. The sets of formulas that can hold
in the p-calculus are now recursively defined simultaneously with some notational

definitions.

e If p € AP, then pis a formula. An atomic proposition holds at a state according

to the state labelling function L(-).

[plare = {s € Slp € L(s)} (7.10)

e A relational variable @); € VAR is a formula. A relational variable holds at a

state if that state is assigned to the relational variable.
[Qae = e(Q) (7.11)

o If f and g are formulas, then —f, fV g and f A g are formulas. The formula

—f holds in the set of states where f does not hold, f V g holds in the set of
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states where f or g hold and f A g holds the set of states where f and g hold.

[= /e =S\ [Flue (7.12)
Lf A glue = [flae N [g]ae (7.13)
[f v glae = [flae U [glae (7.14)

e If fis a formula and T, € T then [T,,]f and (T,,) are formulas. The formula
[T,.]f holds at a state s; € S if for all s, € S such that (s1,s2) € Ty, f holds
at se. Similarly, (T,,)f holds at a state s; € S if there exists some sy € S such

that (s1,s2) € T,, and f holds at ss.

[(T5.) flame = {s1]3s2 [((s1, 82) € Tp,) A (52 € [f]me)]} (7.15)

[[75.] flare = {51952 [((s1, 52) € To,) A (52 € [fasre)]} (7.16)

o If ) € VAR and f is a formula that is a function of @), then p@.f and vQ.f
are formulas, provided that f is syntactically monotone with respect to Q.
The least fixpoint of states u@.f is the set of states such that if () holds in
those states, then f also holds in those states. The greatest fixpoint vQ.f is
similarly defined. A formula f is said to be syntactically monotone with respect
to a relational variable @) if all occurrences of () fall under an even number of

negations in f.

[1Q. flare is the least fixpoint of 7(W) = [f]arejo—w (7.17)

[vQ. flae is the greatest fixpoint of 7(W) = [flmejgew) (7.18)
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A function 7 is monotonic if S C 5" = 7(S) C 7(5’). Because of the monotonicity
of all possible functions 7(W) = [f]aejo—w, there are simple methods for finding
the least and greatest fixpoints. To find the least fixpoint, assign Wy := 0, W, =
7(Wy), ... and so on until W;.; = W;. Then W; is the least fixpoint. For a k state
system, the least fixed point will be found in less than k iterative compositions of the
7(+) operation. Similarly, to find the greatest fixpoint, let Wy := S, Wy := 7(Wp), ...
until the first ¢ is found such that W;,; = W,;. Then W; is the greatest fixpoint and
this fixpoint will be found in less than k steps in a k state system.

Several important properties of the transition system M can be easily expressed
using the p-calculus. For instance, for a transition system M, the expression M, s =
Vi(Ty,)True is used to denote that a state s € S does not deadlock. Also, M, s =
vQ. (Vi(T,,)True) A (A; [T,,] Q) denotes that all states reachable from s are deadlock
free. Furthermore, M, so = vQ1. (uQa. (m) V (Vi(T,,)Q2)) N(A; [T,,] Q1) can be used
to express that all states reachable from sy can eventually lead to a state where an
atomic proposition called marking (m) holds. In supervisory control theory, systems
that satisfy this last property are said to be non-blocking.

Given a p-calculus formula f, the depth of f (denoted by depth(f)) is defined

recursively as follows. Let f; and f; be two p-calculus formulas and let 7, be a

transition class.

o If fe AP or f € VAR, then depth(f) = 0.

b4 Iff - _'fh f = [Tgi]fla f = <T0i>f1a f - MQfl or f = VQ-fl, then depth(f) -
depth(f) + 1.

eIt f=fiAfoor f=fiV fo, then depth(f) = max{fi, fo} + 1.

Now that the standard p-calculus and its properties have been introduced, it
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is shown how the p-calculus can be restricted to take advantage of permutation
symmetry of systems such that two permutation equivalent states satisfy versions
of the same p-calculus formulas. This restriction of the p-calculus for permutation
symmetric systems and permutation symmetric properties is called the permutation
symmetric ji-calculus.

As a small example how these permutation symmetric formulas could be useful,
consider a system with permutation symmetry, such that module ¢ always enters a
failure state on the occurrence of local event ¢; when module i is in state x; and all
other modules are in state x. In an n module system there are n permutations of the
modular state (1, xs, ..., xs) composed of one z; state and (n—1) states labelled 5.
To verify that in this system that no o; event could occur in all permutations of the
symmetric system structure, it would be sufficient to check n different permutations,
but because of underlying system symmetry it is only needed to verify that —(7,,)
from state (z1,xs,...,22) and avoid verifying all of the other redundant symmetric
propositions.

Motivated by the previous example, the transition classes and relational variables
for Gl are defined so that p-calculus formulas can be written such that for two states

xﬂ, x! € X and pi-calculus formula f,

<¢ij(xll) - xﬂ) - (Gll,xll = f = Gl f>.

The p-calculus is restricted as follows.
e For all a:ll,xl! € X! such that SP(xQ) = SP(xL'), L(xl) = L(xﬂ)

e For all xl‘l,xl)l € Xl and Q € VAR such that SP(:UE) = SP(IBL‘), e

xﬂe@.

e For :L’ll‘,xﬂ c X, oy € %, if 6l <SP($Q),01) = (xl)l), then assign (:Ul,xg) to
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T,..

For the first bullet the state labelling function was previously restricted to be
permutation independent in Section 7.3. In the second bullet, the assignments to
the relational variables must be permutation independent as with the state labelling
function. The definition of the transition classes in the third bullet ensures that
all permutation equivalent transitions (according to ®(-) and II(-) mappings) must
be in the same permutation class. Excepting these restrictions, formulas in the
permutation symmetric p-calculus can then be constructed in the usual manner.
Permutation equivalent states in permutation symmetric systems satisfy the same

permutation symmetric p-calculus formulas.

Theorem 27 Suppose a permutation symmetric system Gl is gwen with two states

xll, :c(! e X and a permutation symmetric p-calculus formula f. Then

(@-j(x!) = xﬂ) = <G”,xﬂ Ef < G’H,ycl)| = f) ) (7.19)

Proof: This theorem is demonstrated using a proof by generalized induction on the
depth of f.

Base of induction: Suppose depth(f) = 0. Then f is either an atomic proposition
or a relational variable. Due to the restrictions on the permutation symmetric sys-
tems and permutation symmetric p-calculus, the proposition labelling and relational
variable assignments for xL' and xﬂ must be identical.

Induction hypothesis: For a formula f such that depth(f) < n, (bij(xl) = xﬂ =
(Gu,xll =f e Gla e f).

Induction step: Suppose depth(f) = n + 1. The induction step is demon-
strated in 7 cases. Let f; and fs be any formulas such that depth(f;) = n and

depth(fs) < m. From the induction hypothesis it is known that qb”(atlcb = :ELI =
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(G’H,xyl E fi < G“,JEL| = f1> A (G”,xll‘ E fo — G”,xﬂ = f2> Suppose in gen-

eral that gbij(xl) = :z:l)|

Casel : f=-f.

It is already known from the induction hypothesis that
Glall fi <= Gl i

= Glal e = Gl
=Gzl - = G”,a:l)' -f1

Sl eEf = Gl
Case 2 : f=fiNfo.
It is already known from the induction hypothesis that
(Glal e fi = Glal e p)a(GLal b g = 6ol 1)

= (Gal b finfe = Glal b finp)
Sl Ef = G”,x,‘)‘ = f.

Case 3 : f=f1V fo.
It is already known from the induction hypothesis that
(G”,xg = £ < G4l ):f1> A (G“,x‘; = fy < Glg ng)

N (GH,x‘i = AV = Gl a) ):flvf2>
Sl b = G”,x,‘)‘ = f.

Case 4 : f=(1,,)f1.
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Suppose that ¢;;(x’ H) ! ”. Due to the definition of 7}, in the restricted p-calculus,

(z), e e T, — (m!, @ 2) € T,,. It is already known from the induction hypoth-

esis that (G’”,x’ﬂ = f1> = <GH,$’£ = f1>
((EI:U’”|(:Ua, e, ) = (EI:U’L' (:cl‘)‘,x’g) € Tgi)> A

(Gu T ho= el )
=Gl =) h = a2 =T n

=

S Glalef < 6la) 7
Case 5 : f=[T,,]f1

For all 2/l z ’” such that ¢;;(z 'y = x’g, (), ?NerT, — (xﬂ,x’ﬂ) € T,, due to the
definition of 7}, in the restricted p-calculus. It is already known from the induction
hypothesis that G, /LI Efi = Gz /N y = /1

((Va:'”|(xa, ) e Tgi> — (V;p’ﬂ (xb, ’L‘) € T@-)) A

(Gu T h o= Gl )
:>GH x ):[ ]fl <~ G” 37 [To'i]fl

=

= GlatE f <= Gla) Ef.

Case 6 : f=puQ.fi.

Let 7(W) = [fi]lqiejg—w). It is already known from the induction hypothesis that
G”,xﬂ = fi — Gl ZBL' = f1, so that for any valid permutation symmetric evalu-
ation ejg_y) in the restricted p-calculus, it is known from the induction hypothesis

that z) € (W) = mg € 7(W). Let [uQ.f]qie be the least fixpoint of 7(WV).

Therefore, z.! € [pnQ.flae = xb [1Q-flaue.
Case 7 : f=vQ.f;.

This case can be demonstrated using an argument similar to that for Case 6. This

completes the proof by induction. [
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7.6 Permutation Symmetry Quotient Automata

Given a set of automata {G1, ..., G,} such that the size of their respective state
spaces is bounded by k, the composed automaton Gy|| - - - ||G,, has k™ reachable states
in the worst case. As n grows, this state space can become unbearably large and
procedures that require an enumeration over all of the reachable states of G| - - - |G,
would take a lot of time. Therefore procedures for solving many control and veri-
fication problems on the composed system G| ---||G,, are time intensive using the
currently known methods.

However, for many types of systems a quotient automaton construction based on
state permutation equivalences can be used to greatly decrease computation time
when testing if properties hold at various system states [14]. In general, defining a
quotient automaton with the smallest state space for verifying system properties for a
given system is generally computationally difficult. In this section a nondeterministic
quotient automaton G that avoids these computational difficulties is constructed from
the modules {Gy,...,G,}. A version of this quotient automaton for the standard
supervisory control model was shown in [17, 62]. In [17] it was not shown how this
quotient automaton could be used to more efficiently verify u-calculus properties of
systems.

The automaton G has a predefined quotient structure that does not need to be
computed. Although this quotient structure may not have the smallest state space,
it generally leads to a significant decrease in the computational difficulty of testing
symmetric p-calculus formulas on permutation symmetric systems.

The automaton G is a 6-tuple G = ()Z,fo,AP,LH, E“,S) such that G uses the

set of the standard permutations X as defined above as its state space. A state ¥ in
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G is also in G I so the same set of atomic propositions and state labelling function
are used for G and GI. Let @, be the initial state of Gy||---||Gn. Assume that
the transition structures of {Gy,--- ,G,} are generalized such that if o € ¥;, then
Vo € X,6;(x,0) = x. The nondeterministic state transition function §: X — X is

defined as follows:

SP((5,(FY,0),...,00(7",0))) i 8y (F,0) A A S (T, 0)!

!
—~
\.(&31

q

Il

undefined otherwise.

The definition of & (+,-) can be extended to allows strings of arbitrary length using
the usual methods. The isomorphic module system introduced in Example 17 is now
used to demonstrate the construction of a reduced state space composed automaton
G.

Example 19 Consider the isomorphic module system G4, G, G3 introduced in FEzx-

ample 17 above. The set of standard permutations of the sets of equivalent states is

{(0,0,0),(1,2,2)}. The reduced state space composed automaton G can be seen in

12
T13

Figure 7.3: The automaton G constructed from G1, Gy, Gs.

Figure 7.5.

7.7 Verifying Symmetric py-Calculus Formulas

It is now shown that the G automaton constructed from the set of modules

{G1,...,G,} can be used to test permutation symmetric p-calculus propositions in
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the original G!l system. Suppose there is a formula f in the restricted p-calculus
and it is desired to test if for a state ! of GIl whether or not Gl zl = f. Suppose
also that {T},,,...} is the set of transition classes of GIl for the restricted p-calculus
defined above. First, the automaton G is constructed from {G1,...,G,}. The set
of transition classes {T5,,...} is then constructed such that for all (:I:’l,wg) e 1,,
(%1, SP(xg)) is assigned to T,..

Finally construct a p-calculus formula f from f, {T,,,...} and {T,,,...} such
that f is a copy of f with any occurrence of 7, in f replaced with the corresponding

T,,. This formula construction can be used to test if GI,# = f as indicated in

Theorem 28.

Theorem 28 Let Z be a state of a permutation symmetric system Gl and let f be a
permutation symmetric p-calculus formula. From this system construct é, {f,l, .}

and fas described above. Then,
(GIT | f) (éf = f). (7.20)

Proof: This theorem is demonstrated using a proof by generalized induction on the
depth of f.

Base of induction:
Suppose depth(f) = 0. Then f is either an atomic proposition or a relational variable.
Due to the construction of G and G , the proposition labelling and relational variable
assignments for 7 are identical in both systems.

Induction hypothesis:
For a formula f such that depth(f) < n, (GHf = f) — (éf = f)

Induction step:

Suppose depth(f) = n + 1. The induction step is demonstrated in 7 cases. Let f;
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and fy be any formulas such that depth(f;) = n and depth(f;) < n. It is known from
the induction hypothesis that (G”.f = fl) — (éf = ﬁ) and (G”.f = fl) =
(éf - ﬂ).

Casel : f=-f;.

(17 = 1) = (GF k)
= (G7) 1) = (@
= (G17 = —fy) <= (ﬁf): —|f1>.

Case 2 : f=fiAfo.

(@7 n) = (GrE 7)) A ((EFF f) = (GFET))
= (Gl ) A (GIZE f)) < ((éf = ﬁ) A (éf = ;))
= ((@FEfing) — (G ing))

Case 3 : f=f1V fo.

((Guf): f) = (éf): ﬁ)) A ((Gllf): f) (C?:E): ﬁ))
= (@7 ) v (@17 1) <= ((Grlq)v (G2 E R))
= (@7 fv )« (GiEAVE))

Case 4 : f=(1y,)fi1.

Suppose that GIl# = (T,.)fi. Then there is a state 2! such that Glz! = fi and
(2,2]) € T,.. Due to the definition of T, (¥, SP(z!)) € T,.. From Theorem 27,
G”SP(m!) = f1 and because of the induction hypothesis, GSP(z!l) |= fi. Therefore,
G = (T,) fi.

Now, suppose that GZ = (T5,) fi. Therefore, there is a state & such that (7, 1’) €

T:,i and GZ' = ﬁ By the induction hypothesis, G!# = f;. By the definition of
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T, there is a state 2!l such that SP(z) = # and (#,2!l) € T,.. Furthermore, by
Theorem 27, Gzl = f, . Therefore, Gl = (T,.) f1.

Overall, (GIZ = (T,)f1) <= (éf = () ﬁ).
Case 5 : f=1[T,]f.

Suppose that GI# [~ [T,,]fi. Then there is a state 2! such that Glz! £ f1 and
(f,x!) € T,.. Due to the definition of T, (7, SP(x!)) € T,.. From Theorem 27,
G”SP(I!) K~ f1 and because of the induction hypothesis, G:SP(]?!) i~ f1. Therefore,
G 1 (To) .

Now, suppose that GZ b [T5,]fi. Therefore, there is a state &7 such that (7, 7) €
T, and G’ W fi. By the induction hypothesis, GI#’ K~ fi. By the definition of
T,,, there is a state xg such that SP(wQ) = 7' and (7, xg) € T,,. Furthermore, by
Theorem 27, G”xg i~ f1 . Therefore, GIZ W~ [T,.]f1.

Overall, (GIZ |= [T,]f)) <= (éf): 7] f‘;).
Case 6 : f=puQ.f.

Let W be a permutation symmetric relational variable assignment for GIl and let
W = SP(W). Define 7l(Wl) = [flereg wy and FW) = [Ailaejgi)- 1t is
known from the induction hypothesis and Theorem 27 that if SP(W/) = W then
SP(rl(wih) = 7(W) and 7I/(W!) must be permutation symmetric. Therefore define

the following series:
| 0 if i =0
Wl = (7.21)
Awl)y itiso

. 0 ifi=0

=
[

(7.22)
?(Wi—l) if1>0
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SP(Wy) =W,
= SP(W =w,

= SP(W)) = W,

= SPW =W,

Also, because of the inherent permutation symmetry of WiH,
(0=wh\wl)) = (0=spPv))\spPavl)).

Therefore, (Wi” = WiH_1> = (VT/Z = WQ_1> Hence, the least fixpoint of 7ll(W1)
corresponds to the least fixpoint of F(W) So, if [u@Q.f]qie is the least fixpoint of

rl(W and [uQ.f]gze is the least fixpoint of (W), then zll € [uQ.fi] e < 7€

[1Q. filge-
Case 7 : f=vQ.f;.

This case follows from the same reasoning for Case 6. Redefine the following series:

ol X if i =0 (7.23)
Z Al >0 |

W; = (7.24)
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Also, because of the inherent permutation symmetry of WiH,
(0=wl W) = (0=sPal)\spav])).

Therefore, (I/VZ-” = W7;H_1> = (Wl = VT/},1> Therefore, the greatest fixpoint of
7l (W corresponds to the greatest fixpoint of 7(W). So, if [vQ.f]qie is the great-
est fixpoint of 7I(W) and [vQ.f]ze is the greatest fixpoint of ?(W), then zl €

[vQ.filaie <= ¥ € [[UQ.ﬁ]]@e. This completes the proof by induction. [ |

Due to the permutation symmetry of GI and f with Theorem 27 and Theorem 28,
if f holds at a state &, then f holds at all states in the same permutation equivalence

class.

Corollary 10 Let z!l be a state of a permutation symmetric system Gl and let f be a
permutation symmetric p-calculus formula. From this system construct é, {f,l, .

and f as described above and let & be SP(z). Then,
(G2l = f) = (éf - f) . (7.25)

This corollary is important because the symmetric p-calculus is very powerful
and is more general than many other common logics such as CTL*, CTL and LTL.
The G automaton also has a much smaller state space than the G! automaton, so
the state explosion problem inherent to many modular systems is not as problematic;
this is demonstrated below in an example in Section 7.8.

Given a set of modules {G1,...,G,} such that GIl is permutation symmetric,
what is being saved through the use of the quotient automaton G? What is an
upper limit on the size of the state space of G? This question is equivalent to the
question from bag theory [50] where given a bag that can contain n objects and a set

of k elements, how many ways are there to fill the bag? This problem can be reduced



204

to a bin and ball problem from combinatorics where given (k — 1) balls and (n + 1)
bins, how many unique ways are there to fill the bins? This problem is discussed in

[70] where it is shown that there are

k+n—1 :(M) (7.26)

n (k—1)!n!

ways to fill the bins and therefore there are the same number of classes of states that
need to be verified to check a global property.

Although Equation 7.26 indicates that there are still a large number of classes of
states that need to be verified, it is rather smaller than k™ and generally there is a
reduction in state space on the order of k!. The reduction in computational difficulty

for verification is demonstrated with an example in the next section.

7.8 UAYV Leader Selection Protocol Example

Another example of a permutation symmetric system is now presented. Consider
a platoon of UAV’s that are assigned to scout over some unknown territory. The
UAV’s are all identical to one another and have three modes of operation: regular,
leader and failed. Every platoon should have at most one leader that coordinates the
behavior of the other members of the platoon and in turn communicates with the
platoon’s home base. Because the platoon members are identical, all UAV’s have the
capability to become leaders. However, it is assumed that during platoon operation,
a failure event may occur in a leader causing it to enter a failure state. Once a UAV
is in a failure state it may be able to reset into the regular mode of operation.

A permutation symmetric leader selection protocol for an UAV swarm is discussed
and can be seen in Figure 7.4. A UAV is in regular mode if it is in an R’ state, leader

mode if it is in an L’ state and in failure mode if it is in state F.
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SACK\ ACK,
SP\ oF l

YACK N\ ACK,

2EN\ of
SACK\ ACK,;

Figure 7.4: High Level UAV Swarm Leader Protocol for Platoon Member .
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Starting from the initial state in the regular mode of operation, when a private
event 07 occurs in a UAV, the UAV is prompted to broadcast ¥ to the other members
of the platoon. It is assumed that the platoon always remains in radio contact with
one another and that transmissions are never lost. When a leader j observes the
broadcast event o?, it should be acknowledged with the AC K event. If a o event is
not acknowledged within a certain time, the timer event global broadcast T' occurs
to signal to the platoon members that a new leader may need to be selected as the
previous leader j may have entered a failure state due to the occurrence of a private
failure f;. If the previous leader j has not entered the failure state, it broadcasts O'Jl-’
to signify that it is still the leader. On the absence of an event in X \ o, platoon
member i then broadcasts o to signify that it is declaring itself the new platoon
leader, and on the observation of this event, all other regular platoon members return
to the initial state. If UAV 7 enters a failure state, it is reset on the occurrence of
r; to the initial state. Note that at initialization no platoon members are declared
leader.

The events JACK

are used to denote the set of acknowledgment events that could
be sent by the various modules when they are in leader mode. The set P denotes the
events the modules broadcast when in regular mode to communicate with a leader
and ¥ is the set of events the modules broadcast to declare that they are in leader
mode. Note that 24K ¥P and ©F all denote broadcast-type events that occur in
all of the modules, but on different transitions in each module. For instance, the
occurrence of oF in state R* of module i means that module ¢ transitions to leader
mode and state L!. However, the occurrence of oF in state R? of module j means

that module j remains in regular mode and returns to state R'. Using the W;;(-)

notation introduced above, W;;(c}) = o and W;;(0f) = 0. This relationship with
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the translation mapping also holds for events in 4¢% and >P.

The set of failure events and reset events are denoted by ¥/ and X" respectively.
The set >° denotes the set of private events for each module to internally signal it
would like to broadcast a X7 event to the platoon. The events in ¥/, X" and ¥°
are private to their respective modules and occur in exactly one module each. Using
the W;;(-) notation introduced above, V;;(f;) = f; and W;;(f;) is not defined. This
relationship with the translation mapping also holds for events in " and X°.

The timer alarm event 7' is a global unindexed event that occurs in all modules
simultaneously and for identical state transitions. Therefore, U;;(T) = T.

The set of system events for platoon member i is defined to be X; = {7, f;,r;} U
»hyzACK y P,

The system described in this example is not in the class of systems discussed in
[62] as there are events that are broadcast between the modules of the system. For
example, the ©4CK events are broadcast between modules, but they are not “global”
events in the sense of [62].

For this example an event translation function can be defined as follows for o € >:

(

\I/ij(O') if o€ Ez
mij(0) = V(o) if o€

o if  otherwise

\

Using the m;; definition above, the UAV leader selection protocol in Figure 7.4 is
permutation symmetric as defined in Definition 17. Therefore, a quotient automaton
can be constructed for testing system properties such as “It is possible for two mod-
ules to enter leader mode at the same time”. For even relatively small systems like

the one in this example where the modules have 10 local states there is a significant
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reduction in the computational difficulty of testing system properties due to use of
the quotient automaton. For a small platoon of 4 UAV’s, the normal G/ automaton
constructed from the composition of the automaton in Figure 7.4 has 2707 states
while the reduced G automaton constructed for this example has only 246 states.
(These results were found using the UMDES toolbox.) This is over a factor of 10
reduction in the automaton’s complexity and this reduction increases as more au-
tomata are added. Testing a relatively simple property like state reachability is linear
in the size of the state space, and there are most likely no polynomial time methods
for testing more complicated p-calculus formulas. Therefore, the reductions is state

space size with the G are potentially very important for “large scale” systems.

7.9 Discussion

This chapter introduced a class of isomorphic module systems and a state per-
mutation symmetry definition for these distributed systems. A permutation sym-
metric p-calculus was introduced that was tailored for these permutation symmetric
systems. It was shown how a predefined quotient structure can be used to more
efficiently test if permutation symmetric p-calculus propositions hold at states in
permutation symmetric systems. The next chapter builds on this work by discussing
a special class of permutation symmetric systems where the behavior of each module

is partitioned to be either global or private in behavior.



CHAPTER VIII

ISOMORPHIC DISTRIBUTED
DISCRETE-EVENT SYSTEMS

8.1 Chapter Overview

This chapter explores the properties of a special class of distributed systems
where each module’s behavior is represented as a language over a set of events par-
titioned into private and global events. A private event represents behavior that
forces a state update only in the module where it occurs. In contrast, all modules
must coordinate their respective behaviors on the occurrence of global events. This
model is a special case of the permutation symmetric systems in Chapter VII and is
presented in the standard supervisory control framework discussed in Chapter III.
This class of distributed systems is referred to as similar module systems hereafter.
A time efficient decomposition operation is given for constructing the subsystems of
a composed similar module system that is a large improvement on current known
methods.

Control properties of these distributed systems are also discussed. It is assumed
that when the modules are controlled, they are controlled locally with exactly one
controller per module such that the controllers make local observations of the behav-

ior of a module and enforce local control actions. Also, the controllers enforce the

209
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same control policy at each of their respective subsystems. There is no communica-
tion between controllers besides the implicit communication due to the occurrence
of observable global events. Necessary and sufficient conditions for achieving local
and global specifications in this setting are identified. Methods are given for verify-
ing the local and global behavior of these systems with respect to regular language

specifications.

8.2 Similar Module Systems

This chapter discusses the properties of similar module systems {G1,...,G,},
using the standard supervisory control model G; = (X, z, %;, d;, X)) outlined in
Chapter III. These systems are a special case of the permutation symmetric systems
of Chapter VII where state markings are the only proposition labellings allowed on
the states and the module event sets >; are partitioned into the distinct subsets
Y, and X,;, the (unique) global event set and the private event set for module
i, respectively. The private event sets ¥,;,...,%,, are copies of one another for
G, ..., G,, respectively such that for all ¢, j,i # j, X, N E,; = 0. It is assumed that
¥y, N Y, =0 and 3 denotes ¥y U---UX,. For the set of modules {G1,...,G,} an
automaton G = G| - - - |G,, can be constructed as with the systems in Chapter VII
such that Gl = (XH,xy), ¥, ol XT”n) and the only atomic proposition labelling on the
states is a binary state marking as specified by X

For any o, € X, there are corresponding events U;;(0;) € Xp1,...,U;(0;) €
Y, in the other private event sets. The one-to-one mapping W;;(-) is extended for
notational simplicity in this setting to ¥;; : ¥ — X so that the private event set of
module 7 is mapped to the jth private event set, the private event set of module j is

mapped to the ith private event set and all other events (namely, global events) are
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mapped to themselves. The function ¥;;(-) is extended in the usual manner to map
strings of events and languages. Note that W;;(+) is the identity function and W (-) =
U, (¥;;(-)). As an example of the operation of the ¥;;(-) function, suppose there are
system event sets ¥; = {a;, b;,d, g} and ¥; = {a;,b;,d,g}. For these alphabets
Y, ={d, g}, Xp1 = {a;,b;} and X0 = {a;,b;}. Then, V;;(dga;a;b;gb;) = dga;a;b;gb;.

Example 20 shows a simple example of the systems discussed in this chapter.

Example 20 Consider the 2 module similar module system composed G, and Go
seen in Figure 8.1. The relevant event sets are: ¥, = {v,A\}, X1 = {oq, B} and

Yo = {ag, fa}. G1 and Gy are both locally non-blocking and deadlock free.

Figure 8.1: The automata G and Gs.

P, : ¥* — ¥ is the natural projection such that P;(s) is the string s with events
in 3\ % erased. Similarly, let P, : X* — 37, be the natural projection that erases
events in ¥\ ¥,; and let P, : ¥* — 335 be the natural projection that erases events in
Y\, All modules G; € {Gy,...,G,} have the same transition structure except that
transitions labelled with private events are relabelled according to the U;;(-) function.
To formalize, let G; = (X, zo, %;,6;, Xyn). For v € X,y € 55, 0;(z,7) = 6;(x, ¥i;(7))
if it is defined.

The automata {Gy,...,G,} model the private behaviors of the modules of the
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similar module systems, but G1|| --- |G, is used to model the global networked be-
havior of the systems where the private behaviors of the modules {G,...,G,} are
coordinated on the occurrence of common global events in ¥ , according to the par-
allel composition operation. Example 21 shows the automaton G1||Gs constructed

from the automata in Example 20.

Example 21 Consider the composed system G4||Gy as seen in Figure 8.2.

Figure 8.2: The automaton G1||G5.

The automaton G1||Ge has a large degree of symmetry due to the similarity of
the component automata Gy and Go. In fact, the modular system has permutation
symmetry. Consider the states (1,2) and (2,1). These states are reached by the oc-
currence of ag and oy events respectively. Consider also the (2,3) and (3,2) states.
If the subscript labels of the events in the strings leading to state (2,3) are swapped
then the resulting string will lead to state (3,2). Any property of state (2,3) is also
held by state (3,2) because the swapping is being done on the order of parallel compo-
sition of the component automata when state locations are swapped. This operation

1s valid because the parallel composition operation is commutative and therefore the
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order of parallel composition is arbitrary. The various similar modules are identical
with respect to a renaming of private events.
For G1||Gy there are siz classes of states that could be considered equivalent with

respect to a reordering of the component states. The siz sets of equivalent state classes

are {(1,1)},{(1,2), (2, D) }1{(1,3), (3, D}.{(2,2)}, {(2,3),(3,2)} and {(3,3)}.

These similar module systems are a special case of the permutation symmetric

systems in Chapter VII.

Theorem 29 If a similar module system {G1,...,Gyp} is given as outlined above,
then Gl is permutation symmetric with respect to the following transposition trans-

lation operator.

;

\Ilij(O') Zf o c Epi

7Tij(0> = \I’ji(d) Zf o &€ ij (81>

o if otherwise
\

Proof: This proof uses notation from Chapter VII. Suppose there are two states xl‘l

and :vl! in G!l such that 5”(3:!, o) = x‘bl It is sufficient to demonstrate that for any
i,7€{1,...,n}, (5“(¢ij(a:u), mi(0)) = qﬁw(x,!) This is shown in four parts.
Case 1 : o€
In this case, Vk € {1,...,n}d*(zlF o) = xﬂk Therefore, (5”(¢ij(xll‘), o) = ¢ (:cg) and
consequently 81(¢y; (xh), mi;(0)) = bij(z)).
Case 2 : 0 € ( Zzlzm') \ (ZPZ U Epj)'

I~

Therefore, 3k € {1,...,n},k # 1,7 such that VI # k 2l = xﬂl and 0% (zq ,0) = xgk

This implies that only the kth module state of 2l s updated on the occurrence of
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o and there is no effect on the ¢th and jth module states. Hence, 6H<¢ij<$£), o) =

gbz»j(xg) and consequently 6/l (¢;; (xh), mij(0)) = gbij(xg).
Case 3 : 0 € Xy

Therefore, only the ¢th module state of 2l is updated on the occurrence of o and

there is no effect on other module states. Hence, 8/(¢;(xl), Uii(0)) = ¢y(x]) and

consequently 5“(¢Z~j(:v1l), mij(0)) = gb,](xﬂ)
Case 4 : 0 € Xy

Same as Case 3 with the ¢ and j indices swapped. [ |

However, not every permutation symmetric system can be considered a similar

module system.

Example 22 Consider the system from Example 17 in Chapter VII. Note that none
of the system events in {G1,Gs,G3} could possibly belong to a set of global events
¥, because no transitions in {G1, G2, G3} are labelled by exactly the same events in
all of these systems. Also, no events in {G1,Ga,G3} could belong to a set of private

events Xy, because there are no events that occur in exactly one module.

It is now shown that P; (£,,(G1|---||Grn)), the local behavior of the interacting
modules, is language equivalent to the local behavior when the modules operate in

isolation (i.e., £,,(G;)).

Theorem 30 For a similar module system {G1,...,G,} as introduced above with

respective local projection operations {Py, ..., P,} and fori € {1,...,n},

Bi (Lo (Gl -+ 1Gn)) = Lin(Gi).
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Proof: It is known that £,,(G1 - [|Gn) = [P (Ln(G1)) N+ N Py LL(GR))],
so it is sufficient to show that P; [Py (L, (G1)) N N Py (L (Gn))] = Lin(G).

This proof is composed of two parts.

It is known that P (L, (G1)) NN Py (L (Gn)) € P (Ln(GY))-

= P [P (Ln(G1) N NP (Ln(G)]

C P [P (Ln(Gi))]-

Py [P7HEn(Gi))] = Ln(Gh)), s0

Py [P Lm(G)) NN P (L(Gh))] € Lin(G).

The other direction is proved by showing

(ti € Lin(G)) = (ti € P, [N P (LW(G)))])-

J

Let t; € £,,(G;). This implies that t; € P;(P ' (£,,(G;))). Let us now construct

a string tg n} be a copy of t; except replace all

----------

private events o,; € X,; with the string o,10p2,...,0,,. Due to the construction of

{G1,...,Gn}, ti,my € Py (Lm(Gy)) for all j € {1,...,n}. Thus,

.....

(
Vie{l,....n}tp,. .y € PN (Ln(G)))

-----

= t{1,.np € N P (Ln(Gy)).

J=1"7

= t; € B [M_, P 1 (Lm(Gy))]

J

Therefore, £,,(G;) C P; [Ny P (£,,(G;))] which implies

Jj=1"7

Ln(Gi) € B (LGl -+ [|Gn)) -

It is a simple matter to extend the result in Theorem 30 to the case of languages

generated instead of languages marked, i.e.,
Py [PTH(L(GY) N NPT L(GR))] = L(G).

The following is also a simple corollary to Theorem 30.
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Corollary 11 Suppose a similar module system {G1,...,G,} as introduced above
with respective local projections { P, ..., P,} and local languages {K1,...,K,} are

giwen. Then, for all i € {1,...,n},
(K = P (LGl - |G))) = (Ki = Lin(Gi)).-
8.3 Decomposition and Similar Module Systems

This section shows some of the fundamental properties of similar module sys-
tems. Some preliminary definitions and lemmas are first shown and then used to
demonstrate the properties of a decomposition operation of similar module systems
that runs in polynomial time. This decomposition operation is one of the main
contributions of this chapter as the are few time-efficient methods for performing

decomposition operations in discrete-event systems theory.

Definition 18 [68] A language K is decomposable with respect to the projections

{P,....,P}if K=P Y (P(K))N---NPHP,(K)).

A language is decomposable if given the local knowledge of K at all sites, i.e.,
P (K),...,P,(K), the language K can be recovered exactly. Note that this def-
inition is slightly altered from the definition given in [68] in that external system
behavior is disregarded. It has been assumed that K C ¥* and the set {P;,..., P,}

has been used for projection operations.

Definition 19 [81] A set of languages {L1, ..., L,} is said to be non-conflicting if

Lin---NL,=LiN---NL,.

It is known that the parallel composition of a set of non-blocking automata need
not be non-blocking unless the respective languages marked by the automata are

non-conflicting.
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Definition 20 A language K C * is said to be symmetric with respect to the
private event sets X1, ..., 2y, and the corresponding mappings Wiy, ..., ¥y, if Vi €

This symmetry definition is used to convey the intuition that K is identical with
respect to a relabelling of private events for the similar module system {Gj, .., G,}.
This prompts the following lemmas whose proofs are straightforward and there-

fore omitted.

Lemma 12 Given set ¥; C Y, a language K C ¥* and natural projection operation

P, 3% — ¥F with corresponding inverse projection PZ-_1 DRI

Lemma 13 Given a language K C X*, the previously defined projection operations

Pi(v),..., P.(:) and the mappings Vy1(+),..., Wi,(-),
Vie{l,....n} (K =Vy(K)) = (Vi(Pi(K)) = B(K)).

It can also be shown that if a language K is decomposable, then K is also de-

composable

Lemma 14 Given a language K and a set of projection operators {Py, ..., P,}, if
K is decomposable with respect to {Py,...,P,} and {P; ' (P.(K)),..., P (P,(K))}

n

are non-conflicting, then K is decomposable with respect to {P, ..., P,}.
Proof: Using Lemma 12, it is known that

Vi€ {1,...,n}, P UR(R)) = B (B(K)).

7
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Consequently,
Ny P (B(K)) = Mz PTHB(K)).

Due to the assumption that the languages {P; ' (P,(K)),..., P7'(P,(K))} are non-

n

conflicting,

AP (P(K)) = i, P (PU(E)).
Therefore, due to the decomposability of K,
K = N, P (PK))
and
K =, P (P(E)).
|
The next result relates the U;;(-) operator with the prefix-closure of languages.

Lemma 15 Given a language K and the V;;(-) operator introduced above,

Ui(K) = Uy(K).

Proof: Suppose s € V;;(K). Then there exists a string ¢ such that st € ¥;;(K).
= \Ijij (St) e K
= \I/Z](S)\Ifzj(t) eK

The reverse direction of this proof follows from performing the steps above in the

opposite order. u

Lemma 15 can be used to show the following theorem about the symmetry of

prefix-closed languages.
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Theorem 31 Let K be symmetric with respect to {X1,...,%,}. Then, K is sym-

metric with respect to {3q,...,X,}.

Proof: Because K is symmetric with respect to {¥;,...,%,}, then for all i, j,
V,;;(K) = K. Hence, by Lemma 15, Vi, j € {1,...,n}V¥,;(K) = K and therefore K

is symmetric with respect to {3,...,%,}. ]

It is now demonstrated that symmetric and decomposable languages can be mod-

elled using the similar module system framework.

Theorem 32 Suppose a trim automaton H = (X, x0, %, 0, X,,) is given such that
L..(H) is symmetric with respect to {31,...,%,} and decomposable with respect to
{P,...,P,}. Then there exists a set of similar module systems {Hi,...,H,} such

that L, (Hqll -+ ||Hp) = Lin(H) and Vi € {1,...,n} Pi(L,,(H)) = L (H;).

Proof: Using standard methods, given 3; and H, a automaton H; can be constructed
such that £,,(H;) = P;(L,,(H)) for all ¢ such that ¢ € {1,...,n}. Because L,,(H) is
symmetric with respect to {¥1,...,%,},

Vi,je{l,...,n} Vi (L,(H)) = L,(H)

= Vi (Pi(Lm(H))) = Pi(Lm(H)).

= V(L (H;)) = L (Hj).

Therefore, the set of automata {Hj, ..., H,} can be constructed such that they
are isomorphic to one another with respect to a renaming of their private events.

Because L,,(H) is decomposable with respect to {P,..., P,},

PR PUL(H)) O+ 0 P (Pa(L(H))) = Lon(H)

= P (Lo(H)) N NP (Ln(Hy)) = Lon(H)

= L,,(H||---||Hn) = L(H) due to properties of the parallel composition op-

eration.
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S Vi€ {1, Y P(Ln (L |- | o)) = P(Lon(H))
= Vie{l,...,n}Lm(H:) = P(Lo(H)).

This last step is by the result of Theorem 30 shown above. [ |

In the proof of Theorem 32, any method can be used to construct the similar
module systems {Hy,..., H,} from H such that L,,(Hy|---||H,) = L,,(H). The
standard method consists of converting all transitions labelled by events in ¥ \ ¥;
in H to non-deterministic e-transitions. Then, this non-deterministic automaton is
converted into a deterministic one. Unfortunately, the determinization algorithm
takes exponential time and space exponential in the size of H in the worst case.

There has been little discussion in the discrete-event systems literature about
ways of performing modular decompositions besides ad-hoc methods developed on a
case-by-case basis. Developing formal methods for performing this operation is very
important for many real-world problems where a large complicated system model
would need to be converted into simpler, modular model blocks. An efficient method
has been developed for performing this decomposition on similar module systems as
discussed below.

Before this method is presented an intuitive introduction to the algorithm’s op-
eration is given. Let {Hy,..., H,} be the desired modules that compose the given
symmetric and decomposable H, i.e., H = H,||---|H,. Suppose distributed simu-
lations of the behavior of {Hj,..., H,} are run such that the only way for private
events to occur would be in strings such as 0,10p2 - - - 0, With no interleavings of
other events and the events {o,1,0p2,...,0,,} are private events identical to one
another with respect to ¥;;(-) mappings. On the occurrence of these g0, - 0y,
strings the local states {Hy, ..., H,} are forced to update with identical state tran-

sitions. Because H = Hi||...||H,, this lockstep simulation of private behaviors in
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the global system model can be used to calculate the local system behaviors. Given
H, this automaton can be trimmed by only allowing global events and strings of
private events {01, 0., ...,0,,} as outlined above to occur. The behavior of this
specially trimmed automaton matches the behavior of the lockstep simulation of the
{H.,...,H,} automata. Then, if the event o, is substituted for every occurrence
of a string 0,102 - - 0y, the behavior of the resulting automaton will match the
behavior of the H; module.

In the following algorithm, a slightly modified set notation for the state transition
function is used, i.e., if §(x, s) = y for state transition function §(-,-), states z,y and
string s, then the notation that (x, s, y) € ¢ is used. For simplicity it is assumed that

the imputed automaton H is deterministic and trim.

Algorithm 11 Decomposition Construction Algorithm.

Input:

H= (X"l 5,6 X1

Y,y 8,

(Note that 6% C (X" x ¥ x X)),

Output:

Hy = (XY, 2}, 3,64 X)).

(Note that 6' C (X! x ¥; x X1)).

Assumptions:
H is trim.
L., (H) is symmetric with respect to {31, ...,%,} and decomposable with respect to
{Py,...,P,}.

S is a stack with the normal push and pop operations.
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Initialize:
X' {al)
zh =l ;
ot = 0;

S = [wg);

Repeat
{
xs = pop(S)

Do the following for all x, € X! :
Do the following for all o, € %, with (x4, 04, 1) € 67 :
{
ot =8 U{(zs,04, ) };
If vy & X!
Then
{
Xti= XU {z};
push(S, zp);
}
}

Do the following for all op € Xp1, ..., 0p, € Xpp
such that oy = W1;(0p1), (Ts,0p10p2 - Opn, Tp) € 67
{
ot =0 U {(zs, 0, 1)};
If 2y & X1

Then
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Xl = Xl U{xb};

push(S, zy);

}

Until S is empty;
XL = XH X1
Construct {Hs, ..., H,} from Hy using Vy;(-) operations;

Return {Hy, ..., H,}.
The correctness of the decomposition algorithm is now demonstrated.

Theorem 33 Suppose there is a trim automaton H such that L,,(H) is symmetric
with respect to {X4,...,%,} and decomposable with respect to {Py,...,P,}. Then,
if Algorithm 11 is run with H as input, a set of automata {Hy, ..., H,} is returned

such that L,,(H) = Ly, (Hy|| -+ || Hn) and Vi € {1,...,n} P(Ln(H)) = Ln(H;).

Proof: It is known from Theorem 32 that there exists similar modules {H7, ..., H}
such that £,,,(H) = L,,(H{||---||H)}). From H, a specially trimmed version of H
called H' can be constructed by trimming all private event transitions in H except

those that correspond to occurrence of chains of private events

0p1V12(0p1) -+ Win(op1)

for 0,1 € ¥, and no other events are allowed to be interleaved in these strings.

Therefore,

Loy (H) = Ly (H) N ({051 W12(0p1) - Urn(0p1) |01 € B } U S)"
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Now consider the composition of the {H], ..., H} automata where global events
are allowed to occur freely and private events are restricted to occur in strings
o Via(op1) - Vin(op) for o, € ¥, with no other events interleaved as above.
This automaton marks the same language as H'* shown above because L,,(H) =
L,(H{|l---||H!). Furthermore, due the construction of H?* it should be apparent

that

P, (Lon(H'*")) = Lon(H])

7

because the marking behavior of H; can be can be reclaimed from H"% by replacing

the 01 Wia(0p1) - - - Yin(0op1) transitions with a single o, transition. Therefore,
B Ln(H) N ({opViz(op) - Win(op)]opt € Tpi} U Eg)] = Lon(H)).

Algorithm 11 constructs H; by restricting the behavior of private events in H to
strings such as 0,1 W12(0p1) - - - Y1, (0p1) and then converts these transition strings to

op events. Therefore,
Ln(H1) = Pi[Ln(H) N ({0 W12(0p1) - - Yin(0p)|op € Tpn} U Eg)"].

Consequently, L,,(H}) = L,,(Hy). For all i € {1,...,n}, the automata H/ and H;
are copies of the H] and H; automata with respect to a renaming of transition labels

by the Wy;(+) functions. This implies that

Therefore,
Lo (Hi|| - Hy) = Ln(Hyll -~ [ H2)

Hence, 'Cm(H) = *Cm(HIH e ||Hn)
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By construction {Hi,...,H,} are similar module systems. By Theorem 30,

P (L, (Hy||---||Hp)) = Lin(H;). Therefore, by substitution,

The main Repeat — Until loop in Algorithm 11 iterates | X | times, which is the
size of the state space of H;. The size of the state space of H; is always at least
as small as |X*|, the size of the state space of H, and generally much more so.
Inside the main iterative loop, there are two types of tests for transition existence,
one for individual global events and one for chains of private events. The tests for
transition existence are generally efficient and negligible depending on the encoding of
H , especially if each state contains a list of its outgoing transitions. In this case, only
the existence of |¥,| global event transitions and |X,, | private event string transitions
at each state need to be tested. If thereis a 0,1 € ¥, transition at the current state, it
needs to be tested if there is a chain of transitions 010, . . . 0, from the current state.
Therefore, for every private event transition detected, at most n — 1 other transitions
need to be tested. Therefore, Algorithm 11 is in O (| X * (|Z,] + n * [Zp])).

An example of a run of Algorithm 11 is now given using a trimmed version of the

automaton G1||Gy from Example 20.

Example 23 Consider the automaton G that is the trimmed version of G1||Gy from
Example 20 with the states renamed for convenience. This automaton can be seen in
Figure 8.5.

Note that L,,(G) = ((cnag + asay)y + (8182 + B201) \)*. By inspection, this
language is symmetric with respect to {1, ..., %5, } and decomposable with respect to

(P,...,P).
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Figure 8.3: The automaton G = Trim(G1||G2).

Algorithm 11 is now run with G as input for ¥y = {aq, 1,7, A} and ¥y =
{042,52,% )\}-

To initialize: X' := {1}, z{ :=1, 6" :=0, S :=[1].

The first state is popped off of S. x4 :=1.

There are no X4 transitions from state 1, but there are two private event chains,
a1 and 313y starting from state 1 and respectively leading to states 4 and 7. There-
fore, states 4,7 are added to X', (1,ay,4) and (1,31,7) are added to §* and 4 and 7
are pushed onto S.

Now, X' ={1,4,7} 6' = {(1,01,4), (1,51, 7)}, S = [4,7].

Next, 4 is popped off S and x5 := 4. There is a X, transition from 4 (4,v,1), but
no private event chains. Therefore, (4,v,1) is added to 8' and no other changes are
made.

Next, 7 is popped off S and xs := 7. There is a ¥, transition from 7 (7, X, 1), but
no private event chains. Therefore, (7, )\, 1) is added to §' and no other changes are

made. The stack S is empty, so the Repeat — Until loop has been completed.
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The marked state list is now assigned X! = {1} and this completes the construc-
tion of G1. G is then copied as Go by replacing aqy with as and 31 with (3.

This results in the automata seen in Figure §8.4.

Figure 8.4: The automata GG; and G5 decomposed from G in Figure 8.3.

It is now shown that the {Hq,..., H,} automata returned by Algorithm 11 are

guaranteed to be trim.

Theorem 34 Suppose a trim automaton H is given such that L,,(H) is symmetric
with respect to {¥1,...,%,} and decomposable with respect to {Py,...,P,}. Let
{Hy,..., H,} be the automata constructed from H using Algorithm 11. Then, the

automata {Hy, ..., H,} are all trim.

Proof: It suffices to show that H; is trim.

It is known that all states X' in H; are reachable from the initial state, so to
show that H; is trim, it must be demonstrated that for every unmarked state in H1,
there must be a string to a marked state.

Suppose r € X'\ X} . Because H is trim, there must be two strings s,t € X

such that s is in

{opV12(0p1) - - - Vin(opt)|opr € B} UX,)",
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6 (2l s) =z and 6% (x,t) € X, Define s1,t; such that s; = Py(s) and t; = Pi(t).
Because of the construction in Algorithm 11, it must be true that 6'(zg,s1) = .
Furthermore, because §7(z,t) € XH and ¢, is the string of events that is rel-

evant to H; when ¢ occurs, then it must be true that §'(z',t;) € X} because

Lon(Hyl -+ | Hn) = Lin(H). m

Even though a language K may be symmetric with respect to {¥;,...,%,} and
decomposable with respect to {Py,..., P,}, it is possible that {P;(K),..., P,(K)}
are conflicting. Consider the G automaton shown in Figure 8.3 from Example 23.
It has already been shown how G is symmetric and decomposable. Now consider
the G; and G5 automata that are output from running the decomposition algo-
rithm as in Example 23. The parallel composition of these automata is blocking, so
{Pi(Ln(GY)),..., Pu(L(Ge))} are conflicting, as seen in Figure 8.2 in Example 21.

Finally, note that even though a language K may be symmetric with respect
to {¥1,...,2,} and {P(K),...,P,(K)} are non-conflicting, it is possible that K
is not decomposable with respect to {Py,...,P,}. Consider the language K =
{e,0q,0}. K is symmetric with respect to {{a1},{az2}}, and {{e, a1}, {€e,a0}}

are non-conflicting. However, K = {¢, a1, as} is not decomposable with respect

to {{an}, {aa}}.

8.4 Quotient Automata and Global Systems Properties

In Chapter VII a quotient automaton G is shown that can be used to verify
properties of a permutation symmetric composed system Gl. Because similar mod-
ule systems are permutation symmetric the G construction could also be used to
test properties of interacting similar module systems. However, due to the extra

symmetric structure of these systems, a quotient automaton with an even smaller
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state space can be used to test some system properties in G!l. This section shows
another quotient automaton, denoted by G , for testing important properties such as
state reachability, non-blockingness and deadlockfreeness in similar module systems.
The G automaton uses the sets of states with the same sets of component states as
the state equivalence class used in the quotient automaton construction. Therefore
the number of various component states is disregarding when establishing composed
state equivalences. A simple tutorial example is shown that demonstrates how the
states of the modular automata used in the model can be partitioned into sets of

“equivalent” states.

Example 24 Reconsider the system first introduced in Example 20 with a third com-
ponent G3 similar to Gy and Gy in Figure 8.1. The automaton G1||Gs|Gs can be
seen 1n Figure 8.5.

State (1,1,2) in G1||G2||Gs is equivalent to (2,1,1), (1,2,2), (2,1,2), etc... with
respect to the sets of module states these composed states contain. By inspection,
these states are also equivalent with respect to some important system properties such
as deadlock, blocking and reachability. However, not all of these states are reachable

from the initial state in the same number of transitions.

The intuition behind Example 24 is that state orderings and duplicated com-
ponent states do not matter when testing several important global properties. A
quotient automaton G for testing these properties in similar module systems is now
formally introduced.

A state x!l from the composed automata Gl = G||---||G, is an n-tuple of
states in X. Let T represent the set of module states that compose the n-tuple

2l For example, the set {1,2,6} is the set of module states that compose the states
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Figure 8.5: The automaton G |G| Gs.

(1,2,6,2) and (1,6,6,2) in X!I. The function Comp : X — 2% is defined such that

Comp(z!) = 7 and the function Comp~'(Z) returns the set of states that has exactly
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the states T in its n-tuple. As an example of the operation of the Comp(-) function,
Comp((2,1,2)) = {1,2}, Comp((2,1,3)) = {1,2,3}, Comp((3,1,2,1,2)) ={1,2,3}.

The set of state equivalence classes defined by the Comp(-) function is used as
the state space of G. Let G = (X, {xo}, 21,0, X,n) where X = 2%, the power set
of the component automaton G; states, and let X,,, the set of marked states, be
the states of G such that at least one component state in the set is marked, i.e.,
X, = 25\ 2X\Xn_ The nondeterministic transition operator 4(-,-) is defined such
that if there exists two states z!l € Comp=(Z) and yl € Comp~'() and an event
0; € ¥; such that 6ll(zll, ;) = ¢!, then there is a corresponding transition in G from
Z to g on the occurrence of W, (o).

Note that even if Gl is a deterministic automaton, the corresponding G au-
tomaton maybe nondeterministic; at a state # € X there may be several outgoing
transitions labelled by an event o. Therefore, similar to as was done with the G
construction, the state transition function is defined such that b X XY — 2X and

a state is in & (Z,0) C X if there exists a o labelled transitions from # to that state

in G.

o(%,0) = (8.2)
{61(x,0)|x € T} if (o0 €Xy)A(Veez, oz o))
TU{61(z,0)} if (o€ X))z <n)A@01(z,0))A(x € )
[Z\{z}]U{d(z,0)} if (c €Zpn)A(Z|>1)A (61(z,0)) A (z € T) )

The intuition behind the definition of §(-, -) is shown in three parts for the three
cases in which this transition operator is defined.
The first case of the 6(-,-) definition corresponds to the occurrence of a global

event such that all elements of  are updated simultaneously on the occurrence of



232

global event o € ;. All elements of # need to be updated on the occurrence of
o because all states in Comp~1(Z) from GIl can be updated on the occurrence of o
according to the transition rules of §!(-,-). Therefore §,(z, o) is defined for all x € 7.
This implies that Comp (6l(zl,0)) € 0(%,0) and in this case {01(x,0)|z € &} €
0(%,0) if 0 € B, and &, (x, o) is defined for all z € 7.

The second case of the definition corresponds to the situation where there exists
some state zl € Comp™ (%) such that there exists 4,7 € {1,...,n} such that i # j
and zI" = 2. In other words, |Z| < n as required for this case in the definition of

5(-, -). Therefore, at z!l| if an event o,; € ¥,; were to occur such that 5i(x”i,am»)!,

then the resulting state §(zl, 0,;) exists and
Comp(6(2!, 731)) = Comp(al) U {ai(al", )}
Therefore,

Comp(zl) U {(Z(IL’W, Upi)} € ozl Wiy (0,)),

and for this case, there is some © € &, 0 € ¥, such that Z U {&,(z,0)} € §(Z,0) as
specified in the definition of §(-,-).

The third case of the definition corresponds to the situation where there exists
some state !l € Comp™ (%) such that there exists i € {1,...,n} and for any j €
{1,...,n}\ {i}, 2" # V. Thus, |Z| > 1, as required for this case of the definition
of &(-,-). Therefore, at 2!, if an event o,; € ¥,; were to occur such that &;(z!', 5,,)!,

then the resulting state 6(zl, ,;) would be in

[Comp(:c”) \ {x”l}] U {&(SEW, Upi)} € 0(Comp(i), Vi1 (o)),

and for this case there is some z € T and 0,; € X,; such that [z \ 2] U {01(x,0)} €

5(i,0) as specified in the definition of 4(-, -).
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The definition of 4 (+,-) can be extended to allows strings of arbitrary length using
the usual methods. The similar module system introduced in Example 24 is used to
demonstrate the construction of a simple reduced state space composed automaton
G.

Example 25 Consider the similar module system G1,Gs, G3 discussed in Exam-
ple 24 above. The set of state equivalence classes in G1||Gs||Gs with respect to the
Comp(-) operation is {{1},{2},{3},{1,2},{1,3},{2,3},{1,2,3}}. The quotient au-

tomaton G constructed from Gy, Ga, Gs can be seen in Figure 8.6.

Figure 8.6: The automaton G constructed from Gy, G, Gs.

The three different transition class from the definition of 5(, -) are all exhibited
in this ezample of G.

Consider the {2}+5 {1} transition in G. This transition is in the first case of
the 6(-,-) definition and in the original G1|/Gs||Gs automaton, it corresponds to the
(2,2,2)"56, 6slics (1, 1, 1) transition. That is, a global event v occurs and all states
of (2,2,2) are updated simultaneously.

Now consider the {1,2}&{1,2} transition in G. This transition corresponds to

several transitions in the G1||Gs||Gs automaton, including (1,1,2)% ¢, 6,65 (1, 2, 2).
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For this transition, module state 1 is replicated and the second module state of
(1,2,2) is updated on the occurrence of asg, but the first module state remains 1.
The {1,2}*55{1,2} transition is in the second class of transitions in the definition
of (-, ).

The {1,2}*55{2} transition corresponds to the third class of transitions in the
0(-,-) definition. In the original G1||Gs||Gs automaton, this transition corresponds
to the (2,2,1)2 ¢, 6sl165(2, 2,2) transition among others. In this case, there is only
one module in state 1 and on the occurrence of as this module updates to state 2 and
the other modules remain the same.

Also notice that in G there is a transition {1}55{1,2}. It is true that {2,2,1} €
Comp~t({1,2}) but in G1||G2||G5 there is no event o such that there is a transi-
tion (1,1, 1) %6, aalics(2,2,1).  Therefore, state reachability in G does not evactly
imply state reachability in G1||G2||Gs. However, there is a string ayas such that
(1,1, 1)anf>2G1||GQHG3(2,2, 1). It is shown below that state reachability in G is shown

to imply a form of reachability in G| - - ||G, and vice-versa.

8.4.1 Verifying System Properties Using G

Two fundamental reachability results related to the G and G constructions for

similar module systems are now shown.

Lemma 16 Suppose a similar module system {G1,...,G,} is given that is used to

construct G and G. For two states of G, x!,x! e X two states of &1,%, € 2%

I
and a string of transitions labelled by tIl € X* such that x!»t—@u = :cg, Comp(x!) =1

and C’omp(x!) = &y, there exists a string of transitions labelled by t € X% such that

. ., A
according to the transition rules of G, T1+— aTs.
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Proof: This lemma is shown using a proof by generalized induction on the length
of tll.
For the base of induction, suppose |t!| = 1. This induction base is shown for two

cases. In the first case, suppose that tl = 04 € X4. Because all component states

in x! can update on the occurrence of o,, the resultant states are components in xg

Therefore, by the definition of the transition structure of G, & géi‘g.

For the second case of the base of induction, suppose that ¢/l = Opi € Xpi. There-

i
fore, when module G; is in state a:g , the module can update on the occurrence of o,

to state xgz and all other modules in GIl do not update, i.e., Vj # 1, x!ﬂ = xg]. So,

when module G, is in state x!l, the module can update on the occurrence of o,; to
state x!z. Therefore, i’lf—pigu Zo. This completes the base of induction.

For the induction hypothesis, suppose that there is a string of transitions labelled

\
by ¢l € ¥" such that x!»t—kcux!, C’omp(x!) = T; and Comp(x!) = Ty. Then, there

exists a string of transitions labelled by ¢ € 27 such that i‘l'i)éi'z.

For the induction step, suppose there is a string of transitions labelled by tll € ¥»

gl .
and a transition labelled by ol € ¥ such that z|%% , = x!, Comp(z]) = 7 and

~ thel ¢l
Comp(xg) = Z3. Because :c! = al = xg, there must be a state Q;Q such that xgl—@uxg

ol : ) . .
and xgl—@nxg where C’omp(x!) = Z5. Because of the induction hypothesis there is
a string of transitions labelled by ¢ € 37 such that jlgé«jg. Because of the base

of induction, there is a transition labelled by ¢ € ¥ such that iQ»iéig. Therefore,

there is a string of transitions labelled by G € ¥* such that flgéfg. [
Lemma 17 Suppose a similar module system {G1,...,G,} is given that is used

to construct Gl and G with two states of the quotient automaton i1,&, € 2%, a

state xﬂ € X and a string of transitions labelled by t € X% such that Zi’ﬂi)é[f'g and
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Comp(m!) = 7,. Then there exists a state of G/, xg € X and a string of transitions

labelled by tI € $7 such that Comp(z)) = &5 and x!'t_‘l)GH x!

Proof: The G automaton can be thought of as a simulation of the corresponding G/
automaton. For fl»iéjz, suppose that ¢ < t and flliGj If o, € 35, and t'o, < t,
then for a 2l € Comp™ (%), the transition at & labelled by o4 corresponds in Gl to
all component states in z!l updating simultaneously. If op € Xp1 and ¢ op < t, then
for a zl € Comp='(%), the transition at 7 labelled by o, corresponds in G to exactly
one component state 21" in 2! for some i € {1,...,n} updating on the occurrence of
an event o, = V(o).

Therefore, for every component state x; € 1, there must be a string of transitions
labelled by events in 37 that leads to a component state o € 5 according to the
transition rules of G; and for every component state xo € 25, there must be a string
of transitions labelled by events in 7 from a component state in xz; € z; to the
component state xo according to the transition rules of ;. All of these strings are
able to occur synchronously with respect to the occurrence of global events and are
copies of the string ¢ with some events from 21 removed.

Furthermore, for the string of events ¢ € X¥ such that :”B’lri@j’a, the string ¢ can
be split into a set of strings T' = {t,1,1, ..., tapay } € X7 such that:

e Forallie{l,...m}, taigs 15 a copy of ¢ with some ¥, events removed.

o Pylpray) =+ = Pyltapay)

e For every component state :L'll € 71, there is at least one component state

i

h € Ty and a string of events ,:,; € T such that 0" (], t,:,1) = 5.

e For every component state :ch2 € I9, there is at least one component state

2] € #; and a string of events t,i,s € T such that 01(2], t,,) = 5.
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e m = max{|Z|,|Z2|} <n
Consider the ordered list of n strings
Li = [tya1, - s tapag, tapags - - - tapa]-

Corresponding to L;, there are two ordered lists of pairs of states in X

1 _ 1 m ..m m
L, = [zg,..., 2720, ... 2]

2 1 m ,..m m
Ly = [zg,...,x5" 20, ..., 25

such that if

Il _ 1 m m m
vy = (zy,...,27 27, o 2l)
I _ 1 m _.m m
xZ‘l/ - (1'2,...,272,272,...71'2)7

then

Comp(:c!q,) = I

C’omp(xg‘l,) = Iy

Moreover, according to the transition rules of Gy, ' (zy 1, t) = T2 where Ly (k) = t
is the kth string in L; and LL(k) = x5, and L2(k) = zyo are the kth states in L}
and L2 respectively. Tt is discussed below how the assumption that the last (n —m)
pairings of states from the L; and L, lists are replicated can be done without loss of
generality:.

The list of strings L; are now converted using the W;(+) operator to the list

LY =00 (th o)s s Wm0 0 Wrgman) (0 0) s - W (8,0,
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Because all of the strings in this converted list can still be synchronized on the

occurrence of events in Y4, the intersection

Pri(Wn(ty,,,) NN P (P (8 4,))

T1T2

N Pg_}_l(qjl(m—kl) (Zf?lm) N...N Pn_l(\lfln(tm )

T1T2

is nonempty. Let t|\|1, be some string in this intersection. From the construction above
for L' and L2, if 2!, is the n-tuple corresponding to the list of states in L. and

xg\y is the n-tuple corresponding to the list of states in L2, then 5”(1‘!\1,, t‘\‘l,) = x!q,

I
Therefore, x!*t—@u :Ug
Notice that the lists L;, Ll and L? could be constructed to correspond to any

state a:! such that :cﬂ € Comp~!(Z;) and xﬂ is the n-tuple corresponding to the list

of states in L.. m

An example is now given to aid in the visualization of the constructions used in

the proof of Lemma 17.

Example 26 [t is now shown how to construct lists Ly, L., L? and the states a:!q,,

xg\l, in Lemma 17 from a given Ty, To, J?! and t using the G automaton in Example
24. Suppose ¥, = {1,2}, Ty = {2,3}, t = a1yB1 1 and :1:! =(1,1,2).
From x! =(1,1,2), L. is set to be [1,1,2]. Let L; = [ayyaq, ayyBy,v01] and let

L2 =12,3,3]. Therefore, x!q, =(1,1,2) and xgq, =(2,3,3). Note that

(1, aqyay) = 2,
51<17O‘1’Yﬁ1) = 37
01(2,761) = 3.

Also note that LY = [ayyay, aoyBe,vB3] and it is possible for the string tl corre-

sponding to t to be ajoyoy BoBs. Therefore, 61((1,1,2), ayayon Baf3) = (2,3,3).
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The dual of Lemma 17 is now shown where SL‘Q is specified instead of :c!

Lemma 18 Suppose a similar module system {G1,...,G,} is given that is used
to construct G\l and G with two states of the quotient automaton T,,7, € 2%, a

state xg € X and a string of transitions labelled by t € ¥* such that i’lééﬂ?g and

C’Omp(xg) = &y. Then there exists a state of GV, x! € X and string of transitions

labelled by tIl € X% such that C’omp(x!) =T and x!'t—‘kcuxg.

Proof: This proof follows from the same construction of Lemma 17 except that the
lists Ly, L! and L2 could be constructed to correspond to any state a:g such that

xg € Comp™!(Z,) and x! is the n-tuple corresponding to the list of states in L2. m

Theorem 35 Suppose a similar module system {G1,...,G,} is given that is used to
construct GIl and G. A state 2!l € X! deadlocks according to the transition rules of
Gl if and only if the state Comp(x!) =  deadlocks according to the transition rules

of G.

Proof: This theorem is demonstrated in several parts. Suppose that z!l € XIl
deadlocks according to the transition rules of GIl. Therefore, there are no global
events o, € X, that could synchronize a state transition in all component states of
zl. Due to the construction of G, there are therefore no global event 04 € X4 that
could synchronize a state transition in all component states of . Also, because there
no private events o,; € X, that could occur at any of the component states of zl.
There can therefore be no events o, € X,; that could occur at any of the states of Z
according to the transition rules of GG;. Consequently there are no events 0,1 € ¥
that could occur at the state # according to the transition rules of G.

Now suppose there is an event o, € X, that can occur at state 2! and synchronize

a state update at all component states according to the transition rules of GII. Due
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to the construction of G, o, must also be able to occur at state & according to the
transition rules of G and synchronize an update at all states in .

Now suppose there is an event o,; € %,; that can occur at state z!l and cause a
private state update at exactly one component state of z!l according to the transition
rules of GG;. Due to the construction of é, the corresponding o,; must also be able
to occur at state & according to the transition rules of G/l and cause a state update

at one of the component states. [

Theorem 36 Suppose a similar module system {G1,...,G,} is given that is used to
construct Gl and G. A state zll € X is reachable according to the transition rules

of G if and only if the state Comp(z!) = % is reachable according to the transition

rules of G.

Proof: This theorem is demonstrated in two parts. For the first part of this proof,
suppose that a state zll € X is reachable according to the transition rules of GI.
Therefore, there is a string of transitions labelled by ¢ such that x‘érigux“. Because
of Lemma 16, there is a string of transitions labelled by ¢ such that foiiéi where
Comp(z!) = 7.

For the second part of this proof, suppose that a state T € X is reachable accord-
ing to the transition rules of G. Therefore, there is a string of transitions labelled by
t such that :ioriéi. Using Lemma 18 there is a string of transitions labelled by ¢l

1 4l

such that for some xg/ € Comp™!(y), xl) 12! Because Comp™ (&) = {xg}, there

I
is a string of transitions labelled by ¢!l such that xg't—@ux” where Comp(zl) =7. =

Theorem 37 Suppose a similar module system {G1,...,G,} is given that is used

to construct Gl and G. A state 2l € Xl 4s blocking according to the transition rules
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of Gl if and only if the state Comp(zl) = % is blocking according to the transition

rules of G.

Proof: Note that according to the constructions of Gl and G, a state zll € Xl is
marked if and only if all states in Comp™!(Comp(z!)) and Comp(x!) are marked.

Suppose that the state z!l € X is nonblocking according to the transition rules
of GIl. Therefore, there is a state 2l € XU and a string of transitions labelled by ¢!
such that x”»iG” xlln Because of Lemma 16, there is a string of transitions labelled
by t such that i»i@i’m where Comp(x‘y‘n) = 7,,. Because C’omp(x','n) = Ty, Ty, MuUst
be marked.

Suppose that the state & € X is nonblocking according to the transition rules of
G. Therefore, there is a state #,, € X,, and a string of transitions labelled by ¢ such
that J’Z’»i>G:%m By Lemma 17 there is a string of transitions labelled by ¢! and a state

[ [

I
xg such that zl g a:g and Comp(zy) = Z,,. Because Comp(xy) = Ty, and &, is

marked, then xg must also be marked. Therefore z! is nonblocking. [ |

8.4.2 The Size of the State Space of G

It should be apparent that the G constructed from the similar module system
{G4,...,G,} has a smaller state space than the G or the Gl automata constructed
from the same modules. The worst-case size of the G automaton state space is
now quantified. Suppose that k& = |X|, the size of the state space of the individual
modules. Consider the following example that shows how the G construction uses a

bounded number of states even if the number of modules is unbounded.

Example 27 Consider the similar module system G1,Gs as in Example 20 and

the corresponding G constructed from these automata which can be seen in Fig-
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ure 8.7. The automata Gy,Gy use X = {1,2,3} as their state space and Go uses

{{1},{2}, {3}, {1,2},{1,3},{2,3}} as its state space.

Figure 8.7: The automaton Gs constructed from Gy, Gs.

Now consider the same set of similar modules except with three components
G1,Gs, G5 and corresponding G5 automaton discussed in Example 25. The automata
G1,Gy,Gs use X = {1,2,3} as their state space and G for this set of modules is
2% = {{1}, {2}, {3}, {1,2},{1,3},{2,3},{1,2,3}} as its state space. Note that the
largest cardinality subset of X is {1,2,3}.

Now consider the same set of similar modules except with three components
G1,G9, G3, G4 and corresponding é4 which can be seen in Figure 8.8. The automata
G1,Gy,Gs use X = {1,2,3} as their state space and G for this set of modules is
2X = {{1},{2}, {3}, {1,2},{1,3},{2,3},{1,2,3}} as its state space. The only dif-
ference between the G4 automaton and the G automaton for the three module system
seen in Figure 8.6 is that there is an added self-loop at state {1,2,3} for ay and [y
events. Therefore, after a certain number of modules is used to form the system, the
construction of the G automaton is unaffected if the number of modules is increased.

Now consider the same set of n similar modules G1,--- , G, with n > 4. The
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Figure 8.8: The automaton G4 constructed from Gy, Ga, G, Gy.

automaton G, constructed from this set of modules still uses

2% = {{1},{2},{3},{1,2},{1,3},{2,3},{1,2,3}} as its state space and is struc-
turally equivalent to the Gy automaton. That is, all defined transitions in G, are
also defined in G,,. Therefore, the G, construction is equivalent to the G4 construc-
tion for no matter how many modules are used as long as n > 4. Furthermore, the
size of the state space of G,, does not change for n > 3. This is due to the fact that

1X| = 3.

Given an n-module system, each state of G can have at most n component states
and component states are not repeated in each state of G, so the maximum number
of component states in G is max(n, k). Therefore the worst-case size of G needs to

be analyzed in two cases, n > k and n < k.

Casel :n<k

k

Each of the states of G has at most n component states. There are possibly
1

states with ¢ component states. Therefore if the sum of the possible number of state
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sets for each number of components is taken from i to n, then the number of possible

state sets for G is:

n |k
z: . (8.3)

i=1 7

Note that for n < k, the number of possible state sets for G is bounded by 2% — 1.
Case 2 :n>k

For this case, any state set in the power set 2% is a possible state of G except for the

empty set (. Therefore, the size of the state space of G is at most
2%\ {0} = 2" — 1. (8.4)

This means that if n > k then the size of G is independent of the number of modules
and therefore the computational complexity of testing state reachability, blocking
and deadlock-freeness can be done without regard to the number of components.

Therefore if X ¢ is the set of reachable states in G, then

( )

k
3 o ifn<k
[ Xel < i (8.5)
2k _ 1 ifn >k
\ W

Therefore, no matter how many modules comprise a similar module system,
|Xg| < 2% — 1. This is much less than the worst-case number of reachable states
in GI, k™. It seems very surprising at first that the verification of such important
properties of systems such as state reachability and blocking can be performed with
such a large reduction in the number of composed states that need to be searched

over. It is also surprising that using the G construction, the difficulty of performing
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these verifications is nearly independent of the number of modules. This construc-
tion shows more of the computational advantages gained when investigating modular

systems with symmetry between components.

8.5 Verification for Local Specifications

Now topics related to the verification of similar module systems with respect to
local specifications are discussed. Only the local behavior without accounting for the
interaction of the other system modules needs to be accounted for when verifying if

local specifications are achieved when the modules are actually interacting.

Definition 21 A set of languages {Ky,...,K,} such that for all i € {1,...,n},
K; C X7 are called a set of similar language specifications if language K; is a specifica-
tion on module G; in a similar module system {G1, ..., Gy} and for alli € {1,... ,n},

\Ifli(K1> = Kz

Suppose it needs to be checked if for all i that P; (£,,,(G1] -+ ||Gr)) = K;. This
property can be checked solely by verifying that £,,(G;) = K; for similar module

systems. The following corollary is a direct extension of Theorem 30.

Corollary 12 Given a local language specification K; and similar module system

{Gy,...,Gn}, Pi(Ln(Gi]l-+-||Gn)) = K; if and only if L,,(G;) = K;. Likewise,

PA(L(Gy| -+ 1Gu)) = K if and only if £(Gy) = K.

Verifying £,,(G;) = K; and £L(G;) = K; are both known to be computationally
simple if K is specified by a deterministic automaton and G} is likewise deterministic.
This greatly simplifies previously known verification methods based on more general
modular systems because local behavior in a composed similar module system can

be tested by investigating a single module.
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8.6 Control Operations

Now properties related to the control of similar systems are explored. First the
control framework is introduced which is a version of the standard decentralized

supervisory control framework specialized for similar module systems.

Definition 22 A set of controllers {Sy,...,S,} are called Similar Controllers if
they are all exact copies of one another with respect to W,;(-) operations. Therefore,
Yo = Vi(Za), Yo = Y1,(X01) and if controller Sy disables events v C X after
observing a string s1, then controller i disables Wy;(v1) C Wq,(3a) after observing

string Wq;(s1).

The controllers {Sy,...,S,} are non-blocking for {G,...,G,} if

Lon((S1/GO)l - [1(50/Gn)) = LIS/ G - - [[(Sn/Gn))-

8.7 Control for Local Specifications

There are potentially great reductions in computational effort for many similar
module system control problems with local specifications. For a similar module sys-
tem {G1,...,G,} and a set of similar language specifications { K1, ..., K}, suppose
it is desirable to know if there exists a set of similar controllers {Si,...,S,} such

that

Vie (L. . o) BiLm((S1/Gl - - [(Sn/Gn))] = Ki

AP LS /GOl [1(Sa/Gn))] = K.
This problem can be solved by looking only at the local behavior of G; and the

locally observable and controllable event sets, ¥, and X, respectively.
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Theorem 38 For a similar module system {G,...,G,} with respective local event
sets {31,...,5,}, observable event sets {¥,1,..., %0}, controllable event sets

{Xe1, .., Zen} and local behavior specifications { K1, ..., K,} such that for alli,j €
{1,....n}, K; # 0 and K; C L,,(G;), K; = V,;;(K;), there exists a set of similar

controllers {Si,...,Sn} such that for alli € {1,...,n},
B [Ln((S1/Gl - - [1(Sn/Gn))] = Ki
and
PL((S1/ G -+ 1(Sa/Ga))] = K
if and only iof
1. Ky is controllable with respect to L(G1) and Xye -
2. Ky is observable with respect to L(G1), Py and X..

3. Ky is L,,(G1)-closed.

Proof: It was shown in Corollary 12 that
Pi[Ln((S1/G1)| -+ 1(Sn/Gr))] = K; and P; [L((S1/Gh)]| -+ [[(Sn/Gr))] = K; if and
only if £,,(S;/G;) = K; and L(S;/G;) = K;. Due to the symmetry of the model,

controllers and specifications, £,,(S;/G;) = K; and L(S;/G;) = K; if and only if

L,,(51/G1) = Ky and L£(S1/G1) = K;. The result then follows using the controlla-

bility and observability theorem of supervisory control theory [44]. ]

Theorem 38 shows that controller existence for local behavior specifications can
be decided by testing controller existence locally and apart from the interaction of
other modules. The controllability and observability theorem is known to be con-

structive so therefore there are known methods for synthesizing the local controllers
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{S1,...,S,} such that local non-blocking specifications are satisfied at all nodes
when the modules interact and the conditions of Theorem 38 are satisfied. These
results also generalize to the cases where marking properties are not of a concern.
Despite these very positive results a caveat is in order with respect to the nature
of language semantics. All local modules in a similar module system may be non-
blocking and deadlock free, but blocking and deadlock may both still occur globally.

Consider the following example.

Example 28 Consider the automaton G1||Gy introduced in Example 20. G1||Gs is
blocking and contains two deadlock states, (2,3) and (3,2). These states are reached
when an « event is followed immediately by a B event or when a 3 event is followed
immediately by an o event. Neither G1 or Gy can observe the interleaving of o and
0B events due to the restriction that the local systems cannot observe events that are
private to other modules. However, when the language generated by the system G1||Gs
1s projected down to either the 31 or X9 event sets, the behavior is equivalent to G1 or

G, respectively, and these automata are individually non-blocking and deadlock-free.

Example 28 shows one of the major limitations of language semantics and moti-
vates why attention should not be restricted solely to local behavior. For concurrent
systems, blocking and deadlock properties are inherently global in nature which
prompts the investigations of global specifications.

Suppose a set of trim similar specification automata {Hy,..., H,} is given such
that Vi € {1,...,n} L,,(H;) = K;. One way to ensure that the global composed
system is non-blocking after the local controllers are designed would be to verify
that {K1,..., K, } are non-conflicting by testing if H! is non-blocking. This can be

verified fairly efficiently by testing if the H construction is non-blocking as seen in
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Theorem 37. Another approach to ensure that the global controlled system is non-
blocking would be to use global control specifications instead of local specifications.

This situation is explored in the following section.

8.8 Control for Global Specifications

Instead of considering a set of local similar specifications { K7, ..., K, }, suppose a
global language specification K is given and it needs to be decided if there exist non-
blocking similar controllers {Si,...,S,} for a similar module system {Gq,...,G,}
such that £,,((S1/G1)| -+ 1|(Sn/Gr)) = K. Due to the similarity of the controllers
and system modules one would think that K would need to exhibit a degree of
symmetry with respect to the occurrence of private events. This is exactly the case

which is found in Theorem 39 below.

Theorem 39 For a similar module system {G1,...,G,} with respective local pro-
jection operations {Py,. .., P,}, observation projections {P,i, ..., Py}, controllable
event sets {Xc1,...,%n} and global behavior specification K such that K # () and
K C L, (Gi||---||Grn), a set of non-blocking similar controllers {Si,...,S,} exists

such that L,,((S1/G1)|| -+ 1|(Sn/Grn)) = K if and only if
1. Pi(K) is controllable with respect to L(G1) and Xy .
2. Pi(K) is observable with respect to L(G1), P, and X.;.

3. P(K) is L,,(G1)-closed.

E

. K is symmetric with respect to {3q,...,3,}.
5. K is decomposable with respect to {Py, ..., P,}.

6. {P[Y(P(K)),...,P7 (P.,(K))} are non-conflicting.

n
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Proof: This theorem is shown in two parts. Assume there exists a set of controllers

{S1,...,S,} such that

K = Ln((S/G)I - [I(Si/G)l - 15/ Gn)) (8.6)

K = L((S1/G)Il-+ I(Si/ Gl -+ (Sn/Gn)). (8.7)

By the definition of Wy;(+):
Uy (L ((S1/GO) - 1S/ Gl -+ 1(Sn/Gn))) =
Ln((Si/ Gl -~ 1(S1/G)II - - 1(5n/Gn))-
The parallel composition operation is commutative, so:
Lon((S1/GO)N - I1(Si/ Gl - [1(Sn/Gn)) =
Ln((Si/ Gl -~ 1(S1/G)II -+ - 1(5n/Gn))-
= K = V;(K). This proves the fourth part of the implication.
By Equations 8.6 and 8.7 there exists a set of controllers {Sy, ..., S,} such that
K = Ly ((S/GO - (S /Gl - - [1(Sn/Gn))
K =L((S1/G)] - I(Si/G)l -+ 1(Sn/Gn))
=
there exists a set of controllers {S,...,S,} such that Vi € {1,...,n}
Bi(K) = P(Lm((51/G)| - [1(Sn/Gn)))
P(K) = P(L((S1/G)]l -+ 180/ Gn)))
= using Corollary 12:
there exists a set of controllers {S,...,S,} such that Vi € {1,...,n}
Bi(K) = Ln(S5i/Gi)
Pi(K) = L(Si/G))
= from the controllability and observability theorem of supervisory control the-

ory,
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1. P;(K) is controllable with respect to £(G;) and X,;.
2. P;(K) is observable with respect to L(G;), P,; and X;.
3. P(K) is L,,(G;)-closed.

This proves the first three parts of the implication.
It is known that:
K = Py (Ly(S1/G1)) (e 0 P (L (80 /G))
K =P (L(S1/G) NN P (LS, /G))
= using Corollary 12:
K = PP (R(K)) -0 P (Pa(K)),
K =P (P(K)) N 0P (PA(K))
= using Lemma 12:
K =P (Py(K) N0 P (P(K)),
K=P Y(P(K)N---NPYP,(K))
This proves the fifth and sixth parts of the implication. This completes one
direction of the proof.

It is now shown that the controllers exist if the six conditions hold.

Because of the first three conditions it is known that there exists a controller S

such that P (K) = L,,(S1/G1) and Py (K) = L(S1/G1).
Because of the decomposability condition, K = P, *(P(K))N---N P Y(P,(K)).
Because of the symmetry condition and Lemma 13 it is known there exists con-
trollers S,..., S, such that Vi € {1,...,n}: (P(K) = L,,(S:;/G:)).
Therefore by substitution,

K = PrYLn(S1/G)) O 0 PN (Lo (S /G)).
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This implies that
K = Ln((S1/G) - [[(Sn/Gn))-

Because of Condition 6 and Lemma 12:

PrH(PU(K)) NN PR (P(K)) = PrHPU(E)) N - NP (Po(K)).

= Because of Conditions 5 and 6, K is decomposable and:

K =P ' (P(K)N---NPYP,(K)).

Because of P(K) = L£(S1/G;), the symmetry condition and Lemma 13 it is
known that there exists controllers Sy, ..., S, such that Vi € {1,...,n}: (P(K) =
L(5:/Gi)).

Therefore, for the set of similar controllers {51, ...,S,},

K =P (L(S1/G)) N0 P (L(S,/G))

=

Therefore there exists a set of similar controllers {51, ..., S,} such that

K = Ln((S1/Gl - (Sn/Gn))
K =L((S1/G)ll - 1(5:/Gn)). u

The six necessary and sufficient conditions for controller existence in Theorem
39 can be divided into two types. The first three conditions (local controllability,
observability and L,,-closure) are essentially existence conditions for local controllers
to achieve local projections of global behavior. These conditions are inherent to
many supervisory control problems and have been well known from the early papers
in supervisory control theory [44, 54]. However, the combination of the last three
conditions (symmetry, decomposability and non-conflictingness) is unique to this
problem setting.

The symmetry condition ensures that if K is decomposable, then its decompo-

sition is a similar module system. This condition in hindsight should be expected
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when one considers Theorem 32. If the behavior of all controllers operating on the
modules is similar with respect to a renaming of local events, then the specification
would necessarily be symmetric if it can be achieved.

The decomposability condition ensures that the specification K can be con-
structed from its local behavior projections Pi,...,P,. Therefore, because it is
known that the local specifications are achieved by the local behavior, i.e., P;(K) =
L,,(S;/G;), the decomposability condition forces the global controlled behavior to
be equivalent to the global behavior specification. The non-conflicting condition en-
sures that the local non-blocking behavior of each controller ensures that the global
controlled behavior is non-blocking.

Taken together, Conditions 4 through 6 imply that the global specification needs
to be expressible as similar non-conflicting local specifications if there exists a set of
similar controllers that can be coupled with the similar module system to achieve
the specification.

Suppose a trim automaton H is given such that £,,(H) = K where K satisfies
the conditions of Theorem 39. Using the decomposition algorithm, Algorithm 11,
a set of trim automata {H;,...,H,} can be constructed from H such that Vi €
{1,...,n} L,(H;) = K; and P Y(K;)N---N P;Y(K,) = K from Theorems 33 and
34. The local similar controllers {Si,...,5,} can then be synthesized very quickly
using known methods for centralized system using the result of Theorem 38.

Note that Conditions 1 through 6 together imply that the language K is control-
lable with respect to L(G1]|---||Gr), co-observable with respect to L(G1]| - [|Gy)
and L,,(G1] -+ ||Gn)-closed, but the reverse implication does not hold because of
the assumptions on the controllers being used. If the controllers were allowed to be

asymmetric, a larger class of specifications could be achieved, but this would require
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an extra amount of coordination in the control synthesis. The model is designed so
that once one control module is designed, the implementation of more controllers is

merely a matter of copying that first controller.

8.9 Discussion

A special class of permutation symmetric systems has been introduced that can
be used to model a wide variety of real-world processes. A method has been shown
that can be used to test reachability, global blocking and deadlock-freeness without
enumerating all possible combinations of system states. It was also shown that the
verification of local behavior for these systems can be performed in an off-line manner
without system interaction. Necessary and sufficient conditions for the existence of
local controllers for the similar module model have also been introduced.

A method for decomposing an automaton representing global system behavior
into automata representing the local, modular subsystems has been shown that is
computationally reasonable and runs in polynomial time with respect to the size
of the local specification. This result is important because the standard methods
for performing decompositions currently known in the standard supervisory control
literature take exponential time with respect to the size of the global model in the
worst case.

It would be interesting to develop more efficient tests for when the necessary and
sufficient conditions for controller existence in Theorem 39 are satisfied. There are
several known methods for testing these properties, but these methods do not take
advantage of the possible symmetry in the systems discussed here and hence can
be computationally expensive. Once these conditions can be tested efficiently, local

control modules can be synthesized easily using Algorithm 11 and known centralized
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controller synthesis methods. It would also be interesting to develop online methods
for controlling these systems when the necessary and sufficient conditions for con-
troller existence do not hold, but safety conditions need to be satisfied. It would
also be desirable to synthesize controllers that achieve behavior that is “maximal”

in some sense as was done for centralized systems in Chapter V.



CHAPTER IX

CONCLUSIONS

9.1 Chapter Overview

This chapter reviews the main results of this thesis and then proposes several

areas for continued future research.

9.2 Thesis Overview

This thesis discusses computational problems related to the control and verifica-
tion of distributed systems. The framework of supervisory control of discrete-event
systems is used where system modules are modelled as finite-state automata that
coordinate on the occurrence of common events.

It is shown in Chapter IV that in general many important control and verification
problems for these systems are PSPACE-complete. The results of this chapter are
also disappointing because (as was mentioned previously), it is generally believed
that deterministic finite-state automata problems are fairly simple and these results
indicate that many modular problems using more general system and specification
models are also intractable. This motivates the work in the later chapters of this
thesis for finding methods to avoid this computational difficulty for problems of

particular interest.

256
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Despite the negative results regarding the time-complexity of the problems dis-
cussed in Chapter IV, it is shown in this chapter that the problems are in PSPACE.
Therefore, there are always space-efficient solutions to the problems discussed here
for deterministic finite-state automata modules. These results are in a sense positive
in that the state explosion problem inherent to distributed systems can be avoided,
as far as computation space is concerned,. In the worst case the size of the state
space of a composed system is exponential in the number of modules, but at worst
only a small fraction of those modules need to be stored in memory to solve many
problems if necessary.

Chapter V introduces several new online decentralized control protocols to avoid
the computational difficulty of calculating precomputed control actions. These new
online protocols rely on a new state estimator function. These protocols have a com-
mon easily testable sufficient safety condition that is effectively an actuator selection
problem.

A sensor selection problem is discussed in Chapter VI where it was shown that
even for centralized control systems a minimal sensor selection is difficult to approx-
imate. The sensor selection problem is converted to a type of edge colored directed
graph st-cut problem and heuristic methods are developed to approximate minimal
solutions to this problem. It is shown how these methods for the edge colored directed
graph st-cut problem can also be used to approximate solutions to a communicating
controller problem.

The graph cutting method for solving the sensor selection problems are very
powerful in that they can be used to force an event be observable or not without
greatly modifying methods for solving the problem. This method is also useful

when for an important actuator selection problem where it is desired to find the
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minimal number of actuators needed to synthesize a controller that satisfies a safety
specification. Many of the methods also discussed could be used to solve a related
sensor selection problem where the cost of selecting a sensor is non-uniform.

Chapter VII discusses a special class of distributed system that contain a property
called state permutation symmetry. A special version of the p-calculus is introduced
such that all permutation equivalent states in a composed distributed system satisfy
the same p-calculus formulas. A quotient structure is introduced for these systems
that can be used to more efficiently test if the systems satisfy propositions in the
restricted p-calculus.

Chapter VII discusses the case where the control modules are perfectly symmetric,
but it might be the case in many real-world problems that the systems may be slightly
asymmetric. For instance, for some control systems, one controller might have more
leeway in enforcing global control actions to avoid situations where blocking and
deadlock may occur. This is an interesting problem for future investigations that
could build on the symmetric system investigations in Chapter VII.

Chapter VIII investigates a special class of symmetric distributed systems where
the behavior of the system modules is restricted to be either global or private. A very
efficient decomposition method is given to convert a composed version of these special
systems into distributed modules. These systems also allow for the construction
of quotient automata with even smaller state spaces than the ones presented in
Chapter VII for testing important system properties. Concise necessary and sufficient
conditions exist for testing for controller existence on these systems that are based
on previously known properties. These properties can also be used to reduce the

computational difficulty of solving controller verification problems.
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9.3 Ongoing Research

This thesis has shown that many important problems related to the control and
verification of distributed discrete-event systems are computationally difficult to solve
in general. However, despite this computational difficulty, these problems are becom-
ing increasingly important in the modern world and methods need to be developed
to handle them. Therefore, methods need to be developed to solve special cases of
these problems that have particular real-world relevance. To this end, this thesis
shows practical methods to solve several special problem cases.

This avenue of research is of course ongoing and as new applications areas of
supervisory control are investigated new special cases of the control and verification
problems will gain practical relevance. This highlights an important aspect of solu-
tion methods for the problems discussed in this thesis; although the methods shown
here are theoretical nature, they are necessarily driven by practical application and
this practical relevance should necessarily continue to be an important motivating
factor for future research.

With the need for practical relevance in mind, future efforts to solve the com-
putationally difficult problems discussed in this thesis could perhaps be driven by
average case analysis. Throughout this thesis in particular and control theory in
general, when computational methods are developed to solve problems, the strongest
emphasis is usually placed on worst case analysis. However, for many applications,
worst case analysis may not be particularly relevant. Therefore, it may be commonly
sufficient to develop solution methods that are optimal in some sense for the “aver-
age” case. Unfortunately, average case analysis is generally more difficult than worst

case analysis as it is difficult at times to quantify what an average case of a problem
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is.

The interacting automata modelling formalism used in this thesis is generally
considered to be the simplest one for distributed systems that is sufficiently express-
ible to model real systems. Therefore, an additional avenue for future research would
be to use more general system models which include Petri nets and hybrid automata
which would be able to model a much larger class of systems. There has already been
some investigations into computational methods for the control and verification of
these system models, but all of the control and verification problems discussed in
this thesis are at least as difficult when these models are used and generally much
more so. Indeed, even some of the simplest problems such as state reachability are
undecidable with these models. Therefore it would be particularly useful to develop
methods to avoid the computational difficulty of control and verification problems
for these systems. Indeed, the methods shown in this thesis such as the sufficient safe
control protocols, approximation methods and symmetry reductions would hopefully

also be useful for these more general systems.
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APPENDIX A

The 2-Controller M Automaton

Suppose a specification automaton H = (XH,xgl,Z,éH), a system automaton
G=(X G,xoa, >, 5G), observable event sets >,; and X, and controllable event sets
Y1 and Y., are given to test if L(H) is co-observable with respect to L(G), Xo1, o2,
Ye1 and Y. This can be done using the M automaton construction shown in [67].

Let us define:
M= (XM M 5, M XM

where

XM o= XH x XH x XH x XCu{d},
zg' = (2g, 2,29, 25),
XM = {d}.

Let us define the set of conditions that together imply a violation of co-observability.

Note that these conditions are only defined for the controllable events. For o € 3.,

!This condition is not mentioned in [67].



263

the following set of conditions are called the (x) conditions.
)
6 (z1,0) is defined if 0 € 3
6 (x5, 0) is defined if 0 € o

6 (x3,0) is not defined

§Y(z4,0) is defined
The transition relation 6™ is defined as follows.

For 0 € ¥, and 0 & ¥,

6./\/[((1,17 Z2,T3, .’IJ4), O-) -
(
(5H<m1a 0-)7 Z2,T3, l’4)
(381, 5H(IL’2> U)> T3, 96’4)

(w1, 29, 6 (23, 0), 6% (24, 0))
(67 (zy,0), 6 (29,0), 6% (23,0),0% (24, 0))

d if (x)
\
For o ¢ 3,1 and 0 € X,
5M((1’17$2,$3,$4)70) =
(
(5H<$1;0—)7$27x3ax4)

(%1, 5H(SL’2, 0'), 5H<$3, 0'), (SG(I4, O'))

(61 (z1,0), 6" (29,0), 6% (23,0),0% (x4, 0))

| d it (+)
For o € X, and 0 € X,

5M((ZE1,$2,I’3,1’4),O’) =
($1’5H(:L’2,0),l‘3,l‘4)
<5H<x1’O—),x275H<x3’o‘),(5G(m4’0’))

(61 (zy,0), 6" (29,0), 6% (23,0),0% (24, 0))

d if (%)

\
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For o0 € ¥,; and 0 € X9,

M((w1, 19, T3, 24),0) =
(67 (z1,0), 6 (2q,0), 6% (23,0),0% (x4, 0))
d if (%)
For o € 3, §"(d, o) is undefined.
The state d is reachable from the initial state in M if and only if £L(H) is co-

observable with respect to L(G), ¥o1, o2, 21 and Xeo.
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APPENDIX B

The 2-Controller M; Automaton

Suppose a specification automaton H = (XH,xSI,Z,éH), a system automaton
G=(X G,moa, >, 5G), observable event sets >,; and X, and controllable event sets
Y1 and X9 are given such that it should be tested if L(H) is D&A co-observable with
respect to L(G), X1, Yoz, X1 and Xeo. This can be done using the M, automaton

construction shown in [83]. Let us define:
My = (XM g3, 5, §Ma) X M)

where

XMa = X9 x XH x X9 x XH x XH U {d},
Mg G ., H .G  H _H
de T (‘r07x07x07x071:0>7

XMa = {4}

Let us define the set of conditions that together imply a violation of D&A co-

observability. Note that these conditions are only defined for the controllable events.
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For o € X, the following set of conditions are called the (*) conditions.

6% (z1,0) is defined if o0 € ¥y \
67 (z9,0) is not defined if o € 3
86 (x3,0) is defined if 0 € Sy (%)
6 (z4,0) is not defined if 0 € X
6 (z4,0) is defined

The transition relation 6™ is defined as follows.

For o0 € ¥, and 0 & X0,

(5Md((:ﬂ1,x2,x3,aj4,x5) o) =

(6% (z1,0), 0% (29, 0), 23,14, T5)

(11, 29,0%(x3,0), 6" (24,0), x5)

(21, T2, T3, 14, 6 (25,0))

(6%(x1,0), 0 (29, 0),0%(x3,0),0% (24, 0), 6 (25, 0))
\ d if (%) )

For o ¢ 3,1 and 0 € X,

5Md((x17 X2, X3, I’4), U) -
( 3
(5G($17 0)7 5H(I2, U), T3, T4, $5)

(IE1, T2, 5G($3, U), 5H($4a U)a 5H($57 U))
(6% (21, 0), 0% (29, 0),0%(x3,0),0% (24, 0), 6 (25, 0))
d if (%)

\ /
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For 0 € ¥, and 0 € X,

5Md(<x17 X2,T3, 1'4), 0‘) =

( \
(56’(1,1’ )7 5H<x2a U)? X3, T4, 5H(5E57 U))
(

G

ag
€T1, T2, 5 (.’L’g, U)a 5H($47 J)a :U5>
g

(6% (x1,0), 0% (29, 0),0%(x3,0),0% (24, 0), 6 (25, 0))

d if (x)

For o0 € ¥,; and 0 € X9,

Ma((zy, 29, T3, 24),0) =
(6%(21,0),0% (29,0),0%(x3,0),0%(x4,0), 8% (25,0))
d if (%)
For o € 3, ™4(d, o) is undefined.
The state d is reachable from the initial state in M if and only if L(H) is D&A

co-observable with respect to L(G), Xo1, Yoz, X1 and Xeo.
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ABSTRACT

COMPUTATIONS ON DISTRIBUTED DISCRETE-EVENT SYSTEMS

by

Kurt Rohloff

Chairperson: Professor Stéphane Lafortune

This thesis explores computational issues related to the control and verification of
systems with distributed structure. The framework of supervisory control theory and
discrete-event systems is used where system modules are modelled as sets of finite
state automata whose behavior coordinates on the occurrence of common events. It
is shown that in general many problems related to the supervision of these systems
are PSPACE-complete. There are methods for solving these problems that are more
efficient in memory than the current state-of-the-art methods, but there are most
likely no time-efficient general solution methods that would aid in the study of such
“large-scale” systems. This thesis explores methods for avoiding the computational
difficulty of solving these problems.

For decentralized control situations a new state estimator is presented that ac-

counts for past local control actions when calculating the set of estimated system



states. The new state estimator is used to develop new decentralized control proto-
cols with a common sufficient safety condition.

It is also shown that it is difficult to approximate minimal solutions to a sensor
selection problem for partial observation control situations. Heuristic methods for
solving this approximation problem based on a type of edge-colored graph cutting
problem are then discussed. It is also shown how to convert a type of communicating
controller problem into this edge-colored graph cutting problem.

A notion of state permutation symmetry that defines an equivalence class for the
distributed system states is introduced. A method is shown to reduce the complexity
of verifying u-calculus propositions for systems with state permutation symmetry. A
special class of symmetric distributed systems is also shown that allows for an even
greater reduction in the difficulty of testing several fundamental system properties.
Control and verification problems related to both local and global specifications for

these special systems are then explored.



