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Abstract Ship Computing (TSC) environment which is composed of
many distinct, distributed elements. This environment is
We present a hierarchical control system for the dynamic currently being developed for the DD(X) family of ship-
resource management of a distributed real-time embeddedboard surface ships by a team led by Raytheon and Lock-
(DRE) system. This DRE is inspired by the DARPA Adap-heed Martin. The Navy program serves as a transition
tive and Reflective Middleware Systems (ARMS) program.target for the ARMS technology development activities.
The goal of the control system is to simultaneously manageThe ARMS system can be decomposed into multiple mis-
multiple resources and QoS concerns. The control systenmsions and missions can be decomposed into multiple sub-
is scalable and uses a utility-driven approach for decision missions called application strings or strings. This multi
making and performance evaluation. The control system istiered hierarchy is a common aspect of many DRE systems.
designed to be easily adaptable to other multi-tiered DRE A key element of the control system we are design-
systems. ing for these DRE systems is a utility-driven approach for
decision-making and performance evaluation with respect
to resource allocation in the controllers. Utility is contedi
1 Introduction for each element in the system hierarchy (string, mission,
system) and is a measure of that element’s ability to per-
. . form its desired tasks. The allocation of system resources
L.arge dls.tnbuteq real-time embedded systems are Oﬁe'?is dynamically managed to locally maximize utility at each
designed with static resource management strategies tai
lored for specific goals or missions. These rigid resource
allocation strategies are incapable of adapting to chang-
ing system goals, resource levels and operating environ-
ments. This inability to adapt can cause DRE systems to fail

to meet end-to-end quality of service (QoS) reqwrementstunings of system behavior, while at the highest levels; con

Wh\?\? cond|t|otnsr::_hangi._ | control svstem for the d ._trollers perform less frequent, but more aggressive cbntro
€ presenta hierarchical control system forthe dynamic , +;ons - we feel that this bottom-up scalable control ap-

resource mgnagement of h|erarch|cal DR.E systems that i roach can be easily applied to other hierarchical DRE sys-
capable of simultaneously managing multiple resources an ems. Other dynamic control approaches to meet QoS re-
QoS concerns. Dynamic resource management has th%uirements are in [1, 2]

capgbility to achieve much higher performance in a con- The next section describes key elements of the multi-
strained resource system than static resource managemegt e pierarchical system. The controllers and utilityame

approaches. sures for dynamic resource management are outlined in

The_ DRE applica_tion area is inspired by the DARPA Section 3. We conclude the paper and discuss several av-
Adaptive and Reflective Middleware Systems (ARMS) pro- . < of future work in Section 4

gram. The ARMS program is aimed at developing multi-
level middleware services to manage computational and .
communication resources across a common Navy Total2 System Architecture

level of the system hierarchy with individual controllees-d
ployed for the whole system and all missions and its strings.
The general philosophy for the control system is a
bottom-up approach to dynamic resource management. At
the lowest levels, controllers perform fast, frequentaloc

*This work has been supported by DARPA under contract number : :
NBCHCO030119. The authors would like to acknowledge therdmutions Properties of DRE systems can be understood via aspects

of our ARMS teammates and other researchers. Approved foiciRe- of both their resources and applications running on thosere
lease, Distribution Unlimited sources. The resource aspects of DRE systems include the



computation and communication resources of the systemthat system status measurement information is shared by a
The computational resources are a set of general purposdistributed publish-and-subscribe service called RSS (Re
computer hosts. The communication resources in the syssource Status Service). RSS allows system components to
tem are the communication links formed between various improve efficiency by not having to redundantly gather and
hosts in the systems and the attributes of these links such adistribute status information independently([3]).
bandwidth, maximum delay and operating modes.

Hosts are assumed to be grouped into pools or clusters3  Control System Design
of computing resources based on their physical locations.

Pools are managed independently of one another by local The hierarchical control system uses a set of utility func-

pool managers. Commumcatlon_between_hosts n the S@M{ions to evaluate the performance of strings and missions in
pool is assume_d _to be general_ly INEXPENSIVE, while hOStS_'nthe system against current resource allocations. Thealontr
a pool share limited communlcat!on _gateways to hosts n system also uses the utility estimation function to estamat
othe.r. p00|5,' Therefore, gommumcaﬂons be.twe.en hosts Sthe desirability of various control actions with respectte
partitioned into |n.tra—. and inter-pool communications. future performance and utility of the system. The control
_ Software applications are deployed onto the computa-gystem chooses control actions that would result in a higher
tional resources and can be viewed at multiple levels of ab-|q\ e/ of estimated utility.
straction. At the lowest level of ab_s_traction, _applicas'o_n If the system has enough unused system resources, the
run on hosts and perform work requiring certain computing system could allocate resources to previously undeployed
resources. . . ~ missions or application strings to boost its overall wtilit

At the next highest level of abstraction, an application gng performance. Conversely, if resource contention were
string, or string, is a logical sequence of applications tha 5 gccur due to an over-deployment of missions (possibly
sequentially process information with unique starting and gye to resource failure among other possible causes), then
ending applications. Strings are generally deployed &cros the performance and utility of the deployed missions would
multiple hosts and pools, so string controllers need to man-grop, A drop in the measured utility indicates to the con-
age inter- and intra-pool communication. Strings gengrall rqjlers that the allocation of resources should be adjliste
perform work subject to end-to-end QoS requirements. TWO i an attempt to relieve the resource contention and raise
or more strings may share an application. the measured utility.

At the penultimate level of abstraction, a mission is a  aAn overview of the utility functions is in Subsection 3.1.
group of strings that cooperate to achieve common goals.The design of the control system used to maintain a high

At the highest level of abstraction, the system incorparate |eve| of measured utility in multi-tiered DRE systems is-out
all running missions and resources those missions have actned in Subsection 3.2.

cess to. A schematic of the system-mission-string decom-
position can be seen in Figure 1. 3.1 Utility Function

/Qii[em We use a set of hierarchical utility functions to mea-
_-> - ~Missions
- v sure the performance of the system that follows the system-

mission-string hierarchy outlined in the introduction.ilJt
N S\ e ity functions are defined for the system, each of the missions
(1) ) and each of the application strings that measure the perfor-
mance of these entities under current resource allocation.
Figure 1. System-mission-string hierarchy. More formally, at a given time:

e U(t) is the utility of system performance.

The ARMS system has software components called the 4 U™ (t) is the utility of mission.
Infrastructure Allocator (IA) that allocates applicatsto _
hosts and a Bandwidth Broker (BB) that allocates band- ® U;” (t) is the utility of string; of missioni.
width on intra- and inter-pool communication links. The
IA actuates the control actions of the control system by
(re)allocating computational resources, and the BB aetuat
the control actions of the control system by (re)allocating U(t) = SMw U™ ().
communication resources. It is assumed that the DRE sys-
tems considered in this paper have similar software com-The weight factorw]” is a measure of the relative impor-
ponents to actuate control actions. It is also assumedtance of mission .

We define the system-level utilit}/(¢) to be a weighted
sum of the mission-level utilities:



Similarly, the mission’s ability to complete its required
tasks depends on the ability of its strings to complete their
desired tasks, so mission utility™ (¢) is a weighted sum of
the mission’s string-level utilities:
Uy
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;(t) = Ej:OwiS] (t)
The weight factonw;’ is a measure of the relative impor-
tance of strings; of missiong.
The utility of strings; from mission: depends on the

timeliness, quality, and throughput of information pro-

cessed by the string. These factors are an indication of

how well the string can process and transmit information.
Timeliness (denoted;” (¢)) is a measure of the application
string’s ability to meet end-to-end realtime requirements
Quality (denoted;;’ (t)) is a measure of how useful the in-
formation processed by an application string is. Through-
put (denoted’h;’ (t)) is the rate at which information to be

processed is sent to the string. The mapping of the factors

T (1), q;” (t), Th;’ (t) to the utility of the string may vary
from string to string, so we defing;” (¢) to be computed
by a generic functiod” (-, -, -):

(t) (t),q;” (), Thi (t)).

The utility of a stringU;” (¢) is periodically computed by

Sj — %
U (t) = F,

G
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Figure 2. The control hierarchy.

measured baseline, this signals the controller that itlshou
take actions to attempt to raise its measured utility.

Under normal operating conditions, (when there is no
resource contention or resource failure) a string’s messur
utility should fluctuate minimally around its stored baseli
It remains an area of future research to determine how the
controllers should determine when a measured drop in util-
ity is just a normal fluctuation and when a drop is a symp-
tom of resource contention or resource failure. Another
open area for research is to determine how often the con-
trollers should measure their local utility in order to ersu
a sufficiently fast control response to resource conterion
resource failure.

The control system uses a hierarchical control philoso-

its string controller and published on RSS so that the higherphy that is fundamentally bottom-up. The low level con-

level controllers can comput€™(¢) andU (t). Future re-
search will focus on obtaining appropriate expressions for
timeliness, quality, and throughput.

3.2 Control System

In order to hierarchically control the system via dynam-
ically allocated system resources to maximize system util-
ity, controllers are deployed with one controller for every
string and mission and one system controller. A diagram of
the control system in conjunction with a DRE system with

trollers are generally fast and responsive, while the high
level controllers have the ability to take more aggressive
control actions. Because higher level control actions are
more invasive, the higher level controllers take more time
to better estimate which of their control actions will max-
imize their local utility. Because local controllers in ghi
design attempt to greedily maintain their local utilityeth
bottom-up control philosophy limits local, fast utility ipa
that are potentially detrimental to the overall systemnitytil
String controllers perform fast low-level tuning of qual-
ity and throughput in order to maintain their local string

the system-mission-string hierarchy can be seen in Figureutility. If a string controller is unable to maintain its lalc

2. At the top of the diagram, the high-level DRE system
is controlled by the system controller. At the middle level,
two missions are controlled by local mission controllers. A

utility, its mission controller performs limited resource
deployments to benefit local strings. If a mission controlle
is unable to maintain its local utility, the mission conteol

the lowest level, one mission has two strings and the othersends a request to the system controller to reinitialize sys

mission has one string. The strings all have local string con
trollers. All of the controllers in the hierarchy commurtiea

with their parents and/or children to facilitate communica
tion between control layers in the bottom-up control design

At initialization, the IA performs a system-wide alloca-

tion of resources. Therefore, immediately after initiatiz

tion, all of the controllers in the system would be able to
take a baseline utility measurement to ideally be mainthine

tem resources. The system controller has the ability to re-
guest that the IA perform a full reinitialization of systegz r
sources if the controllers are unable to take any action that
would sufficiently raise the measured system utility. The
controllers interact with each other through direct commu-
nications, but the controllers receive information abyst s
tem resources or performance through RSS.

A dropin string utility could be caused by either resource

by the controllers. This baseline measurement is stored incontention or failure, but on resource failures, the string

local memory for future reference. If any controller ob-
serves a significant drop in its measured utility below the

controller is expected to receive notification about thé fai
ures from RSS. In the absence of a notification from RSS



indicating otherwise, the string controller assumes dinps insufficient string utility only now there may be multiple
utility are caused by resource contention. strings involved.

Generally the quality¢(t)) and the throughputI{h(t)) If the partial redeployment actions of the mission con-
of an application string can be directly controlled by the troller do notraise its strings’ utility to its desired tisteld,
string’s controller by adjusting applications in a stritgt the mission controller sends a signal to the system coatroll
the timelinessT'(t)) cannot. However, the timeliness of a requesting a system-wide reallocation of resources.
string can be influenced by tuning the quality and through- ~ Upon receiving a request from a mission controller re-
put of information processed by a string. When a string con- questing a system-wide reallocation, the system controlle
troller observes thal/;” (¢) is significantly below its mea- ~ sends a request to the IA for a system-wide reinitialization
sured baseline, the string controller attempts to decrisase ~ Of resources. Due to the bottom-up control philosophy, the
string’s quality and throughput. Any observed improvement relatively drastic reinitialization control action is grtken
in timeliness by decreasing quality and throughput will not if the lower level controllers are unable to sufficiently mai
be instantaneous, so incremental decreases are made in botfin their local utilities.
quality and throughput on the utility measurement cycles.

Quality and throughput are continually decremented until 4 Conclusions and Future Wor k

a local maximum of the measured string utility/” (¢) is

found. If the local maximum is not sufficiently close to  we have presented a utility driven hierarchical controller

the Utlllty baseline, the String controller sends a Slgnal t design for multi-tiered DRE Systems to dynamica”y man-

the mission controller that the mission controller shoutd a age System resources. A|though 0n|y three levels of abstrac
tempt to relieve the string’s observed resource contentfon  tijon are considered here for the DRE and control systems,
remains an open problem to determine how aggressively thepur design is easily scaled to any number of control lev-

string controllers should decrement quality and throughpu e|s where low level controllers take fast, limited actions a

in attempts to maintain their local utility. high level controllers take slow, more invasive actions.

When a mission controller receives a signal that one of It remains an area of future research to determine how
its strings is unable to maintain its utility, the missiomeo  the controllers should determine when a measured drop in
troller attempts to redeploy portions of the string. As in- utility is just a normal fluctuation and when a drop is a
dicated in Section 2, the system resources are arranged iBymptom of resource contention or resource failure. It also
pools and the strings are possibly deployed across multipleremains an open problem to determine how often the con-
pools. The inter-pool communication links generally cause trollers should sample their local utility measurements an
the greatest contention, so the mission controller attempt how aggressive the string controllers should be in theailloc
to redeploy portions of its strings from one pool to another tunings of string behavior.
pool to avoid problematic communication links. Experiments need to be implemented and run to evaluate

To perform this control action, the mission controller the performance of the resource allocation strategies. The
first queries the BB via RSS to find out which of the com- control system will also be implemented in software for the
munication links along the path of the string have the high- DARPA ARMS program. The control system design will be
est contention. The mission controller then queries the IA refined to increase performance and reliability. The cdntro
to find what other pools in the system would be able to ac- system will also be implemented in a software prototype for
cept the original substring(s). After receiving the listah- ~ the DARPA ARMS program, against the expected system
didate pools to move the substring(s) to, the mission con-configurations for the evolving DD(X) family of shipboard
troller queries the BB via RSS for timeliness estimates of Navy systems.
the string for each of the new pool substring assignments.

The mission controller then moves the substring to the pool Refer ences
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