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Fetch the tuple where the first name is “Adam”

Reference
• S. Dolev, S. Sharma, and Y. Li. Private and Secure Secret Shared 

MapReduce. Based on the patent Accumulating Automata and 

Cascaded Equations Automata.
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A relation: Employee2

How to perform 

information-theoretically 

secure data and 

computation outsourcing, 

so that a malicious cloud 

provider cannot know the 

database and a query.

Count Operation5

Scientific simulation analysis, database 

operations, e.g., join and clustering, 

machine learning, image processing

YARN

MapReduce

Pig, Hive, Sawzall, 

Dremel, F1, Scope 

Storage

Distributed File Systems (DFS)

Hadoop DFS, Google File System 

(GFS), Gfarm, Amazon S3

Machine

Google Compute Engine, Amazon 

Web Services, Window Azure, 

Rackspace OpenCloud, and etc.
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BigTable, 

Hbase, 

Cassandra,

ZooKeeper
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Data providers The cloud Cloud users
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The Solution
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Shamir Secret-Sharing + 

Accumulating Automata

Four MapReduce-based 

operations

1. Count

2. Search and Fetch

3. Equijoin

4. Range selection
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How many people have their first names as “John”

i = 1: Adam

i = 2: John

i = 3: Eve

i = 4: John

J o h n

The final value of the last node shows 

the total occurrences of “John” 

Id F. 

Name

L.  

Name

Dept.

E101 Adam Smith Sale

E102 John Boro Design

E103 Eve Smith Sale

E104 John Williams Sale

Id F. Name L. Name Dept.

E101 Adam Smith Sale

E102 John Boro Design

E103 Eve Smith Sale

E104 John Williams Sale

Adam

Execute accumulating-

automata over each first 

name and then multiply the 

resultant to the whole tuple. 

At the end, add all the 

values of each attribute.

For multi-tuple fetch, equijoin, and range selection, 

check the reference.

Goal: Information-theoretically secure data and computation outsourcing
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