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Challenges

Understanding Privacy in Healthcare

Policy/Procedure/Human Practices

Technical Research



What is Privacy?

National Privacy Research Strategy (NPRS): 
https://www.whitehouse.gov/sites/default/files/nprs_nstc_review_final.pdf



Complex Privacy Construct 
in Healthcare

• Subjects 

• Patients, Clinical research 
subjects 

• Actions 

• Medical treatment, Research 

• Data 

• Personal info, Diagnosis, 
Medical tests, Prescription, Diet 

• Context



Complex Privacy Construct 
in Healthcare

from S. Dobridnjuk, European Standards on Confidentiality and Privacy in Healthcare 
from ISE, Securing Hospitals: A research study and blueprint



Case Study 1: Clinical 
Anesthesia Studies

Threat: Record linkage with external data sources

L. O’Neil, F. Dexter, N. Zhang, The Risks to Patient Privacy from Publishing Data 
from Clinical Anesthesia Studies, Anesthesia & Analgesia, 122(6), 2016



Case Study 1: Clinical 
Anesthesia Studies

Implications on Policy / Procedure
S71.041A: Puncture wound with foreign body, right hip, initial encounter



Case Study 2: Public Health 
Data Sharing

• The last two digits of the patient's ZIP code are suppressed if there are fewer than thirty 
patients included in the ZIP code. 

• The entire ZIP code is suppressed if a hospital has fewer than fifty discharges in a 
quarter. 

• The entire ZIP code and gender code are suppressed if the ICD-9-CM code indicates 
alcohol or drug use or an HIV diagnosis. 

• The entire ZIP code and provider name are suppressed if a hospital has fewer than five 
discharges of a particular gender, including ‘unknown’. The provider ID is changed to 
'999998'. 

• The country code is suppressed if the country field has fewer than five discharges for 
that quarter . 

• The county code is suppressed if a county has fewer than five discharges for that 
quarter . 

• Age is represented by 22 age group codes for the general patient population and 5 age 
group codes for the HIV and alcohol and drug use patient populations. 

• Race is changed to ‘Other’ and ethnicity is suppressed if a hospital has fewer than ten 
discharges of a race. 

• If a hospital has fewer than fifty discharges in a quarter, the provider ID is changed to 
‘999999’.

Texas Inpatient Public Use Data File (PUDF), https://www.dshs.texas.gov/thcic/hospitals/Inpatientpudf.shtm

https://www.dshs.texas.gov/thcic/hospitals/Inpatientpudf.shtm


Case Study 2: Public Health 
Data Sharing

hospital, gender                zipcode 

Example: If a hospital has fewer than five discharges of a 
particular gender, then suppress the zipcode of its patients of 
that gender.

M. F. Rahman, W. Liu, S. Thirumuruganathan, N. Zhang, G. Das, Privacy Implications of Database 
Ranking, VLDB 2015. 
X. Jin, M. Zhang, N. Zhang, G. Das, Versatile Publishing for Privacy Preservation, KDD 2010

“It may be possible in rare instances, 
through complex analysis and with 
outside information, to ascertain from 
the PUDF the identity of individual 
patients. Considerable harm could 
result if this were done. PUDF users are 
required to sign and comply with the 
DSHS Hospital Discharge Data Use 
Agreement in the Application before 
shipment of the PUDF. The Data Use 
Agreement prohibits attempts to 
identify individual patients.”



NSF Opportunities for 
Healthcare Privacy Research
• Privacy Research

• In August 2013 and in February 2014, the White House Office of Science and 
Technology Policy (OSTP) issued two Requests For Information (RFI) on privacy 
research activities pursued by the agencies 

• NSF: Approximately $25M per year is invested in privacy research activities  

• Approximately 35% of the Secure and Trustworthy Cyberspace (SaTC) program 

• Healthcare

• NITRD: The Federal Government, under the leadership of NSF and Health and 
Human Services (NIH, ONC, AHRQ) should invest in a national, long-term, multi-
agency research initiative on NIT for health that goes well beyond the current 
national program to adopt electronic health records. 

• NSF Smart and Connected Health (SCH) Program



NSF Secure and Trustworthy 
Cyberspace (SaTC) Program
• NSF’s flagship research program for research in 

cybersecurity 

• SaTC is the largest unclassified cybersecurity research 
program in the world 

• Primarily targeted at US colleges & universities 

• Also open to US non-profits, and sometimes for-profits 

• $75M+ in FY16 grant cycle, ~200 new grants (FY15), 
~900 active grants



Sizes / Schedule / Results 
(core program 16-580)

Amount & 
duration

Submission
Deadline

# FY15
funded

Small Up to $500k, 
3 years

November 16, 
2016

74 proposals/ 
60 projects

Medium Up to $1.2M,
4 years

October 19, 
2016

38 proposals/ 
23 projects

Large Up to $3M, 
5 years

October 19, 
2016

10 proposals/ 
3 projects

Cybersecurity 
Education

Up to $300K, 
2 years

Dec 15, 2016 8 proposals/ 
6 projects



SaTC

Secure the IT components

Make more predictable
Address policy and usability
Educate the workforce

Develop a Science of  Security
Support empirical investigations
Include social aspects of  security

• Focus on interdisciplinary 
research

• Emphasize social aspects
• Joint with SRC, Intel, etc.
• Fund Transition-to-Practice
• International collaborations



SATC Frontiers Portfolio: 
2012-2014

Data Privacy
•Privacy Tools for Sharing Research Data 
(2012)

•Harvard University
•$4.8M for 4 years

Healthcare
•Enabling Trustworthy Cybersystems
for Health and Wellness (2013)

•Dartmouth, UIUC, JHU, Michigan 
•$10M for 5 years

Trust in Cloud
•Rethinking Security in the Era of  
Cloud Computing (2013)

•UNC, NCSU, Stony Brook, Duke, 
Wisconsin-Madison

•$6M for 5 years

Socio-economic
•Beyond Technical Security: Developing an 
Empirical Basis for Socio-Economic 
Perspectives (2012)

• UCSD, Berkeley, GMU
• $10M for 5 years

Web Privacy
•Towards Effective Web Privacy 
Notice and Choice: a Multi-
disciplinary Perspective (2013)

•CMU, Fordham, Stanford 
•$3.75M for 4 years

Program Obfuscation
•Center for Encrypted 
Functionalities (2014)

•UCLA, Stanford, Columbia, UT 
Austin, JHU

•$10M for 5 years

Outsourced Computation
•Modular Approach to Cloud Security 
(2014)

•BU, MIT, Northeastern, U. 
Connecticut

•$4.9M for 5 years



SBE/SaTC
• SBE / SaTC seeks to fund cutting edge SBE research proposals that 

• Have the potential to enhance the trustworthiness and security of cyberspace 
AND 

• contribute to theory or methodology of basic SBE sciences 

• Researchers are encouraged to include SBE science and collaborate with SBE 
scientists as needed 

• Uses the domain of cybersecurity to explore, develop or "push the boundaries" of 
SBE science. 

• Make theoretical or methodological contributions to the SBE sciences 

• Seek generalizable theories 

• Proposals will be reviewed by SBE scientists



Transition to Practice  
Option/Perspective

• Supports later stage activities in the research and development lifecycle such as 
prototyping and experimental deployment 

• Exclusively on transitioning existing research results to practice 

• In FY15, was an option (up to $167K extra for Small, up to $400K extra for Medium 
in addition to research grant) 

• In FY16, was a perspective (up to $500K/Small or $1.2M/Medium) 

• For FY17, is a designation (up to $500K/Small or $1.2M/Medium) 

• Software developed must be released under an open source license or justify why 
not



NSF Smart and Connected 
Health (SCH) Program

• To fill in research gaps that exist in science and technology in 
support of health and wellness 

• To advance the fields of health, wellness, improve quality of care 
and reduce cost by leveraging the fundamental science research



Traditional Medicine ⇨ SCH



Patient-Centered Framework



SCH Research Areas



NSF v NIH Review Scores



Thank you


